SoftControl
Service Center 4.1.19

PykoBoACTBO agMUHUCTPATOpa




Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

YBaxaembil nonb3oBaTesb!

SAFE ‘N SEC Corporation 6narogaput Bac 3a 10, 4T0o BbIOpanm npogykt SoftControl Senice Center. CneunanucTsl
KOMMaHWM MocTapanucb, 4TOObl Halwle nporpammHoe obecrneyeHve OTBeYario CamMbiM BbICOKMM TpeboBaHuSM B
obrnacTi 3awutsl UHGOPMAaLMKM U B TO e BpeMsi ObIfio NPOoCTeIM U yA0OHBIM B pabote. Mbl Hageemcs, uto SoftControl

Senvice Center 6yaet Bam noneseH.

ABTOPCKWE MNPABA

Matepuansl, NpuBe4eHHbIE B HACTOSILL EM LOKYMeEHTe, aBnsitoTcs cobectBeHHocTbio SAFE ‘N SEC Corporation n moryT
OblTb  MCMONb30BaHbl TOMBKO ANt NMYHbIX Lenen npuobpeTtatens npoaykTa. 3anpelwjaeTcss BOCMpov3BedeHue
OTAENbHBIX YacTel LOKYMEHTa, BHECEHME NPaBOK, pa3MeLLeHe Ha CEeTeBbIX pecypcax, pacnpocTpaHeHue B mobon
dopme (B TOM Yucrie B nepeBoae) Ha ByMaXkHbIX U 3MEKTPOHHbBIX HOCUTENSX, NOCPELCTBOM KaHaroB CBSA3M U CPEACTB
MacCoBOW MHGOPMaLMM UM KakuM-nbo apyrum crnocobom 6e3 crneumanbHOro MMCbMEHHOrO pa3peLleHust KOMNaHum
M CCbISIKM HA NCTOYHUK.

HavMeHoOBaHWs 1 ToBapHble 3HaKW, MPUBEAEHHbIE B [OKYMEHTE, SBISIIOTCA COOCTBEHHOCTbIO CBOMX 3aKOHHBIX

BrnagenbLues.

OrPAHNYEHME OTBETCTBEHHOCTU
CopepkaHue [aHHOTO [OKYMEHTA MOXET Uu3MeHATbCsl 6e3 npegBaputernbHoro yeegomneHus. SAFE ‘N SEC
Corporation He HeCET OTBETCTBEHHOCTM 3@ HETOYHOCTM W/MunM OWwMWOKM, OONyLleHHble B [AaHHOM [OKYMEHTe, U

BO3MOXHbIV yLL,ep0, CBSI3aHHbIA C 3TUM.

SAFE ‘N SEC Corporation, 2017 r.

MoyToBLIV agpec:

127106, Poccua, MockBa

AnTydmeBckoe wWwocce, 5/2
SAFE ‘N SEC Corporation
TenedwoH:

+7 (495) 967-14-51

dakc:

+ 7 (495) 967-14-52

SﬂeKTpOHHaﬂ noyTa:

O6Lme Bonpockl 1 npegnoxeHust: support@safensoft.com

Kommepueckne Bonpochl: sales@safensoft.com

Beb-canT komnaHuu: http://www.safensoft.com

peausvm AokymeHTa ot 11.07.2017 2

ww w .safensoft.com


mailto:support@safensoft.com
mailto:sales@safensoft.com
http://www.safensoft.com
http://www.safensoft.com

Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

CoaepxaHue

1. BeBepgeHue )
1.1 HABHAUEHME. ...ttt et s ae ettt e e b e et e saeesseenee e st e sbeentesneenneennans 5
1.2 YCNOBHBLIE OBO3HAUEHUS N TEPMUHDBL......veveeeeueenieeereeseessesseeseeseeeessessessessessessesseeseessessessessessessesnes 5
O O Lo o = LT = SO 5
L2 O 0T ( o T YT =Y 1 S 6
LG T I 1o To o= o 1 USRS 6

2. TpeboBaHua K annapaTHOMY M NporpaMmmHoMy obecrneyeHuro 8
2.1 CuctemHble TpeboBaHUA SOtCONIOl SEIVEN........cc.ooeeeeeeeee e 8
2.2 CuctemHbie TpeboBaHma SoftControl AAmIin CoNnSole.........cccceoveiveeveciceceeee e 8
3. YcTtaHoBKa un HacTpouka komrnoHeHToB SoftControl Service Center 9
3.1 YcraHoBka SoftControl Server n SoftControl Admin Console...........occcoeeiieieneeiieeeeee 9
3.1.1 OBDBIMHASA YCTAHOBKA .....cueeueeueeeeseesseasesseeseeseeeessessessesseasesseeseessensessessessessessesseessensessessessessessenses 9

I I 2 I (o) =T Yo = 1 0] = = SRR 12
3.1.3 BbIOOPOUHASA YCTAHOBKA.......cueeeueerieteiueesseeseeeasseeseeseesseesesssasseesessesseeasesssssseessessesseessesssens 16

I T2 o = Toa 1 0o 1ic T ot=T o)=Y o X TSP 19
3.3 Peructpaums KIMEHTCKUX MPUIIOMKEHMM. ........ceeiveerreeeireeseeeseeesseeeseessesssseesseessesssessssesssesssesssessnns 24
3.4 TMoakroyeHune K cepBepy U3 KOHCOIM YIPABIIEHUS........ccoueeuereereeeeeeeesteeneesseesseesesneesseseesneenes 24
4. LleHTpanusoBaHHoe ynpasneHne CUNB 26
4.1 UNnutepdenc SoftControl AAmin CONSOIE...........cccueeieiiicieceeeeeeeee e 26
T I 0T o3 =V o ' Y= 1 o ) 29
4.3 YnpaBreHNe JOCTYNOM HA OCHOBE POJIEM......ccueerueeeerrereeseesseessesseessenssesseessesssssseessesssesseessesnsens 30
G TRt I = oY RSOSSN 30
G T2 (o) 1 =% To ] =T =Y 1 TSP USRN 33
4.3.3 COObITUA BE30MACHOCTU CEPBEPA ..ueeueeeeeerterresserserseeeeeessessessessessessesseesesssessessassessessessesses 35
4.4 YCTPOUCTBA M CTATYCD ..ccuueeiiieiueeeiteesseeeteasseeeaseessesaseessesasseessseasseessssassessssessseesssesssessssesssessssesssens 39
4.4.1 YnpaBreHNE MPOLECCOM PETUCTPALMM..........eecveeereeeireeereeesreeeseeeiseeeseeesseesseesssesssesssesssesssseens 43
4.4.2 TepeMeLLEHNE B MOAPABLETIEHUS ....ccueeereeceieeireeseeeteesseeesseesseseeseessesesseesseesseessessssessseesnsenns 45
4.4.3 YnpaBreHVe CNIMCKOM PA3PELLEHHBIX QIANSIOB. .......ccueeueerreeeeaseesreeseeseessesseesseessesssesseessesseens 45
I I (oY T o TR TaT=Y p =Y o = SRR 46
4.5.1 YnpaBrieHNE MOAPASOETIEHUSIMM.......cccueeeireerueeeireeseeeseessesasseessesssseessesssseesseesssesssessssessseesssenns 48
4.5.2 eHepauusi OAHOPA3OBBLIX MAPOISIE . ....ccueereeeeeeeesreeeeseesseessesseesseessessessesssesseessesssesseessesssens 50
4.6 HacTporKa KIMEHTCKUX MPUIIOMKEHMM. .......ceeeueeeeeeeeeesueeeeeeesseeaseeneesseesesseesseensesneessesnsesssesseensens 52
4.6.1 OBLLE HACTPOMKM......cveenreeueeeueeireeeeeseeaseeeeeseeaseessasseesesssesseesaessessessesssessesseaseessesnsesseessesnsans 55
4.6.2 Hactporkm SoftControl SYSWatCh..........ccoiiiiie s 59
4.6.3 Hactponku SoftControl DLP Client...........ccooieieiee e 85
A 7= = LS 1 94

I——————————————————wm——~

www .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

V2 B O T o o Yo o)1 2 = SRS 97
4.7.2 AHTUBUPYCHOE CKAHUPOBAHYIE. .......cueeiueeereeiteeeiseesseesseessesasseessessseessessssesssessssesssessnsessseesssenns 99
4.7.3 OOBHOBIIEHUE. .......ceeueeteeuieeteeeteeieeeteeateeiteeseeeseesseeseaseeeesseeaseessasseasesseesseenseessasseensesssesseeseaneans 100

4.8 TTDOCMOTP OTUETOB. ...c.ueeieeueerteeeeeueesseeeeeneesseaaseeseasseaseeneesseaaseeneesseeseaneesaeanseensesseensesneessesnsesneens 102
4.8.1 OTUETBI SOftCONrol SYSWatCh........cceeeeeee e 102
4.8.2 OTYETLI SOftCONrOI DLP Client........oeceeeeeee e 109
4.8.3 OUNBTPALMS COODBITUM.......oeeiveeeeriecieeeieeetee et eeteeeiteeeseeeeseeeseesseesseseaseesssesaseesssesseesssesaseessneens 113
4.8.4 TMeyaTb V1 3KCTOPT B (PAMITBI OTUETOB ....ccueeueeueeeeeeeseeeseeeneesseeseeneesseenseseesseessessesseessesneens 118

4.9 OMNOBELLEHMT O CODBITUSIX. ...ueeeeeeeiueeeesseeeeessaasseeesssasssesssassssesssssseesssassseesssssssesssssesessssssseessasns 119
e Bt B (0] oy =1 1 = PSSR 119
e B (0110 o) e PSSR 121

5. O6HoBneHne komnoHeHToB CUB 127
5.1 HacTtpowka 06HOBEHNS MPOTPAMMHBIX MOLYIIEM.......ceeeeeeereeeeeeeesseenseeseesseesseeessseensesseesseenes 127
5.2 HacTtpowika 0OBHOBIIEHNS aHTUBUPYCHBIX BA3......cceieeieieieciesieeie e st eee e sne e sae e 130
5.3 O6Hoenenne SoftControl Server n SoftControl Admin Console B py4HOM pexume............ 133
5.4 OBHOBMEHME KIMEHTCKNUX KOMMOHEHTOB. ... cueeueeueeeeseessessessesseeseessesessassessessessesseessessensessessessens 136
6. Yganenune komnoHeHToB SoftControl Service Center 138
7. OononHutensHaa nHopmaums 142
7.1 O CEPTUDUKATAX CEPBEPA. .. eccuveereeeureeireeeireeeseeeiseeaseeeiseeasesaaseessssssseessssaseesssesssesssssesseessessseesses 142
7.2 BOCCTAHOBIIEHME CBASU C CEPBEPOM....cccuvierieerieiueeereasseeesseesseseseesssessseesssessseessesssseessessseesnns 143
7.3 PesepsHoe konvpoBaHue SoftControl Service Center...........oov oo 144
7.3.1 CO30aHNE PEIEPBHOM KOMMM.......ccuereeeeeeneeneeneeeesaessessessessessesseesessassessessessessesssensensessessessesses 144
7.3.2 BOCCTAHOBIEHNE U3 PE3EPBHOM KOMMM........eeveeneeeneeseeeeesseesseensesseesseessesseessessesseessessesseenes 145

A 3 74 o (0 LR 1 RS 146
8. [uarHocTtuka npobnem 147
9. TexHnyeckas nogaepxka 148
10. MNMpunoxeHue 149
10.1 YctaHoBka n HacTponka Microsoft® SQL Server® 2008..........ccoooeveeieeeeneeeeeereeeeeene 149
10.2 [Job6asrieHne koMrnoHeHTa Desktop EXPEriENCE.........cocveoveeeiieie e 165

- ]

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

1. BBegeHue

1.1 Ha3HauyeHume

SoftControl Service Center («CepBucHbin LieHTp») npeactaBnseT cobon Habop MHCTPYMEHTOB
aAMUHUCTPUPOBAHMSA  ONI1 yrpaBfieHMA  CUCTEMOW  MHGOPMaLMOHHOM  Ge3onacHoCTw,
obecneyvBaloLLE COXpaHEHWe LLeNOCTHOCTM NPOrpaMMHON Cpeapbl KOHEYHbIX TOYEK CEeTW, 3aLLmTy
OT HEeCaHKLMOHMPOBAHHOIO AOCTYNa K AaHHbIM CO CTOPOHbI NepcoHarna Um 3royMblLLNMEHHUKOB, a
TaKkke MOHUTOPUHI aKTUBHOCTW nonb3oBaTtenen. B coctaB CepsucHoro LleHTpa BxogaT

crenytoume KOMMNOHEHTbI:
=  SoftControl Server — cepBepHbIN KOMMOHEHT;

=  SoftControl Admin Console — KOHCOSb ynpaBneHus.

SoftControl Service Center nogaepxvBaet paboTy CO CreayroLLMMN KIMEHTCKUMIN KOMMOHEHTaMM:

= SoftControl ATM Client / Endpoint Client / SClient (qanee no tekcty — SoftControl SysWatch) —
KIMEHTCKME KOMMOHEHTbl MPOAKTUBHOW 3auyTbl YCTPOMCTB camoobcemnyxmBaHus, paboumx
CTaHLM1 KOpropaTUBHOM CETU U CEPBEPOB COOTBETCTBEHHO;

=  SoftControl DLP Client — KnMeHTCKM KOMNOHEHT MOHUTOPUHIra U cbopa AaHHbIX.

1.2 YcnoBHble 0603Ha4YeHUA U TEPMUHDI

1.2.1 O603HauYeHudA

YcnoBHble 0603HaYeHUs1, MPYMEHsIEMbIE B AaHHOM JOKYMEHTe, NpuBeaeHsl B Tabn. 1.

Tabnuua 1. YcnoBHble 0603Ha4YeHuUs

]
1 BaxHasi nHgopmauymsi, npyumevaHme.

YcnoBue YcnoBwe BbINOMHEHUS, npuMmedaHue, npumep.

— 3arorioBKN 1 COKpaLL,eHS;
O6HOBUTBL — Ha3BaHWA 3KPaHHBLIX KHOMOK, CCIMOK, MYHKTOB MEHI0, APYruX
3M1eEMEHTOB NporpamMMHOro uHTepdenca.

TEPMUHbI (OnpeaeneHus);
UMeHa balirioB u Apyrmx OObEKTOB;
TEKCTbl COO6LL, eHNIA, BbIBOAMMbIX MOMb30BaTENHo.

lNonumuka KoHMposns

C:\Program Files\SoftControl My Kk drannam, katanoram, Kroyam CUCTEMHOrO peecTpa.

a— ” - @ parmeHTbl MPOrpaMMHOro Koda, KOMaHAHbIX U KOHGMIY paLUMOHHBIX
Powindir%\system32\msiexec.exe / d}gﬂnos porp uryp
<kaTtanor ycTtaHoBku SoftControl Monsa ona 3aMeHbl yHKUMOHaMNbHbBIX Ha3BaHW aKTUYECKUMU

ISS———————————

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa

BeedeHue

SysWatch>

3Ha4YeHnaMNn.

Mpunoxexue - °

CchblIfnkv Ha BHYTPEHHME pecypchbl (pasaernbl JOKYMEHTa) C yKasaHUeM
HOMepa CTpaHuLpbl Unu Ha BHewwHune pecypckl (URL-agpeca).

1.2.2 CokpawieHus

B naHHOM gokymeHTe ynoTpebnatoTest 6e3 pacumdpoBKm CrieytoLLme COKpaLLeHUs :

+» B[l — 6a3a gaHHbIX;

«» TN — rpadpunyeckmn nHTepenc nonb3oBaTens;

+» JIBC — nokanbHas BblYUCIUTENbHAA CETb;

< O3Y — onepaTuBHOE 3anomMuHaloLEe YCTPOUCTBO;

+ OC — onepauuoHHasa cuctema;

+¢ MO — nporpammHoe obecneyeHune;

s+ CUB — cuctema nHopmaLumMoHHON 6e30nacHOCTY;

s CYB[] — cnctema ynpaBreHus 6a3amum AaHHbIX;

+«» UM — ueHTpanbHbIn NpoLeccop;

+» QUMM — anekTpoHHas umdpoBas NoaNMCh.

1.2.3 noccapun

Tabnuua 2. Fnoccapumn

MpoakTMBHas 3awmta

Komnnekc mep no npegoTBpaLL eHnO0 BPEAOHOCHBLIX BO34ENCTBUA, OCHOBaHHbIN
Ha NPEBEHTUBHbIX TEXHOSOMMSIX.

npeBeHTI/IBHbIe TEXHOormm

[MepenoBble TEXHOMOMrNX 3aLL UTbl A@aHHbLIX, B OCHOBE KOTOPbIX MNEXWUT aHanu3
aKTMBHOCTV Ha KOMMNblOTEPe Nofb30BaTens: AeACTBUNA MHOObIX MPUNOXEHWUN,
cny>x6 onepauvoHHON CUCTEMBI, LENCTBUIA NOMb30BaTENs, aKTMBHOCTU U3BHE U
T.0. B oTnnyme ot peakTMBHbLIX TEXHOSOMIA, HA KOTOPbLIX NOCTPOEHbLI Takue
cpencTBa 3alluTbl KAk aHTUBUPYChI U NEPCOHarnbHbIE CeTeBble 3KpaHbl,
NPeBEHTVBHbIE TEXHOSOMMM aHaNM3npYyIoT He KoA obbekTa, a OTCNeXMBaloT
NOTEHLMAanbLHO onacHble AENCTBUS, BbINOMNHAEeMble M. CnefoBaTtensHo,
WHCTPYMEHTbI MPOaKTMBHON 3aLLUTbl He TPEOYT HanNM4mMs U NOCTOSIHHOTO
0o6HoBMNeHUs 6a3 BpeAOHOCHOro Koaa, YTo ABndeTca HeobxoaumMbIM Ans
TPaAULIMOHHBIX CPEeACTB 3aLlUThl.

MonuTnka KoHTpons

Ha60p npaswul, HA OCHOBAHWN KOTOPbIX OCYLL eCTBJIAETCA KOHTPOJIb aKTMBHOCTU
I'IpI/IJ'IO)KeHI/Il7| M UX aHanus, a Takxxe BbIHOCUTCA 3aknoveHne 06 onacHoCTU
NpUNoXXeHus. VIMeHHO nonutuka onpegendaeT, Kakue OencTsuna un KaKyr ux

SSSS————————————e—
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BeedeHue

TepmuH MosicHeHue

nocnegoBaTteslbHOCTb CHUTATL OMACHOWN.

Ha6op ycrnoeuit, onpeaensioLx akTMBHOCTb MPUIOXKEHUS, U OENCTBUS, KOTopble
MPUMEHSIET CPEeACTBO NPOAKTUBHOM 3aLLWUTbl K MPUIOXKEHWIO C aKTUBHOCTLIO,
NpaBuno KOHTPOIA akKTMBHOCTM  |y10BNETBOPSIIOLLLEI YCIIOBUAM MpaBuna. YCroBus npaBuna onpeaensoT obnactb
KOHTPONS 1 AeTanmsupytoT ee (06BEKT KOHTPOSIS, Ae/CTBUE Hag OGbEKTOM
KOHTPONSA, MPUMIOXKeHWe, BbIMOMHsoLLee AencTBre U T.4.).

COBOKYMHOCTb KOHTPOSbHBIX CYMM MEPEHOCUMBIX UCTONHAEMbIX MOAYNen (CM.
Mpodmnb cuctemsl "drarinosbii gopmat PE") n nyTeit K HAM B cucTeMe, norydyeHHas B pesyrbtaTe
aBTOMaTMYECKON HaCcTpoVikK (c6opa npodmns).

CneuvanbHbIn dyiar, AaloLL i Npoueccy ocobble NpuBUMErMm No 3amycky (Cwm.
"pexum yctaHoBku").

Pexum 3anycka npoueccos 6e3 orpaHnyYeHun, npy KOTOPOM MPOUCXOAMNT
Pexum ycTtaHoBKU MoMeLL eHre npoLiecca 1 BCeX ero JoYepHUX MpoLeccoB B NpodmIis CUCTEMbI,
€CIIM OH ell e He HaxoauTCs TaMm.

Mpu3Hak nHcTannsaTopa

MeToq paboTbl aHTMBMPYCHOIO NMPOrpamMmmMHOro obecneyeHns U cucTem
0BHapy>KeHWs1 BTOPXXEHWIA, NPV KOTOPOM MporpamMmma B MpoLecce aHanm3a obbekTa

PeaktvBHbIE (CUrHaTypHbie)
obpallaeTcs k 6a3e AaHHbIX M3BECTHbIX BUPYCOB W MPOBEPSET COOTBETCTBME

TEXHOMOr K
Kakoro-nmbo y4acTtka koga npocMaTpMBaeMoro obbekTa M3BECTHOMY KOAy
(curHatype) Bupyca B 6a3e gaHHbIX.
Ponb CoBoOKyMHOCTb NMpaB JOCTyNa Ha 06bEKTbI KOMMBIOTEPHON CUCTEMBI.
dannosbi copmat PE dopmaT ucnonHsiembIx annoB, 06BLEKTHOrO Koga 1 AUHaMUYeckux GubnmoTek,
(NepeHOCHMBIN NCMOMHAEMbIN ncnonb3yembivi B 32- 1 64-O1THBIX BEPCUSIX OonepaumoHHon cucteMsl Microsoft®
doarin) Windows®.
CpencTBo BbIMUCTIUTENBHOM TEXHMKK (pabovasi cTaHums / cepBep / TepMuHan
XocT CamMoo0Cny>K1BaHNS), NOAKIMIOYEHHOE K JTOKarbHOWM BbIYUCIUTENbHOW CETU U

rno6anbHOM KOMMbIOTEPHOW CETU.

- (7 ]
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TpebosaHrusi K arinapamHoMy U npoepamMmmMHOMY 0becrneyeHuUro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl Server

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O6BLEM
YacTtoTa O6BLEM cBob6ogHoro

un (02c) npocTpaHCcTBa Ha
XKECTKOM gucKe

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)

Microsoft® Windows® Server 2012 R2

Microsoft® Windows® 10 BCTpoeHHow CYB[]

* Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit) 100+ MB

* Microsoft® Windows® Server 2008 (SP2) x86/x64 (32-bit/64-bit)

= Microsoft® Windows® Server 2008 R2 31y 4TB Tpg””me”b”o
* Microsoft® Windows® Server 2012 B cly4ae
. YCTaHOBKMU

AdononHutensbHoe MNO:
* Microsoft® .NET Framework 4.5;
* Microsoft® SQL Server® 2008 / SQL Server® 2012 / SQL Server® 2014 Express SP1.

2.2 CuctemHble TpeboBaHua SoftControl Admin Console

Taonuua 4. MMHUManbHbIE cCMCTeMHbIe TpeboBaHUA

O6BLEM

YacToTa LM O61BLEM cBo6ogHoOro

o3y NPOCTPaHCTBa Ha
)KECTKOM AUCKe

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)
Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit)

Microsoft® Windows® Server 2008 (SP2) x86/x64 (32-bit/64-bit)
Microsoft® Windows® Server 2008 R2 3y 4Tb 100 MB
Microsoft® Windows® Server 2012
Microsoft® Windows® Server 2012 R2
Microsoft® Windows® 10

AdononHutensbHoe MNO:
* Microsoft® .NET Framework 4.5.

ES————————————————— e
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YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

3. YctaHoBKa 1 HacTpouka komnoHeHToB SoftControl Service
Center

B HacTosieM pasgene npuseaeHa MHGOpMauuMs Mo YCTaHOBKE ° CepBEepHOro KOMMOHEHTa
SoftControl Server («cepsepa») 1 koHcorm ynpaenenust SoftControl Admin Console, HacTpoiike
SoftControl Server npu nepeom 3arnycke ** SoftControl Admin Console, a Takke AaHbl ykasaHust

MO PerncTpaLm KIMEHTCKIX MPUOXeHUiA 2+ .

3.1 YctaHoBka SoftControl Server n SoftControl Admin Console

BosmoxHbI criegytoupe BapuaHTtbl pa3sépTtbiBanua SoftControl Service Center:

® 06blyHas 2

: YCTaHOBKa KOMMOHEHTOB npoaykTa 6e3 BctpoeHHon CYB[;
* nonHasi '*': ycTaHOBKa KOMMOHEHTOB NPOAYKTa W BCTpoeHrHown CYB[;

i Bbl60p0'~IHaﬂ 18 . YCTaHOBKa Bbl6paHHbIX norb3oBaTterieM KOMMNOHEeHTOB.

Ecrm B ceteBoM poctyne umeetcsa HactpoeHHas CYB[ wm ecrv eé nnaHvpyeTcsl yCTaHOBUTb
oTAernbHo, BblbepuTe BapuaHT OObIYHOW YCTaHOBKU. WHpopmauus no OTAernbHOW YCTaHOBKe

CYB/[1 naHa B npuroxeHun '*°.

[ns Hanbonee GbICTPOro pa3BEpPThIBAHMA M HACTPOWKM BbiGepUTe BapuaHT MosHON yCTaHOBKK, B
9TOM Crly4ae Bce Heobxoaumble AEUCTBUSA, BKIOYAs YCTAHOBKY BXxoadalen B nHctanatop CYB[
n cosgaHne b, BbinonHAwTCs ycTtaHoBumkom SoftControl Service Center aBTomaTtuyecku. B
nakeT yctaHoBku SoftControl Service Center Bxogut 6ecnnatHaa CYB[] Microsoft® SQL Server®
2014 Express SP1, obragatouwps Bcen HeobxoaMmMonm OYHKUMOHANbHOCTLIO And  paboThbl
cepsepa.

Ecrnm npegnoytutenbHO ycTaHaBmmMBaTb CepBEPHbIN KOMMOHEHT, CYB/[] 1 koHCOMb ynpaBrieHust Ha

pa3sHble KOMMbIOTEPbI, UCMONb3YNTE BbIGOPOYHYIO YCTAaHOBKY.
3.1.1 OO6bl4yHaA ycTaHOBKaA

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.
2) B okHe YctaHoBKa SoftControl Service Center Haxwvute Ha kHonky [danee (puc. 3anyck

NporpaMmbl ycTaHoBku ).

S———————————————— e
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 1. 3anyck nporpaMmbl yCTaHOBKM

3) B cnyyae Bawero cornacusi, otmMeTbTe onuuio A NpUHUMar0 yCnoBUSl JIMLLEH3UOHHOIO

COrnaweHus U HaxmuTe Ha kHorky flanee (pvc. JuLeH3noHHoe corraterme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogdykta rpynnel “Safe’n’Sec” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ feqyats ] [ Hazan ]I Hanee I [ OTmeHa ]

PucyHok 2. JluueH3noHHoe cornatueHue

4) Boibepute TuN yctaHoBKM OObIYHAs, HaXaB Ha COOTBETCTBYIOLYO KHOMKY (puc. Tunbl

ycTaHoBKM ).

- (W]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 3. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE L )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 4. [0TOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS NpoLiecca ycTaHoBKM (puc. Mpouecc ycTaHoBKM ).

- (W]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 5. lNMpouecc yctaHOBKU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBo (puc. 3aBepLLUEHMe YCTaHOBKY 7).
ﬂ Yeranoeka SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 6. 3aBeplueHue ycTaHOBKMU

3.1.2 MNMonHaa ycTaHOBKa

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.
2) B okHe YcTtaHoBKa SoftControl Service Center Haxvute Ha kHonky Hdanee (puc. 3anyck

NpOrpamMmbl YCTaHoBKM 2).

-
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 7. 3anyck nporpaMmbl yCTaHOBKM

3) B cnyyae Bawero cornacusi, otmMeTbTe onuuio A NpUHUMar0 yCnoBUSl JIMLLEH3UOHHOIO

COrnaleHus U HaxmuTe Ha kHorky [lanee (puc. JMLeH3MoHHoe corratlerme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogdykta rpynnel “Safe’n’Sec” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ feqyats ] [ Hazan ]I Hanee I [ OTmeHa ]

PucyHok 8. JluueH3noHHoe cornatueHue

4) Bblbepute Tvn ycTaHoBKKU NMonHas, HaxkaB Ha COOTBETCTBYHOLLYIO KHOMKY (pyC. TUnbl yCTaHOBKW

13 )

- ® ]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 9. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 14 )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 10. FT0OTOBHOCTb K yCTaHOBKEe

6) [loxauTech OKOHYaHMs NpoLiecca ycTaHoBkM (puc. Mpouecc yctaHoBKkM ).

-— (€ ® ]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 11. MNpouecc yctTaHOBKMU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBO, 4TOOLI HayaTb ycTaHoBKy Microsoft® SQL Server® 2014 Express SP1
(puc. 3aBeplueHme ycTaHoBkmM SoftControl Service Center ™).

1 Yerarosea SoftControl Service Center =l ==

Yeradoeka SoftConfrol Service Center
3aBeplLeHa

HaokMuTe KHonky “ToToBo", YTobkl BEIATH U3 MacTepa
YCTaHOBKM.

Mocne 3aeplieHa paboTel MHCTanATopa Gynet
aETOMaTHHECKM YeTaHoeneH Microsoft SQL Server Express,
MoanyicTa, AoKaAMTEeC CooBIWEHA 0f OKOHYEHMM
YCTEHOBKM,

Hazan MoToBO OTHEHS

PucyHok 12. 3aBeplueHue ycrtaHoBku SoftControl
Service Center

8) Noxautecb okoH4YaHust yctaHoBkn Microsoft® SQL Server® 2014 Express SP1 n HaxmuTe Ha

kHorky OK (puc. 3aBepLUeHve yCTaHoBKM ).

-_— (W]
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(& a3 3 ir =
SoftControl Server ,r)'(’

I@I SQL-server installed & service started successfully.

PucyHok 13. 3aBeplLueHUe yctaHOBKMU

3.1.3 BbiGbopo4yHasa ycTaHOBKa

1) 3anyctute yctaHoBOYHbIN NakeT Service.Center.msi.

2) B okHe YctaHoBKa SoftControl Service Center Haxvute Ha kHonky Hdanee (puc. 3anyck
nporpaMmbl YCTaHOBKM 2).

13! ¥erarosxa SoftControl Service Center [=] @ ==

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl Service Center

MacTep YCTaHoBEKM yoTaHoenT SoftControl Service Center
Ha KOMMBKoTEpe, HamMuTe kHomky “Aanee”, uTofsl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 14. 3anyck nporpamMmbl yCTaHOBKM

3) B cnyyae Bawero cormacus, otmeTbTe onuuio A NpMHMMar0 yCrnoBUsi NIULEEH3UOHHOrO

cornaleHus 1 HaxmuTe Ha kHorky [lanee (pvic. JuLeH3MoHHoe corratuerme °).

- ® ]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

JInueHznoHHoe cornalleHne

, SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLEH3MOHHOE COMNALLEHME
1. TMpegmeT cornaweHWa
HacToAwee MUUEHIWOHHOE CornaweHwe (Aanee CornaleHwe] ABMAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3NYECHMM WAKM KDRPUONHECHUM AKLOM

(nanee - Monb3oBaTens), NPaBOMEPHO  BASAEHIWMM  SHIEMNAAPOM
nporpaMmmHore npogdykta rpynnel “Safe’n’Sec” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

ﬂl‘IDMHMMEIO YCNOEWA AMUEHSMOHHOrD CornaleHna

[ feqyats ] [ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 15. JluueHsnoHHoe cornalieHue

4) BbiGepute TMN ycTaHoBKM BblGOpoYHasi, HaxxaB Ha COOTBETCTBYHOLYO KHOMKY (puc. Tunbl

yCTaHOBKM 7).

‘_'@ Yeranoska SoftControl Service Center IE' = @

BoiGepHTe THN YCTaHOBKK

. SoftControl
YKamuTe Hanbonee noaXodAWKME THN YCTaHOEKH

YCTaHaBNMBaET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PexkoMeHAyETCA ANA BONBLWWHCTES NONB30BATENEN,

MossonseT BbIEHDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOHEHTEI M 38086a8Th
WX MECTOHAXOHAEHWE, PEKOMEHAYETCH ANA OMNBITHEIX Monb30EaTENEN.

MNonxas

YCTAHABNUBAET BCE KOMNOHEHTEI nporpaMMel. 3TOT BapWaHT TDEE'}'ET
Bonblwe Brero MecTa Ha AWCKE,

PucyHok 16. Tunbl ycTaHOBKMU

5) Hactponte KOHUrypaumio  YCTAHOBKM  KOMMOHEHTOB  (puc. KoHdurypaums_ yCTaHOBKM

KOMMOHEHTOB %):

HaXMWUTE Ha MNUKTOrpaMMy Yy KOMIOHEHTa, KOTOpblA He TpebyeTcs

yCTaHaBwmBaTb, U B BbiNnagakoLemM MeEHI Bbl6epI/ITe onumo KoMnoHeHT 6y,qu MOJNIHOCTLIO

HepocTyneH (puc. OnuMM_YCTaHOBKW KommoHeHTa '*). [l ycTaHaBMMBAeMoro KOMMOHEHTa

OOkHa ObiTb BblOpaHa onuus ByaeT ycTtaHOBNEeH Ha noKanbHbIA XXECTKUW [OUCK

(pvic. OnuMM_yCTaHOBKMU KOMMOHeHTa '°). Mpu HeOBXOAMMOCTH U3MEHWUTE MyTb YCTAHOBKM MO

YMOSHaHWO, HaXxaB Ha KHomnKy O63o0p. C nomouwpto KHonkM Mcnonb3oBaHue AUCKA MOXHO

NPOCMOTPETb cymmaprM pa3mep ycTtaHaBJiMBaeMbliX KOMIMNOHEHTOB W OOCTYyNHOE MECTO Ha

- (W ]
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XEcTKoM gucke. lNocre Toro Kak Bce YCTaHOBKM 3aBEpPLLUEHbI, HAXXMUTE Ha KHOTMKY Oanee.

‘_'@ Yeranoeka SoftControl Service Center EI' =] '@

BbiBopouHas ycraHoBKa

SoftControl
YKEKNTE KOHOMMYPELMIO YCTEHOEKM KOMMNOHEHTOE.

[INA M3MEHEHWA NEPEMETPOE YCTEHOBKK KaKoro-nbo KoMNoHEHTa WENKHUTE
COOTBETCFEIYK]LI.LMﬁ 3H3YOK B PacnonoKeEHHOM HBKE AEpEBE.

SoftControl Server

- = v| SoftContral Admin Console

O na komnoreHTa Tpebyetca 29ME
HE HEeCTKoM aucke, BriBpaHo
noakoMnoHeHTos: 013 1. flna
NoAKoMNoHeHToE TpebyeToa OKB
Ha HECTKOM AMCKE.

4| 1 "

Mectononomke... C:\Program Files (x86)\SafenSoft\Service
Center\Server), =
[ Chpoc ][ WcnonbsosaHie aucsa ][ Hazaa ][ Aanee ][ OTMeHa ]

PucyHok 17. KoHdurypauma yctTaHOBKU KOMMNOHEHTOB

=) ByAeT yCTAHOBAEH HA NOKANbHBIA HECTKWIA MCK

=8 KomMnoHeHT ByAeT NONHOCTLHD YCTAHOBNEH HA NOKAALHbBIA MECTRWA gNCK
=) KomnoHeHT BygeT yCTaHOBNEH NpK HECBXOAMMOCTH

¥ KomnoHeHT ByaeT NOAHOCTEH HEQOCTYNEH

PucyHok 18. Onuum ycTaHOBKU KOMNOHEHTa

6) Bbibepute onumo [lo6aBuTb HeobxoaumMblie MOpPTbl B ucknwo4veHusa bpaHgmayapa
Windows ana aBtomaTtndeckoro gobasneHus noprta cessm mexagy SoftControl Admin Console

n SoftControl Server B wucknoyeHus OpaHgmayspa (puc. Onuma_ gobasrieHvna nopTta B

MCKMIoYeHuss_6panamayspa '°). B obpaTHom cryqae 6ygeT HeobxoaMMO MpPOM3BECTU 3Ty

ornepaumnio BpydHyto (Mo ymorMaHuo ucnosnbayetca nopt 8080). [Ans NpoaoIpkeHUs YCTaHOBKM

HaXXmuTe Ha KHonky [lanee.

-_— (W]
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‘_'@ Yeranoeka SoftControl Service Center

Kondmrypauna SoftControl Service Center

[OobaenTe nopT ans paboTel C KOHCONLKO M MOPT ANA BbIAEYM
ofHOBNEHWIN KIMEHTAM B MCKNKoYeHnA BpaHamayspa Windows

NobaenTe HeolXoAMMbIE NOPTEI B MOMkoHeHMA BpaHamMayspa Windows

(o] & ==

SoftControl

[ OTMeHA ]

[ Hazan ][ Hanee ]

PucyHok 19. Onumusa po6aBneHus nopta B UCKNIOYEHUA
6paHagmayapa

7)B cnyyae Bbibopa yctaHoBkM SoftControl
BcTpoeHHon CYB[

nosTopute OeucTsud

Admin Console wwum SoftControl Server 6e3

06blyHOM__ycTaHoBkM .  Ecmm

5-7 o

yctaHaBrmBaeTca SoftControl Server ¢ nogkomnoHeHTom Microsoft SQL Server® 2014

Express SP1, noBTopute AevicTBus 5-8 Ans nonHow yCTaHoBKM ™ .

3.2 Hactpomnka cepBepa

[na 3anycka koHcomm ynpaerenus oTkpoute Aprbik SoftControl Admin Console Ha paboyem

cTtone. B crnyyae HecKOHUrypupoBaHHOIO cepBepa B nosiBMBLLEMCHA OkHe BBeaute IP-agpec

KomnbtoTepa c yctaHoBneHHbiM SoftControl Server B none Appec cepBepa (gonyckaetcs

ykasblBaTb 3apesepBupoBaHHoe mms localhost, ecrm SoftControl Server n SoftControl Admin

Console ycTaHOBMEHbI HA O4HOM KOMMbIOTEPE) U HAXMUTE Ha KHOMKY MpumeHnTb (puyc. [epBbin

3anyck SoftControl Admin Console ).

ABTOpUZaLMA

Appec cepeepa: I lacalhost

F

Wms nonssosatens: I

=

Maponk: I

|

[ MpureHTs l [ Ormena ]

PucyHok 20. NMepsbin 3anyck SoftControl Admin
Console

- ® ]

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

B ovanoroBom OKHe C npeanoxeHmnem co3gaHuA I'IepBI/I‘-IHOIZ KOH(bI/IpraLMI/I cepBepa Bbl6€pI/ITe

Da (pvic. MpeanoxeHye 3anycka mactepa HacTponkmn 2%).

SoftControl Admin Console EX

PucyHok 21. lNMpeanoxeHne 3anycka macrepa HaCTPOMKMU

B okHe macTepa HacTpoukm cepBepa B pasgerne basa pgaHHbIX 3agaloTcs napamMmeTpbl
nogkrtodeHus kK CYB n uma B, kotopas GygeT vcnonb3oBaTbCA CEPBEPHLIM KOMMOHEHTOM
SoftControl Server. Nona 3anonHAKTCA 3Ha4YeHAIMU Mo ymorManuio, ecrmm SoftControl Service
Center 6bin ycTaHOBreH coBMecTHO co BcTpoeHHon CYB[. B pgpyrux criydyadax wm ecrm
HeOOX0AMMO M3MEHUTb CTaHOapTHble 3HaYeHWsl, BBeAUTE criegyloupe napameTtpbl (B cKobkax

yKasaHbl 3HAYEHVs Mo ymMomHaHuio) (puc. HacTpoiika nogknoyenus k CYB[ 2%):

® CepBep CYB[] — ceteBon agpec (uma) cepsepa CYB[ (localhost\SQLTPS);

* Uma 6a3bl gaHHbIX — uvsa B[ Ha cepBepe CYB/[ (safensoft.tpsecure);

* Tun aBTOpPM3aummn — TMN aBTopm3aumm Ha cepsepe CYB[ (Aemopu3sauyus SQL Server);
* Monb3oBaTtenb — VMs NMosib3oBartens Ha cepsepe CYB[ (sa);

* Maponb — naposb nonb3osartens Ha cepsepe CYB[ (SafenSoft2007).

————.
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2 MacTep HacTpolixm cepeepa
Baza gaHHbIx

Cepeep CYB:
[localhostisqLTPS

iz Bazk gaHHbN:

[ safensoft.tpsecure

Tun ABTOPKUIaLHM:

[ABTmesaqun SQL Server

MonkzosaTens:

[sa

Mapoak:

MpoeepuTs cosguHemte

Hocr knueHToE

Monszoearens

Hacrpons || Omiena |

PucyHok 22. Hactpoika nogkniovyeHuna Kk CYB[]

[nsa npoBepkn coeamHennsa ¢ CYB[ n KOppeKTHOCTM AaHHbiX y4€THom 3anmcu SQL Server
HaxkmuTe Ha KHornky NMpoBeputb coeanHeHue. Ecrm Bl ¢ ykazaHHbIM MMEHEM He CyLLeCTBYeET,

TO oHa byaeT co3aaHa Ha cepBepe CYB[] no okoH4YaHum paboTbl MacTepa HaCTPOMKM.

B pasgene XocCT KNMeHTOB onpeaendarnTca napamMeTpbl NOAKIMOYEHNS KIMEHTCKUX NMPUIOXEHUA K

cepBepy (puc. HacTponka nogkmoYeHUst KIIMEHTCKUX MPUIIOXEHUN K CepBEpPY 2 )-

- (A ]
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2 MacTep HacTpolixm cepeepa

Baza gaHHbIx

XOCT KNWEHTOE

 CnncoxIP aApecce cepeepa

B EEANTE HOBOE SHAUEHWNE:

172.16.16.5
WM-AS-WE1RUXS6

Y,JJ'BI'IHTb W3 CNUCKa

MopT cepeepa:
[s000

JotasuTs NopT B WCkAoYeHUs Bpanamayspa

Monszoearens

3HaueHWA BCEX NapaMETROE KOPPEKTHEI

l Hactpouts H Ommena

PucyHok 23. Hactpoika nogknio4eHUs KInMeHTCKUX
NpUIoXKeHUN K cepBepy

Mo ymoryaHuMo ONs CBSI3M C CepBepoM ucnonb3yetca ero Tekyumn IP-agpec u nopt 8000
npotokoria TCP. BO3MOXHO Takke OCYLECTBIATb B3aMMOLENCTBUE KIMEHTCKMX MPUIOXEHUA C
CepBEPOM MO HECKOSbKMM pe3epBHbIM KaHaram. [JaHHaa dyHKUMa peanusyeTcs nyTém 3agaHvs
Bcex IP-agpecoB uim NetBIOS-UMméEH, no KOTopbIM cepBep AOCTYNEH AN KIMEHTCKMX NPUIOXKEHUNA.
B aTOM Cryyae KIMeHTCKU KOMMOHEHT OCYLLIECTBIAET NooYepesHOe MOAKIOYEHME MO KaxaoMy 13
agpecoB [0 nepBol ycnewHon o6paboTkm 3anpoca, nocrne 4ero CBA3b C  CEpPBEPOM
yCTaHaB/MBaeTCs No AaHHOMY agpecy. Ecrm nogknoyeHne HM No 0QHOMY U3 apecoB HeyaauHo,
TO KIMEHTCKUIA KOMMOHEHT NOBTOPSIET nepebop aapecoB No UCTEYEHUN MHTepBara obpalleHus K
cepBepy. Utobbl nobaBuTb agpec B nepeveHb, BBEAMTE HOBOE 3HAYeHNe B COOTBETCTBYHOLLEM
norie 1 Haxxmute Ha KHonky flo6aBuTb B cnucok. Ytobbl yoanutb agpec 13 nepeydHs, Bbibepure
€ro 1 Haxxmute Ha KHoMKy YaanuTb M3 cnucka. B none MopTt cepBepa ykaxute nopT CBA3N
KIMEHTCKUX NPUIOXeHU ¢ cepBepoM (B criydae yctaHoBku SoftControl Server n SoftControl Admin

Console Ha oavH KOMMbOTEP AaHHBIN NOPT He AOIPKEH coBnagaTb ¢ noptom ceasu SoftControl

Server u SoftControl Admin Console **). YcraHoute drnaxok [lo6aBUTL NOPT B UCKMIOYEHUS

Bpanamayapa Windows B TOM cryyae, eCrvm UCKMOYEHME Ha BblOpaHHbIN MOPT OTCYTCTBYET B

e N—————————————,
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BpaHomayape.

i HactoaTtenoHo pekomeHayetcs ykasbiBaTb NetBlIOS-uma cepBepa B cnucke agpecos,

YTOObl KIMEHTCKME TPUMOXEHNS HEe TEepsiiM CBSI3W C CEepBEepoOM [axe B Clyyae

aBTOMaTmdeckom cmeHbl ero IP-agpeca. Ecrm 910 BCe e npomsowwio, BOCMOSMb3yUTECH

yKa3aHUSIM MO BOCCTAHOBMEHWIO CBSI3N .

B paspgene MNMonb3oBaTenb co3ganTte YY4ETHYHO 3annCb NEpPBOro nosb3oBartesns, Beeas Umsa

nonb3osatens, Mapons u MoatsepxaeHue naponsa (puc. Cosganve nonbsosatens 2°).

[aHHbIV nonb3oBaTerns 6yaeT MMeTb NpaBa agMUHMUCTpaTopa.

F MacTep HacTpolikm cepeepa

Baza paHHbx
Hocr knueHToE

Monszoearens

s nonezosatena:

[ Conscle_admin ]

Maponk:

e ]

MogTeepxaenue napona:

= ]

Hactpouts ” Ommena

PucyHok 24. CozpaHue nonb3oBartens

Mocrie Toro, kak BCe HAaCTPOVKN BBEAEHbI, HaXxMuUTe Ha kHormKy HacTpouTb. B cnyuae ycnewHoro
co3gaHus  KoHurypauum oTobpasnTcs COOTBETCTBYIOLLEE YBeAOMIEHVE (puvC. YCnewHoe

cosaaHme KoHdurypaumm 2%).

SoftControl Admin Console

@l Cepeep cKOHGWIYPMPOEaH YCNELWHOD, TENepk Bbl MOXETE
W astopusosareca

PucyHok 25. YcnelwHoe co3gaHune KoHdurypauum

—————.
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B okHe_aBTopusaumm 2 NCMNOSb3yNTe OaHHble CO34aHHOM YYETHOM 3anucy OS1 NOLKIMOYEHUA K

cepsepy SoftControl Server.

3.3 Perncrtpauus KNMEHTCKUX NMPUSTOXKEHUN

- 1
lNocne Toro, kak cepBep npoLlesn nepBnYHyO HAaCTPOUKY 9, Ha KOMMbHOTEPE C YCTAHOBJIEHHLIM

SoftControl Server dhopmmpyeTcst 3aumdpoBaHHbIN KOHUIYpaLUUOHHBLIA (bain no creaytoLemy
nyTu:

C:\ProgramData\SoftControl\ClientSettings.xmlc
[aHHbI dhann cogepXXuT napamMeTpbl NOAKIMHOYEHUS KIMEHTCKUX NPUIMOXKEHUA K CcepBepy, a Takxe

0BUMIA__KIMEHTCKMN _cepTudmkat '*?,  ucrornbayeMblii MO yMOMHaHMo AOff  YCTaHOBMEHUs

6esonacHoro coeauHeHus. [ns peructpaumm B CepBUCHOM LleHTpe HeobxoauMmo npUMEHUTb
yKasaHHbI pann Ha yganéHHelx y3rnax JIBC ¢ npegBaputenibHO YCTAHOBJSIEHHbIMU MO

OOKyMEHTaUWN KIMMEHTCKUMU NP UTOXKEHUAMMN.

i B pexume oxuoaHus peructpauun coeayHeHve C CepBepoM  OCYLIECTBIAETCS C
1CMNOJb30BaHMEM OOGLLETO KIMEHTCKOrO cepTudvkaTa, Npy 3TOM He NpOouUCXoauT nepenayda
[aHHbIX OT KIMEHTa K cepBepy. BaaumogeiicTBrie OCYLIECTBIAETCS B LUTATHOM peXxvmMe

Mocrie nepexoa KMMEeHTCKOro KOMMOHEHTa B CTATyC > AKTUBEH.

MoppobHbie OencTBMA MO NpUMEHEHWO dhanna onucaHbl B OOKyMeHTax «PykoBoacTBO
nonb3osarena SoftControl ATM Client / Endpoint Client / SClient» n «PykoBoacTtso no yctaHoBke

SoftControl DLP Client» ansa cooTBeTCTBYIOLLMX KOMMOHEHTOB.
3.4 MNMopaknio4yeHne K cepBepy U3 KOHCONU ynpaBreHusa

[nsa 3anycka koHcorm ynpaeneHust oTkpoute aprblk SoftControl Admin Console Ha paboyem
ctorne. B okHe ABTopusauusa seBeaute Apgpec cepBepa, Uma nonb3oBatensa v laponb

(puc. ABTopusauwma nonb3osatens B SoftControl Admin Console %*).

- (& ]
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Appec cepeepa: I localhost E]

Wms nonssosatens: IConsole_admin g

napﬂﬂb: I .I...l...ll l

[ MpUMEHTS H Ormena |

PucyHok 26. ABTopusauusa nonb3oBaTtens B
SoftControl Admin Console

Haxmute Ha kHonky FMpuMeHuTb, 4TObbI nogknouutbca K cepsepy SoftControl Server u

MPUCTYNUTL K LIEHTpamM3oBaHHOMY ynpasnenno CUB 2.

® [na ceasn mexay SoftControl Admin Console n SoftControl Server no ymomyaHuio

i ucnonbayetca nopt 8080 npotokoria TCP. Ecrm no kakon-rmmbo npuymnHe AaHHbIN NOpT
UCMNOSb30BaThb He YOAETCS, UBMEHUTE ero 3HadeHue B hanrnax KoHpUrypaumm cepesepHoro
KOMTMOHEHTa 1 KOHCOIM ynpaBrieHVs .
dann KoHurypauum cepeepa pacnorsioXeH rno crieqyroLemy nyTu:
C:\ProgramData\SoftControl\Server.Config.xml
3HaveHue nopTa 3agaétcs B aTpubyte Port anemeHta WebApiHost.
daiin KoHUrypaumm KOHCOMM ynpasrieHUsl pacrosioXeH no creayoLwemy nyTum:
C:\ProgramData\SoftControl\SafenSoft.Enterprise.Console.exe.Config
3HaueHve nopTa 3agaéTcd B criedytoLeM yqacTtke anna:

<Databases>
<Elements>

<add name="<Homep nopTa>" lastconnection="" />
</Elements>
</Databases>

R N————,
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4. LleHTpanusoBaHHoe ynpaBreHue CUB

YpaanéHHoe LeHTpanM3oBaHHoe ynpaBrieHve KrmeHTckumm npuroxenmnamm SoftControl SysWatch u
SoftControl DLP Client ocywecTternsietca u3 koHcorm ynpasneHust SoftControl Admin Console Ha

Base cepBUCHBIX PYHKLMIM, NpegoCcTaBnsseMbiX cepBepHbIM komnoHeHTom SoftControl Server.

HanHbin pasgen nocesiweH pabote ¢ SoftControl Admin Console v npegHasHaveH ans
aAMUHUCTPATOPOB CUCTEMBI MH(popMaumoHHOM 6e3onacHocTy (ganee no Tekcty — «CUBby») Ha

ocHoBe SoftControl Service Center.

4.1 Wntepdenc SoftControl Admin Console

NuTepcenc koHcorm ynpasrieHuss SoftControl Admin Console cocTtouT u3 rrfaBHOrO OKHa

nporpamMmbl, B KOTOPOM UMEKTCS CrieaytoLme BKIaaKu:

= Pom;

= [lonb3oBaTemm >*;

=  Co6biTs GesonacHocTv >

»  YcTporicTBa v cTaTychl 2

» [logpasgenenus *°;

=  HacTpoiiku knmeHToB 2

=  3apaun*;
= Jlor'%;
= CkaHHep '%;

=  3MeHeHHble HacTpoku '%’;

11
=  KOoHTakThl 9;

»  HoTudvkaumm *;

=  O6HoBneHus .
B BepxHen yactu rmaBHoro okHa SoftControl Admin Console nog OCHOBHbLIM MEHIO NMPOorpamMmbl
pacrnonioXeH psa rpaduyeckmx KHOMOK, NpeaHa3HavYeHHbIX Ans BbINOHEHNS 6a30BbIX onepauui

npu pabote ¢ SoftControl Admin Console. Kpome Toro, Bknagku YCTponcTBa M craTychbl 2,

9 1

Mogpasagenenus *®, Hactponku kmentos °%, 3agaun **, Kontaktbl ' 1 Hotudmkaumm ' nvetot

CBOW rpadmyeckme KHOMkKW, obractb AeNCTBUS KOTOPbIX pacrpoCcTpaHseTcsl TONMbKO Ha AaHHble

BKJ1aaKW. (DyHKLl,I/II/I KHOMOK 00LLEero HasHa4yeHms onucaxbl B Tabn. 5.

—————.
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npasneHunsa SoftControl Admin Console o6Liero HasHa4YeHuUs

Fopsune
Ha3BaHue P
KnaBULLKX

LT CepBep BbI30B HACTpOEK COEAMHEHUS C CEPBEPOM.

d-l KnveHTs! BbI3oB BKnagku YcTponcTea u cTaTycChl. F4

ﬁ Nor coBbInin BbizoB Bknaaku Jlor Ans BCex KIMEHTCKMX KOMMOHEHTOB.

E] HacTtponkn knmeHToB Bbi3oB Bknagky HacTponku KnmeHToOB.

@ Moapasgenexns Bbi3oB Bknagku NMogpaspeneHus.

B 3agaun Bbi3oB Bknagku 3agaum.

‘E_J Hommdwmkauum BbizoB Bknagkn Hotudmkaumn.

h KoHTaKTbI Bbi3oB Bknaaku KOHTaKTbI.

Porm Bbi3oB Bknagku Ponu.

Eij Monb3oBartenu Bbi3oB Bknagku NMonb3oBaTtenu.

ot < CobbiTnsa 6esonacHocM  |BbizoB Bknagku CobbiTus 6e3onacHoOCTM.

P <

ﬁ OBHOBUTL O6HoBMNEHWE MHoPMaLMK B TeKYLL eV BKNagkKe. F5

____,-; BbibpaTb KOMOHKM MameHeHne cocTaBa noren Tabnuupbl TEKYLL eV BKITaaKN. F6

. CoxpaHeHue BblIOpaHHOro Habopa KOJIOHOK B KayecTBe
oy CoxpaHuTb HacTPOWKK

H=| B Nnosb30BaTeNbCKOro gmnbTpa. F2
MpumeHMMa Tonbko K Bkragke Jlor.
BbiBOA TeKylLL,ero cnmcka ycTponcTB Unm BbIOOpKM cobbimnin

Qﬁﬁ Meuars y yem P Ctrl + P
Ha nevartb.
OKCMopT TEKYLLLErO CNMCKa YCTPONCTB UM BbIOOPKK

il Okcnopt B Excel p, y . e . : Ctl + E

LHE cobbituin B drann dopmata XLSX (Microsoft® Excel®).

TQ{ OB6HoBREHNS Bbi3oB Bknaaku O6HoBReHus.

YacTb OyHKUMIA, Bbi3bIBAEMbIX C MOMOLLBIO KHOMOK OOLIEro HasHayeHusi, AOCTYMHbl Takke U3

rmaBHONo MeHH rnporpamMmmebl.

B HWwKHen YyacTn okHa 0To6pa>|<aeTc;| CTPOKa C UMeHEeM TeKyLLero nosib3oBaTtesid n npucyupymm emy

ponsiMu.

B rmaBHom okHe SoftControl Admin Console AoNOMHUTENBHO BO3MOXHbI CrieaytoLme AencTByS:

- (& ]
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HacTtpowka coeguHeHus ¢ cepBepom
Ecrm HeoOxoaMmMoO npoOCMOTPETb WM U3MEHUTb MNapameTpbl COEAMHEHMA KOHCOM
ynpaerieHnss n cepsepa Bo BpeMsa pabotel SoftControl Admin Console, HaxmuTe Ha
kHonky CepBep.
OKHO HacTpOeK MOAKMIOYEHNS] aHariorMyHO OKHy aBTopusauum >, OTKpbIBaeMOMY Mpu

3anycke SoftControl Admin Console.

HacTtpownka nHtepdenca
Ans n3meHennsa HacTtpoek uHTepdenca SoftControl Admin Console B OCHOBHOM MEHIO
BblbGepute nyHKT Buag — Hactpownku.
Mo ymoryanuio, a3bik nHTepdgenca SoftControl Admin Console BbiOMpaeTcs npu NepsoMm
3anycke nporpaMmmbl UCXO4s U3 pervoHarnbHbix HacTpoek OC. [0na usMeHeHus A3blka B
okHe HacTpouka nHtepdcenca soibepute TpebyeMbln BapuaHT 13 BbiNagaroLwero cnmcka

(puc. Hactpoiika nHtepderica 2%):

* ru-RU — pycckui;

® en-US — aHrmmickui (CLUA).
YT0Obl M3MEHEHMS BCTYNUIM B CUITy, HEOOXOAMMO nepe3anyCcTuUTb NporpamMmmy.
YcTtaHoBuTE oriaxkok 3anycKkaTb TONbKO OAUH 3K3eMNNsAp KOHCOMN, eciim Heobxoanmo
3anpeTuTb BO3MOXHOCTb OAHOBPEMEHHOIO 3anycka HecKosbKux ak3emnnsapos SoftControl
Admin Console.
B none Pa3smep cTpaHuubl COObLITUM 3a0aETCA MaKCMManbHOE KONMYECTBO COObLITUN,

KOTOpOE AOITKHO 0TOBPaXaTbCS Ha OAHOM cTpaHuLe BKrazaku Mor .

HacTtpoiku uHTepgeica

BribepuTe A3bik [ru-RU

D SBI'I)ICKETb TOABKD O4WH 3KIEMNARP KOHCCAK

Pasmep cTpanvuel cobemui | 10000

3aKphiTh

PucyHok 27. Hactpoiika uHTtepdenca

MpocmoTp MHcpopmMaLmum o nporpamme

R N—————.
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B rmaBHOM MeHI0 Bbl6epI/1Te MYHKT (o) nporpamMmme.

4.2 Mopspok paboTbl

Mpn agmuHncTpmpoBaHum CUB Ha ocHoBe SoftControl Service Center ns KoHconm ynpasneHust
SoftControl Admin Console pekomeHayeTcs NpuaepxvMBaTbCsa CrieaytoLero nopsgka paborsl Anga

CHWKEHNA BPEMEHHDbIX 3aTpaT U NoBblLLEeHNA NPOAOYKTUBHOCTA p860TbIZ

1) OTkpowiTe koHcosb ynpasreHus SoftControl Admin Console, BbINonHUTE NOAKMOYEHNE K

cepBepy SoftControl Server * .

2)Ha Bkragke Ponum npu HeobxoaumocTu cosfganTte OOMNOSHUTESNbHbIE POSU 0 n

HasHaubTe Y4ETHBIM 3ammcam >

norb3oBaTenen porm ¢ BbiOpaHHbIMK pa3peLleHUIMM.
C nomouwpkto Bkrmagkm CobbITUA 6Ge3onacHoOCTU npousBoauTe YYET  OEeNCTBUM

nonb3oBaTeneii *° yepes KOHCOMb YrpaBreHus.

3) Ha Bknagke YcTpomncTBa u craTychbl nogrsepante * unm oTkronute *° 3anpockl Ha
PErncTpaLMio OT KIMEHTCKMX MPUIOXEHMIA, YCTAHOBIIEHHBIX HA KOHEUHbIX Toukax JIBC.
4) Mocne gopmunpoBaHMa paboden obractn M3 HeobXoauMbIX YCTPOWCTB MNEpenauTe Ha

BKNagky HacTtpomkm KnMeHTOB U co3anTe Heobxoammble KOHUrypaumum 3 KOoTopble

OyayT NPUMEHATLCSA AN KIMEHTCKUX MPUIIOXKEHUIA.
5)Mocre cosgaHusl KIMEHTCKMX HacTpOeKk nepenaute Ha Bkraaky MoppaspeneHus

cospaTe nogpasgenens *° (rpynmbl) No KakoMy-mbo NPUHLMNY A pacnpeaeneHs B

HUX 3aperncTtpnpoBaHHbIX KOMIMOHEHTOB Ha KIMEHTCKUX XOCTaX. ﬂpm co3aaHun

noupa3,qeneH|/||7| BbIMOJIHUTE UX NPUBA3KY K OI'Ipe,D,eJ'IéHHbIM KOHC*)I/IpraLI,I/IFIM = .

6) Ha Bkrmagke YcTpoMcTBa M CTaTyCbl NEPEMECTUTE KIMEHTCKME KOMMOHEHTbl *° B
co3aaHHble noapasaeneHust.
7) Ha Bknaake 3agaum cosfaiite Heobxoaumble 3aaaum °* Anst KIMEHTCKUX MPUMOXKEHN.

8) MNepenaute Ha BKMagky Jlor v npucTynure K NPOCMOTPY OTYETOB KIMEHTCKMX

KOMMOHeHTOB %2,

9) [IONOMHATENbHO MOXHO HACTPOWUTL  OrMoBeLeHNs > 06  onpedenéHHbIX CoBbITUSX,

KOTOpPbIE 6yD,yT oTnpaBIATLCA Ha AIIEKTPOHHbIE NOYTOBbIE ALLMKMN 3a4aHHbIX agpeCcaToB

19 a Takke aKCNopTUPOBATL U BLIBECTM HA NeYaTb ¢ He0BX0aVMble AaHHbIE.

-

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

4.3 YnpaBneHue 4OCTYNOM Ha OCHOBeE poJien

B SoftControl Service Center pearm3oBaHa nogcuctema ynpasfieHUsi JOCTYNOM Ha OCHOBeE posien
(RBAC - Role Based Access Control). [JaHHas nogcmuctema mMo3BoOSsieT NpPOU3BOAUTL

pasrpaHMyeHne [OCTyna norb3oBaTenen > K pasimuHbiM dyHKumaM CepsucHoro Llewtpa B

3aBMCUMOCTM OT [AerermpoBaHHoN UM posim 2.

Mpn ayteHTU(pMKaumM nosb3oBaTernda Ha cepBepe CO34aeTCs Ceccusi, MMeKLas YHUKalbHbIN
noeHtTngukatop. Bea paboTta nonb3oBaTtensd C KOHCOMbIO YNpaBlieHUs1 OCYLLECTBIIAETCS B pamMKax
AaHHOM ceccun, Mpy 3TOM C MOCTOSAHHOW NEPUOOUNYHOCTLIO MPOBEPSETCS Hanmumne coeavHEeHus
MEeXay CEPBEPOM M KOHCOJSbIO yrpaBrieHns. Ecrm koHcomb ynpaBrieHus HeA4OCTyMNHa And cepsepa

Boree Yem 2 MUHYTbI, TO TEKYLLAS CECCUs NpeKpalLaeTcs.

Uepes SoftControl Admin Console ocylecTBnsieTcsa KOHTpOSb OEeWCTBUA MNorfb3oBaTesien C

MOMOLLbIO PErvcTpaLmm cobbiTuin GesonacHocTv cepeepa > .

4.3.1 Ponm

Bknagka Ponu nosBorsieT ynpaBnsiTb PONsiIMM M HacTpavBaTb paspelleHust Ans  HUX

(pvic. Bknaaka "Pomm" ).

F SoftControl Admin Conzole

®aiin  Bug ®unetpe O nporpamme

L@ Q@U@ @ & o 0@
[ rorn | .

Co3aate HOBYIO ponb 0
CucTemmnlii aamMsHUCTpaTOp

BKAHOUAET BCE MMEHDLWMECH Pa3PELIEHMA

Habnogarens Yaanuts pons

MpoCMaTPHEBaTE CYLIECTEYIOULME AKKaYHT.I YaanuTe paspewenne

HPGCMBTPHEETb KAMEHTOE, NOAKNHYEHHBIX K CEpEEPY ‘J',gaﬂmTh paspeleHie

MpocMaTpuBaTh CYWECTEYIOWME KOHTaKTLI Yaanute paspemenve

MpocMaTpuEaTE COBLITUA OT KNUEHTOE YganTe paspeweHve

MpocmaTpueaTs CylwecTEyOWwME HOTUGMKALMIN YganuTe paspeweHve

MpocMaTprBaTh CyWECTEYOWWE NOAPasAENEHIA Yaanute paspewenve
[oBasnaTe KOMMEHTARMM K KNUEHTAM YganTe paspeweHve

MpocmaTpreaTe CyLIECTEYIOWME HACTPORKM KAWEHTOE YaanwTe paspeweHve

MpocmaTpuEaTh paHes COSAAHHBIE 3334 Ygannte paspewenve

MpocMaTpyEaTe HACTPCHKN M MCTOpKID oBHOBREHWIA YAaNWTh paspelIeHnE

MpUMEHATS HACTPOKW NOAPASAENSHUR, ECAW OHWM BEINKM UIMEHEHEI IOKANEHD YaanuTe paspewesrne

v
ms nonssosatens: console_admin | Poaw: Cucremueii Tpatop, A paTof ‘

PucyHok 28. Bknagka "Ponu"

— &
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Porm Ha BKkrnaake npeacTaBneHbl B Buae Tabnuu, B NEPBOI CTPOKE KOTOPOW yKasaHo MMS porm, a
B MOCreaylouyx — npaBa Ha BbIMOSHEHWE OMpPedeNiéHHbIX onepauuii B KOHCOMM yrpaBrieHus

(paspeLueHus).
SoftControl Service Center BknoyaeT B cebsa aBe npeayCcTaHOBMEHHbLIE POSA:

* CUCTEMHbIN aAMMHUCTpPATOP — TMO3BOSIIET OCYLECTBIATL  AOCTYN KO BCEW
PYHKUMOHANbHOCTM  KOHCONM  ynpaerieHns.  PekomeHgyetcs  And OMbITHbIX
nonb3oBarernen/agMMHUCTpaTopoB 6e30nacHOCTU.

* Habnropatenb — JaeT npaBa Ha NPOCMOTP OCHOBHOM YaCTu MHpopMaLmK, BKIoYas Bce
AaHHble No paboTe C KIMEHTCKMMKU NpUrioXeHusimn. PekomeHayeTcs aons onepaTopos,

BeayLyx MOHUTOPUHI MHUMOEHTOB ©e30MacHOCTM Ha KIMEHTCKMX XOCTax.

MoMMMO 3TOro, MOXHO CO34aTb HOBble POSfM C COBCTBEHHLIM HAabopoM paspelleHun. Hiwke

onucaHbl AENCTBUS C ponAaMu, BblNnoJsyiHAEMbIE€ Ha AaHHOW BKIagke:

Co3spaHue ponu

YUto6bl f06aBUTL POk, HAXMKUTE Ha KHOMKY Co3aaTb HOBYHO pornb (puc. Bknagka "Pomu"

%), B nosiBmBLLEMCSI OKHe ykaxuTe MMsi ponu 1 Haxmute Ha kHorky OK (puc. Cosganme

HoBoi porm ).

A ponm WMrxenep cepencHoi c.n}lxﬁml l

[ OK ] [ Otmena l

PucyHok 29. CospaHue HOBOW ponu

Hoeas pornb Oyget gobasreHa B KOHew, cnvcka pornen. [lanee 3agante paspeLleHns 3 ans

Heé.

PepaktupoBaHue paspelueHnmn
Utobbl 0o6aBuUTb paspelleHnst K posM, HaxXmMuTe Ha KHOMnky [lobaBuTb paspelueHue
nocrne Tabmmubl C OaHHOW pornbik. B nosiBMBLEMCS OKHE OTMETbTe Heobxoaumble

paspeLLeHns 1 HaxmuTe Ha kHonky OK (puc. [Jo6asrenune paspeluernii °").

YTobbI yoammtb pa3pelieHne, HaXMunUte Ha CCbIJKY Ypanutb pa3pewieHune B

COOTBETCTBYIOLLEI CTPOKE Tabmmubl ¢ porbio (puc. Bknagka "Pomm" ).

-,
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P Nobasims paspeluerne

Buibepute paspeweHns:

@ anCMaTPI‘IEETb KNWEHTOE, NOAXAYEHHDIX K CEPEEPY
@ Wsmenate CTaTyChl KAMEHTOE: NOATESPAAETE, OTKNOHATE
[2] Yaanate KNMEHTOE
[ Nepemewars kventos 5 Apyroe noapassensHne
JoBaENaTE KOMMEHTADMM K KNMEHTAM
MpYMEHATE YACTHEIE HACTPOMKK K KIMEHTAM
MpyMEHATE HACTPOIKM NOAPASAENEHNA, ECAN OHU BEINW SYMEHEHE NOKANEHD
MpocmarpreaTe CoBLHITAA OT KNMEHTOS

Co3nasaTs HOBRIX NOAbIOEaTENEA

W3MEHATE CYLIECTEYHOLNE AKKAYHTE
YaanaTe BKKaYHTEI
CBHOBENATE KAWEHTCKAE CEpTUdIAKETE

Co3AaBats HoBLIE KOHTaKTsl

O
]
]
]
O
@ npOCMaTDHEaTb CYLWECTEYHOWMWE aKayHTbl
O
O
%]
O
[

MpocMaTpHEaTE CYUIECTEYHOULME KOHTAKTSI v

PucyHok 30. lo6aBneHue pa3pelueHUmn

= YpaneHuve ponu

[ns yoaneHus ponv HaXXmmTe Ha CCbifky YAanuTb posib B CTPOKe Tabmnmubl C MMEHEM

" 30)

porm (puc. Bknagka "Porm W noaTesepauTe yoareHve B AnanoroBoM OKHe.

——————.
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4.3.2 NMNonb3oBaTenu

Ha Bkrnagke NMonb3oBatenu npom3soauUTCA ynpasrieHne y‘-IéTHbIMI/I 3anucsamu nosb3oBaTenen n

Ha3HaueHve porei ans HuX (puc. Brriagka "Morb3osaterm” *%).

)~ SoftControl Admin Console

Qaiin Bug Owietpm O nporpamme

L8 5@ NL@ORD @ & o @
JIT0 romoseren | -
E'a - (%

Mogpasaeneqne Hmn

CeepHyTs

Southern TectoBwiii_nonesosatens | MHkenep cepancHoi crywbel

CeepHyTh

| SNorth Eastern branch systern_admin Cucremnsiil agmusmcTpatop

CeepHyTh

South Eastern branch observer Habnwoparens

Northern console_support Customer support engineer

CeepHYTL

Mo ymonuarno console_admin CucTeMHBIA agMUHKUCTPaTOP

PucyHok 31. Bknagka "lMonb3oBatenun"

OcHoBHble onepaumm C y‘-IéTHbIMVI 3anucamMmn nonb3oBarenen OCYLLECTBITIAKOTCA C MNMOMOLBIO

Fpa(*)l/l‘-IeCKI/IX KHOMOK BKIaAKu, npegHa3HavyeHne KOTopbiX npnBeneHo B Taon. 6.

Tabnuua 6. AnemeHTbI ynpaBneHusa Bknagku "Monb3oBaTenun”
HasBaHue

Cospgats CospgaHve HOBOW YYETHOIN 3anumcu.

MpaBka PepakmipoBaHve CBONCTB BbIOPAHHOM YHETHOW 3anuncu.

Ynanutb YpaneHve BbIOpaHHbIX YYETHbIX 3anunce.

ﬂl’w#E

L MepemecTnTs MNMepemMecTTb BbIGPaAHHOTO MOMb30BaTENA B APYroe noapasaeneHue.

L)l

[MepeyeHb nonen BKagky NnpvBeaéH B Tabn. 7.

Tab6nuua 7. Nons Bknagku "Monb3oBaTtenn”

I'Ionpas,qeneHMe I'Io,qpasp,eneHme, K KOTOpOMY npununcaH [JaHHbIN Nonb3oBaTerb.

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa

Nma

Llenmpanu3osaHHoe yripasneHue CUB|

Mmsa nonb3oBaTens.

Porm

Posnwn, npucyumne nonb3oBartesnto.

OcCHOBHbIe OeNCTBYS, BbINOMHAEMbIE Ha AaHHOM BKIagKe:

Co3paHune y4€THOM 3anucu
YTtobbl 4OBaBUTL HOBYIO YYETHYHO 3anucb, HaxmuTe Ha kHorky CospaTtb (puc. Bkrnagka

"Monb3oBarterm” *%).

B nosiBuBlEMCS OKHE YKaxure Mma nonb3oBatens, BBegute

Maponb yyéTtHoM 3armcyn n ero MoarBepxaeHune (He MeHee 7 CUMBOJSIOB). YKaxute
Heobxoammble Ponu ana cosgaBaemMoro rnosib3oBaters v HaxMuTe Ha KHonky MpuMeHnTb

(puc. CosaaHme y4éTHOM 3anmem >4).

F HoBwii nonssoEartens

Wns Ponu

Console_user l "
I = [ Cucremmsi AAMUHUCTPETOP

Mapane Habawaarens

\ [ Wrkenep cepamncroi caymbe

MogTeepxaeHue

3Ha4EHUA BCEX NApAMETPOE KOPPEKTHbI

| omena | | Npmenms

PucyHok 32. Co3gaHue y4é€THOM 3anucu

Bce HoBble y‘-léTHbIe 3anucu aBToMaTu4eCKM nomewarTca B otaeneHue Mo yYMOJN4YaHUIo.

Bbl MOXeTe nepemecTuts °°

BblOGpaHHyo YY4ETHYIO 3annCb B APYroe noapasaerneHue.
B 3aBucumoctn oT pom Y, nomb3oBaTens MMeeT OOCTYN K WHpopMauuM B TeKylem
noapasaeneHnn 1 Bo BCeX JOYEPHMX noapasnerieHrsix U He MMeeT AoCTyna K MHpopmMaumm

B poauTesb CKUX nogpa3aerieHnAax.

PepaktupoBaHue y4éTHOM 3anucum
UTto6bl M3MEHUTL CBOWCTBA YYETHOWM 3anmcy, HaxmuTe Ha KHornky MpaBka (puc. Bknagka

"Monb3osaterm” *°).

B nogsuBwemca oOkHe wusMmeHute WMma nonb3oBatena wum usmenute Ponu B

COOTBeTCTByPOLLBVI obnactu, nocrie 4ero HaXMuUte Ha KHOMMKY n PUMEHUTb
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(pvic. PegakTvpoBatme yuéTHo 3ammen >*). Mapornb npu 3TOM ocTaHeTcsl 6e3 Y3MEHEHN.

Ecrm Tpebyetca cmeHutb napornb, TO BBeAuTe HOBbIN Maponb B OAHOMMEHHOM Mone u

ero NMoareepxaeHue (He MeHee 7 CUMBOJIOB).

F PepaxmMpoBaHne Nnonb3oBaTens

Wns Ponu

I Console_support l

[:I CHCTEMHBIA 3AMWHUCTPATOp

Mapane [ Habarasrens

Irapo:lt \ WH#eHep cepencHol cryxbel

MogTeepxaeHue

’Fomsepme-xe napons ]

3Ha4eHUA BCEX NAPAMETPOE KOPPEKTHbI

[ omers | [ Aermenms

PucyHok 33. PegakTupoBaHue y4é THOM 3anucu

YpaneHue y4éTHOM 3anucu

[nsa yoanenus yu€THOM 3anucu Bbibepute e€, HaxxmuTe Ha KHOMKYy YaanuTb (puc. Bknagka

"Monb3oBaTerm" 2 ) nnoaTBepauTe yaaneHve B AvanoroBoM OKHe.

MepemelleHne y4éTHOMN 3anucu
[na nepemelleHns y4ETHOM 3anucy Bblibepute e€, HaxxmuTe Ha KHonky MepemecTuTb 1 B

noABMBLLEMCA OKHE YKaXXute nogpasaerieHne, B KOTOopoe Haao nepemMectutb OaHHOro

nonb3oBatens (puc. MNepemeleHvie y4ETHOM 3anmcn > ).

F. Noppasaenequna

Bribepute nogpazaeneHue:

[N orthemn E|

Ormena ‘ ||-|pMMEHMI1:|

PucyHok 34. MNepemelleHne y4éTHOM
3anucum

4.3.3 CoObITNA 6e3onacHoCTU cepBepa

KoHcorb ynpaeneHusi no3esonsieT oukcMpoBaTh onepawmm, NpoM3BoAMMbIe Mob30oBaTesiMu, os

JarnbHenwero aHamm3a Ha Bkragke CoObiTua 6e3onacHoctu (puc. Bknagka_  "CoObitus

— e &

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.1.19

GesonacHocTn" ).

Pykosodcmeo aOmMuHUCmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

MonHbINM NepeyeHb Nonen BKNaaku NnpveBedéeH B Tabn. 8.

Guid knueHTa

Taonuua 8. Nonsa Bknaaku "CobbiTuA 6e3onacHocTu”

YHUWKanbHbI OEHTUGMKATOP KMMEHTCKOrO NPUIOXKeEHMs (TONbKO 4SS TUMOB COBbITUI
MoareBepxaeHue knueHTa, OTKNOHEHUe KNUeHTa, YaaneHue KNueHTa,

MepemeweHune KnueHTa B Apyroe nogpaspeneHuve).

Tun cobbitna

Tun 3aperncTpmMpoBaHHOIO CoBbITUS:

Hauvano ceccuy;

KoHewl ceccuu;

Ponb co3paHa;

Ponb ypaneHa,;

K ponu no6aBneHbl pa3pelueHus;

YaaneHo paspelueHue y ponu;

Bbina co3paHa yyeTHas 3anuch;

YyeTHas 3anucb 6bina MU3MEHEHa,;

YyeTHasa 3anucb Gbina yaaneHa;
MoarBepXxaeHUe KNUEHTa;

OTKNOHeHMe KNUeHTa;

YpaneHuve KnueHTa;

3anpoc Ha M3MeHeHue cepTuduKkaTa KIMEHTa;
HoBbi cepTucpMKaT Ha3HaYeH KNUEeHTY;
MepemeleHne o6bLEKTa B Apyroe nogpas3aernieHuUe;
Co3paHo HOBOe nogpasfaeneHue;
MoppaspeneHue GbINO yaaneHo;

Co3aaHue HOBbLIX HacTpoeK;

M3meHeHue HacTpoek Ans noapasaeneHus;
NMpuMeHeHMe YacTHbIX HaCTpoeK;

YaaneHo xpaHunuuie HacTpoek;
Ha3HavyeHO YacTHOe XpaHunuile HacTpoek;
Co3paHue 3apaum;

OTmMeHa 3agaum;

Co34aH KOHTaKT,

KoHTaKT u3aMeHeH;

KoHTakT 6bIn yaaneH;

Bbina co3paHa HoTuduKauums;
Hotucdumkauma 6bina nsmeHeHa;
Hotudmkauma 6bina yaaneHa;
HeaBTOpM30OBaHHbLIN 3aNpoc;
HepocTtaTo4yHO NpaB Ha BbLINOMIHEHUE 3anpoca;
Ownbka obpaboTKkM 3anpoca.

Twn 3apgayn

Tun 3agaum (Tornbko Ans mnoe cobbimii CosgaHmne 3agaum, OTMeHa 3agaun).

CoobLL eHne 06 oLinbke

CoobL eHne 06 ownbke Bo Bpems 0bpaboTku 3anpoca.

MpuymHa owmnbKM
aBTOpU3aLMK

Mpu4rnHa HEBO3MOXXHOCTU aBTOpM3aLMK Ha cepBepe (TOMbKO ANs Tuna cobbIiTus

HeaBTOpM30OBaHHLIN 3anpoc).

ID 3agaumn

MopsiakoBbI HOMEP 3adaym (Tonbko Ans TMnoB cobbimii CospaHme 3agayum, OTMeHa

3apgaun).

EE——————————————————_——————-
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MopT kOMMNbIOTEPA C YCTAHOBMNEHHOM KOHCOMbI ynpasneHusa SoftControl Admin

Homep nopta 3anpoca g
Console, oT KOTOPOI NpuLLEN 3arnpoc Ha cepeep.

MonHbin URI 3anpoca koHconu ynpaeneHus SoftControl Admin Console, koTopbliii Obin
OTNpaBneH Ha cepBep.

MoapasneneHue, B KOTOpoe NepeMelléH YCTaHOBMNEHHbIN KIIMEHTCKUIA KOMMNOHEHT

Mma nogpasgeneHus (Tonbko ansa mnoe cobbitvin NMepemMelleHMe KNUeHTa B gpyroe nogpasgeneHue,
Co3paHo HoBoe nopgpa3sgeneHue, NMoapasneneHue ObINO yaaneHo).
Mepeuncnenne gobaBneHHbIX (4na TMNa cobbitua K ponun go6aBneHbl pa3peLueHUs)

URI 3anpoca

PaspeLuenns ponu unu yganeHHbix (4ns mna cobbitst YaaneHo paspelleHue y pornuv) paspeLleHnin
ponm.

ID ceccum KoHTponbHasi cyMMa uaeHmmdmkaTopa ceccum, ¢ KOTOpO accoLMmMpoBaHO CcobbITHe.
Nmsa yué€THoM 3anucu nonb3oBatens (Tonbko Ans TMNoB cobbimmii Bbina cospaHa

Nmsa akkayHTa y4YyeTHas 3anucb, Y4eTHas 3anuchb Obinia U3MeHeHa, Y4yeTHas 3anuchb 6bina
yAaneHa).

Vvt porma Umsa porm (Tonbko ana nos cobbimuin Ponb cozpaHa, Ponb yganeHa, K ponu
no6aBrneHbl pa3pelleHus, YaaneHo pa3pelweHue y ponm).

Wms nonb3oBaTens Wms nonb3oBaTensi, ¢ KOTOPbIM acCOLMMPOBAHO AaHHOe CobbITue.

MmMs onoBell eHns (ToNbKo ANs TMNoB cobbituin Bbina co3aaHa HoTUdMKaumA,
Hotudmkauma 6bina nameHeHa, Hotudpnkauma 6oina yaaneHa).

VM$ KOHQMIry paumm KIMEHTCKUX NPUIIOXKEHWI (TOMNbKO Ans TMnoB cobbimin Co3aaHue
Wms HacTpoek HOBbIX HacTpoek, MameHeHMe HacTpoek ANA noapaspeneHus, YaaneHo
XpaHunuiie HacTpoek).

Wmsa apgpecata nomnyyarerns OrnoBeLl eHuit (TonbKo AN TMnoB cobbimuin Co3pgaH
KOHTaKT, KOHTaKT 6bIn uameHeH, KOoHTaKT G6bIn yaaneH).

Mmsa HoTMdmkaumm

Mmsa KoHTakTa

Bpems BO3HVMKHOBEHUS] [aTa u Bpems BO3HWKHOBEHUSI CODLITHS.

Bpemsi co3gaHna HacTpOoeK KMMEHTCKUX MPUIOXEHWUIA HA cepBepe (ToMbko Afs Tvna
cobbinsi Co3gaHne HOBbIX HAaCTPOEK).

NetBIOS-1msi knneHTCKoro xocTa (Tornbko Ans MnoB cobbimin MoaTBe pxxaeHue
KnueHTa, OTKNOHEeHUe KNMeHTa, YaaneHue knueHta, 3anpoc Ha U3MeHeHue
ceptudmkata knmeHTta, HoBbin cepTumukaT Ha3HayvYeH KnMeHTy, lNMepemeleHue
KNueHTa B gpyroe nopgpasgerieHue).

Bpems cospgaHua HacTpoek

Nmsa knueHTa

IP-appec komnbloTEPa C YCTAHOBMEHHON KOHCONMbIO ynpasneHnsa SoftControl Admin

IP appec 3anpoca .
Console, oT KOTOpOW NpULLEN 3anpoc Ha cepeep.

-,
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B~ SoftControl Admin Console

@aiin Bug Ounstpe O nporpamue
H - of @ o 1 s |
U g Q@ UsIBOA @3 SR
-
n coaa i KONOHKM AR TPYNNWDOEKM ASHHbIX N0 Hed
ID cecaumn Homep nopra
27.07.2016 13:53:18  Hawano ceccumn fBcbf66b99a%cccd7a550895%9a47d4bT console_admin q
27.07.2016 13:22:50  Koney ceccmm ed5fdfoddleacc3d39a20ed479d18b8console_admin
16.06.2016 16:42:55 [epemewenne obwekTa 5 apyroe nogpasgensine  ed3fdfédd0eacc3d39a20ed479d18b8 % consale_admin 49773 https://localhost:
16.06.2016 16:22:04 beina cozaana y4YeTHaA 3anvce ed5fdféddleacc3d39a20ed479d18b8 consale_admin 40628 https://lacalhog
16.06.2016 15:32:59  Mepemewerne obuekTa & gpyroe nogpasgenenne  ed3fdfBddleacc3d39a20ed479d18b8console_admin 40231 https://localhost:
16.06.2016 15:28:14 KoHey ceccnw 35fabas7057dfad16b43398427644efa console_admin
16.06.2016 13:28:13  KoHey ceccnw 6505f579cT08b24ac64ci2 1e40662728 console_admin
16.06.2016 15:27:50 Hauano ceccun ed5fdfoddleacc3d39a20ed479d18b8console_admin
16.06.2016 15:24:16 Hauano ceccun 35faba57057dfad16b43398427644efa console_admin
16.06.2016 15:23:14  VismeHeHwe HACTDOEK ANR NOAPASAENEHUA 6505f579c708b24ac64ci21e40662728 console_admin 49203 https://localha
16.06.2016 15:22:55 Co3A&HME HOELIX HACTPOEK 6505f579cT08b24ac64ci2 1e40662728 console_admin 49202 https+//localho
16.06.2016 15:20:29 KoHey ceccum 75d318b62b%c2%edcflec1da5e8a28dlconsale_admin
16.06.2016 15:20:29 KoHey ceccnw 42735e69518c28edafe2c8a%bb 174226 console_admin
16.06.2016 15:19:53 Hauano ceccumn 6505f579c708b24ac64ci2 140662728 console_admin
15.06.2016 16:47:41 Hauano ceccnn 421352695182 8edafe?cBadbb 17426 console_admin
15.06.2016 18:39:37 Hauano ceccun 75d31abb2b9%c2%e4cflec14adeB8a28dlconsole_admin
15.06.2016 16:38:55 KoHey ceconm ba33520832b3e21f30438adf85060¢cazconsale_admin
01.06.2016 18:56:22 Koney ceccum 53b10318717353bd4f21c8ebf04505aiconsale_admin
01.06.2016 18:54:17 Hawano ceccumn ba535e0832b5e21139438adf85069caaconsale_admin
N1NRINIE LGS0 Warion carcum b 07 2B A= F ) TN T ASEEH N e e mm e mln_acnain
v
A PP ) »

PucyHok 35. Bknagka "Cob6biTusa 6e3onacHoctun”

D,OI'IOJ'IHI/ITeJ'IbeIe OEenCTBMS, BO3MOXHbIE Ha AaHHOWM BKIiagke:

~ N3MeHeHne cocTaBa KOJIOHOK

Ecrm HeoGxoamMmasi KOroHka OTCYTCTBYeT B 3aronioBke Tabmvubl, To Ans AoGasreHus

HOBOTIO MoJidA HaXMUTE KHOMKY BblspaTb KOJIOHKMN U nepetaupyte Tpe6yeM0e nore us

okHa BbIGop KomoHok (pvic. Bbibop koroHok **) B Heobxoaumoe MecTo 3aroroBka

Tabrmupbl. [1ns yananeHus CyLLECTBYHOLLETO MOMA nepeTalmTe ero B okHo BbI60p KOMOHOK,

mbo 3a npeaernsi 3arofioBka Tabnmupl.

BmBop konoHok

Wma HacTpoek

Wma nogpasasnedna

MpryrHa oWKMSKK 3BT

Coobuwjetue ob ownbre

PucyHok 36. BbiGop KOnoHoOkK

— &
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MpynnupoBkKa gaHHbIX
NHdbopmaumrsi Ha BKaake MOXET rpynnMpoBaTbCsl MO BCeM MnonsiM (KaTeropusim), Kpome
nons Bpemsi BO3HMKHOBeHUA, aOns yoobctBa npocmoTtpa. [Ans rpynnvMpoBKM MO
KaTeropusim nepeTawmTe 3arofloBOK KOMOHKM Ha MNaHefb, PachofioXeHHYD MeXay

3arosfioBKOM Tabrmubl 1 rpynnon KHoMok Bkragku (puc. Bknagka "Cobbitus 6e3onacHocTn”

7). Ecrv rpynnuMpoBKa NPOM3BOOMUTCS MO HECKONMbKUM KaTeropusiM, TO npuoputeT
(BIIO>XEHHOCTb KaTeropwi) yMeHbLLIAETCS CrieBa HanpaBo B 3aBMCUMOCTM OT PachosioXkeHus

Ha naHenn.

4.4 YcTtpoucTtBa u ctaTyChbl

Bkrnagka YcTpoucTtBa M CTaTyCbl CIYKAT On9  YNpaBfieHUs peructpauven  KrmeHTCKUX

I'Ipl/lJ'IO)KGHI/II7I, nepemMelgeHrneM ux B nogpasgerieHnd, OTCleXmBaHnA CTtatyca W noJiydeHud

MHpopMaLmM 0 XOCTax, Ha KOTOPbIX OHM YCTaHOBIEHbI (pyc. Bknagka "YcTponctea n ctaTtycbl” 28 ).

OcHoBHblE onepauun C KIMMeHTCKUMN KOMMOHEHTaMN OCYLLECTBJIAKOTCA C NMOMOLLBHO I'pa(bVILIeCKVIX

KHOMOK BKJ1aOKW, NpeaHa3Ha4vYeHne KOTopbiX NpuBeaeHoO B Tabn. 9.

Tabnuua 9. AnemeHTbI yipaBrieHUs BKNagku "YcTponucTea U ctatychbl”

MlNopsiune
KriaBULLK

\\/ Opobputs OpobpeHre perncTpaumm KNMEHTCKOro KOMMOHEHTa Ha cepBepe.
% OTKINOHUTL OTKNOHEHNE perncTpaumm KIMEHTCKOro KOMMOHEHTa Ha cepBepe.
Pap— O6HoBREHME UHANBMAYANBHOrO cepTudmkaTta KNMEHTCKOro
i ?- Ceptudwikat y pmcy
KOMIOHEHTA.

[EI Ypanutb KnueHToB|YaaneHne BblbpaHHbIX KIMEHTCKMX KOMMOHEHTOB 13 B[I. Delete
e Mepemell,eHne BbIOpaHHbIX KITMEHTCKUX KOMMOHEHTOB B Apyroe
-~ MNepemecTs P P Py

| noapasaenexue.
ﬁ Jlor cobbItnin Bbi3oB Bknagku Jlor ons BbIGpaHHbIX KOMMOHEHTOB.

— &
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¥ SoftControl Admin Console

MNogpazgenerne

¥ | Cesepo-3a3naaHbiid i

UenTpaneHeid duanan

[ RREG ¥

Cesepo-3anagHeid dunwnan  VM-AS-WE.., Clp Hactpoidku noapasaenenna 3.11.676.4089 AkTuEeH

a! CHOAA MEILLKOH KOJIOHKM ANS TRYNMMPOEKM AaHHEIX NO HEH

Tun knvedTa  Tun HacTpoek > Bepcua npogyxta Cramyc WHdopmauna CocroaHwe HacTpoek

Sauyma Bumoueno |
2 Cranposarn: EERMREERI
LY VM-AS-W5... SysWatch Hacrpoiikn noppasaenenna  3.11.676.4089 AxtneeH Mpod MpumeneHnl yenewHo
popuns  EaBEpUICHONI
O6nosrerne  FTaHORNEHONIN
Habarogenre

O6Hosnenmne

3awra Banoveno

Cranpozann: ETNEEENEN
OcTaHoeneH

Mpopune  ETHRGEEMERA

O6HoaneHne

WM-AS-W5...  SysWatch YacTHble macTpolikn

PucyHok 37. Bknagka "YcTtponcTBa 1 crtaTycbl”

MonHbIM NepeveHb nonewn Bkhagku npyeeaér B Tadn. 10.

Taonuua 10. NMonsa BKkNnagku "YcTioﬁCTBa n CTaiCbl"

MoapasgenexHne

MoapasgeneHve, kK KOTOPOMY MPUHAANEXUT KIMEHTCKUA KOMMOHEHT.

Nvs

NetBIOS-ums knnMeHTcKoro xocTa.

Tvn KnNueHTa

Tun YCTaHOBJ1IEHHOIO KIIMEHTCKOro KOMrnoHeHTa Ha AaHHOM KITMEHTCKOM XOCTe:

e SysWatch — komnoHeHT npoakmBHon 3awutbl (SoftControl ATM Client / Endpoint
Client / SClient);

® DLP - komnoHeHT cbopa aaHHbIx (SoftControl DLP Client).

Tun HacTpoek

Tun KOHAMIypaumm KIIMEHTCKOrO KOMTMOHEHTA:
¢ Hactpoiiku nogpasaeneHus — HacTpolky, obLLve ANs nodpasnerneHnsl, KoTopomy
NPUHAANEXMNT KIUMEHTCKMIA KOMMOHEHT;
¢ YacTHble HaCTPOWMKUN — HACTPOWMKU, MHOMBUAYANbHbIE AN KMMEHTCKOTO KOMMOHEHTa,
HE3aBMCKMO OT NoapasfesieHns;

¢ JlokanbHble HAaCTPOMKWU — HACTPOWMKW, W3MEHEHHblE IIOKanbHO ANS KIMEHTCKOro
komnoHeHTa Mna SysWatch.

Bepcusa npogykra

Bepcvm YCTaHOBJIEHHOIO KIMMEHTCKOro KOMrMnoHeHTa.

Ecnn Bepcus komnoHeHTa Huxke Bepcum SoftControl Admin Console, gaHHas sayenkal
NoACBEYNBAETCH KpacHbIM LIBETOM, €CMN BbilLE — OpaHXEBbIM.

Cratyc

BoamoxHble CTaTyCbl, OTpaxKakollne Tekyllee COCToAHNE KITMEHTCKOro KOMIMoOHeHTa:
e Oxupaet peLweHns: OT KITMEHTCKOro npuroXeHna noriy4eH 3anpoc Ha perncrpauuio,
oXunaoaeTca pelleHne aaMuHncTpaTopa.

e OpoOpeH: 3anpoc Ha perucTpaumlo  OT  KIMMEHTCKOro MpUnoXeHus oaobpeH

aAMUHNCTPATOPOM.

- (]
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e OTKNIOHEH: 3anpoc Ha perucTpaumio OT KIMEHTCKOTO MPUMOXEHUS  OTKIIOHEH
alMVHUCTPATOPOM.

e AKTMBEH: 3a MOC/IEAHUA OTPe30oK BPEMEHW, pPaBHbIN YOABOEHHOMY 3HAYEHUHO
VHTepBana obpall eHns KnveHTa K cepsepy 26, sadmkcmpoBaH akT yCTaHOBKM CBA3M
3aperncTprpoBaHHOrO KMMEHTCKOTO NPUMOXEHNS C CEPBEPOM.

e OCTaHOBMEeH: 3a MOCMEAHUA OTPEe30K BPEMEHW, PaBHbIA YOBOEHHOMY 3HAYEHUHO

WHTepBana_obpauleHns KaveHTa K cepsepy °°, He 3admKcupoBaH (pakT yCTaHOBKM
CBSI31 3aperncTPMPOBAHHOIO KMMEHTCKOro MPUMOXEHUA C CEPBEPOM.

WHdopmaums

[ononHutensHas MHGoPMaLUsi N0 COCTOSIHUIO KITMEHTCKOTO KOMMOHEHTA.
[nsa komnoHeHTa TMNa SysWatch nmeet cneaytouy e nokasatenu:
e 3awmTa — cTaTyC NPOAKTMBHOW 3aLllUTbl.
— BKNO4YeHO: 3alluTa BKIlOYEHa N0 BCEM 06nMacTaM KOHTPOIS;
— OTKNIOYEeHOo: 3aLmMTa OTKIIIoYEeHa No BCeM 06acTsiM KOHTPOs;
— YacTuyHo: 3aluTa BKHOYEeHa Mo YacT obrnacTtein KOHTpons.

e CkaHMpoBaHWe — CcTaTyC MocnegHeln MO BpPeMeHW 3afjadu  aHTVBUPYCHOrO
CKaHMpOBaHUS.
e Mpodbunb — cTatyc nocrnegHe no BpemeHu 3agadm cbopa npodwmns

(aBTOMaTMHECKON HACTPOWKM).
— BbinonHsieTcA: 3agaya Haxo4WTCH B NPOLECCE BbINOMHEHWS;
— OcTaHOBMNEHO: 3afa4a OCTaHOBIEHa NOMb30BaTENEM;
— 3aBeplLUeHO: 3aJa4a YCrneLwHo 3aBepLUeHa;
— OwwmbKa: BO3HMKNA OLIMbBKa B nNpoLecce 3anycka Unm 3aBepLUeHns 3agaudun.
e OGHOBIeHMe — CTaTyC NocreaHero No BpeMeHN OOHOBMNEHNS] KOMIMOHEHTA.
— YcTtaHOBRNeHO: 06HOBMNEHNE ObINIO YCNELLHO YCTAHOBIIEHO;
— He HanpeHo: 0GHOBMNEHMS A1 KOMMOHEHTA HE HaMOEHbI;
— Mepe3arpy3utb: HeobxoavMa nepesarpyska KIMEHTCKOro XxocTa Ans 3aBepLueHus
OBHOBIEHUS.
Cratyc HeT nHcpopmaumm ana onepaumin CkaHupoBaHue, MNMpodunb 1 O6HOBNEHME
O3Ha4yaeT, 4YTO yKasaHHble [OEeWCTBMS He NPOU3BOAUIMCb C MOMEHTa pervctpaumu
KIIMEHTCKOro NpUrioXeHust Ha cepeepe.
[na komnoHeHTa TMNa DLP nmeeT crneaytowne nokasartenu:
e HaGniogeHuwe — cTatyc akTMBHOCTU HabnoaeHus.
— BknioyeHo: HabniogeHne BKMOYEHO MO Bcem obnactam cbopa AaHHbIX (He
BKIMIOYaeT B cebsi noakaTeropuio CbEMHbIX HOCUTENen);
— OTKNYeHO: HabnogeHne OTKIMIOYEHO NO BCeM 06nacTam cbopa faHHbIX;
— YacTtuyHo: HabnogeHre BKMIOYEHO Mo YacT obnacTen cbopa AaHHbIX.

M3meHEH

BpeMH perncTpaunn nocnegHero cobbImst Bbl6paHHbIM KIMMEHTCKNM KOMMOHEHTOM.

IP agpec

IP-agpec KnMeHTCKOro xocTa.

DNS

CeTeBoe MMS KIIMEHTCKOro XocTa B paboyei rpynmne nvbo 4OMEHHON CeTw.

KonnyectBo gHen Ao
OKOHYaHusa NMULIEH3UN

KonnyectBo gHEN, OCTaBLUMXCA 00 UCTEYEHUS CpOKa nencTteua TeKywiero JiMmueH3NOHHOIro
KIno4Ya KIMMEHTCKOro npuroXxeHus.

CocTosiHre HaCTpOEK

CraTyc NpUMEHeHUs1 HaCTPOEK KMUEHTCKOro MPUMOXEHUS, MOMyYEHHbIX UM CO CTOPOHBI
cepepa SoftControl Server. OGHoOBNSIeTCA AUHAMUYECKM MPU KakKOOM M3MEHEHUU
HacTpoek u4epe3 KoHconb YynpaeneHus SoftControl Admin Console. Bo3MoxHble
COCTOSIHUS:

* NpUMeHeHbl ycneLuHo;

* OoXuaaHue oTBeTa;

* OwMGKa NpUMeHeHus:
S——————————————————————————————————_—
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* NoKankHbIe HaCTPOVKM;

* HeT uHchopmauny.
Cpok penictBus [ata, 0o KoTopon AencTBUTENEH MHOMBMAYalbHbIA CEPTUAMKAT KIIMEHTCKOro NPUIOXEHNS.
ceptudmkata
KommeHTapun Mone ona BBoAa KOMMEHTapus K BblbpaHHOMY KITMEHTCKOMY KOMMOHEHTY .
YHukanbHbin 1D YHUKanbHbI  MOEHTUdMKATOP  KIMWMEHTCKOrO  KOMMOHEHTa, KOTOpbIA  aBTOMaTU4eCcKu
ycTponcTBa npuceamBaeTcsa emy npu nepsom obpalleHumn k cepeepy SoftControl Server.

OcCHOBHbIe OeNCTBUS, BbINOSHAEMbIE Ha AaHHOM BKIagKe:

*  yhpaBriEeHVe NPoLEeccoM peructpaumm 2

*  nepeMeLLeHve B noapasgeneHus *;

=  yrpaBIieHVie CIMCKOM (haiinoB, pa3peLLEHHbIX K 3amycky *>.

,D,OI'IOJ'IHI/ITeJ'IbeIe OEenCTBMS, BO3MOXHbIE Ha AaHHOWM BKIiagke:

Pab6oTa c HeCKONbKMMN KOMMOHEHTaMM
Bkrnagka nosBondeTr paGotatb Kak C OOHUM, Tak W C HECKONbKUMWU KIMEHTCKUMM
KOMMOHeHTamu. [ BbIMOSHEHWSt AeMUCTBWIA Haf, HECKOMbKMMM KOMMOHEHTaMu BblGepuTe Mx
C NMOMOLLB0 OOHOrO U3 crnocoboB BblAENEHUS 1 NpousBeauTe Tpebyemble OeACTBUS:
* BblENEHNE HECKONbKUX MPOM3BOMbHLIX KOMMOHEHTOB: 3axmute krasuwly Ctrl Ha
KraBuaType v Bblaermre TpebyemMble KOMMOHEHTbI;
* BblAENEHME [OMana3oHa KOMIMOHEHTOB: BbliGepuUTe MNepBbIi KOMMOHEHT AuanasoHa,

3axmute knasuwy Shift Ha krnaBuatype u BbIbepuTe NOCRNEOHWA  KOMMOHEHT

[avanasoHa.

FpynnupoBKa AaHHbIX
MHpopmauma Ha BKMagke MOXET rpynnupoBaTtbCs MO OMNpefeNiéHHbIM MnondaM  Ans
yoobctBa oTobpaenuda. [lonsimMu, No KOTOPbIM BO3MOXHO MNPOU3BECTU TPYNMMPOBKY
(kateropuamn), aenstotca MopgpaspeneHuwe, Tun knueHTa, Tun HacTpoek, Bepcus
npoaykra, Crartyc, IP agpec, DNS, KonuyectBOo AHEeM A0 OKOHYaHUSA FIULIEH3UMN,
CocTtosiHne Hactpoek 1 KommeHTapuin. [na rpynnMpoOBKM MO yKas3aHHbIM KaTeropusm
nepeTawmTe 3arofloBOK KOMOHKM Ha NaHesb, PacnosioXKeHHY0 MeXay 3arofioBKOM Tabmmubl

nl 39

M rpyNnon KHOMOK BKrnaaku (puc. Bkrnagka "YcTtponcTtea u ctatychl” = ). Ecrm rpynnvpoBka

NPOM3BOANTCSt MO HECKONbKUM KaTeropusiM, TO NpuvopuTeT (BIIOXKEHHOCTb KaTeropuin)

YMEHbLAETCA CrieBa HanpaBo B 3aBUCUMOCTU OT PaCnoJioXKEeHNA Ha NaHes .

.
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MpocmoTp OTYETOB
[ns oTkpbITust BKNaakm Jlor ' co crmckom coBbiTiin BblgermTe TpebyeMble KOMMOHEHTbI 1
BbIMOMHUTE OOHO U3 CrieAyHoLLMX AEACTBUN:

® HaXXMUTE Ha KHOMKy Jlor coObITMM B rpynne KHOMOK BKragku (pwc. Bknagka

"YcTpoiicta u ctatychl” *);

* BLI3OBUTE KOHTEKCTHOE MEHI0 HaXaTWeM MpaBoOii KHOMKM MbILM Ha  CrMCKe
KOMMOHEHTOB 1 BbiGepuTe komaHay Moka3aTb cobbITUS.
Mpu OTKPLITAM criMcka coBbITWIN B 3aroroBke Bkrnaaku Jlor ' oToBpaxaeTcsi KONMYecTBO

BbIBPaHHbIX KOMMOHEHTOB (puc. Bknaaka "YctponcTaa v ctatychl” *).

4.4.1 YnpaBneHue npoueccom pernctpaumm

YnpaBreHve NpoLeccom perucTpaLmm BkoYaeT B cebs crieaytouyie AeACTBUS:

MoaTBepXxaeHne perncrTpaumm
Bbibepute B crincke Tpebyemble KIMEHTCKME KOMMOHEHTbI, HaXOAsWpecss B COCTOSIHWM

OxunpaeTt peweHus, N HaxXMUTe Ha KHormky Opmo6putb (puc. Bknagka_ "Yctpownctea u

n!39 )

CTaTycChbl
MNorne CTaTyC nocrie noarsepXxXgeHna pernctpaumm Bbl6paHHbIX KIMMEHTOB M3MEHAET CBOE

cocTosiHue Ha Opo6peH.

Mpn creayloLeM MoMyYeHn 3anpoca OT KIMEHTCKOro KOMMOHEHTa NPOVCXOaUT NpoBepKa
ero ceprtudukata *?: ecrm oH OBUWMi;, TO cepBepHbIi KoMmoHeHT SoftControl Server
BblAaeT MHOMBMAYarbHLIN cepTUdUKaT Ana aBTopusaumm Ha cepsepe. Mpu crieaylowem
06palLeHMM KIMEHTCKOTO KOMMOHEHTa (C MHAMBMAyarbHbIM CepTUdUKaTOM) ero craTyc
m3MeHsieTcss Ha AKTMBEH. C 3TOr0 MOMEHTa KIMEHTCKUIA KOMMOHEHT cuuTaeTcs
BBEAEHHLIM B SKCMMyaTaLMio: Mexay CepBepoM W KIMEHTOM YCTaHOBIiEH 6e30MacHbIN

3aLLmppoBaHHbIN KaHan CBSA3W.

OTKNoOHeHUe perncTpauumu
Bbibepute B crnucke TpebyeMble KIMEHTCKME KOMMOHEHTbI, HaxoAsLLMecsi B COCTOSIHUM

OxupaeT peweHUs, 1 HaXMUTE Ha KHOMKy OTKNoHuTb (puc. Bkriagka "Yctponctea u

n!39 )

CTaTyChbl

- E ]
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Mone CtaTyc nocrie OTKMOHEHUS perucTpauum BblOpaHHbIX KIMEHTOB W3MEHSIET CBOE
COCTOSIHNE Ha OTKITOHEH.

Mpn nepexoae B 3TO COCTOAHME KIMMEHTCKUIA CEPTUdUKAT NOMELLRETCS B YEPHbINA CNINCOK U
JanbHenee B3anMoaenCcTBMe C CepBepPOM NnpekpaLLaeTcs.

[Mocrie OTKMOHEHMA perucTpauuM MOBTOPHYK MOMbITKY MOXHO COBEPLMTb TOSBbKO
cregyrouym obpasom:

1) Yaanure KrnmeHTCKne KOMMOHEHTbI 13 B[] ¢ NoMOLLbIO KHOMKN Y AanuTb KITMEHTOB.

2) MoBTopwTe NpoLeaypy PEMVICTPaLIMV Ha cepBepe C 0bLLMM cepTUdMKaToM 2.

O6GHoBREeHMe KNNeHTCKoro ceptudukara
Bbibepute B cricke Tpebyemble KIMEHTCKME KOMMOHEHTbI, HAXOAsWWecss B COCTOSIHWM
AxktuBeH wwm OcTaHOBneH, N HaxmuTe Ha kHonky Ceptudmkar (puc. Bkrnagka

"YcTpoiicTBa 1 cTaTychl" ).

MNMone Cpok geAcTBusi cepTudmkaTta OOHOBNAETCA MOCre Ccriedylolero obpalleHus

KIMEHTCKOro KOMMOHEHTa C HOBbIM MHAMBMAYaAlbHbIM _CepTudvKaTomM 142. I'Ip|/| 9TOM

Ucnosib3oBaHue npeablayliero CepTI/Id)I/IKaTa CTaHOBUTCA HEBO3MOXHbIM B CBA3N C €ro

NoMeLLEeHNEM B YEPHbIW CMINCOK.

YaoaneHue KNMEHTCKOro KOMnoHeHTa us bl

Bbl6epVITe B Cnuncke Tpe6yeMb|e KIMEHTCKMne KOMMOHEHTbl N HAa>KMUTE Ha KHOTKY Yaanutob

n! 39

KnueHToB (puc. Bkrnagka "YcTtponctea u ctatycel” ). [pn 3TOM He npoucxoauT oT3biBa

KIMMeHTCKOro cepTudmkaTa '* 1 yepes nHTepBan o6palLLeHUs KMMEHTa K cepBepy B KOHCOIM
ynpasnenus SoftControl Admin Console BHOBb 0TOGpa3ATca yaanéHHble KOMMOHEHTbI B
ctatyce Oxupgaet peweHus. [nsa norHOro BbIBOAA KIMEHTCKMX KOMMOHEHTOB U3
SKCnyaTauumm Heobxoavma crieaylolas nocrneaoBaTeNlbHOCTb AENCTBUN:

2

1) NMomecTtute mMHOMBUAOYASIbHBIN cepTudukaT '*? KNMEeHTCKOrO KOMTMOHEHTa B YEPHbIN

CMMCOK C MOMOLLHO KHOMKM OTKNOHUTDL.

2) Ypanute KIMeHTCKe KOMMNOHeHTbI 13 Bl ¢ NoMOLLb1O KHOMKN Y AanuTb KIIMEHTOB.

- € T
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4.4.2 MNepemelweHne B nogpasaerieHus

,D,J'IFI nepemMeLleHnA Bbl6paHHbIX KIMMEHTCKNX KOMMOHEHTOB B Apyroe nogpasgerieHne, Haxmmre Ha
KHOMKY nepeMeCTVITb 1 B NoABMBLLEMCA OKHE Bbl6epl/ITe 13 BblMadaoLero cnncka Heobxoammoe

noapasaeneHvie (puc. Boibop noapasgenenus And nepeMeLleHns KOMMoHeHTa *%).

i Mpw NepemeLLEHN KITMEHTCKMX KOMMOHEHTOB B Apyroe noapasaerieHne Mx HacTPOVKA

aBTOMaTU4ECKN USMEHAIOTCA Ha KOHCbVIpraLWIIO OaHHOIo nogpasgerieHn4.

MNogpasgeneHna

Bribepure nogpasasnetue:

FEE epO-3anagHeli Gunman n

Ommena | [HPHMEHHTIJI

PucyHok 38. BbiGop nogpaspgeneHus ans
nepemeLlleHUA KOMNOHEHTa

4.4.3 YnpaBrneHue CrIMCKOM pa3peLUuéHHbIX ¢hannos

SoftControl Admin Console no3songeT NOMy4nTb CNMCOK (PairioB, paspeLLEHHbIX K 3amycKy Ha
KOMMNbIOTEPE C YCTAHOBMEHHbIM KIMeHTCkuM npurioxxeHem SoftControl SysWatch, n npu

HeOoOX0AMMOCTM 0TO3BaThb pa3speLLeHnst ANs BblOpaHHbIX halirnos.

[ns nonyyeHns cnucka anroB LLENKHUTE NPaBOK KHOMKOW MbilLM MO TpebyeMOMy KIIMEHTCKOMY
npunoxeHuto SoftControl SysWatch n B koHTEKCTHOM MeHO Bbibepute komanay MpocmoTp

AaHHbIX npoduna. [NaHHoe [fenctBue OTKpbiBaeT Bknagky [daHHble npodwuna pans

n 45

<UMSI_KINMEeHTCKoro_npunoxeHusa> (puc. Bkrnagka_"daHHble npoduna ang..." ). Ona Havana

cbopa npoduna HaxmmMTe Ha KHOMKY 3anpocuTb oOHoBneHue. B npouecce cbopa AaHHbIX
SoftControl Admin Console nokasbiBaeT npumepHoe BpeMsi A0 OKOH4aHusa cbopa. Cnumcok
palrnoB COAEPXKMT CrieayloLylo  OOMOSHUTENbHYID MHOPMaUMio: uMma daina B MOMEHT

nobaBneHyst B CNUCOK, NOSHbIM NyTb, AaTa gobaBreHus u pasmep.

- ]
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P~ SoftControl Admin Console y

Daiin  Bug  Ounstpe O nporpamwe

U € §QA O g oo

Bpems nocnegrero obrosnenma:  5/30/2016 4:56:20 PM

DuneTp
[ Moxaswisats sanwan sa nepuon; (30052016, 155942 |l - (30052016, 161052 |l

TepeTAHITE CHO/la MbilLXOM 3arONOB0K KONOHKIM ARR TPYNNMDOBKIA AAHHBX N0 HEH

Yo Vi daiina Pasmep daiina  Bpems gobasnenus Myr x daitny

0D2938AFT35BB158ATOED0ACAAS. . USBULDLL 76800 30052016 16:10:17 \DEVICEHARDDISKVOLUME WINDOWS\SYSTEM32

C84BCOSC1E31798BDB4FTEETSORA3... | ICONLIB.DLL 2560 30052016 16:1024 \DEVICE\HARDDISKVOLUME T\WINDOWS\SYSTEM32\USMT

| ABDA42FFACTASD1DOOF4BI5616AD... | USRCNTRADLL 61500 20052016 16:1026 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

B39D1261A3D870C53FBE0340056E.. | USRCOINA.DLL 69599 20052016 16:1026 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32 U

| 1F96853CARSEDADA21579D09GF3... | USRDPADLL 77290 3005.2016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| DSDAFRA28E12575488ACBCE34F33.. | USRDTEADLL 323641 30.05.2016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| TDASD3270B0EBASCBEEE20564D5 ... USRFAXADLL 86073 30.05.2016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| 0836F319FID97CT2081346787DTFE... |USRIBVADIL 53305 30.05.2016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32
| CB72B5BT1ACODARBI0BECSITIES0... | USRMLNKAEXE 77391 30052016 16:10:26 \DEVICE\HARDDISKVOLUME T\WINDOWS\SYSTEM32

| 1EBOOFFAGACAAE7O20A1EE3ASEALE... | USRPREDA.EXE 61508 30052016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| AF6793602DAFBADF D26 1B43E040...  USRRTOSADLL 77883 20052016 16:1026 \DEVICE\HARDDISKVOLUME T\WINDOWS\SYSTEM32

| AFA340ATSD672524EAFOSA421E3C... | USRSDPIADLL 49211 3005.2016 16:10:26 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| FOSD046A022C50808EDSBODATESR... | USRSHUTA.EXE 69700 30.05.2016 16:10:27 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

| 992C102093F5CAC 143EEBEBI630CA... | USRSVPIADLL 41019 30052016 16:1027 \DEVICE\HARDDISKVOLUMET\WINDOWS\SYSTEM32

v

Crpanaua [ 27| wa 27 m . 24 25 26 AN

PucyHok 39. Bknaaka "[daHHble npoduna ansa..."

[ns npocmoTpa cnucka ¢hanroB 3a onpeaenénHbln nepuoa BpemeHn Bbibepute Tpebyemble aathbl
B nosie ®unbTp. [ns Toro 4tobbl OTO3BaTh paspeLleHuss Ha 3anyck AfA Kakux-nmbo dhanros,
Bblgermte ux, ucnosbaya krnasuum Shift u Ctrl, 1 B KOHTEKCTHOM MeEHK BblbepuTe KomMaHgy

Ypanutb BblOpaHHbIe.

4.5 MNMoapas3peneHus

Bkragka I'Iop,pasp.eneHMﬂ npegHa3HavYeHa And rpynnmpoBaHnA KIMEHTCKUX KOMMOHEHTOB [0

TepputopuanbHOMY, aaMUHUCTPATUBHOMY WM MHOMY MpusHaky (puc. Bknagka "lMoapasgenexHna”

%), Kpome TOro, Ha BKragke NpPOM3BOAMTCS MpUBSi3Ka MOAPA3deneHMn K OnpeaeréHHbIM

HaGopam HacTPOeK 1 reHepaums 0AHOPAa30BbIX Mapone.

- (5]
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¥ SoftControl Admin Canscle

Qaiin  Bug  Owietpel O nporpame

L8 Q@O &8 50 @
.

Ny cy
||{?' . n

Beayuiee nogpazgenetne v  MMs HacTpoek

LR = RN ymonuanuo Mo ymonuaHmuo

B Cesephblit Mo ymonuakino Mo ywonsanmio
‘Ceeepo-Bocrouneiil gunman Ceeeprislii Kongurypauwa_Cesep

B O MNo ywmonsario Mo ymonuaHuo
Horo-BocTouHeii @uawan HoskHBIA Kongurypauma_tOr

Koro-3anaaHeii Quawan HoskHE1A Kongurypauwa_tor

_ . I
PucyHok 40. Bknaaka "lMoapaspeneHusa”

B nporpamme Bcerga cywecTtByeT Kak MUHUMYM OLHO nogpasgerieHve — Mo ymMonyaHuio; ero
yoaneHve HeBO3MOXHO. Bce HOBble KIMEHTCKMEe KOMMOHEHTbl aBTOMAaTUYEeCKM MoMeLarTcs B
JaHHoe nogpasgeneHve. B panbHevwem agMyHUCTpaTop MOXeT co3gatb  Tpebyemyro
nepapxMIECcKyto CTPYKTYpy nogpasgeneHun (C nobbiM ypOBHEM BIIOXEHHOCTW), UCMOMb3Yst KHOMKY
MepemectTntb. Kaxgomy nogpasgeneHWo npu  Co3gaHMM  HasHavaeTca  KOoHdurypauus
(HACTPOWIKN) KIMEHTCKNX NPUIIOXEHNIA.

OcHoBHble onepauum ¢ nogpasgerieHUsiMn OCYLLECTBIIIIOTCA C MOMOLLBI rpadonieCcKnx KHOMOK

BKIAAKW, NpeaHa3HavYeHne KOTopbIX NnpyeBeaeHo B Tabn. 11.

Tabnuua 11. AnemeHTbI ynpaBneHusa Bknagku "MoapasgeneHuna”

n

|;;:;| Cospgats CosgaHuve HOBOro nogpasaeneHus.
b -
MpaBka PepakmpoBaHue cBOMCTB BbIbpaHHOro noapasaeneHust.
[ -
E Ypanuts Ypanenue BblbpaHHbIX NoApa3aeneHui.

MepemecTb BbibpaHHOE NogpasaeneHne B Apyroe. Henb3s nepemelyats
MepemecTb noapasaeneHve Mo yMonyaHuio, a Takke poaUTENbCKOE NnoapasaerneHe B
JoyepHee.

)

L)

OpaHopasoBbif
napornb

OTKpbITVE OKHA reHepaTopa Of4HOPAa30BbIX Naporeil.

v

-— ¥ ]
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[MepeyeHb nonen BKNagkn npuseaéH B Tabn. 12.

Ta6nuua 12. Monsa BKNagku "I'Io,qias,qeneHMﬂ"

s HanmeHoBaHve nogpasgeneHus.
Begyuiee
HanmeHoBaHWe poaunTenbCckoro NogpasaesieHus.
nogpasgenexHve
HanmeHoBaHMe KOHAMrypauum KIMEHTCKMX KOMMOHEHTOB, AENCTBYOLLLEE B BbIOpAHHOM
Mma HacTpoek urypay A ytotd P

nogpasneneHum.

OcCHOBHble OeNCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

= ynpaBrieHve nogpasaeneHusaMmn *;

*  reHepauysl 04HOPa30BbIX napornen 2.

4.5.1 YnpaBneHue noapasgeneHnsamMm

YnpaereHve noapasnerneHusiMy BKIlo4aeT B cebs crieaytouye AeNcTBUS:

Co3spaHune nogpaspeneHus

UTtobbl AobaBuUTb HOBOE noApasgerneHve, Haxmute Ha KHorky CospaTtb (puc. Bknagka
"MoppaspeneHus” “°

). B nosiBMBLLEMCSI OKHE yKaxuTe MMsi nogpasgenenus un Boibepute
Mma HacTpoek B BbLINAJaloLEM CrMCKe, MoCre Yero HaXmute Ha KHorky MpumeHuMTb
(puc. Cosganve nogpasgenenus ).

| MapameTprl nogpasaeneqHns
Wnas: [CEEEPO—EaI‘Ia,ﬂ,HbIﬁ duawan l
Vng Ractpoer: [ Mo yMondaro E
KaueHTs!:
Ommena l l MpumeHuTs

PucyHok 41. CozpaHue nogpasaeneHus

- (]
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N3meHeHMe cBOUCTB noapasaeneHus
UTtobbl M3MEHUTL CBOWCTBA MoapasgeneHuns, Haxxmute Ha kHonky MpaBka (puc. Bkrnagka

"Mogpa3snenerus” *°).

B nosiBuBWEMCS OKHEe uaMenuTe UmaA nogpasgenenva wumm Bblibepute gpyroe Ums
HacTpoeK B BbiMagaloWweM Cnucke, Mocre 4Yero Haxumute Ha KHorky [puMeHuTb

(puc. MapameTpbl___noapasnenexna *°). EcrmM  gaHHoe nofpasaeneHve  COOepuT

KOMIMNOHEHTHI, X NepeyeHb 0To6pa>KaeTc;| B crinucke KnmeHThbl.

- MapameTprl NogpasaeneHna

Wnas:

[Cesepo—sana,qulﬁ diumman l

MM HacTpoek: [ Kondurypauma 1 E

KauneHTer:

VM-AS-W51ENXEE

Ommena l [ MprmeHaTs

PucyHok 42. NapameTpbl nogpasaeneHus

YpnaneHuwe nogpasgeneHus
Ona yoaneHus noapasdeneHust Bblibepute ero, HaXuvuTe Ha KHOMKy YAanutb

(pvc. Bkragka "lMogpasgeneqns” 16 ) nnoaTBepauTe yoaneHve B AManoroBoM OKHe.

®  Ynanenve nogpasaeneHs Mo yMonyaHuio HEBO3MOXHO.

MNepemelieHne nogpasaeneHus
[ns nepemelLeHUs noapasaerneHus BolbepuTe ero, Haxkmute Ha KHonky NMepemecTuTb 1 B
NOSIBMBLLEMCSI OKHE YKaXuTe noapasgerieHne, B KOTOpPOe MPOVCXOAUT MepeMeLLEHVe

(pvc. Mepemelerve nogpasaenenus *).

- ]
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Moppasaeneqna

Bribepute nogpazaeneHue:

Morthern §|

Ormena ‘ |I'IpMMEHHTh|

PucyHok 43. lNepemeLlieHune
nogpasgeneHus

® HeB03MOXHO NepemMecTuUTb noapasaeneHve Mo yMmonyaHuio, a Takke

poautTerbCcKkoe nogpasgerieHne B JgovepHee.

4.5.2 NeHepauua oaHOpPa30BbIX Naponen

B SoftControl Service Center peanmsoBaHa nogcmcrtema 3almLEHHON ayTeHTUdMUKaLMN Ha OCHOBE
anroputMa co3faHms  Of4HOpas3oBbiX Napornen. [JaHHbin  anropytm  obriagaeT  BbICOKOWM
KpuvnTtorpaduyeckon CTOMKOCTbIO U MO3BONSET reHepmpoBaTh Naposv, 4eENCTBUTENbHbIE TOSbKO B
TedyeHne OonpeaenéHHoro npomexytka Bpemenn. OpgHopas3oBble napom  MoryT  ObiTb
ucnonb3oBaHbl Ans goctyna kK [UMN/oevHcTannaTopy KnmeHTckoro komnoHeHTa SoftControl
SysWatch B cnyyae HeobGxogumocTu (Hanpumep, ecrm TpebyeTca obecneuntb OOHOKPATHbIN

poctyn k SoftControl SysWatch 6e3 packpbiTs 0CHOBHOro napons).

[ns Havana paboTbl C reHepaTopoM OAHOPA30BbIX MAposien HeobXoaAMMO, YTOObLI B TEKyLLen

KOHAUrypaLWmmM noapasaenerust Gbina BKIOUYEHa U HACTPOEHA COOTBETCTBYIOLLAS oML °" .

["eHepauunsi ogHOPa30BbIX MAPOSiEN OCYLLECTBIIAETCA B paMKax nogpasfierieHus: cos3gaBaeMblin
naposfib MpMMEHUM Ana BCex KrmeHTCKux npuroxenun SoftControl SysWatch, Bxogaumx B
nogpasgeneHue. Boibepute noapasgeneHne v Haxmute Ha KHonky OgHopas3oBbLIM Naporb,

" 46)

4yTOObl OTKPbLITb OKHO reHepaTopa (puc. Bknagka_"lMoapasgenequs . B nosiBuBLIEMCA OKHE

oTobpaxaetca TeKyw U naponb W €ro Bpems Xu3HM B cYETYMKE OcTanocb BpeMeHu B

copmaTte Ad:yu:mm:cc (puc. OkHo_reHepaumm ). Mo UCTEYEHMM WHTEpBarna BPEMEHU XW3HU

Tekywmun naponb o6HOBISIETCA.

i [) Mcnonb3oBaHve ofHOpPa3oBbIX NMAposie pacCcyuTaHO Ha MPUMEHEHME COBMECTHO C
OCHOBHbIM napornem. [1n9 Bo3amoxxHocTu nonydeHust goctyna Kk SoftControl SysWatch Ha

KIMEHTCKOM XOCTe MO OAHOpa30BbiM MaposiiM AOOJPKHA ObiTb BKMOYEHa o0b6upEs

— &
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naponbHas 3awpra > Mpu 3anpoce napons B FUM SoftControl SysWatch Heo6xoammo
yCTaHOBUTb (oraxok Mcnonb3oBaTb 0A4HOPAa30BbLINM NApPOosb.

ll) B cBs13M € Tem, 4YTO anropuTM CO34aHMA OQHOPA30BbLIX MApofien B KayecTBe napameTpa
NPYHMMaeT BpPEMS, OS5 ero KoppekTHon paboTbl Heobxoammo, 4Tobbl Bpems no UTC
(T.e. He3aBMCKMMO OT YacoBoro nosica) Ha komnetotepe ¢ SoftControl Admin Console u
xocte C YyctaHoBneHHbliM SoftControl SysWatch 6b15i0  cuHXpoHM3MpoBaHO C

NnorpeLHoCTbio, 3HA4YUTEITbHO MEHbLLEN BpPEeMEHN XN3HN NapOoJiA.

2 leHepauma ogHOpa3oEOro Napons

TexkylwMi naponk:

[35005261

Ocranock EpemeHu: 00:00:00:10

PucyHok 44. OkHO reHepauumn
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4.6 HacTtpouka KIIMeHTCKUX NPUIoXeHUn

Bknagka HacTpomMkm KIMEHTOB COAEPXUT CMUCOK KOoHdwurypaumn (HabopoB HaCTPOEK)

KIMEHTCKVX MPpUrioxeHui (pyc. Brriagka "HacTtporiku krverTos" °%).

F SoftControl Admin Conscle

@aiin Bug  ®waetpe O nporpamme

L g @U@ & & oo

p— .
|G &7 B

Onwcanune Co3naHel MNoppasaeneHna

S Kondurypauwa_Cesep Kondurypaums Ceseprioi Hacti 17.02.2016 15:53:31

Kondurypauma_tOr OcrosHoii HaBop sacTpoek HixHbix dunvance 17.03.2016 17:29:46 [ TMokazate

T —

Southern settings Ocrosnoil nabop nacrpoex HmHeix dunwancs 24.03.2016 18:24:40 | South Western branch
South Eastern branch

Custom_settings Custom settings 25.03.2016 18:08:16 [ Mokazate

T T—

Mothern_settings Kongurypauns Ceseproi yacti 05.05.2016 18:27:21 | North Eastern branch

——

Mo ymonsaHuo

Hactpoiiki no ymonuannio. VicnonssytoTca nogpasaenesHienm

27.07.2016 15:52:08
NS YMOAYEHMIO U HE MOTYT BuiTe yAaNEHEL

Mo ymonsaHuo
Southern

Northern

, )

PucyHok 45. Bknagka "HacTtpoiku knueHToB"

B SoftControl Admin Console pasnnyatoTcs criegytowme Tunbl KOHUrypaLmi:

"  HACTPOVKW noapasgeneHns;

"  YaCTHbl€ HACTPOWKY;

" JloKanbHble HacTponku (Tonbko ans SoftControl SysWatch).

Mo ymomyaHuio, BCe KIMEHTCKME KOMMOHEHTbI MOCMie peructpauum Ha cepBepe nosiyyarT
HaCTpOWKK noapasgenenus. YacTHble HaAcTpPOKWKM co3daHbl Afa Tex crydaes, korgaa Tpebyetcs
3ajatb  ON19  OMNPEAENieHHOro  KIMMEHTCKOrO  KOMMOHEHTa  KOHUrypauuio, OTIMYHYKO OT
KOH(purypaumm nogpasgeneHusi. Ha Bknagke otobpaxkaeTcs CNMcoK BCEX KOHGUrypaLui, BKtoYas

YacTHble. MHdopmaLms no paboTe ¢ YaCTHbIMU HACTPOKaMu NpuBEAEHa Hbke > .

OcHoBHble onepaunn C KOH(*)MI'ypaLl,MﬂMI/I OCyLLEeCTBJIAKOTCA C NOMOLLpHO rpacbmqecmx KHOMOK

BKIagKu, npegHa3HayYeHne KOTopbix NpuBeaeHo B Tabn. 13.

————an
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Taonuua 13. AnemeHTbI ynpaBrieHUAa BKknagku "HacTtponku knueHToB"

Eﬁ Cos3nats Co3fgaHve HOBOWM KOHAMrypaLumm KIMEeHTCKNX KOMMOHEHTOB.
= Pepakmmposatb PenaktmMpoBaHue BbIGpaHHOWM KOHGMIy paumu.
B_ Ypanute YpaaneHve BbIOpPaHHbIX KOHGMIy paumi.

MepeyeHb nonen BKNagkum npuseaéH B Tabn. 14.

Taonuua 14. Nonsa BKNagku "Hac1'io|7||m KnneHTOB"

Nmsa HavmeHoBaHMe KOHGMrypaummn KIMEHTCKMX KOMMOHEHTOB.

Onucanue OnuncaHne KoHGWMrypaummn KNmeHTCKMX KOMMNOHEHTOB.

CospgaHbl [ata n Bpemsa cozgaHusa KoHGmry paumn.

MoapasneneHus Cnucok nogpasgeneHuii, K KOTopbIM MPUMEHSIETCS A aHHas KOHAMry paums.

B SoftControl Admin Console npeactaBneHbl criegyloupe KaTteropum LieHTpanm3oBaHHOM

HaCTpOVIKM KIMMEHTCKUX np UINOXKEHWUI:

= 06LWe HACTPOVIKM > ;

= HacTponku SoftControl SysWatch *%;

*  Hactpoiikun SoftControl DLP Client & .

OcCHOBHbIe OeNCTBUS, BbINOSHAEMbIE C KIMEHTCKMMU KOH(*)VII'ypaLWIFlMVIZ

Co3aaHue KOHdUrypauum nogpasgeneHus

UTtoObl AobaBuTb HOBYHO KOH(*)I/IpraU,I/IPO noapasgenieHna, HaXxXMUTe Ha KHOMKY Cos3paTb

n!52 )

(puc. Bknagka  "HacTpowku KveHToB B okHe PepakTupoBaHue HacTpoek

KNUEeHTOB 3ajaunTe napameTpbl KoHurypaumm (CM. pUCYHKW, HaumHaa ¢ Pasgen "Wimsa um

onucarne” *® u fgo Hactpoiku pacmmcanus  o6HoBrienvs *°). Ecrm  BHM3y OkHa

oTobpaxaeTcsa ctaTyc 3Ha4YeHUSA BCEX NapaMeTPOB KOPPEKTHbI, HAXXMUTE Ha KHOMKY
MpumeHnTb Ana gobaBrneHns co3gaHHOM KOHdUrypaumm, B o6paTtHOM Crydae M3MeHuUTe

HEKOPPEKTHbIE 3HA4YEeHUA MapaMeTpPOB.

Co3paHue KOH(Urypauum nogpasgeneHusi Ha OCHOBe CyLLEeCTBYHOLLEN

Utobbl f06aBUTL HOBYIO KOH(pUrypaumio Ha OCHOBE YXKe CYLLECTBYIOLLEN, Bbibepute eé u

— &
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BbIMOMHUTE OJHO U3 CreayoLuyX OEACTBUIA:
®* HaxXMUTe Ha KHonky PepakTMpoBaTb B rpynne KHOMOK Bkragku (puvc. Bkrnagka

"HacTtpounkn krmeHToB" 52 );

® NBaXKObl HAXXMUTE NTEBOWN KHOMKMN MbILLM HA KOHUrypaumn.
B okHe PepakTMpoBaHue HACTPOEK KIIMEeHTOB u3MeHute umsi (0bsizaTensHo) wm
napameTpbl KOHdurypauum (B criydae HeobxoaMMOCTW) aHarnormdHo paboTte C HOBOW

"% » po Hactponku

KOH(purypauven (CMm. puUcyHku, HaumHaa c Pasgen "MimMa n onvcanve

pacnucanns_obHosrenns **). Ecrm BHU3Y OkHa oToBpaxaeTcss cTaTyc 3HaueHus Bcex

napameTpoB KOPPEKTHbI, HA>KMUTE Ha KHOTMKY anIMeHVITb anA ﬂ,06aBﬂeHI/IFI co3gaHHoOm

KOHdUrypaumm, B 06paTHOM Criyvae M3MEHUTE HEKOPPEKTHbIE 3HAYEHUS1 MapaMeTpOB.

M3meHeHUe Tuna HacTpoek
UToObl M3MEHUTb TWM HACTPOEK KIMEHTCKOro KOMMOHEHTa, MNepenaute Ha BKIALKY
YcTponcTBa_um_cTtaTychbl °°, BbI30BUTE KOHTEKCTHOE MEHI0 Tpebyemoro KIMEHTCKOro
KOMMOHEHTa NpaBoW KHOMKOW MbILLX U BbIGEPUTE OOUH U3 NYHKTOB:
* Acnonb3oBaTb HACTPOMUKM NoapasfeneHus:
Ha3HAYUTb KIMEHTCKOMY KOMMOHEHTY HaCTPOVKM noapasfaerneHusi, KOTOPOMY OH
NPVHAASIEXWT.
* Ucnonb3oBaTb YaCTHbIEe HACTPOMKMU:
Ha3HaYUTb KIMEHTCKOMY KOMMOHEHTY YaCTHbIE HAaCTPOVIKN.
* OTnpaBUTb NOBTOPHO HAaCTPOMKMN KITMEHTY C NIOKarlbHbIMU HaCTPOMNKaMMU:
HasHa4uTb KrMeHTcKkomy KommnoHeHTy SoftControl SysWatch, HacTtponku koToporo
Obl/M M3MEHEHbI JOKanbHO, MOCMEOHIO KOHUrypauuio, 3agaHHyl0 C cepBepa

SoftControl Server.

Mcnonb3oBaHMe YacTHbIX KOH(Urypaumm
Urobbl [oGaBUTb HOBYDO YaCTHYHO KOHUrypauulo W  HasHauiTb €€  KIMEHTCKOMY
KOMIMOHEHTY, Nnepengute Ha BKIagKy YCTPOWCTBA_ U CTaTyChl % BbI3OBUTE KOHTEKCTHOE
MEHIO TPeBYEMOro KIMEHTCKOro KOMMOHEHTA MPaBOW KHOMKOW MbIlLM U BbiGEPUTE MYHKT
MUcnonb3oBaTb YaCTHbI€ HACTPOMKU. B okHe BbIOGOP YaCTHBLIX HACTPOEK HaXMUTE Ha
KHonky Jlo6aBUTb AN CO34aHMs HOBOW 4YacTHOW KOHdurypauum (puc. YnpaBreHve

YaCTHLIMU HAacTpoOKamm >*).

- (& ]
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o BriBop YacTHBIX HACTpoek

Crnmcox AOCTYNHBEX HaCTHBIX HACTROEK:

YactHan konEurypauna 2

PucyHok 46. YnpaBneHue 4acTHbIMA HacTponKamm

B okHe Pep,aKTVIpOBaHMe HaCTpPOEeK KITMeHToB 3agante napameTpbl KOH(bMpraLlMM (CM.

n' 56

PUCYHKW, HauuHas c Pasgen "Mmsa v onucadue n [o Hactpownkn__pacnucaHus

o6HoBrerns *%). Ecrm BHU3y OkHa oToBpaxaeTcsi cTaTyc 3HaYeHUs BCeX napameTpoB
KOPPEKTHbI, HAaXXMuTe Ha kHonky MpuMeHUTb s o6aBneHUst co34aHHON KOHUrypawumm,
B obOpaTHOM crydae MW3MEHUTE HEKOPPEKTHble 3HayeHua napameTpoB. CosgaHHas
KOHourypaums dyaget nobaBreHa B CIMCOK YacTHbIX HAcTpoek. Bbibepute B cnncke eé nnm
paHee CO34aHHyK KOHUrypaumio, nocrie 4yero Haxmure Ha kHornky OK ana npvmeHeHus

KOHC*)I/IpraLl,I/lI/I K KIMEHTCKOMY KOMIMOHEHTY.

YpaneHue koHcpurypauum

[na yoaneHnus KoHdurypauum Bbibepute €€, HaxxmuTe Ha KHOMKy YaanuTtb (puc. Bknagka

n' 52

"HacTponkn KnmeHToB ) nnoaTBEpPAUTE yOarneHe B AManoroBoM OKHE.

4.6.1 OOwMe HACTPONKH

[aHHaga kaTeropus HacTpoek BKmtovaeT B cebs obume napameTpbl KOHUrypauum n HacTPOMKN

B3aMMOAENCTBUS KIIMEHTCKMX I'Ipl/lJ'IO)KGHVIVI C cepBepoM.

Nma n onucaHune

MMsi  KOHUrypaumm  KIMEHTCKMX  MPWIOXEHUW  HeoOxoaMmMo  Ans OAHO3HAYHOM
noeHTnuKkaumm onpenenéHHoro Habopa HacTpoek, OnucaHve KOoHUrypaumm — Ans ero
KpaTKOW XapaKTepUCTUKN.

Utobbl 3agaTb MUma v onucaHue, B OOHOMMEHHOM pasgene kateropum O6wme

— &
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HacTpouku Beeaute MUms n OnucaHue B COOTBETCTBYHOLLWX Monax (puc. Pasgen "Mims u

onmcanve" *°).

ad PeaakTvpoBaHe HacTpOEK KNMEHTOR

¥ Ofuwwme HacTpoikn [T [Konq)mrypau.wn 1 l

KapTBut
IP agpeca cepeepa

CnucaHme:

Homep auuenzim
» SysWatch
» DLP

CcHOBHOR Habop HACTPOEK KNWEHTOE. ‘

3HaYeHVA BECEX NapaMETPOE KOPPEKTHEI

Mpumenrute H QOmena

PucyHok 47. Pazgen "Uma u onucaHue™

i Nmsi KoHGUrypaLmm JOIPKHO GbiTh YHUKamNbHBIM 1 HE MOXET COBMafaTh C yKe

CYLLECTBYIOLLWIMW KOHUrypaLMsiMU.

= XaptouTt

Xaptout, nnm uHTepBan obpalleHust KIMEHTCKOrO MPWIIOXKEHUS K CepBepy — napameTp
KIMEHTCKMX KOMMOHEHTOB, OTBEYaIOLLYN 32 NEPUOANYHOCTb YCTaHOBKM CBSA3M C CEPBEPHbBIM
komnoHeHToM SoftControl Server. Mo ymomHaHuio ycTaHaBrmBaeTca paBHbIM 60 ¢ (1

MUHyTa).

EES—————————————————— .-
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ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

¥ OBuwwe HacTpoikn Mepuoa xapT6uTalcex.): I &0 l
WMua v onucanme

IP agpeca cepeepa

Homep nuuexzn
> SysWatch
» DLP

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Oruena

PucyHok 48. Pazgen "Xaptout”

[na wusmeHeHnsn napameTtpa nepengute B pasgen Xaprtout kateropumn OOwme
HaCTPOMKM UK ycTaHoBUTE 3HayeHve B none lMepuop xaptburta (cek.) (pwc. Pasgen
"Xaptour" °%).

IP-appeca cepBepa
3agaHve agpecoB cepBepa A MOAKMOYEHUSI CO CTOPOHbI  KIMEHTCKUX MPUIIOXKEHWN

o 21
npon3BoanTCcA MacTtepomMm HAaCTPOUKKN cepBEpa .

[na nameHenns cnvcka agpecos nepenagute B pasgen IP agpeca cepBepa kaTeropum

nw 57

O6wume HacTpoukmn (puc. Pasgen "IP_agpeca cepsepa" °"). Utobbl aobasutb agpec B

nepeveHb, BBeauTe HoBoe 3HadeHue IP-agpeca nm NetBIOS-mmeHn B COOTBETCTBYIOLLEM
none n Haxmute Ha KHonky [lo6aBuTb B CNMCOK. UTOObI yaammTb agpec u3 nepeudxs,

Bbl6epI/ITe ero n HaXxXmmrte Ha KHOTMKY Yaanutb U3 cnucka.

- (& ]
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ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

¥ Ofwme HacTpoiikn BESAWTE HOBOE 3HAYEHNE!

Wz 1 onucasune [ l

XapTBut

17216165

Homep nuuexzn
> Syatch
> DLP

3HaYeHVMA BCEX NaPaMETPOE KOPPEKTHEI
[ Mpumerute ] [ Omena
=

PucyHok 49. Pazgen "IP agpeca cepBepa”

~ Homep nuueH3uun

JILeH3MoHHbIN Koy onpeendeT (PYHKUMOHASNbHOCTb  KIMEHTCKMX KOMMOHEHTOB. [1o
YMOJSHaHMIO yCTaHaBMBaeTcs NpobHasn nmueHans cpokom aencrtema 30 gHen.

[Ona 3apgaHna knoya nepengute B pasgen Homep nuueH3sunm kateropmmn OOwme
HacTPOWKMU, BbIGepuTe TUN KIMEHTCKOrO KOMMOHEHTa B BbinagatoLwem crnucke (SysWatch,
DLP), BBeguTe Koy B TEKCTOBOE MOJIE U HAXXMUTE Ha KHOMKY MpoBepuTb And Banvgauum

nMLeHsuM 1 oTobpaxeHnss eé napameTpoB B Crlydae KOPPEeKTHoro kroua (puvc. Pasgen
"Homep mmueHaun" °%).

— &
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ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

¥ OBuwwe HacTpoikn
SysWatch L "
Ws 1 onucasue ’ ¥ E ’HS\"GQS GUKWP8-SR71D l

XapTBut Twn nuuessua: Mpobaaa
1P aapeca cepeepa Cpok pefictena (gneid): 30
CORE

AV BD

* SysWatch SnSUpdate

> DLP RD

Nposepute

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Orena

PucyHok 50. Pasgen "Homep nuueH3un"

4.6.2 Hactpouku SoftControl SysWatch

[aHHaa kaTeropuss HacTpoeKk BK/OoYaeT B cebs KOHUrypaumio KIIMEHTCKOrO KOMMOHEHTa
SoftControl SysWatch, aHanornynyto 3agasaemon ¢ nomouwbto MMM SoftControl SysWatch, n
MOSMTUKM KOHTPOTS.

“ KOHTpPOSib aKTUBHOCTHU

B pasgene KoHTponb aktuBHocTM kateropum SysWatch yctaHoBute raxkm vy

Tpebyembix obracten KOHTPoOns (pyc. HacTpOMKM KOHTPOJIS aKTUBHOCTU = ):
U KoHTposnb aKTUBHOCTMU:

O MpunoxeHus;
U Cetb;
U dannoBas cucTtema;

U PeecTp.

— &
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P PegakmupoBaHne HacTpoeK KNMEHTOB P

»  Ofwme HacTpoiikn
¥ SysWatch .
Kowpoms akmsrocw e

¥npasneHnEe MHLMAEHTEMM Mpunoxerina
Jawwta naponem
*  Cranwposanue V] Cers

» OBHoensHWe

Paiinosans cuctema
Hactpoiku uHtepdeiica
Oruet Peectp
Cnoeewenua .
3anpeTuTb BHEWHEE YNpasneHmne cryxBoi
CaHopasoesIe Naponm

* [MonuTika KoHTpOAR ["] FnoBansnsii pexia wHcTanasawam
» DLP
CO)(pEHFI'Ib WCTOPWHD SKTUEHOCTM HEU3IBECTHOIC NPHUADHEHWA NPpW NEPECM 3anycKe
[T 3anpeTuts Baincarere ckpunTos
[ BrarounTe koHTponb dil mogyned (TpebyeTca nepesarpys«a KNMeHTa)
[ 3anpeTuts Bcem MoAMGUKELMIO Pe GEiN0E (KPOME MHCTAANATOPOE)

[] ¥aanars oy UKD © MM HE 33y A Bonee (aHei) 0 .
3HaueHWe EPEMEHN OTAOXEHHOrD CTapTa CAy*Ol (MuHYTE) 0 a

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

Mpumerre | [ Orera

=
PucyHok 51. HacTponkun KOHTponsi akTMUBHOCTU

Hwke oTMeTbTe HeobXxoauMMble [OMNOSHUTESbHbIE ONUMM MPOrpaMMbl U KOHTPOSS
aKTUBHOCTMU:
U 3anpeTuTb BHeWwHee ynpaBneHue cnyxo6oum:
3anpeTuTtb BbIrpy3Ky cuctemHom cryxkbol SoftControl SysWatch n3 O3Y knneHTcKkoro
XocTa.
U MMobanbHbIK peXXum MHCTanNALUn:
3anyckaTb BCe MPOLECChl B pEXUME YCTaHOBKM.
0 CoxpaHATb UCTOPUIO aKTUBHOCTU HEU3BECTHOro NpPUIIOXKEeHUA Npu NepBoOM
3anycke:
aBTOMATUYECKN aKTMBUPOBATb OMNUMIO 3anuCy UCTOPMM aKTUBHOCTWU LS9 HOBbIX
HeJ0BEPEHHbIX MPOLECCOB.
U 3anpeTnTb BbINOJIHEHWE CKPUNTOB:
3a6rokMpoBaTh BbINONHEHME HEAOBEPEHHBIX CLEeHapeB uHTepnpeTatopamm (kpome
CueHapveB, nognucaHHblx aewncteutensHon UM wm BUIM m3 Genoro cnncka
cepTndukaToB).
U Bknountb KoHTponb dll-moaynen:
aKTVBUPOBATb KOHTPOSIb LIEMOCTHOCTM AMHAMWUYECKM MNoAkmovaeMblix OubrmoTek
(DLL), ncnosnb3yemMblX UCMOSHAEMbIMU KOMMOHEHTAMW.

U 3anpetutb Bcem mogucukaumio pe pannos (KpoMe MHCTANNATOPOB):

— &
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3anpeTuTb U3MEHEHVE UCMONHAEMbIX (PalnoB HedoOBEPEHHbIMM MpoueccaMmu (He
VMEOLLYIMUN NpU3HAKa MHCTansTopa).

U Yaanate nncopmauuio o npunoxeHusix He 3anyckaBLlUUXCcA 6onee (AHen):
yoanaTte 13 6a3bl AaHHbIX SoftControl SysWatch 3anucu o HeakTyBHBIX NPUIOXEHUSX,
yOOBETBOPSIOLLMX 3a4aHHOMY YCIIOBUIO (YMCIio AHen 6e3 akTUBHOCTM).

U 3HayeHMe BpeMeHU OTNOXEHHOro crtapTta cnyXx6bl (MUHYTbI):

YCTaHOBUTb MHTEPBAaN 3a4EeP>XKn 3anycka cucteMHom criyxbbl SoftControl SysWatch.

Yn paBneHune nHUNAeHTamMmmn

B pasgene YnpaBneHue uHumpaeHtammu kateropmm SysWatch ycrtaHoBute raxok
Bknountb aBTOMaTU4YeCKylo OOpaboOTKy MHUMAEHTOB M 3ajanTe peakuuio Ha
MHUMOEHTbI M3 nepevHs CNMCOK MHUMAEHTOB B BbiMagawwem crucke PeweHue

cornacHo Tabn. 15 (puc. HacTpovikm peakumm Ha MHUMOEHTbI 81 )-

P PegakiMpoBaHue HACTPOEK KNWEHTOB
»  OBwme HacTpoik o
¥ SysWatch
KoHTpONE aKkTMEHOCTI

[Vnpasnetne wiuvasiTann | Crucox wunaentos

3awwta naponem

o nueckyto obpab

* Cranwposanue
» OBHoBnsHWe

3anyck HEMZEECTHOM NPOrpaMMel YCTaHOEKM
Hactpoiiku uHtepdeiica

Hapylermue NoAUTUK KOHTPOAA
Oryetel
OnoeeweHwA
Cnaropasossie naponw

» TonnTuka KoHTponA
» DLP

¥npaEneHne MHLUMAEHTAMMI

Pewenue: 3Jabnokmposate (Mo ymondaHuo) E

|| 3anomuuTe pewenue Ha cecenro

3HaueHVA BCeX NapaMeTpos KOPPEeKTHEI

[ Mpumesure || Oruena

PucyHok 52. HacTpoiku peakuvm Ha MHUMAEHTbI

Ta6nuua 15. BoaMoXHble AeCTBUA NPU UHUMOEHTaX

¢ BbinonHutb B OorpaHN4eHHOM peXxunme

3anvex BbInonHeHne NpunoXxeHust nog, TekyLen y4ETHOM 3anmcbio NMMbo B M30NMPOBaHHOW
y cpene ("necovHuue") nog yy4étHow 3anuckto nonb3oatens «V.L.P.O.» ¢
Hen3BecTHOro
OorpaHnYeHHbIMKU NpaBamu. Mpy aTom JobaBneHWs B NpodmIie CUCTEMBI He
NPUNOXeHUs

MPOUCXOAUT, a NPUNOXEHNE MOMELLLaETCS B OFPAHNYEHHYIO 30HY.
MpunoXeHne MOXET 3arpyaTb JoYepHUe MOZY M, KOTopble Takke He BOMayT B

- F ]
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npodmrb cucTembl. [laxke ecrv Takoe NpuroxXeHne SBNseTcst BPeAOHOCHBIM U
BbIMOMHWT YCTAHOBKY KaKuMX-NiMbo JOMOMHUTENBHBIX KOMMOHEHTOB, TO MX
nocnegyulas 3arpyska byget npegorspall eHa.

¢ BbLINONHUTbL B OrPpaHMYEHHOM pexXunme nocrie NpoBepKu

3anyck NpuroXeHns B OrpaHUYEHHOM PeXnmMe, ecrniv Npu aHTMBMPYCHOM
CKaHVpOBaHUW NPUIOXEHUS He HaaeHo BpedoHoCcHOro koga. B obpaTtHom crnyyae
3anyck dyaet 3abrnoknpoBaH.

¢ BLINONHUTbL B peXuUMe YCTaHOBKU

BbinonHeHve npunoxxeHust nog TeKyLLen y4ETHOW 3anncelo 6e3 orpaHndeHun nmbo c
YMEHbLUEHHbIMY NpuBUNerusMu. MNpu 3TomM NpUNoXeHWe 1 BCe ero AodepHue Moaymm
rnoMeLL alnTcs B NPOdmIlb CUCTEMbI U JOBEPEHHYIO 30HY.

¢ BbLINONMHUTL B peXuUMe YCTAaHOBKMW Nocre npoBepKu

3anyck NpurnoXeHns B pexxmme yCTaHOBKW, €CIN NPV aHTMBUPYCHOM CKaHMPOBaHMM
NPUNoXeHus He HangeHo BpegoHOCHOro koga. B obpatHom crniyyae 3anyck 6yget
3a6noKMpoBaH.

e 3abnokupoBaTtb (MO YMONMYaHWUIoO)

BriokvpoBka 3anycka NpurioXeHns 1 NOMeLL eHne ero B 3anpeLl EHHYIO 30HY.

3anyck HeM3BeCTHOA
nporpammbl
yCTaHOBKU

¢ YcTaHOBUTb

BbinonHeHne nporpaMmbl yCTAaHOBKM NOA TEKYLL e YYETHOM 3anncbio 6e3 orpaHnYeHun
Mbo C yMeHbLLEHHbIMY MpyBUNernsamn. MNpu 3Tom Nocre yCTaHOBKY NPUIoXeHWe 1
BCE €ro AoYepHMe MoAyM NOMeLL aloTCs B NpodmIlb CUCTEMBI U JOBEPEHHYIO 30HY.

¢ YcTaHOBUTbL NOCMe NpoBepKu

3anyck yCTaHOBLL UKa B PEXMME YCTaHOBKW, €CIN MPpY aHTMBUPYCHOM CKaHMPOBaHUA
yCTaHOBLL MKa He Halg4eHO BpeJoHOCHOro koda. B obpatHom cryyae 3anyck byaet
3a6rokmMpoBaH.

¢ YcTaHOBUTb B OrpaHUYEHHOM pexume

BbinonHeHne nporpaMmbl yCTAaHOBKW MOA TEKYLL el y4ETHOM 3anuncbio nnbo B
n3onupoBaHHon cpege ("necoyHuue") nog y4€THow 3anuckto nomnb3oBatens «V.1.P.O.»
C orpaHu4eHHbIMU npaBamu. MNpu aTom fobaBneHVs B NpodmIib CUCTEMbI HE
NPONCXOAMUT, a Nocrie YCTaHOBKU NPUIOXEHNe U BCe ero Ao4epHue Moay v
NMOMELLLAITCH B OTPaHNYEHHYIO 30HY .

* YcTraHOBUTb Nocrie NPOBEPKU B OFPaHNY4EHHOM pexume

3anyck yCTaHOBLL MKa B OrpaHN4EeHHOM PEXMME, eCin NPy aHTUBUPY CHOM
CKaHMpOBaHWUK yCTaHOBLL MKa He HaeHo BpedoHOCHOro koga. B obpatHom cryyae
3anyck dyaet 3abroknpoBaH.

e 3abnokupoBaTb (MO yMOMYaHMIO)

BrokvpoBka 3anycka nporpamMmmbl YCTaHOBKM U MOMELLLEHME €€ B 3anpeLl EHHYO 30HY.

HapyweHnne
NOMUTUKN KOHTPONS

¢ PaspewunTtb

PaspelLueHre npoleccy BbINOMHUTL AENCTBUE, COBMNagaloLLee ¢ yCroBUSMU NpaBuna
3aJaHHON NOMUTUKMN KOHTPONS.

e PaspewmnTb nocne npoBepKu

PaspeLueHne npoueccy BbINOMHUTL AENCTBME, COBMNajaroLLee C yCIOBUSMI NpaBunia
33JaHHON NOMUTVKU KOHTPOSS!, €CMNU NPU aHTUBMPYCHOM CKaHMPOBaHUM MpoLiecca He
HarigeHo BpedoHOCHOro koga. B obpatHom crnydae aenctsue byaet 3anpeLy eHo.

e 3anpeTuUTb (MO YMONMYaHuio)

3anpeT npoueccy BbINOMHUTL AeNCTBUE, COBMNaaartoLLee ¢ YCroBnsiMy npasuna
33JaHHON NMOMUTUKMN KOHTPONSI.

e 3anpeTuUTb U 3aBepPLUNTL NPUITOKEHUEe

———————.
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SanpeT npoueccy BbINOJTHNTb nencTteue, cosnagaroLlee ¢ ycCrnoBuamMu npasuna
3aaHHOW MOSNTUKN KOHTPOIA, 1 nocneayLllee 3aBepLieHune npouecca.

Mpw ycTaHoBKe donaxkka 3anOMHUTb pelleHne Ha ceCCUuio yKasaHHble 4eNCTBUS
OyayT BbINOMHATLCS] MHOIOKPATHO B paMKax Ceccuu, B 0bpaTHOM criydae —
OO HOKpaTHO.

CbpocbTe hraxok BknounTb aBTOMaTUYECKYHO 0OOpPabOTKy WMHUMAEHTOB, €CiM

npegnonaraeTcs AenervpoBaTb MOMHOMOYMS Mo 06paboTke WHUMAEHTOB JiokarbHOMY

nore3oBarternto SoftControl SysWatch.

3awuTta naposnem
UTtobbl ycTaHOBUTL OO MNApPOSbHBbIM OOCTYN K WHTEpdency wum [euHcTamsaTopy
SoftControl SysWatch Ha krneHTCkOM XxocTe, nepevgute B pasgen 3awurta naponem
kateropum SysWatch wun ycraHoBute donaxok BknwounTb 3awmTty naponem

(pvc. HacTpoiiku naponkbHon saumrsl ).

2 PeaakTMpoBaHWe HACTPOEK KAWEHTOR

*  OBwwe HacTpoiikun BKNHOUMTE 33WUTY Naponem
¥ SysWatch
KDHTpOHb AKTHEHICTA

Mapone:

YnpasneHNE MHLMAEHTEMM Mog

(3auwmanaporem (" Obnacte achicrena )
> Cranvposanue M3menenne csofcTs nporpamMmel
i’ OSHDM_&HME " ¥ panerue nporpammel

Hactpoiiku uHtepdeiica

Oryetel

OnoeeweHwA

Cnaropasossie naponw
» [onuTuka KoHTpOAR

» DLP

3HaueHVA BCeX NapaMeTpos KOPPEeKTHEI

[ Mpumesure || Oruena

TeTsssse———
PucyHok 53. HacTtpoWku naponbHou 3aumThbl

3apante Maponb n Beegute ero MNMoAarBepXxAaeHUe, Nocrie 4Yero oTMeTbTe obracTu
OencTeus:
U N3meHeHMe CBOUCTB NporpamMmmbi:
3anpoc naposs npu goctyne k NN SoftControl SysWatch.

U YpaaneHue nporpamMmmsl:

— e &
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3anpoc napons npwu 3anycke yaanenua SoftControl SysWatch.

HacTponku ckaHupoBaHuA
B paspene CkaHupoBaHue — OOGwme Hactpouku kateropmm SysWatch HactpouTe

ONLWM aHTVBUPYCHO NpoBepku (puc. OBLLME HACTPOIiKM ckaHMpoBaHmus ).

P PegakmupoBaHine HacTpoek KNWEHTOB A

»  Ofwmne HacTpoKK
¥ SysWatch
KoHTponk akTMEHOCT (®) Britiop AeficTEMA aETOMaTMHECKM

| Peaxuma Ha yrposy )

¥npaenenne MHLMIEHTaMI O Bribop 4efCTEMA N0 CKOHYAHWIO MPOBEPKK

3awwTa naponem O 3anpoc geicTEnA

¥ CKaHWpOBaHUME

Hacrpoliku pacnucasua

 Tunu daiinos b Mposepka cocTasHbix dainos J

* Ofnosnenne (@) Bee daiinu [] Nowurostie Gasw

Hacrpoifiun ukTepgeiica () Tonwko ucnonHAemsie dains [ Apxwee

Oryetel

Cnosewerus { —
| Tposepka cuemHbIx HocuTEned |

Opaxopasossie naponu
» TonnTika KoHTpONR [ Aetomamiueckan MpoBepKa chemMHLIX HOCHTENRH

» DLP CnpalwmnBats o NpoBEpKE CEEMHEIX HOCUTENENH

| YueTHan 3anuce AN ckaHepa |

[ Micnonssosats yueTHyio sanucs
Vs nonesosarens
laponk:

MoaTeepauTs naponk:

3HaYeHVA BECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Orera

SSS——————
PucyHok 54. O6wme HaCTPOMKN CKaHUPOBaHUS

B ob6rnactm Peakuusa Ha yrpo3y Bbibepute OAVH M3 BapuwaHTOB [OEWCTBUA Mpwu
oBHapyxeHun yrpo3 B NpoLiecce aHTUBUPYCHOMO CKaHUPOBaHUS:
o Bbibop gencTBma aBToMaTUYECKU:
Obe3BpeanTb NHPULMPOBAHHBLIN OOBEKT UM yaanuUTb €ro, eCriv fieYeHre He yaaéTcs.
o Bb16op AencTBmnsa No OKOHYaHUIO NPOBEPKMU:
3anpoc gencteua byaeT BbiBeAeEH fiokanbHOMY nonb3oBatento SoftControl SysWatch
No BCeM OBHapyXeHHbIM Yrpo3aMm Mo 3aBEpPLUEHUIO MPOBEPKMU.
o 3anpoc aencTBUA:
3anpoc gencteust OyaeT BbiBEAEH fokanbHoMY nonb3oBaTento SoftControl SysWatch
npn 0BHapYXeHWUN KaXKaom yrpo3bl.
B obrnactm Tunbl cannoB Bbibepute Tunbl anroB, KoTopble OyayT NOABEPrHyTh
npoBepke:
o Bce channsi:

CkaHvpoBaHMe BCeX TUMOB (airoB, 3a WCKIHOYEHWEM COCTaBHbIX TUMOB, He

- (& ]
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OTMeYeHHbIX B obriactu NMpoBepka cocTtaBHbIX pannos (praxku NoyroBbie 6a3bl
n ApXmBbl).
o TonbKo ucnorsnHsiemblie hannbl

CkanupoBaHue Tornbko ¢anrnos popmata PE.
B obriactn MNMpoBepka CbeMHbIX HOCUTENEeN ycTaHoBUTE riaXok ABTOMaTuUYecKas
npoBepKka CbEMHbIX HOCUTErNneWn, ecrm Heobxooumo aBTOMaTUYECKM 3anyckaTb
aHTMBUPYCHOE cKaHupoBaHue USB-Hocutenen nocrne ux MnOAKMOYEHUS K KIMEHTCKOMY
XOoCTy. YctaHoBuTe (priaxxok CnpawmBaTb O NMPOBEpPKe CbEeMHbIX HOcuTenewn nns
OoTOOpaXkeHUs1 AManoroBoro OkHa C NPeArioXXeHNeM NMPOBEPKM HA KIMEHTCKOM XOCTeE.
B obrnactm YyeTHas 3anucb Ans CcKaHepa YyctaHoBute raxok Mcnonb3oBaTtb
Y4YeTHYH 3anucb 1 BBeauTe Y4ETHbIE AaHHble, ecriv TpebyeTcs ykasaTb YHETHYIO 3anuChb,
noa KoTopoun 6yaeT npousBOAUTLCS MPOBEPKA, OTIMYHYKD OT CUCTEMHOW Ha KIIMEHTCKOM

XOCTe.

B pasgene CkaHupoBaHue — Hactpoukm pacnucaHua kateropum SysWatch

BO3MOXHO YCTaHOBUTb pacnucaHue aHTI/IBI/IpyCHOI7I npoBepKn, AOrnd 3TOro YycrtaHoBuUTE

draxok 3agaTtb pacnucaHue U HacTpoute napameTpbl (puc. HacTporkn pacnucaxms

ckaHupoBaHus ).

P PegakmupoBaHine HacTpoek KNWEHTOB A

¥ Obuwme racTporiki 3agats pacnucaHne
¥ SysWatch
KoHTpOAk aKTMEHOCTI Tun pacnucanus: { Mo aHsm E
¥npaenenne MHLMIEHTaMI
JawwTa naponem Hacrora aneii: 1 a
¥ CraHWpOBaHUE
OBuwme sacTpoikn Bpems sanycka: { 12:00:00 l
lilacpoiiEwpacpucatina
» OGroenshne
Hactpoiiku uHTepdeiica
Oryetel
Cnosewerus
OpHOpasoEsIE NAPoAK
» [loanTika KoHTponR
» DLP
3HaueHvA BCEX NapaMETPOE KOPPEKTHEI
[ Mpumenrute ] [ QOmena
SSS——————

PucyHok 55. Hactponku pacnucaHua ckaHMpoBaHUA

— &
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B cuétumke YactoTa OHeM yKaxuTe NepuoOAUYHOCTb, C KOTOPOW OyaeT BbINONHATLCSH
3agada, a B none Bpems 3anycka — Bpems Havana BbIMONHEHUA 3adauv B cdopmare

Y4.MM.CC.

HacTponku o6HoBneHus
B pa3gene O6HoBneHue — O6wue HacTpouku kateropum SysWatch HactponTte onuum

o6HoBeHVs (puc. OBLLE HACTPOIikv obHoBeHUs ).

P PegakmupoBaHne HacTpoeK KNMEHTOB P

»  Ofwme HacTpoiiKn
¥ SysWatch
KoHTponk akTMEHOCTI Mporpammeeis Magynn

¥npasneHnEe MHLMAEHTEMM AnTuBMpycHble Baskl

| Cocras oBHOBAEHMA |

Jawwta naponem

»  Cranwposanue PR
. Coegunenne |
¥ OBHoensHne BROEANLELNE,

(OBume wacTpoiikn [ Mcnonssosats napameTps npokcu-cepeepa

Hactpoiiku pacnuncanma .
" " Appec: opT
Hactpoiiku uHTepdeiica P

CTueTs I I I 20

Cnoeewenus .
WMcnonb3o0eaTs aETOPMIALMIO Ha MPOKCH

CaHopasossie Naponm

*» ToanTuka konTponA Wms nonesosatens Mapone:

» DLP ] [

L 1€ OT N

[] 3anpawwesars noaTsepxasHie nepea 0BHOENEHEM

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Oruena

PucyHok 56. O6wme HacTporMKu OGHOBMNEHUS

B obnactmn CoctaB oOGHOBRNeHuUn Bbibepute Tpebyemble KOMMOHeHTbl SoftControl
SysWatch ana o6HoBneHus:

U MporpamMmHbie moaynu;

U AHTUBUpPYCHbIE 6a3bl.
B obrnactn CoeamHeHune yctaHoBute riaxxok Mcnonb3oBaTb napameTpbl NMPOKCU-
cepBepa W yKaxure Heobxoaumble HACTPOWMKW, €Criv OSii COEOMHEHVS C WHTEpPHET-
cepBepoM 06HOBMEHUI UCMOSb3YETCS NPOKCU-CEPBEP.
B obractn MNMoarBepXxaeHue OT nonb3oBaTens ycraHoBuTe driakok 3anpawiumBaTtb
noaTBepXxaeHMe nepen oOGHoBNeHMeM, ecrm TpebyeTca oTobpaxaTtb auanor c

3anpocom noareepxgeHna onepauunm Ha KImeHTCKOM XOCTe.

— &
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B pasgene O6bHoBneHne — Hactponku pacnucanusa kateropmm SysWatch BoamoxHO
YCTAHOBUTb pacnucaHve OOHOBMEHMs1, 59 3Toro  ycraHosBute craxok 3apaatb

pacnucaHue v HacTpoiiTe napameTpbl (puc. HacTpoiiku pacincanms o6Hosrenus °*). B

cyétymke YacrtoTa gHen YKaxute nepnoamndHoCTb, C KOTOpOVI 6y/:|,eT BbINOJIHATLCA 3adau4a,

a B nosie Bpems 3anycka — Bpemsi Hayarna BbINOMHEHVs 3a4a4n B oopmMate Y4y:MM.CC.

P PegakmupoBaHne HacTpoeK KNMEHTOB

* Obuwme racTporika 3agats pacnucarne
¥ SysWatch
KoHTponb aKTMEHOCTH Tin pacricanms: { Mo anam E
¥npasneHnEe MHLMAEHTEMM
3awmTa naponem Hacrora aneii: 7 a
»  Cranwposanue
¥ OBHoensHne Bpema sanycka: { 10:00:00 l
CBume HacTpoidkn
Hactpoiiku uHTepdeiica
OryeTel
Cnoeewenus
CaHopasossie Naponm
» [lonuThka KoHTponR
» DLP
3Ha4eHVA BCEX NapPaMETPOE KOPPEKTHEI
[ Mpumerute ] [ Omena
=

PucyHok 57. HacTtpoikn pacnmucaHuss ooHoBneHus

OaHopasoBble naponu
B pasgpene OpHopasoBble naponu kateropmm SysWatch yctaHoBute praxok
BkniounTb ogHoOpa3oBble Naposnuv, BBEAUTE MHTEPBa BPEMEHN XU3HM Naponis B nosie
MHTepBan BpemeHM (CeK.) U HaxmuTe Ha kHorky & (CreHepupoBaTb Knkou) aOns
BbIpaboTkM 256-6MTHOrO Krtova, Ha OCHOBE KOTOPOro GyayT BbIYMCIIATLCA O4HOPa30Bble

naposm (puc. HacTtpoiiku ogHopa3oBbix naporei ).

- (5]
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> OBume racTpatika BratounTt 04HOpasoELie Naponm
¥ SysWatch
i kit PR——
¥npasnenne nHLMAEHTaMI
3awuta naponem Kniou:
»  Cranwposanue
»
OBHaRnSHIE [ HTR=jvM33Qi6W2AgldriTRCDNWED3QBBBEATmyxT/6A= | &
Hactpoiku uHtepdeiica
Oruets
OnceeweHwa
* TonuThka KoHTpona
» DLP
3Ha4eHVA BCEX NapPaMETPOE KOPPEKTHEI
[ Mpumerute ] [ Omena
=

PucyHok 58. HacTtpoiiku ogHopa30BbLIX naponeu

Hel'IOCpe,D,CTBeHHaFI reHepauma oaHOPa30BbIX naponel‘/'l OCyLeCTBIIAETCA Ha BKIiagke

MoppasneneHus 2.

OT4eThbl
B pasgene Ot4yeTtbl kateropum SysWatch Hactpowte napameTtpbl SoftControl SysWatch
MO MNPOTOKOSMPOBAHMIO B TEKCTOBble OTYETbI W perucTpaumm cobbitin B WMI

(pvc. Hactpoiiku otyéTos *%).

B obrnactm OT4yeTbl ycTaHoBuTE priaxok dopmmpoBaTb OTYeTbl, YTOObI BKIOYUTH
YHKLMIO  BeAeHUs] TEeKCTOBbIX OTYETOB, M Bbibepute Buabl cobbiTn  Ang
NPOTOKOMPOBaHUSA:
U O6HoBnNEHME;
U MposBepka,;
U CucteMHbIn:
U Yrpossil;

U JoBepeHHble npoLuecchl.

— &
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P PegakmupoBaHne HacTpoeK KNMEHTOB P

»  Ofwme HacTpoiikn ——
¥ SysWatch S
KoHTponk akTMEHOCTI DopMUpOEaTE GTHETE

¥npasneHnEe MHLMAEHTEMM OBHoBAEHKWE

3awmTa naponem Mpoeepka
*  Cranwposanue CucTemHbIi
» OBHoensHWe Yrpose
Hactpoiiku mHTepdeiica [ Aosepesitsie npousces:
Omerm BT |
(PopMrposaTs OTHETH! (B AHAX): 30
Onoeewerua s —a
CaHopasoesIe Naponm S ——
* TlonuThka KoHTpona Al i S
» DLP Bintounte poTauuio
OrpaHuueHie no BpEMEHM:[ 0 j [ ek E
OrpaHnueHie No pasMepy: [ 10 a [ MiB E

KonuuecTen XpaHuMblx OTUETOR 0 a

C Perucrpauyma cobommii 8 WML |

Brntounte pernctpaumio cobeimnii 5 WMI

Pasmep ucropun WML 10 a

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

Mpumerute H QOmiena

PucyHok 59. Hactpoiku oTyéToB

B cyéTtumke PopmMupoBaTb OTYETbI (B AHSAX) YCTAHOBUTE KONMYECTBO OHEW, 3@ KOTOpbIE
COXpaHsaeTCcHa NCTopusi COObITUN.
B o6nactn PoTauma OoT4é€TOB npu HEOOXOOUMOCTU ycTaHoBUTE hriakok BknoumTb
poTauuMlo 1 yKaxute napameTpbl poTauum (OAWMH WM HECKOSbKO), OrpaHvdvsaroLpe
KOJNIMYECTBEHHbIE XapaKTEPUCTUKN TEKCTOBbLIX OTYETOB:
¢ OrpaHu4yeHue No BPEeMEHM:
BBEOUTE B [AHHOM MOSfie BPEMEHHOW JMMWUT ogHoro damra oTtyéTta u Bbibepute
eVHULbl BESMYUHBI B BbiNaJatoLeM Crncke (CEeKyHabl, MUHYTbI, Yachbl, OHW).
¢ OrpaHuyeHue No pasmepy:
BBEOUTE B JAHHOM rMofie fMMUT MNo pasMmepy ogHoro dawnra oTyéTta un Bbibepute
€edVH1LbI BENMYMHBI B Bbinagatowem cnucke (b, Kub, Mvb).
¢ KonnyectBO XpaHUMbIX JIOrOB:
BBeAuTe B aHHOM ofie MakCMarbHOe YMCIO XpaHUMbIX YacTen (panrnoB OTYETOB.
B obrnactu Peructpauma cobbitun B WMI yctaHoBute dornaxok BknrounTtb
pernctpauuto cob6biTun B WMI ana BkoueHUs COOTBETCTBYHOLLEN (PYHKLMM U yKaXuTe

Pa3smep ncropumn WMI B ogHOMMEHHOM MOfIE.

i [ns npegoTBpalleHys Npobriem C NOBbILLEHHLIM NOTPEBIEHNEM CUCTEMHBIX

pecypcoB He pekoMeHayeTCH 3aJaBaTb pa3mep uctopum pasHelM 6ornee 100
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cobbITUI, onTUMansHasa BermdnHa — oT 10 go 50 cobbIThl.

HacTpownku nurepcenca
B pasgene Hactpoukn mHTepdenca kateropum SysWatch Bbibepute Heobxoaumble

onumm wHTepgenca SoftControl SysWatch Ha kmmeHTCckmMx xoctax (puc. HacTtporikm

nHTepdenca )

P PejakiMpoBaHUe HACTPOEK KNWEHTOR x

»  OBume sacTpoikn
¥ SysWatch

KonTpont aktmerocT

MokaskiBaTs 3Ha4OK NpOrpaMmel 5 0BAACTH yEEASKMAEHWIA

D BrntoumTe 38yKOBOE CONpOBOXAEHME

YnpaEneHNne MHLMAEHTAMU
Jawuta naponem
*  Cranvposatue
» OBHoEREHWE
Oruetel
CnoeeweHwA
Oaropasossie naponu
» [oanTika KOHTPORR
» DLP

3HaueHuA ECeX NapaMeETPOE KOPPEKTHEI

r— —

l
PucyHok 60. Hactpoiku uHtepdenca

U Moka3biBaTb 3HA4YOK NporpamMmbl B 0611acTn yBeJOMIEHUN:
oTobpaxenue 3Hauka SoftControl SysWatch B o6nactu ysegomneHui.
U BknounTb 3ByKOBOE CONPOBOXAEHMUE:!

conpoBoXaaTb yBe4OMIIEHUA NMPOrpamMmMbl 3BYKaMn.

OnosBeleHus
B pasgene OnoBeweHuna kateropum SysWatch yctaHoBute raxok [MokasbiBaTb
onoBelleHna s oTobpaxeHus rokanbHbix onoselweHun SoftControl SysWatch Ha
KIMMEHTCKMX XOCTax W Bbibepute Heobxogumble Tunbl coobweHun (puc. Hactpoiika

roKarnbHbIX ONOBELLEHWA " ):

U Cratyc 3awuThbl;
U O6HoBNEHMue NporpamMmmsbil;

U NMNpoBepka KOMNbIOTEPA;

- (W ]
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U OTtyeThl;

U JIuueH3us;

U YcraHoBKa (yaaneHue) nporpamm;

U BnokupoBaHue Moayneun nporpaMmmsbl;

U OrpaHu4yeHune NpUNoXeHUn.

Pykosodcmeo aOmMuHUCmpamopa

B~ Penakposanve Hactpoek knnerTos

»  OBuwme HacTpoiin
¥ SysWatch
KonTponk akwsHocTe
YnpaEneHne MHLMAEHTAMI
3awmra naponem
» CranwposaHue
» (OBHoEnEHME
Hactpoiku whTepdeiica
OrueTa
Onosewenes
OpHopazossie napoau
* TonnThka KOHTPoNA
» DLP

MokaseiBaTe ONoBEUEHUS

[ Cramyc sawypren

[] OBroBnenne nporpanme

["] Mposepxa komnsrotepa

[ Cruere

[ Nuuensns

[ ¥eraroska (yazneHwe) nporpanm

[ Broxuposanne mogynei nporpammsl

] OrpaHnyYeHne NprUACKEHNIA

3HaueHUA BCEX NapPaMETPOB KOPPEKTHEI

[ Mpumerurs || Orera

PucyHok 61. HacTpoika nokanbHbIX onoBeLieHUmn

Monutuka KoHTponsa: PannoBas cuctema

B pasgene Monutuka KoHTpona — ®awnnoBasa cuctema kateropum SysWatch

onpenenmTte npasuna 4oCcTyna NPUoXKeHWn K 06 bektam hanrnoBomn CUCTEMbI Ha KITMEHTCKMX

xocTax (puc. MonuTvka KOHTPonsa haroBoi cucTeMbl "+ ):

* UrteHne canna nm katanora;

* 3an1cb B dhann nnm katarsor (co3gaHve/msmeHeHne danna um katarsora);

* YnaneHue chanra um katarora.

- € F ]
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ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

*  OBuwe racTpoiikn Mpaeuna AnA s0Hsl
¥ SysWatch
KonTpons aksHacTH [DrpaHuuer—«the NPUNCHEHIR E
¥npaEnenne MHLMAEHTAMK H ~ % f ‘
Jawwta naponem El:lj .
¥ Crarposanue ID  Pecypc Yrerune 3annce Yaanenue

» OBHoensHWe

" ~ 100 #SYSTEM3Z2#DRIVERS\ETChhosts  Paspewnte Zanpoc Paspewute &
Hactpoiku uHtepdeiica
9
Oruets
102 | #WINDIR##==% Paspewute 3anpoc 3anpoc
OnceeweHwA
103 | #WINDIR##™# #MODEXT# Paspewute 3anpoc 3anpoc
CpHOPa30BELIE NAPOAK
v Monnrika koHTpons 104 | #WINDIR#WIN.INI Pazpewute 3anpoc Pazpewute
YerpoiicTea 105 | #WINDIR#SYSTEM.INI Paspewnts 3anpoc Pazpewuts
— 106 #WINDIRZCONTROLINI PazpewmTe 3anpoc PazpewnTs
CucTemHsli peectp 107  #WINDIR#TASKS\AT#*#.J0OB Paspewne 3anpoc Paspewns
Cem 108 | #CA\#BOOTINI Pazpewute 3anpoc Pazpewwute
Mpwenneruu npoyeccos 109 2CAZAUTOEXEC.BAT Paspewnts 3anpoc Paspeuwuts
Cepmvgmkathl 110 #CAFMSDOS.SYS Pazpewute 3anpoc Paspewuts
» DLP 111 #PERSONALEZE*™2 Pazpewute | Paspewwte | Paspewwuts
112 | #ANYSTARTUP##= Pazpewute | Pazpewute | Pazpewwute
113 &2 3anpetuts | Paspewwts | 3anpetuts
115 &% Pazpewwte | Paspewwrs | Paspewuts v
- ) »

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

Mpumerre | [ Orera

=
PucyHok 62. NMonutuka KOHTpons ¢ainoBon cUCTe MbI

MpaBuna pasaeneHbl No cnickam A51st NPUIIOXKEHWA 13 CIieAYHOLLMX 30H BbIMOSHEHMS:
* [loBepeHHbIe NMPUIOXKEHUS;
* OrpaHU4YeHHble NPUIIOXEHUA.
[Ona nepeknoyeHnss Mexay Cnmckamn BblOepuTe COOTBETCTBYHOLYKO KaTeropuio B
Bbinagatowem cnvcke MpaBuna ana 3oHbl. Ecrm TpebyeTca nepemectutb NpaBwio B
CMMCOK AN NPWIIOXEHUA U3 OPYrov 30Hbl BbIMOJSIHEHWSA, BbI3OBUTE KOHTEKCTHOE MEHHO
npaswuna v Bbibepute OaVH U3 BapyaHTOB:
* Bce — co3gatb npaBwio Ans 060MX 30H BbLINOSHEHUSI, €CIM NPaBUO Haxo4uTCA
TOMbKO B OAHOM CMM1CKE;
* OrpaHU4YeHHble — MEpPEeMEeCTUTb MPaBWo B CMMCOK MPaBWi OS11 OrpaHUYEHHbIX
MPUINOXKEHWIA;
* [loBepeHHble — MEPEMECTUTb MNpPaBWIO B CNMCOK NpaBwun AN AOBEPEHHbIX
NP USIOXEHNI.
Kaxxgoe npaBwro npeacrtaBndeTr cobon 3annucb B JIMHEMHOM CMMCKE UM MMEET CBOW
YHVKanbHbI naeHtudmkaTop ID. O6bekTbl NpUMeHeHVs yKasbiBatoTcs B ctonbue Pecypc,
npaBa gocTyna K HUM — B cTonbuax YteHue, 3anncb 1 YaaneHue. dnaxok B ctonbue
AKTUBHO yKasblBaeT AEUCTBYET SiM JaHHOE NpaBwWrio.

Ecrm Heckonmbko npaBun MMeloT nepecekaloupecs ob6ractv OencTBus, TO NpUoputeT

—_———
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BbIMOSHEHMSI B TAKOM CIlydae MMeeT NpaBwuio, pacrnosioKeHHOe B Crncke Hanbornee HU3KO.
MonoxeHve NpaBuna B CNUCKE M3MEHSAETCS C MOMOLLLIO KHoMoK & (BBepx) n # (BHuU3).
Ctpoka B cTtonbue Pecypc npencraesnsetr cobon nytb OO0 ob6bekTa wm 0ObekToB
npUMeHeHna npasura. B gaHHOM CTpoke MOryT UCMNOMb30BaTbCs MACKM — WMHCTPYMEHT
3agaHvs npaBun Ana rpynnel 06beKToB hannoBon cucTembl. Hanpumep, ¢ nomousto
MacCOK MOXHO co3faTb NpaBurio Afia kaTarora n Bcex 06bEeKTOB BHYTPU HErO UM NpaBurio
Ana onpefenéHHbIX TUMOB (pacmpeHnin) banros.

Hwke npuBegéH CMHTAKCUC MACOK:

* #*# — 3amensieT moboe KOMMYECTBO CMMBOJSIOB, Kpome cumBoria '\' (B criyyae
pasMelleHNs B KOHLE CTPOKM pacnpoCTpaHseTcs TOoNbKo Ha alrbl KOPHEBOM
ONPEKTOPUN);

* #*# — 3ameHseT noboe KOMMHECTBO CUMBOMOB (B Cliydyae pasMeLleHWs B KOHLE
CTPOKW pacrnpocTpaHaeTca Ha dalrbl KOPHEBOW AVPEKTOPWUM, MOAAVPEKTOPUMA U
dranrbl NoganpeKkTopun);

* #?# — 3ameHsieT poBHO 1 ntobon cumson.

UTo6bl co3gaTb NpaBuUrio, HAXXMUTE Ha KHOMKY -~ (lo6aBuUTb).
B nosiBuBLLEMCS OKHE BBEAMTE MOSMHbIM NyTb A0 00bekTa (hairioBOn CUCTEMbI UM MAcKy B
nore ®aitn unu katanor (pvc. CosgaHve npaBuia Arnst 06bekTa painoBoi cucTeMbl ).

Dakn unu katanor (NoAHBA NyTe KA Macka)

[ Ene=sLOGH?ETXT ]

| YreHue || Januce || YaaneHwe

e - =T

AKTHEHD

| ok || Onvena |

PucyHok 63. CozpaHue npaBuna gnsa o6bekTta ¢hannoBomn
cucTeMmbl
B obrnactax YteHue, 3anucb n YganeHue Bbibepute B BbiNagaroLmX CrMcKax
COOTBETCTBYHOLLME NpaBa A0CTyNna K 06'beKTyZ
o Paspeu.wm: — MNO3BOJMTb NMPUIIOXEHUIO BbIMOJIHATL Oonepauunto Hag O6'beKTOM;
* 3an peTuTb — 386ﬂ0KMpOBaTb BbIMNOJIHEHWE MNMPUIioXxeHnem onepaunm Hag 06'beKTOM;
* 3anpoc — BbIBOAUTb 3anpoc Mpw COBMageHWn OENCTBUA Hag OObEeKTOM C yCrioBveM

npasurna.
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UT06bI BKIMOUYUTL CO34aHHOE NPAaBWUIO B CMIUCOK U cAeNaTb ero AeNCTBYIOLLMM, YCTaHOBUTE
donaxok AKTUBHO 1 HaXxXmMuTe Ha KHorky OK.

UToObl M3MEHUTL MPaBWUMO, HAXMUTE Ha KHOMKY  (MU3MeHWUTb) nnn gBakabl HaXXMUTE Ha
HEro 1 HaCcTpoWTe NapameTpbl NpaBwUia aHarorM4yHO AEUCTBMAM NPW ero Co3aaHun.

UTo6bl yoanutb NpaBurio, HAXXMUTE Ha KHOMKY ¥ (YaanuTb).

i B Habope nommtuk  koHTpona  SoftControl  SysWatch  copepxatca
npegycTaHOBMEHHbIE MpaBuna, pacnpoCTpaHAlLMECS HA CUCTEMHbIE KaTasiorn u
OObEKTbI PaCMOSIOKEHNA KOMMOHEHTOB MNPOAYKTa. WM3ameHeHve wm ypaneHve
NpeayCTaHOBIEHHbIX MNPaBWUII MOXET MOBfeYb 3a COOOWM HapyleHve 3auyTbl

LEJNIOCTHOCTU CUCTEMbI KITMEHTCKOIO XOCTa.

MonuTtuka KoHTponsa: CucrteMHbIN peecTp
B pasgene Monutuka KoHTpona — CucrtemHbin peectp kateropmm SysWatch
onpefermMre npaBwria [JOCTyna MPWIOXEHUMA K OObekTaM CUCTEMHOro peecTtpa Ha

KIMEHTCKMX X0cTax (puc. MommTuka KOHTPOrs CUCTEMHOIo peectpa ' ):

* 3anucb B KoY UM NapameTp peecTtpa (co3aaHne/MsMeHeH e Knoya unm napameTpa);

* YpaarneHue Krnoya uin napameTtpa peecTpa.

ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

* Ofuwne nacTpoiiki Mpaeuna ana soHsl
¥ SysWatch
KoHTpOM aKTMBHGCTIA [,ﬂoaepequle MPUACKEHMA E
¥npaEnenne MHLMAEHTAMK HEIA_FI ~ % f ‘
Jawwta naponem | .
* Cranviposanue o o S 1 e b e
» OBHoensHWe
. " 508 \REGISTRY\MACHIME\SOFTWA... 3anpetwte = 3anpetnTe A
Hactpoiku uHtepdeiica 7
or 509 \REGISTRY\MACHINE\SOFTWA.., | 3anpetwte  3anpetuts
YeTH
v
OnceeweHwA . . s
Oaropasossie napon 511 \REGISTRYV\MACHINE\SOFTWA.,  Janpetvte anpeTiTe
v Monnrika koHTpons 512 \REGISTRY\MACHINE\SOFTWA... 3anpetuts = 3anpetuts
YerpoiicTea 513 \REGISTRY\MACHINE\SOFTWA..,  3anmpetuts  3anpetuts
WMaiinosan cAcTEMa 514 | \REGISTRY\MACHINE\SYSTEM... | 3anpetuTs 3anpeTiTe
Cucremnsiipeecp 515 \REGISTRVMACHINE\SYSTEM.. | 3anpervrs | 3anpervms
Cemn 516 \REGISTRY\MACHIME\SYSTEM... | 3anpetwts | 3anpetuts ¥
Mpweuneruu npousccoe 517 | \REGISTRY\MACHINE\SYSTEM... |~ 3anpetuts 3anpetuts
CepTidmnkathl 518 | \REGISTRY\MACHINE\SYSTEM... | 3anpetuTs 3anpetuts
» DLP 519 | \REGISTRY\MACHINE\SYSTEM... = 3anpetwte | 3anpervta
520 \REGISTRY\MACHIME\SYSTEM... = 3anpetwts = 3anpetuts
521 \REGISTRY\MACHINE\SYSTEM,. = 3anmpetwrs  3anpetuts
522 | \REGISTRY\MACHINE\SYSTEM... | 3anpeturs 3anpetuTe
c BrolcThuaa A ncuc oy 3 3 frwr] E
3Ha4eHvA BCEX NapPaMETPOE KOPPEKTHEI
[ Mpumerute H QOmiena
=

PucyHok 64. NonuTuMka KOHTPOSi CUCTEMHOIO peecTpa

I'Ipanu'la pa3aerieHbl No cnickam And I'IpVIJ'IO)KeHI/II7I 13 crnegyroumx 30H BbIMNOJTHEHUA!

- 7T
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* [loBepeHHbIE NPUSTOXKEHUS;
* OrpaHU4YeHHbIe NMPUSIOXEHUSA.
[Ona nepeknoyeHns Mexagy Cnmckamn BblOepuTe COOTBETCTBYIOLLYKO KaTeropuio B
Bbinagatowem cnvcke MpaBuna ana 3oHbl. Ecrm TpebyeTca nepemectutb NpaBwuio B
CMMCOK AN MNPWIIOXEHUA U3 APYrov 30Hbl BbIMOSIHEHWSA, BbI3OBUTE KOHTEKCTHOE MEHHO
npaswura 1 Bbibepute 0avH U3 BApUaHTOB:
®* Bce — cosgatb npaBwio Al 060MX 30H BbLIMNOSHEHUS, €CIM NPaBUNO HaxoauTCs
TOMbKO B OHOM CIM1CKE;
® OrpaHU4YeHHble — MepemMecTUTb MpPaBWiO B CMMCOK MPaBWi OS11 OrpaHUYEeHHbIX
NPUINOXKEHWUIA;
* [loBepeHHble — MEepemMecTUTb MNpaBWIO B CNMCOK MpaBwn AN OOBEPEHHbIX
NP UIOXEHNI.
Kaxxgoe npaBwro npeacrtaBndeTr cobon 3anncb B JIMHEWMHOM CMMCKE UM MMEET CBOM
yHVKanbHbIn naeHtudrkaTop ID. O6bekTbl NPUMEHEHUS YKa3biBatoTCA B cTordue Pecypec,
npaBa gocTyna K HUM — B ctonbuax 3anucb n YaaneHue. dnaxok B ctonioue AKTUBHO
yKasblBaeT ENCTBYET M JaHHOE NpaBwurio.
Ecrm HeckombkO npaBwn UMEOT nepecekaroumeca obrnactu OencTBus, TO npuoputeT
BbINOSIHEHMS B TAKOM Cllydae MMeeT NpaBwurio, pacrosioXXeHHOe B Cnmcke Hanboree HU3KO.
[MonoxeHve nNpasuna B CNUCKE M3MEHSAETCS C MOMOLLLIO KHoMoK & (BBepx) n ¥ (BHuU3).
Ctpoka B ctonbue Pecypc npencraBnsetr cobon nytb OO0 obObekTa wm 0ObekToB
npMMeHeHns npaBwna. B gaHHOM CTpoke MOryT MCMosfib30BaTbCA MacCKM — WHCTPYMEHT
3agaHvsa nNpaBwn ana rpynnel 0GBHEKTOB CUCTEMHOrO peecTtpa. Hanpumep, ¢ nomousto
MaCoOK MOXHO co3aaTb NpaBwWIio AN pasgernia peectpa n BcexX 00beKTOB BHYTPU HETO.

Hwke npuBefEH CMHTAKCUC MACOK:

\' (B cnyvae
pasMeLLEHNS B KOHLLE CTPOKU PacnpoCTPaHAETCs TOMbKO Ha MapaMeTpbl pasgena);

* ## — 3amensieT nMoboe KOMMYECTBO CMMBOJSIOB, KpOME CUMBOSA

* #**# — 3ameHsieT OOOE KONMYECTBO CMMBOJSIOB (B Crflydae pasMeLlieHuMs B KOHUE
CTPOKM pacrnpocTpaHsaeTcs Ha napameTpbl pasgerna, nogpasgernsl W napameTpbl
nogpasaernos);

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.

YTobbl co3aaTh NpaBuUio, HAXMKUTE Ha KHOMKY =~ (lo6baBUTb).

B nosiBvBLLEMCS OKHE BBeAWTE MOSHbIV NyTb 40 0ObeKkTa CUCTEMHOIO peecTpa Ui Macky

-_— (® ]
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B nore Knwuy wunu napametp peectpa, (pvc. CosgaHve npaBuna Onsg  oGbekTta

CMCTEMHOro_peecTtpa '°), Npu 3TOM KOpHeBble pasferNbl peectpa B 3afaBaeMoM MNyT

[AOITKHbI ObITb YKa3aHbl crieayroLymM obpasom:
* \REGISTRYWMACHINE\SOFTWARE\CLASSES\ - pa3gen
HKEY_CLASSES_ROOQT;
* \REGISTRY\WMACHINE\ - pazagen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\- pasgen HKEY CURRENT_USER gnsa nonb3oBaTtens ¢
yKasaHHbIM naeHTudukatopom 6esonacHocTu (<SID>);
* \REGISTRY\USER\ - pasgen HKEY_USERS.

Knry unm napametp peecta (NyTh WAK macka)

I \REGISTRY\MACHINE\TESTKEY\#**# ]

| 3anmce || ¥paneHwne

‘ Zanperars ]

AkTWBHO

[ OK |[ Cancel |

PucyHok 65. CozgaHue npaBuna ons
00BbeKTa CMCTEMHOro peecTpa

B obractax 3anucb 1 YaaneHue BbiOepuTe B BbliMagaloLmx CNMcKax COOTBETCTBYIOLLME
npaea AocTyna K 0O6bekTy:

* PaspelwnTb — NO3BOSUTb NPUIOXKEHUIO BbINOSHATL Onepauunto Hag 06 bekToMm;

* 3anpeTuUTb — 3a65I0KMPOBaTb BbINOSIHEHME MPUIOXEHNEM Onepaummn Hag 06 bEKTOM;

* 3anpoc — BbIBOAUTb 3anpoc Npu COBNageHWn 4encTBMA Hag OOBHEKTOM C YCroBUEM

npaswuna.

UT06bI BKIMIOUYUTL CO34aHHOE NPAaBWUIO B CMINCOK U cAeNaTb ero AenCTBYIOLLMM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXXMuTe Ha KHorky OK.
UToObl M3MEHUTL MPaBWUMO, HAXMUTE Ha KHOMKY  (MU3MeHWUTb) nnn gBakabl HaXXMUTE Ha
HEro 1 HacTpoWTe NapameTpbl NpaBwUia aHarlorMyHO AEUCTBMAM NPU ero Co3aaHun.

UTo6bl yaanutb NpaBurio, HAXXKMUTE Ha KHOMKY ¥ (YaanuTb).

@
J B Habope nommtuk koHTpona SoftControl SysWatch conepxarcs
npeayCcTaHOBMEHHbIE MPaBWa, PAcnpOCTPaHSOLLMECS Ha KIOYM U NapaMeTpbl

peecTpa, BrvsiolLme Ha paboTy cucTeMbl M KOMMOHEHTOB NpoaykTa. iameHeHme

- (W ]
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nnn yganeHue npeayCrtaHOBJIEHHbIX NMpaBuIT MOXKET MNMOBJIEYb 3a cobon HapyleHune

3auyTbl LEJNIOCTHOCTU CUCTEMbI KITMEHTCKOIO XOCTAa.

Monutuka KoHTpons: YcTponucTea
B pasgene Monutuka koHTpons — YcrtpoucrtBa kateropmm SysWatch Hactpowre
npaBura UCMOSb30BaHUS Crieayloupx BHELHMX YCTPOWUCTB W MOPTOB CUCTEMbI Ha

KIMeHTCKX xocTax (puc. Momutuka KoHTpons yeTpoiicts " ):

* USB-ycTtponctaa,;

e CD/DVD-ycTtpowcTBa;

¢ | PT-nopThbl;

* COM-nopThl.
Urtobbl onpepermtb nNpaBa goctyna kK USB-yctporictBam, 3agante Mx COOTBETCTBYHOLLYMMN
dnaxkamu B ctonbuax YteHme, 3anuck n Yaanenue gns tvna USB ycTtponcTBa.
[ononHutensHO MOXHO 3afaTb MCKMoYeHnss — 6enbin cnmcok USB-ycTponcTts, ans
KOTOPbIX HAa3Ha4YeHHOe MpaBwrio AenctBoBaTb He OygeT. [na 3TOro HaXXmute Ha CCbISKy
JononHnTenLHO 1 B MNOABMBLLEMCS OKHE HaXmute Ha KHonky =+ (fJo6aBuTb)

(pvic. Uckmouerms ans USB-yctpoiicts 7).

ad PeaakTMpoBaHWe HACTPOSK KAWEHTOR

* OBuwwme racTpoiiki Yerpoiicteo = MCh v Ypanexue
¥ SysWatch
KoHTponk akTwsHoCTI

COM noptsi
LPT nopte
¥YnpasneHne WHUMIEHTaMK CD/DVD yerpoiicrsa

3awuta naponem

ORRE
RRE

*  Cranwposanue

» OBHoensHWe
Hactpoiku uHtepdeiica
Oruets
OnceeweHwA
CpHOPa30BELIE NAPOAK

¥ TonnTvka KoHTpoNA

‘Paiinosan cucTema

CrcTemHsId peectp

Cem
3 =

Mpueuneruut npoueccos ANPeTUTE BETO3aNYCK ANA ECEX YCTPOHCTS

CepTudmkathl

» DLP

lononsutensHo

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Orena

=
PucyHok 66. Monutuka KOHTPONSA yCTPOMUCTB
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P Benwiii ciucox USB YCTpoWcTE
|5 &

ID npoaykTa Pegunzua Cepuitbii N2 Urenne w 3anuch Ypanenve

AxrveHo | ID nocraewmka

0930 6545 Kingston DT_101_G2 PMAP  001CCOC61220EA9044200183

MprmeHuTE ] l Ommena

PucyHok 67. UcknouveHua ana USB-yctponcte

Beeaute napametpbl USB-ycTponctBa B COOTBETCTBYOUWMX Monsix. Monyyunte AaHHbIe
napameTpbl USB-ycTporcTBa MOXHO criegytolmm obpasom:

1) BctaBbTe HocuTens B USB-nopT koMnbloTepa.

2) Otkpowte ocHacTky [incnetyep yctpomnctB (Device Manager) NaHerm ynpasrieHus
Windows.

3) PasBepHute kateropuio inckoBble yctpounctBa (Disk drives) n aaxagpl Haxmute
NEBOM KHOMKOW MblILLM HA UMeHn nckomoro USB-Hocutens.

4) B nosiBuBLLEMCS OKHE nepenauTe Ha Bkragky CBeaeHus (Details).

5) B Bbinagatoem MeHo Bbibepute ceonctso PoauTtens (Parent). B none 3HavyeHue
(Value) otobpasutca cTpoka Buaa:

USB\VID_<ID nocmaswuka>&PID_<ID npodykma>\<CepuliHbit Ne>,

roe ykasaHbl COOTBETCTBYHOLLME YMCIIOBbIE 3Ha4YeHua napameTpos ID nocTtaBwuka, ID

npoaykra n CepunHbin Ne (nokasaHbl B YrioBbiXx CKOBKaXx).

6) B Bbinagatowem MmeHio Bbibepute csoricteo U o6opynoBaHua (Hardware Ids). B
none 3HayeHue (Value) oTtobpasutcs CAMCOK annapaTHbIX WMOEHTUUKATOPOB,
nepBbl U3 KOTOPbIX HEOBXOAUMO MCNOSb30BaTh B KayecTBe NnapameTpa PeBu3us.

Mocrne BBOga napameTpoB Bbibepute npaBa AOCTyNa A8 LAHHOTO YCTpoOWCTBa B
CooTBETCTBYIOLWX CTOSMOLax YteHune, 3anucb n YaaneHme. Ytobbl BKMIHOYNTE YCTPOMCTBO
B 6enbIl cnncok, yctaHoBUTE (oriaXkok B CTonbue AKTUBHO.

UTt0o6bl yaanMTb YCTPOMCTBO M3 CMMCKA, HAXXMUTE Ha KHOMNKY & (YaanuTb).

MpaBura coxpaHsoTcs Nnocne HaxaTus Ha KHomnky MpUMeHUTb.

YUtobbl 3abrokmpoBaTtb goctyn k CD/DVD-yctponcteam, COM-noptam wm LPT-nopTam,

cbpocbTe mobon u3 craxkoB B cronbuax YrteHue, 3anucb wm YganeHuwe ans

-_— (& ]
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COOTBETCTBYIOLLYX TUMOB YCTPOWCTB (Npu 3ToM ByayT cOpoLleHbl BCce hriaXkku Ans AaHHOro

TMna).

® [1na nameHeHus npae. goctyna k noptam (COM, LPT) gononHutensHo Heobxoamma

nepesarpyska CUCTEMbI Ha KIMEHTCKMX XOCTax.

OtmeTbTe onuuio 3anpeTUTb aBTO3anyCK ANns BCeX YCTPOWMCTB, ecrm TpebyeTtcs

GriokmpoBaTtb aBTO3arpy3ky Bcex USB- n CD/DVD-yctponcTs.

MNonutuka koHTpons: CeTb
B pasgene Monutuka koHTponsa — CeTb kaTeropum SysWatch onpegerure npasuna

KOHTPONA CeTeBOM aKTMBHOCTW MPWUIOXEHUA Ha KIMEHTCKUX XocTax (pwuc. [NormTuka

KOHTDPOIS CETEBOM aKTUBHOCTH " ):

* [puém gaHHbIX;
* [lepegada gaHHbIX.
lMpaBwura pasgeneHsl N0 cnnckam A51s MPUINOXKEHUN U3 CreyroLyX 30H BbIMOSHEHWS:
* [loBepeHHbIE NPUSTOXKEHUS;
* OrpaHU4YeHHble NPUSIOXKEHUA.
[Ona nepeknoyeHns Mexagy Cnmckamn BblOepuTe COOTBETCTBYIOLYKO KaTeropuio B
Bbinagatowem cnvcke MpaBuna ana 3oHbl. Ecrm TpebyeTca nepemectutb NpasBwio B
CMNCOK AN MNPWIIOXEHUA U3 APYrov 30Hbl BbINOSIHEHWSA, BbI3OBUTE KOHTEKCTHOE MEHHO
npaswuna v Bbibepute 0avH U3 BapuaHTOB:
* Bce — co3gaTtb npaBurio Ans 06oux 30H BbIMOMHEHWSA, €ClM MNpaBWIO HaxoauTcs
TOSMbKO B OOHOM CIMUCKE;
* OrpaHU4YeHHble — MNEPeMecTuTb MNPaBWUIO B CMAUCOK MNpaBWi AfA OrpaHUYeHHbIX
NPUINOXKEHWIA;
* [loBepeHHble — MEepeMecTUTb MpaBWIO B CHAMUCOK MNpaBwni Ans  OOBEpPEHHbIX

NP UIOXEHNI.

- (W]
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*  OBwwe HacTpoiikn Mpaeuna AnA s0Hsl
¥ SysWatch
KonTpons aksHacTH [DrpanuEHthe NPUACHKEHUS E
¥npasneHnEe MHLMAEHTEMM H ~ % ‘
Jawwta naponem |:i£ . \
* Cranvposanme Hanpaenetne Mpotokon  Paspe... lNoaree
» OBHoensHWe . O
Hactpoiku uHtepdeiica
Oryetel
Onoeewerua
COnHopasossle Naponu
¥ [MonuTika KoHTpOAR
YerpoicTea
Daiinosan chcTemMa
CucTemHsii peectp
N
Mpweuneruu npousccoe
CepTidmkathl
» DLP
- ] »-
3HaYeHVMA BCEX NaPaMETPOE KOPPEKTHEI
Mpumerute ] [ QOmiena
=

PucyHok 68. Monutuka KOHTpONsA ceTeBOM aKTUBHOCTHU

Kaxxgoe npaBuro npegctasnseTr cobon 3anucb B JIMHEVMHOM CMMCKE U MMeeT CBOW
YHVKanbHbIn ngeHtndukatop ID. MapameTpbl npaBuna ykasaHbl B cToniduax HasBaHwue,
HanpasneHne wu [lpoTtokon. PaspeweHve wm 3anpeT CeTeBOro COeauHeHus
nHonumpyeTcs craxkom B ctonbue PaspeweHue, HeobxoammocTb 06paboTkm cobbiTus,
B Cflydae ero HacCTynreHusi, flokarbHbIM Nonb3oBaTenieM — B cTosibue MoarBepxaeHue.
®riaxxok B cTonbLe AKTUBHO yKasblBaeT 4eNCTBYET S JaHHOE NpaBurio.

Ecrmm HeckombkO npaBwn UMEOT nepecekaroumeca obractu OencTBus, TO npuoputeT
BbIMOSHEHMS B TAaKOM CriyMae MMeeT NpaBuio, pacrosioXeHHOe B CrnCKe Hanboriee HU3KO.
MonoxeHve npaBura B CMNCKE U3MEHAETCH C MOMOLLBIO KHOMOK & (BBepx) n ¥ (BHU3).
YTobbl cO3aaTh NpaBuUIo, HAXMUTE Ha KHOMKY -+ (lo6baBUTb).

B nosiBvBLIEMCSI OKHE 3apaiTe napameTpbl npaBuna (puc. Co3gaHve npaBuia KOHTPOIS

ceTeBoil akTuHocTU °):

¢ HazBaHue — HauMeHoBaHWe NpaBuna.
* HanpaBneHune — HanpaBreH/e CEeTEeBOW aKTUBHOCTM, onpedensaiolliee WHMLMaTopa
coeVHeHus:
— Bxopsiee — ceTeBoe coeayHeH1e, MHALMMPYEMOe yaarnéHHbIM XOCTOM;
— Ucxopsiwee — ceTeBoe coeanHEHNE, MHALIMMPYEMOE KITMEHTCKMM XOCTOM;

- Bxopgawee/cxopswee — noboe 13 HanpasrieHU.

— &
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* [MpoToKon — TN NPOTOKOSA Nepeaayn AaHHbIX MO CETU:
—-TCP;
- UDP;
— TCP/UDP — nto60# 13 NpoTOKOJSIOB.
Ha Bknagkax JlokanbHbIW agpec 1 YOaneHHbIM agpec 3a4aloTcsl KOHEYHbIE TOMKW,
MeXay KOTOpbIMUM OCYLLECTBIIAETCA nepeaada AaHHbIX, Ha KIMEHTCKOM W1 yaanéHHOM XocTax
cooTBeTCTBEHHO. B 06eunx Bkrnagkax BblOepute Ha Kakve ceTeBble agpeca M MnopThbl
pacnpocTpaHaeTca OeNCTBME NpaBuna 1 BBEAUTE 3HAYEHUS B COOTBETCTBYHOLLYE MOSIA MpU
Heob6xoaMMOCTHU:
* Aapec — IP-agpec y3na ceTu:
— Jlrobon apgpec;
— OnpepeneHHbIN aapec;
— Omnana3oH agpecos.
* [lopT — ceTeBOW MOpPT:
— lro6bom nopr;
— OnpepeneHHbIN NOPT;

— Onana3oH nopToB.

HazeaHue IH'I'I'P incoming connection ‘
Hanpaeaetue I Bxoaawee E
MpoTtokon I TCp E

Pazpewerue
[:I Nogreepxaerme

AkTHEHD
| NokansHulii agpec | | YaaneHHwi agpec l
Appec [J"IroEuoﬁ appec ﬂ
[ J | l
Mopr [Onpe,u,enEHHmﬁ nopT E
(&0 J [0 |

| ok || canca |

PucyHok 69. Co3pgaHue npaBuna KOHTPOIs
ceTeBOM aKTUBHOCTHU

na paspeleHna ceTeBoro coeuHeHna C YyKa3aHHbIMKU MapamMeTpamMn yCTaHOoBUTE

-,
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drnaxok PaspeweHue, ans 3anpewgeHus — cbpocbTe ero. Ecrm npepgnonaraetcs
obpaboTka cOoBbITUA CETEBOW aKTMBHOCTM MPWIIOXEHWA JOKanbHbIM MNOfb3oBaTernemM Ha
KIMMEHTCKOM XxocCTe, ycTaHoBuTe chnaxok MoarBepxaeHue (npy 3TOM [0SkHA ObiTb

OTKIOYEHa aBToMaTndeckas obpaboTka nHumaeHTos °h).

UTo6bl BKIOYMTL CO3A4aHHOE NPaBUio B CNMCOK U caenaTb ero Ae/CTBYIOLLMM, YyCTaHOBUTE
doraxok AKTUBHO 1 HaXxxmuTe Ha KHorky OK.

Uto6bl M3MeHUTb NpaBwurio, Haxkmute Ha KHOMKy < (U3MeHUTb) UM ABaXadbl HAXMUTE Ha
Hero 1 HacTpouTe NapameTpbl NpaBuria aHarorMyHo AeUCTBUSIM MPU ero co3aaHum.

Ytobbl yoanutb NpaBusio, HAXKMUTE Ha KHOMKY ¥ (YpanuTtb).

Monutuka koHTpons: NMpuBunernu npoueccos
B pasgene MNMonutuka koHTpons — lMpuBunernn npoueccoB kateropmm SysWatch

HaCTpOWTE OrpaHMYEHa Ha NCMNOoSb30BaHve npoLeccamu criegytowmx npvsunernn Windows

Ha KIMMEHTCKWX xocTax (puc. [onuTuka KOHTPOMS MPYBMIErid MpoLLeccoB = ):

* ApxuBauus panros v KaTasnoros;

* O6x04 NepeKPECTHOWN NPOBEPKY;

* Cospanve rnodanbHbiX OObEKTOB;

¢ CosgaHve ganna nogkayky;

¢ OTrnagka nporpamm;

* ViImytauust KnieHTa rnocre npoBepPKM Nosfb3oBaTens;
* YBenmyeHue nproputeTa BblNOSHEHWS;

* HacTtponka KBOT NaMATK A4sa npoLecca,;

® 3arpyska 1 Bblrpy3ka ApariBepoB YCTPOWCTB;

* BbinonHeHve 3agady no o6Cnyk1MBaHMiO TOMOB;

¢ [IpodurnmpoBaHe o4HOro npouecca;

* [MpyHyauTensHoe yaanéHHoe 3aBeplueHne paboThbl;
® BoccTaHoBreHve ¢hanrnoB 1 KaTasioros;

* YnpaBreHve aygutom n xypHarnom 6e3onacHoCTy;
* 3aBepLLeHre paboTbl CUCTEMBI;

* /IameHeHve napamMeTpoB cpenbl M3roTOBUTESS;

* [MpochmrmpoBaHue NPon3BOANTESNTLHOCTU CUCTEMBbI;

® /I3MeHeHe CUCTEMHOIO BpeMeEHH;

——————
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* CMeHa BriagernbLueB hannos 1 gpyrmx o0bLeKToB;

* OTKMOYEHNE KOMIMbKOTEpPaA OT CTbIKOBOYHOIO Yyara.

2 PeakTMpOBaH e HACTPOEK KNWEHTOB

»  OBume sacTpoikn
¥ SysWatch

B Bee npuenerin

Apxusaumna GaiinoE v KaTanoroe

KoHTpone axtweHocTi
YnpaeneHne uHUMIEHTaMK

Jawuta naponem

*  Cranvposatue

» OBHoEREHWE

Hacrpoiiku nhtepdeiica
COruets
CnoeeweHrA

Opropazossie napoau

¥ [lonnTuka KOHTpoNA

Yerpoictea
Dalinosan cucTema
CrcTemHsIA peectp
Cetn

Ceprndmkatal

Cfxoa nepekpecTHOA NPOERPKA

Cosganme rnoBaneHeix ofbekToE

Cozganune daiina nogxauku

Otnagka nporpamm

WMiTauma knMenTa Nocne NpoEepKM NOLTMHHOCTIA
YEENM4EHUE NPUOPKUTETE EBINONHEHNS

HacTpoiika k50T NamaTy 4nA Npouecca

3arpysxa W BLITpy3Ka APaisepos YCTPOHCTE
BrinonAHeHWe 33434 NO 0GCAYKMEIHUIO TOMOE

Mpoguamposatne caHoro Npouecca

Mp y oe ! paboTh
Boccranoensnue $aince v kaTanoros
YnpaeneHue ayantom u xypHanom Ge30NacHoCTH
JaeeplieHne paboTel CUCTEME

W3meHeHWe NapamMeTpos cpeasl MIroTOBMTENS

MNpoduaupoEane NpoU3B0AMTENEHOCTIA CHITEMBI

> DLP KsmenHenune cucremmore spemen

Cmena enagensuee $ainos v apyrux obrexros

FERRERRRAREARERNERRERARRRARE

OTnrousHWe KOMNBHTEPE OT CTHKOEOYHOMO Y3n3

3HaueHuA ECeX NapaMeETPOE KOPPEKTHEI

r— —

l
PucyHok 70. NMonutuka KOHTPOMS NnpuMBUeruin npoLeccos

YcroBue: npaBwia pacnpoCTPaHATCA Ha BCE MPUIOXKEHVST U3 OrpaHUYEHHOW 3OHbl
BbIMOMHEHWS.

Mo ymorMaHuo, npuroxeHuss (mpoueccbl) o6ragaldT BCeMUM  BblleyKa3aHHbIMU
NPMBUIErNMSIMU, HO NPW 3TOM MOTYT BbITb orpaHuydeHbl OC. YTobbl orpaHMynTL NpUBUIErA

BPYYHY0, COpocbTe hriaxkun y TpebyembiX MPUBUIErIA.

Monutuka koHTpons: CepTudunkartsbl
B pasgene Monutuka koHTpona — CepTtudumkarbl kateropum SysWatch onpepenure
Genbin crimcok ceptudmkatoB UM Anga  OOMOMHWTENBbHOrO KOHTPOSS  aKTUMBHOCTWU

MPOLIECCOB Ha KIMEHTCKMX XOCTax (puc. Berbii cnncok ceptudukaTos ).

Mpwn 3anycke npouecca SoftControl SysWatch aBpuctniecku onpegensiet aBnseTcs fim oH
NpPOrpaMmon yCTaHOBKW Urin cueHapveM. o ymorHaHuio, B 3TOM criydae npouecc nornyyaet
Npu3HaK MHCTanaTopa, ecrm umeet geucteurterbHyto SLIM. MNomumo 3Toro, Bo3moxHa
Harmume B 6Gerom  crnucke

pononHuTensHasi nposepka cepTtudpumkata OSUIMT Ha

cepTudukatoB. [na atoro ycrtaHoBute dnaxok WMcnonb3oBatb O6enbii CNUCOK

— &
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cepTuUdMKaToB 1 CHOPMUPYITE CMIUCOK.

B Penakmposanme Hactpoek knnerTos

»  OBuwme sacTpoiin
¥ SysWatch
KonTponk aktvsHocT
YNpaENEHNE MHLLMAEHT3MI VeriSign Class 3 Public Primary Certification Authority - ¢ 02965295a89486d009bE!
3awwTa naponem WeriSign Class 2 Code Signing 2010 CA 55457f9620861e149c22b!
» CxanvposaHue SnS Soft 9e503f2658cal69675010

WMcnonksoeaTs Benblid cnncok cepTUdukaTos

Haseanue w CepwiHbid Homep md3

» OBHoEnEHWE 4
Hactpoiiku nhTepdeiica COMODO Time Stamping Signer 2112329c61f5cd01fE3ea!
OTueTs Class 3 Public Primary Certification Authority 160a6bE895f88ad 9%abdal.
Onceewerva
OpHopazossIe Napam

¥ TlonnTvka KOHTpoNA

Yerpoictea
Daiinosan cucTema
CrctemHnii peectp
Ceta

MpUEMNETUM NPOLECCOE

» DLP

] >
Jobasute Yaanuth

3HaueHUA BCEX NapPaMETPOB KOPPEKTHEI

[ Mpmerurs || Orera

PucyHok 71. Benbi cnucok ceptucgmkaToB

N3HavanbHo SoftControl SysWatch cogepxut  6a30Bbli  CIMCOK  cepTudmkaTos
A0BepEHHbIX npoussoautenen. Ytobbl 4o6aBUTb HOBbLIN CEPTUMKAT, HAXKMUTE HA CCbISKY
[o6aBuUTb 1 yKaXkute NpUrioXeHne, NporpamMmmMy YCTaHOBKU WM CUEHapWK, NOAMNMCaHHbIN
U, ceptudmkaTt koToporo TpebyeTcs BKMOUYUTL B NEepeyveHb, Nocrie Yero Haxkmure Ha
KHOMNKY OTKpbITb. B nosiBMBLIEMCS OKHE CO criuckom ceptudmkaTo I BbIGpaHHOro
anna yctaHoBute driaxkm B ctonbue AobaButb and Tpebyembix cepTuduKaToB u

HaXXMUTe Ha kHorky OK (puc. BuiGop ceptudmkatoB ans nobasrnenus ). YcraHoBute

Graxok B cTtornbue foBepATb Ana noGaBneHHbIX cepTudukatoB (puc. benbii cnmvcok

cepTudurkaTos 8 ).

-
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Bribepure ceptvdikaTel Ann gobaeneHus

TMepeTAHUTE COAa MbILLKOH 3EMONOEOK KOCHKH ANA TPYNMMPOEKMA A3HHKIX N0 He#

Hassanue Jobaevme | [lata okoH4aHHA
Microsoft Time-Stamp PCA O 03.04.2021
Micresoft Code Signing PCA ] 01.09.2020

} | Microsoft Corporation 25.04.2014
Microsoft Time-5tamp Service [:I 28.06.2014

PucyHok 72. Bbibop cepTucunkatoB Ansa goéaBneHus

Ecrm HeobxoayMo MCKMOUMTb cepTudpmkaT 13 nepeyHs AoBepeHHbIX 6e3 ero yaaneHus,
cbpocbTe driaxok B ctorbue JoBepATb. [1ns nonHoro yaaneHus ceptudukarta us cnmcka

BbIGEPUTE €ro N HaXKMUTE Ha Cebinky YaanuTtb (puc. Benbin cnncok ceptudmkaTos ).

4.6.3 Hactpounku SoftControl DLP Client

[aHHaa kaTeropuss HacTpoeKk BK/OYaeT B cebs KOHUrypaumio KIIMEHTCKOrO KOMMOHEHTa
SoftControl DLP Client.

CO60p AaHHbIX
B pasgene Co6op aaHHbIX kateropmm DLP yctaHoBute dhriaxxok CobupaTtb AaHHbIe U
OTMeTbTe Heobxoaumble obriactn cobupaemon wuHgpopmaumm (puc. Hactponku_cbopa
naHHbIX & ):

U Bpems paboTbl C NpUNoOXeHUeM;

U4 Ucnonb3oBaHue USB ycTpoOnCTB;

U MeyaTb 4OKYMEHTOB;

U NMepecbinka 4OKYMEHTOB MO NnoyTe;

U BBop TekcTa ¢ KnaBmaTtypbl.

® Hab6noaeHve 3a daiinosoi cuctemon &', cuctemHsiM peectpom 28 1 ceTeBbIM

Tpadukom ** aKTVBHO Mo yMOHaHWIO NPU BbICTaBreHHoM onuun CobupaTs
AaHHbIe.

— &
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P PegaxtwpoBaHue Ha

KNWEHTOE

»  Ofwme HacTpoiikn
» Sys\Watch
¥ DLP
OnTumMKzaumna
*  Habawgerwe

OB6HoEneHNE

~ OnTUuMu3aumns

B pasgene Ontummsauma kateropmm DLP 3agaloTca  BpeMeHHble

peructpaummn cobbiTui (puc. HacTporikm onTmmsanmm

)

¥ OBwne HaCTPOIRKK
» SysWatch
¥ DLP

Céop aanrisix

» Hafnwogenve

OfHoBneHne

PucyHok 74. HacTtpoikun ontummsauum

PucyHok 73. HacTtpoiku coopa AaHHbIX

napamMmeTpbl

B cooTtBeTcTBYIOUMX MOMAX 3afjanTe BpeMeHHble uHTepBarbl Bpems perucrtpauuu

npocTos No ucrtevyeHun (Mc) n He perucTtpupoBaTb OOHOTUMHbLIE COBOLITUA, eCnu

— &
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NMPOMEXYTOK BpeMeHU (MC) MeHbllue 4YeM B MWTIMCEKYHOaX.

HaonwaeHue: ®annoBana cucrtema
B paspene HabnoaeHune — ®dawunoBas cuctema kateropum DLP ocyuwecTtersietca

BbI6Op 06BHEKTOB (hannoBom cuctembl ana HabrnogeHus (puc. Hactporikn Habmogenvs 3a

daltroBoii cuctemoii ).

Utobbl 4OGaBUTL OOBEKT AN HAbMIOAEHNS, HAXKMUTE Ha KHOMKY “* ([lobaBuTbL) 1 BBEOUTE

MOMHBIV MyThb [0 HEro B NOSIBMBLLIEMCS OKHE (puc. O6bekT HabroaeHus °%).

Bbl MOXeTe MCnofb3oBaTb MackM — MHCTPYMEHT 3afaHus npaBun Ans rpynnbl 06bHEKTOB
danrnoBon cuctembl. Hanpvmep, C MOMOLLBLIO MacoOK MOXHO co3daTb npaBwurio Ans
Katarora M BCeX OOBLEKTOB BHYTPM HEro WM npaBwio OSi9 onpedernéHHbIX TunoB

(pacwmpeHuin) hannos. Hwke NnpuBeaEH CUHTAKCUC MacoK:

\' (B cnyvae
pasMeLleHNs1 B KOHLIE CTPOKM pacrnpoCTpaHsaeTcs TOSbKO Ha dhanrbl KOPHEBOW

* ## — 3ameHsieT nmoboe KOMMYECTBO CMMBOJSIOB, KpOME CUMBOSA

ONpeKTopun);

* #**# — 3ameHsieT MOOOE KONMMYECTBO CMMBOJSIOB (B Cfydyae pasMeLeHMs B KOHLE
CTPOKM pacnpocTpaHaeTcs Ha dainbl KOPHEBOW OUPEKTOpWMM, MOSOUPEKTOPUM U
dansbl NOAaNPEKTOPUR);

* #7?# — 3ameHsieT poBHO 1 rMo6on cMmBO-N.

Hanpvmep, 4TOObI YCTAHOBUTL HabrogeHVe 3a KatarnoroMm W BCEMU  BIIOXEHHLIMU
obbektamn, pobaBbTe cumBOSbl #**# B kOHel CTpoku. Haxmute Ha kHonky OK ans
nobaBneHnsa ykazaHHOro o6bekTa B CNMCOK.

UTtobbl M3MEHUTb MyTb K OOBLEKTY, BbibepuTe ero B CNUCKE WU HaXMUTE Ha KHOMKY
(U3meHuTb). [Ina yoaneHus obbekta u3 nog HabnogeHuss Bbibepute ero n HaxmuTe Ha
KHOMKY ¥ (YaanuTb).

[na kaxpgoro o6bekta BO3MOXEH BbIOOp Crieaylolyx onepauui, KoTopblie OOSKHbI ObiTb
3apernucTpmpoBaHbl B OTYETaX:

U YteHwne;

U Co3paHue;

U YaaneHwue;

U NMepenmeHoBaHue,

U U3meHeHue.

-,
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® B Clnydae nepenMeHoBaHUA oObeKkTa Ha KIIMEHTCKOM XOCTe AalbHenee

HabroaeHVe 3a HAM He NPOU3BOAUTCS.

P Pegairuporatine Hactpoek knverTos

» OBuwwe racTpoiicn ED] o %
> SysWatch | /E
v b OB6bexT HabaoaeHUA Yrerune
C
i b | CAWindowsisystem32\* 0 0 R
OnTHMusauns
Ci\TestFolder\file_to_read.txt ju
¥ Habniogerve = o = @
C‘\Te;anldeH\f!\e,to,wmte.m W
o — Ci\TestFolder\file_to_deletezip ] ] s
HTTP
Teresce konmposarine
HacTpoiiku sanucw siaeo
Q6rHoeneHue
ar 3 >
‘ BCexX
; |
o o o
PucyHok 75. HacTtpowku HabniogeHusa 3a hannoeomn
<
cncrtemoum

¥ianoaTe obwexT HabnwogeHmA

CA\Windows\System3 2V

PucyHok 76. O6beKT HabnogeHUA

Mpwn yctaHoBKe onumn TeHeBas konus OydeT OCYyLECTBNATLCA COXPAHEHVE pe3epBHOWN
Konun Habrniogaemoro obbekTa nepen ero mMogudukauven, B Criydae BKIIHOYEHHOM

rmo6anbHOM OnuUUM TEHEeBOro_ KOMMPOBaHUA °° U BbLICTABMEHHOW raroyke B MOnsx

YaaneHune v U3ameHeHume. Npu yctaHoBKe onumm 3anucb BuAeo dyneT NnpomsBoanTbLCSA

COXpaHeHne CHMMKOB 3KpaHa KIMeHTCKOro XxoCrta C 3agaHHbIMU NMapamMeTpamMmm 92 B MOMEHT

BO3HMKHOBEHMSA HabnogaemMoro cobbiTus.

~ HabnrogeHne: CucteMHbIn peecTtp

B pasgerne Ha6bnwpgeHne — CuctemHbin peectp kateropmm DLP ocywecrtensetcs

BbIGOp 0GBEKTOB CUCTEMHOIO peecTpa Arnst HabnodeHus (puc. HacTpoiikn HabmiogeH s 3a
CUCTEMHbIM peecTpom ).

88
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Pe/aKTMpOBaHIe HACTPORK KNMEHTOR 3

»  OBlne HacTpokku H Rl ~ %
» SysWatch LJ_I_] [
v o
c6
i » | \REGISTRYAMACHINE\SOFTWAREV® =
Onmimwsauns
\REGISTRV\USER\SOFTWAREVTESTTEST KEY | [ O O
v Hatniogenne
 Oaiinopan cnerema
I Cucremmnii peecrp
HTTP
Tewesoe konvporanie
Hacrpolicu sanuca suaeo
Q6HoBneHne
-l b »
‘ BCex
; |
PucyHok 77. Hactponku HabniogeHUA 3a CUCTE MHbIM
peecTpom

YTtobbl 4OGaBUTL OOBLEKT AN HAbMOAEHMS, HaXXMUTE Ha KHOMKY “+ (lo6baBuUTb) 1 BBEauTe

MOMHbIA NMyTb 0O Hero B nosiBvBlemcs okHe (puc. O6bekT HabrogeHus = ), Npy 3TOM

KOpPHEBbIE pasfernbl peecTpa B 3ajaBaeMOM MyTU AOSTKHbI ObiTb YKasaHbl CredyloLym
obpasowm:

* \REGISTRYWACHINE\SOFTWARE\CLASSES\ - pasgen
HKEY_CLASSES_ROOT;

* \REGISTRYWMACHINE\ - pasgen HKEY_LOCAL_MACHINE;

* \REGISTRY\USER\<SID>\ - pa3gen HKEY_CURRENT_USER gns none3oBatens ¢
yKasaHHbIM ngeHTudrkaTtopom 6esonacHoctn (<SID>);

* \REGISTRY\USER\ - pasgen HKEY_USERS.

Bbl MOXeTe ucrnonb3oBaTb MACKM — MHCTPYMEHT 3aZaHusi NpaBun A4S rpynnbl 00bEKTOB
CUCTEMHOrO peecTpa. Hanpumep, C MOMOLLBKD MACOK MOXHO cO34aTb MpaBWrio Ans
pasgerna peecTtpa u Bcex 00bEKTOB BHYTpY HEro. Hwke npvBeaéH CUHTaAKCUC MacoK:

* ## — 3ameHseT nwoboe KONMMYECTBO CUMBOMOB, kpome cumsora '\' (B cryyae
pa3MeLLeHNs B KOHLE CTPOKM pacnpoCTpaHAETCsl TONbKO HA napameTpbl pasgena);

* #*# — 3ameHseT noboe KOMMYECTBO CUMBOMOB (B Cliydae pasMeLleHWs B KOHLUEe
CTPOKM pacnpoCTpaHseTcs Ha napameTpbl pasgena, nogpasgernsl M napameTpbl
noapasaernos);

* #?# — 3ameHsieT poBHO 1 nto6on cumson.

Hanpumep, 4tobObl yCTaHOBUTL HaOMOAEHME 3a KIOYOM peecTpa M BCEMU BIOXKEHHbIMU

— &
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obbektamn, fobaBbTe cumBOSblI #*# B KOHel cTpoku. Haxmute Ha kHormky OK ans

AoGaBreHns ykasaHHOro 06bekTa B CrMCOK.

¥xamoTe obwekt HabngeHMA

YREGISTRY\MACHIMNENSOFTWAREL®

PucyHok 78. O6beKT HabnogeHus

UToObl M3MEHUTbL MyTb K OOBLEKTY, BbibepuTe €ro B CNUCKE W HaXMWUTE Ha KHOMKY
(U3meHuTb). [1n9 yoaneHuss obbekTa u3 nog HabnogeHuss Bbibepute ero n Haxmmre Ha
KHOMKY ¥ (YpanuThb).
[nsa kaxgoro obbekta BO3MOXEH BbIOOP crieayrouyx onepawmin, KoTopble OOSTKHbI BbiTb
3aperncTpmMpoBaHbl B OTYETAX:

U YteHwne;

U Co3paHue;

U YpaneHwue;

U MepenmeHoBaHue;

U U3meHeHue.

® B Clydae nepenMMeHoBaHUA obbeKTa Ha KIMEHTCKOM XOCTe AarbHenlee

HabnoaeHMe 3a HAM He NPOU3BOAUTCS.

|_|pI/1 YCTaHOBKE onuun TeHeBas Konus 6y)1eT OCYyLLECTBJIATLCA COXpaHeHune pe3epBHO|7|

Konum Habrogaemoro obbekTa nepen ero mMogudukauven, B Cryvae BKIHOYEHHOWM

rnobanbHON OMNuUMM TEHEBOrO_KOMMPOBAaHMWA ' n BbICTABfIEHHOW rafiodke B Monsx

Yaanenue v UameHeHwme. MNpum yctaHoBKe onuum 3anucb Bugeo Oynet nponsBoaUTbCS

COXpaHeHne CHMMKOB 3KpaHa KIMMEHTCKOIo XocCrta € 3adaHHbIMW NapamMeTpamMin 22 B MOMEHT

BO3HUKHOBEHMS Habnogaemoro cobbITUS.

Ha6nogeHune: HTTP-tpacumk

B pasgpene Haobnwpenume — HTTP kateropmm DLP ocywectBrngeTcs 3agaHve

HabnogaemblX AaHHbIX B CETEBOM Tpaduke (puc. HacTpovkn HabrogeHns 3a ceTeBbIM

Tpacddmkom ).

— e &
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J* Penaxmposarine nactpoex knverTos

> OBlme HacTporKK
» SysWWatch
¥ DLp

Cop aankeix

Onmrmnsaums

OBbext Habnogenus
b malware

iexplore.cxe

¥/ &

3anmnco BMae0

¥ Habnogenve
Qaiinosan cacTema

Cucremmsiii peectp

Teneroe konvpoearue
Hacrpoliku sanucu siaeo

OBHoBEnEHME

\ e . ‘
PucyHok 79. Hactponku HabniogeHusa 3a ceTeBbIM

Tpad punkom
Yto6bl 4O6aBUTE AaHHbIE Ans HabnoaeHWs, HaXXMuTe Ha KHorky =~ (JlobaBuUTbL) 1 BBEOUTE

CTPOKY B NosiBMBLLEMCS OKHe (puc. O6bekT Habmoaenus °'). Hammume ykasaHHoOro TekcTa

BygeT oTcrnexmBaTbCa Npu Nnepeaaye AaHHbIX No npotokorny HTTP. B Tom yucrne ato moryTt
ObITb 3anpocbl Nofb3oBaTensd B NMOMCKOBbLIX CUCTEMAX Yepes MHTEPHET-0pay3ep wm nms
hanna, nepegaBaemoro no cetn. Haxwuure Ha kHonky OK ana gobasrneHust CTPOKU B

CIMNNCOK.

¥kamomTe obwekT HabngeHMA

malware

PucyHok 80. O6beKT HabnogeHus

YT00Bb! M3MEHUTL OTCREXUBAEMbIN TEKCT, BbIGEPUTE CTPOKY B CNUCKE N HAXMUTE Ha KHOMKY
2 (MU3meHuTb). [Ina yoaneHus Tekcta u3 nog HabrnogeHus Bbibepute CTPOKY B CMINCKE U
HaXXKMUTE Ha KHOMKY ¥ (YaanuTb).

|_|pl/1 yCTaHOBKeE onuun 3anucb BuAeo 6y,u,eT npom3BoanTbCA COXpaHeHME CHMMKOB 3KpaHa

KIMEeHTCKOro XxoCta C 3adaHHbIMW __MNapaMeTpamMmu 22 B MOMEHT BO3HMKHOBEHUA

Habrnogaemoro cobbIiTUS.

~ HabnropgeHune: TeHeBoe KonupoBaHue
B pasgene HabnopgeHne —» TeHeBoe konupoBaHue kateropmm DLP ocywecTtenseTcs

HacTpOMKa COXpaHEeHVs TEeHeBbIX KoM Habrogaemblx 06bLEKTOB (puc. HacTpownku

-_— F ]
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TEHEBOIO KONnMpoBaHUsa 2 )

PeAaKTMpOBaHWE HaCTPOEK KNWEHTOR .

» OBuuve nacTpoiiu

> SysWatch
v DLP JlokanbHulid NyTe COXpaHeHUA KoNWiA bainos

Bpemrniaie mTTEe

Cbop abix [ ]

OnTmMusaums
¥ HaBnogesme
@aAN0EaA CHCTEMS
Cuctemnnlii peectp
HTTP
Texesoe konMpoBaHie
Hacrpoiiki sanicw sinago

Obroenetne

|

PucyHok 81. HacTtpoiiku TeHeBOro konupoBaHusi

YctaHoBute priaxxok BKNOUYUTbL TeHeBOe KOMUPOBaHWUE OS5 BKIOYEHUS (PyHKLM
COXPaHEHVs1 pes3epBHbIX KOMWA HabriogaeMbix OBbLEKTOB (ailroBol cucteMbl °° u

CUCTEMHOIO__peecTtpa 8 B Cliydae WX WU3IMEeHEHUA. MH,D,I/IBI/I,D,yaJ'IbHaFI HaCTpOIZKa rno

BKIMIOYEHWUIO AaHHOW ONuumM A58 OTAeNbHbIX OObEKTOB 3a4a€TCA B CBOMCTBAX HabMoaeHUs.
TeHeBble konMM OOBLEKTOB MepedarTcss Ha cepBep W AOCTYMHbl 4Yepe3  KOHCOSb
ynpaBneHusi. OHN TaKKe COXPaHSIIOTCA JIOKaNbHO Ha KIMEHTCKMX XOCTaX C YCTAHOBIIEHHbIM
SoftControl DLP Client no nytn, ykazaHHomy B nosie JlokanbHbIM NMyTb COXpPaHeHus

KOMUn (baﬁﬂOB nwmB CﬂeﬂyI-OLIJVIIZ KaTarsor no ymorMaHuo, eCrim nyTb HE yKa3aH.

<KaTanor yctaHoBku SoftControl DLP Client>\Backups

HabnoaeHne: HacTtpownku 3anucu Bugeo
B pasgene Ha6nopgeHne — DLP HacTtponkmn Bupeo kateropmm DLP ocywecTtenseTcs

HaAcCTpOVKa COXpPaHeHVsI CHUMKOB 3KpaHa Npu BO3HUKHOBEHWMM Habrogaembix cCoObITWiA

(pvic. HacTpoiiku 3anmcm Buago 22).

N—————
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Pe/aKTMpOBaHIe HACTPORK KNMEHTOR 3

> OBlme HacTporKK
» SysWatch MpogonxwrensHocTs sanucklcex):. | 15
v DLp Uacrora kaapos (mc): 200
Chop aanneix
LWipwHa kagpa (px): 800

Onmimnsaums
¥ Habnogerive
Oaiinosan cuctema
Cuctemmsili peectp
HTTP
Tewesoe kanmposanie
Il H=crpoiicu sanucu sugeo
Q6HoBneHne

| , |
;

PucyHok 82. Hactpoiiku 3anucu Bugeo

3apavite criegylolme napameTpbl 3anncu:
* MMpoAOMKNTENBbHOCTb 3anNUCU — OJMTENbHOCTb COXPaHEHUsI CHUMMKOB 3KpaHa,
HauYMHas C MOMEHTa BO3HUKHOBEHMSA cOObITMA (OMana3oH 3HaveHun: 5-60 c);
* YacTtoTa KagpoB — BPEMEHHOW WHTEpBan Mexay COXpaHeHMeM CHUMKOB 3KpaHa
(anana3soH 3HaueHun: 50-500 mc);

¢ llinpuHa Kagpa — WpuHa CHMUMKa 3KpaHa B nvkcenax (auanasoH 3HayveHun: 0-1920).

HacTponku o6HoBneHus
B pasgene OOGHoBneHue kateropymm DLP BO3MOXHO YCTaHOBWUTL pacnucaHve
OOHOBIEHVs, AN 3TOro ycrtaHoBute braxok 3apaTb pacnucaHue U HacTpoute

napameTpsbl (pyc. HacTpoiikv pacnncanms o6HoBreHus ).

B cuétumke YactoTta AgHen yKaxute nepuoandHOCTb, C KOTOpOW OyaeT BbINOSHATLCA
3afjava, a B nosie Bpemsa 3anycka — BpemMs Hayarna BbIMOSHEHWA 3adayv B hopmate

Y4:.MM.CC.

— e &
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> Obuwe nacTpoiiki 3apate pacnucanne
¥ SysWatch
¥ DLP Tvn pacnucaHma: I Mo anam !‘
Cop aanrienx
Onrammzausa Hacrora aneit:
» Hafnwogenve
Bpewis sanycka: (100000 |
Ecex nap

PucyHok 83. HacTtpoikn pacnucaHusi ooHoBneHust

4.7 3apaumn

Bkragka 3agaum nosBonsieT cos3daBaTth 3a4aun Ans KMMEHTCKMX MPUIOXEHUIA U OTCreXxuBaTb

aeTanu nx BbinonHeHus (puc. Bknagka "3agayn” 94 ).

Ha Bknagke npeacrtaBrieH CMMCOK BCEX 3ada4y U X NMapaMeTpPbl.
OcHoBHblE onepauun ¢ 3agav4amMmiu OCyLLECTBJIAKOTCA C NMOMOLWBHO rpacbvlquKle KHOMOK BKJ1AaQKW,

npeaHasHayeHve KoTopbix NpmuBeaeHo B Tabn. 16.

Ta6nuua 16. AnemMeHThbI ynpaBneHusa Bknagku "3agaun”

ED:I Cos3gats Cos3gaHue 3agaun AN KIMEHTCKMX KOMMOHEHTOB.
¢+ |[MogpobHas i .
MpocmoTp OT4ETa O BLINONHEHUN BbIGpaHHON 3adaqn.
nHdopMaums

OTmeHuTs OTtmeHa 3agayun, HaxogsLenca B cTatyce oXxXungaHue.

1
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¥ SoftControl Admin Console

@afin  Bua  Ounetpe O nporpamue

el g QA UNLO @ =

[!"crpoﬁcma W cratycel [EETERT agaua mmoﬁuol

| R

Haexmudukatop Tun Cozpana ~ Bpewms sanycka Craryc

34 Crannposarme 30.09.2016 16:33:29  30.09.2016 16:33:29 Oxupanme
OBHoEnEHNE 30.09.2016 16:32:29 | 30.09.2016 16:32:29 Otmenena
Céop npaduna 30.05.2016 16:58:16 = 30.05.2016 16:58:16 3asepweHa
¥npaenenve npodraem 30.05.2016 16:56:10 | 30.05.2016 16:56:10 3aeepwena
Céop npoduna 30.05.2016 16:46:15 | 30.05.2016 16:46:15 3aeepwena
Céop npoduna 30.05.2016 16:44:39 30052016 16:44:39 3asepwena
¥npaenenne npodraem 3005.2016 16:43:25 30052016 16:43:25 3asepwena
Céop npoduna 3005.2016 16:42:54 30052016 16:42:54 3asepwena
¥npaenenne npodraem 3005.2016 16:11:15 | 30052016 16:11:15 3asepwena
¥npaenenne npodraem 30.05.2016 16:01:01 | 30.05.2016 16:01:01 3asepwena
¥npaenenne npodrnem 30.05.2016 16:00:42 = 30.05.2016 16:00:42 3asepwena
¥npaenenne npodrnem 30.05.2016 16:00:18 | 30.05.2016 16:00:18 3asepwena
¥npaenenne npodrnem 30.05.2016 15:54:07 = 30.05.2016 15:54:07 3asepwena
¥npaenenne npodrnem 30.05.2016 14:56:35  30.05.2016 14:56:35 3asepwena
¥npaenenue npodrnem 30.05.2016 14:16:56 = 20.05.2016 14:16:56 3asepwena
¥npaenenue npodrnem 30.05.2016 12:08:24 | 20.05.2016 12:08:24 3asepwena
Céop npoduna 30.05.2016 12:07:54 = 20.05.2016 12:07:54 3asepwena
OBHCENEHKE 30.05.2016 12:04:20 | 30.05.2016 12:04:20 3asepweHa
¥npaeneHue npodmnem 30.05.2016 12:12:36 | 30.05.2016 12:12:36 3asepweHa
¥npaeneHue npodmnem 30.05.2016 12:11:50 | 30.05.2016 12:11:50 3asepweHa
¥npaeneHue npodmnem 26.05.2016 18:22:49 | 26.05.2016 18:22:49 3asepweHa
¥npaeneHue npodmnem 26.05.2016 18:13:13 | 26.05.2016 18:13:13 3asepuweHa

PucyHok 84. Bknagka "3apgauun”

MepeyeHb nonen BKNagku npveenéH B Tabn. 17.

Ta6nuua 17. Nons Bknagkm "3apgauun”

WaoeHtmdwmkartop MopsiaKoBLI HOMEP 3adaqn.
Tvn 3apgayu:
Tun 3agaymn * c6op npocpuns;
® cCKaHUMpoOBaHue;
* obHOBnEHue.
Co3paHa [ata n Bpemsi co3gaHusi 3agayu.
Bpems 3anycka [ata 1 Bpems 3anycka 3agayu.
CraTyc 3aBepLUeHus 3agauu:
® OoXuAaHue — BbINOMHEHVE 3aaun He Havamn HU OOWH KIMEHTCKUA KOMIMOHEHT,;
Cratyc ® oTMeHeHa — 3aga4va bblna oTMeHeHa [0 Hayana BbINOSIHEHNS;

® BbIMOJIHAETCA — BbIlNOJIHEHWE 3aa4 HA4YaTO KaK MUHUMYM OOHUM U3 KITMEHTCKUX
KOMIMOHEHTOB,
¢ 3aBepLleHa — 3agada BbinonHeHa BCeMU KIMEHTCKUMUN KOMMOHEHTaMW.

OcCHOBHbIe JeNCTBYSA, BbINOINHAEMbIE Ha AaHHOW BKNaaKe:

= Co3pgaHue 3agauu

Uro6bl fo6aBUTL HOBYIO 3aa4y, HaxmuTe Ha kHornky Co3paTh (puc. Bknagka "3agauun” *

). B okHe HoBas 3apava 3agjante napameTpbl 3agayvv B 3aBWCMMOCTM OT €€ Tuna (CM.

n! 97 n 101

PUCYHKW, HaunHasa ¢ War "Tun 3agayn n go War "KnueHTthbl B pasgene O6HOBIEHVE

— e &
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100
)

* c6op npodpuna °*;

* QHTUBMPYCHOE CKaHupoBaHue *°';

¢ o6HoBReHue .

= MpocmoTp noapobHOCTEeN BbINONIHEHUA 3af4a4um
UTto6bl NnpocMoTpeTb NOAPOBHOCTM BLINOMHEHNA 3a4ayu, BbibepuTe €€ 1 BbINONHUTE OOHO
13 CcreayroLmx AeNCTBUN:

® Haxxmute Ha kHorky [logpobHas wuHcopmauma B rpynne KHOMOK BKragku

(pvic. Bknagka "3agaumn” **);

® NBaXabl HAXXMUTE NEBOW KHOMKW MbILLM HA 3a4ave.
B nosiBuBLLENCS OONOMHUTENBLHOM BKMagke 3apava: nogpoObHO npuBegeHa getarnbHas
nHpopmMauma No 3agave U Xo4 BbIMONHEHWUS AN KaXKOoro KIMEHTCKOro KOMMOHEHTa B

oTaensHocTH (puc. MoapoBHOCTU BbINOSTHEHWSA 3aa4v % ).

¥ SoftControl Admin Console

Daiin  Bua Dunetpm O nporpamme
U g 2 Q@U@ W@ o 555
-

Mogpo6Haa Hpopmauma no sagaue:

Tun CranvposaHue

Cozpana 26.05.2016 16:42:07
Bpems sanycka 26.05.2016 16:42:07
Cratyc 3asepuwieHa

MapameTpbi 3anaum
Cranvposanne namaT
CraHMpoBaHNE 3arpysouHbIX CEKTOPOE
CxaHMpOBaHNE BCEX MECTKMK AUCKOE
CraHMpOBaHNE BCEX CHeMHBIX HOTUTENEH

CraTyc 33aaa4n Ha KNWEHTAX:

MNepeTrHWTE CHoAa MEILIKOH 3aTCAOECK. KONOHKW AAR TPYNMMPOEKA AaHHBIX 110 Hedl

Ve knerta Tun knventa Cratyc Bpewms okaruaHus

Moapasaenesie

Mo ymonuanmio  WIN-UEG53NA7DPC SysWatch 3apepwena 26.05.2016 17:51:20

_ )

PucyHok 85. Moapo6HOCTU BbINOSIHEHUA 3a8aun

MoMmmo oOcHOBHOW WHGOpMaumm (Tabn.17) n napameTpoB 3adayn, Ha BKragke

OT06pa)KaeTCﬂ AononHuTensHasa Tabnmua CTaTyC 3a/layM Ha KINIMeHTax, onvcaHue nosen

— e &
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KOoTOpow faHo B Tabn. 18.

Tao6nuua 18. MNons Ta6nuubl “CTaic 3ajaum Ha KnmeHrtax"

I'Ionpasp,eneHme I'Io,qpasp,eneHme, K KOTOPOMY OTHOCUTCA KITMEHTCKMIA KOMMOHEHT.

Nmsa knneHTa NetBIOS-1Ms KIMEeHTCKOro xocTa.

Cratyc 3aBepLUeHus 3ahauv Anst 4aHHOrO KIMMEHTCKOTO KOMTMOHEHTa:
* oXuaaHue — BLINOMHEHUE 3afa4M He Ha4aTo;
® 3anyck — KIIMEHTCKOMY KOMMOHEHTY YCMEelHO OTnpaBfieHa KomaHda Ha|
3anyck 3agauu;
® oWMGKa 3amycka — KMEHTCKW KOMMOHEHT He CMOr MpoM3BecT 3amnyck

3agauu;
Cratyc * BbINOJIHAETCA — 3afadya HaxoAUTCA B MPOLIECCE BbINOMHEHUS KMUEHTCKUM
KOMMOHEHTOM;
e owMbKa BbLIMNOMHEHUA — B TMPOLIECCE BLINOMHEHUS 3adayn BO3HUKMA|
oLwnbKa;

* OTMeHeHa — 3afajva Oblfla OTMEHEHE;
* 3aBeplUeHa — BbINOMHEHWE 3a4a4n 3aBEPLLEHO;
e owMbGKa 3aBepLUeHUA — NPW 3aBEPLLEHNM 3a[,a4M BO3HUKNA OLnbKa.

BpeMFl OKOHYaHuA BpeMﬂ 3aBeplleHnd 3agaydm Ha aHHOM KITMEHTCKOM XOCTe.

YTOObI NnPOCMOTpPETb OTYETHI HenocpeacTBeHHO Nno BbIMOJIHEHHLIM OonepaunAaMm, I'Iepeﬁ,D,MTe

Ha BKMaaky Jlor v npumernTe huibTpbl ™ A COOTBETCTBYIOLLMX TUMOB OMepaLiyii.

4.7.1 C6op npocdhuns

1) Ha ware Tun 3apaum BbiGepute CO60p npocunsa B BbiNaZaloOWEM CMMCKE U HAXMUTE Ha

kHonky Bnepega, (puc. Lar "Tun 3agauun” °").

LWarn
Twn zagaun
Tan sagavn Bribepure TN 334344 1 334aMATE NEPEMETPE ANA EbIGPaHHCTO
Bpenn sanycka vna
Knuenmsi
[ C6op npodinn =]

PucyHok 86. Lar "Tun 3apgaun”

2)Ha ware Bpemsa 3anycka Bbibepute onumo Cenvac And HEMEANeHHOro 3anycka 3agaudn

-_— (]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa
Llenmpanu3sosa+Hoe yripasieHue CHB

nocrie eé gobasnenus, Mbo BbIGepuTe onuuio YKasatb BpeMsi U onpegenire gaTty u Bpems

3anycka (puc. Lar "Bpems 3anycka" = ). Haxxmute Ha kHonKy Bnepep aons npooorpkeHus.

LWari

Bpema zanycka
Tan sapaum & BuibepyTe AaTy M Bpems 3anycka 3agasn
Bpemn sanycka
KnnenTsl

() Ceituac

© Yrasars epews:

10042015 1200 =]

I <Hazag H Bnepen> ] [ COtmeHa

PucyHok 87. LLar "Bpemsa 3anycka”

3) Ha ware KnueHTbl OTMETbTE KIMEHTCKME KOMMOHEHTbI, AN KOTOpPbIX HeobXxoaumMo co3gatb

sapayy (pvic. LLar_"Knventbl" *%).

Mpn BbIGOpe TMNa krmeHta SysWatch 3apjava OGyget
Ha3Ha4yeHa BCEM KIMEHTCKMM KOMMOHEHTaM, Npu Bbibope nogpasgeneHns — BCEM KIMEHTCKUM
KOMMOHeHTam noapasgeneHusi. Haxmure Ha kHonky FoToBO, 4TOoObI CO3a4aTh 3agavy, WM Ha
kHonky Hasapa, ecrm TpebyeTca nameHuTb napamMeTpbl 3a4auun.

LWari

KnuneHtsl

v
Tun sapaum BHIBEpATE KAKEHTOS, HA KOTOPSIX Bbl XOTHTE BBINO/HATS 33434

Bpemn sanycka #

Knuenmel + a [ SysWatch

a Cesepo-sanaarsii funvan
VM-AS-WS1ENX86

# [ Uentpansrsii duanan
[ wM-AS-W51RUXE6

I <Hazag H loToBO ] [ COtmeHa

PucyHok 88. LLar "KnueHTtb!"
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4.7.2 AHTUBUPYCHOE CKaHUpOBaHue

1)Ha ware Tun 3apauu Bbibepute CKaHMpoBaHMe B BbiNagarLEeM CMUCKE N OTMETbTEe

061aCTu KIMEHTCKOro XOCTa A1 aHTMBMPYCHOM nposepku (pue. LWar "Tun sagaun” *%):

U CkaHnpoBaHue namaTu;

U CkaHupoBaHue 3arpy304HbIX CEKTOPOB;

0 CkaHupoBaHMe BCeX XXeCTKUX AUCKOB;

U CkaHunpoBaHue BCeX CbEMHbIX HOCUTErNEN.

Haxmute Ha KHOTMKY Bnepen OJ1A NPOOOJITKEHUA.

LWarn

Tun 3agaun

Tan sagauu < Beibepye TUN 38134 v 33aaiiTe NapaMeTpsl 418 BsI6paHHOMO
Bpea sanycka Tna

Kanenmsl

[ Cranposarne =]

{ OBAaCTW CKBHWPOEaHHUA

CKaHUpOEaHME MaMATA
CKaHMPOBaHINE 3arpPyS04HBIX CEXTOPOS
CKaHUPOEEHIE BCeX ECTKUX AKCKOS

[] CrarrposaHie scex ChemHsix HacuTenei

PucyHok 89. Lar "Tun 3agaun”

2)Ha ware Bpemsa 3anycka Bbibepute onumo Cenyac And HeMeAreHHoro 3arnycka 3ajauyu

nocre eé gobasnenus, Moo BbiGepuTe onuuio YKasaTtb BpeMs 1 onpegenire gaTty u Bpems

3anycka (puc. LLar "Bpems sanycka" *°). Haxvure Ha kHonky Bnepen Ans NnpogorkeHus.

LWarn

Bpema zanycka
Tun zagaum ¢ Bribepyre faTy M SpeMa samycka sagauA
Bpenn sanycka ©
Kanerimsi

) Cefiuac

@) YkazaTe Bpema;

10042015 1200 =],

| <Hean || Boepesr | | omewa

PucyHok 90. LUar "Bpemsa 3anycka”
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3) Ha ware KnueHTbl OTMETbTE KIMMEHTCKME KOMMOHEHTbI, ASs KOTOPbIX Heobxoammo co3gaTtb

3apavy (puc. LLar "Knmenrtbl" ™).

LWarin

KnneHto!

w #
Tun 3agaum BribepuTe KAMEHTOS, Ha KOTOPEIX Bbl XOTHTE BLINOAHMTS 33434y

Bpemn sanycka +

Knuenmel 4 [T sysWatch

“ Cesepo-sanagrsiii dunuan
VM-AS-WS1ENX86

4 [0 Uentpansrisi duanan
[ vM-AS-WS1RUXEE

I <Hazag H lotoB0 ‘ [ COrmeHa

PucyHok 91. LLar "KnueHTtb!"

Mpn BbIGOpe TUnNa kmmeHta SysWatch 3agauya Oymetr HasHaueHa BCEM  KIMEHTCKUM
KOMMoOHeHTaM, npu Bbibope noapasgeneHuss — BCEM  KIMEHTCKMM  KOMMOHEHTaMm
nogpasgeneHusi. Haxxmurte Ha kHonky FoToBO, 4TOObLI co3aaTth 3agadvy, WM Ha kHonky Hasag,

ecim Tpe6yeTCFI M3MEHUTb NMapaMeTpbl 3ada4yn.

4.7.3 ObHOoBRneHue

1)Ha ware Tun 3apaun Bbibepute OOHOBNEHMe B BbiNAJAlOWEM CNMCKE UM OTMETbTE
||100)

HeO6XO,EI,I/IMbIe KOMMNOHEHTbI AJ1A OOHOBNEHMS 1 napamMeTpbl 3agayn (pI/IC. LWar "Tvn 3agaym

U MporpamMmHble Moaynu — O6GHOBIriEHWE MPorpaMMHbIX MOAYre KOMMOHEHTOB Turna
SysWatch n DLP.

U AHTUBMPYCHbIE 6a3bl — 0BHOBIIEHNE aHTVMBUPYCHbIX a3 KoMnoHeHToB Tuna SysWatch.

U BbinonHuTb nepe3arpy3Ky KIMEHTOB — repesarpy3ka KIMEHTCKUX XOCTOB MO
OKOH4YaHMM OOHOBneHus. Ecrm gaHHas onums He BbibpaHa, TO AfA  3aBepLueHus
OBHOBIEHMS NMpOorpamMMHbIX MoAyrnen nepesarpysky HeobxXxoaAMMO BbIMOSHUTE JIOKanbHO
BPYYHYIO Ha KIMEHTCKOM XOCTe, YTO oTobpaxkaeTcsl B cTaTyce KOMMOHEHTa Ha BKragke

YCTpoiicTBa M cTaTyChl > 1 cOBbITUSIX OBHOBEHWS B OTYETAX 2.

— e &
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LWari
Twn 3apaun

Tun sagaun BriBepyTe TH 334244 W 33830TE NEPaMETPE! ANA BaiBpaHHEM0
Bpewma sanycka mns

KnnenTsl

[ OBHoEReHWE g]

| Cocras obHosneHuii |

TporpauMHEle MoaynA
AnTenpycHbie Bazsl
BLinoAHATE Nepe3arpysky KANEHTOS

PucyHok 92. War "Tun 3apgaun”

HaxmuTe Ha kHornky Bnepep ans npogormkeHus.
2)Ha ware Bpemsa 3anycka Bbibepute onumio Cenvac And HeMEeAreHHOro 3anycka 3ajaudu

nocrne e€ gobaenenus, 6o BbIGepuTe onuuio YKasaTb BpeMs 1 onpegermre gaTty U Bpems

3anycka (puc. LLar "Bpemsi 3anycka" '°'). Haxxmute Ha kHornky Bnepes Anst npoosikeHus:.

LWarn

Bpema 3anycka
Tun zagaum & BribepuTe aTy W EDEMA 3aMYCKa 33434M
Bpewn sanycka
Knuentei

() Cetiuac

(@) YkasaTs Bpems:

10042015 1200 =]

| <Haan || Bnepes> | | Ouera

PucyHok 93. LLar "Bpemsa 3anycka”

3)Ha ware KnueHTbl OTMETbTE KIMEHTCKME KOMIMOHEHTHI, AN KOTOPbIX HEOOXoauMO co3gaTb

n 101)

3agavy (puc. War "KrveHTbl . MNpn BbIGOpE TMNa kmeHTa 3agadva OyaeT HasHayeHa BCeM

KIMMEHTCKMM KOMMOHEeHTaM AaHHOro Ttuna, npuv Bbl60pe nogpasgerieHna — BCeM KIMEHTCKUM
KOMIMOHEeHTaM noapasaeneHua. Haxmute Ha KHOMKY FoTtoBoO, 4TOGOLI Co3aaThb 3agavy, Wi Ha

KHOIMKY Hasapg, ecrm Tp96yeTC‘iI M3MEHUTb NapaMeTpPbl 3adayn.

- (]
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L
am KnuneHtsl

un
Tun 3apaum BribepuTe KAMEHTOS, Ha KOTOPEIX Bbl XOTTE BLINOAHMTS 33434y

Bpemn sanycka #

Knuentel ~ 4[] SysWatch
a Cesepo-zanagrsii duavan
VM-AS-WS1ENX86
# [ Uentpansrsii dunan
[ wM-AS-W51RUXE6
a DLP
- Cesepo-3anagHeli dunvan
VM-AS-WE1SENX64

| <Hean || ooz | | Oruewa

PucyHok 94. Llar "KnueHTtb!"

4.8 MpocMoTp OTYETOB

[na npocMoTpa OTYETOB KIMEHTCKUX MNPUIMOXEHWA B arpervpoBaHHOM Buae 4vepe3 KOHCOSb
ynpaernenuss SoftControl Admin Console npegHasHadeHa Bkrnagka Jlor. OHa nossonseTtr B
pearnbHOM BPEMEHM OTCreXMBaTb COObITUS HA HECKOMbKMX KIMEHTCKUX XOCTaxX OQHOBPEMEHHO U

npon3BOaNTb BbI60pKy HeOBXOaUMbIX OAaHHBIX C MOMOLLbK TMOKOro MexaHusma (bVIJ'IbTDaLI,I/II/I”S.

Ha Bknagke aaMUHUCTPATOpP nosry4vyaeT OOoCTyn K crieaylouym gaHHbIM B y,EI,O6HOIZ (bopme:

= OtuéThl SoftControl SysWatch '%;
= Otyéthl SoftControl DLP Client®.

ﬂonyquHble OTYETHI MOryTt OblTb BbIBEAEHbI_HA NeYaTb WM 3KCMOPTUPOBAHbLI B 3MEKTPOHHbIN

cdopmat .
4.8.1 OTtyéTbl SoftControl SysWatch

Bkrnagka Jlor npepoctaBnsieT BO3MOXHOCTM MO AeTallbHOMY  MOHUTOPUHIY  COBbITUIA

6esonacHocTk, pernctpupyembix SoftControl SysWatch Ha knmeHTCkux xoctax (puc. Bknagka "Jlor"
102
).

ana komnoHeHta SoftControl SysWatch
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¥ SoftControl Admin Console

@afin  Bua  Ounetpe O nporpamue

Mg @ skl @ o 4dsWe
Tor lycrpoiicts ewépario: 1)

-1 Cramyc

[

Armumapyc

BaxHocTs Twn knwerTa  JeiicTene Cratyc gedcTens PeweHne

06.06.2016 14... Obsiuman  SysWatch 3anyck cbopa npoduna Cranep sanyuen
06.06.2016 14-... Obsiuman  SysWatch Mpoduns cobpan Yenewno

Bxoa noaszoeatens 27.07.2016 14:... OBeiynan

Brixoa nonezosatens 27.07.2016 14:... OBeiynan

3anyck npouecca 27.07.2016 15 OBeiypan  SysWatch Pazpewes
W3menerue HacTpoex 27.07.2016 15:... Beicokan SysWatch Hacrpoliku nsmeHeHsl nokank..,

Brixoa nonesosatens 27.07.2016 15:... OBeiynan

Brixoa nonesosatens 27.07.2016 15:... OBeiynan

3anyck npouecca 06.06.2016 14i., Beicokan Sysiatch 3anpewen
3anyck npouecca 06.06.2016 14i., Beicokan Sysilatch 3anpewen
3anyck npoLecca 06.06.2016 14.... Beicokan SysWatch 3anpeweH
3anyck npouecca 06.06.2016 14.... Beicokan SysWatch 3anpeweH
Wzmererue HacTpoex 27.07.2016 16:... Beicokan SysWatch Hacrpoiikn usmeHeHsl A0Kank. .,

OBHoEREHNE KIMEHTA 27.07.2016 16... Obpiunan 3anyck obHOENEHWA Mpouecc obHoBNEHMA 3aMY...
OBHoEREHNE KIMEHTA 27.07.2016 16... Beicokan OBHOENEHNE 3aBEPWEHD Hosbix oBHOBAEHMWIA He Hai...

Brixoa nonesosatens 27072016 16:... OBeiunan

27.07.2016 16:... Beicokan

PucyHok 95. Bknagka "JIlor" ana komnoHeHTa SoftControl SysWatch

MonHbIn nepeveHb nonen Bkragku Jlor ana komnoHeHta SoftControl SysWatch npvBenéH B

Tabn. 19.

Taonuua 19. Nonsa Bknagku "Jlor"” ana SoftControl SisWatch

Nma

NetBIOS-uMsa KnnMeHTCKoro xocTa.

WoeHmdwmkaTtop cobbitms

YHUKanbHbIN naeHtMdmkaTop cobbitua. Ecnm nponcxogut npném cobbitns ¢
Ay6nmpoBaHHbIM MaeHTMdMKaTOpoM, AybnvpyemMas cTpoka noMmevaeTcsi KpacHbIM
useTtoM. B cnyyae HapyLueHusi LlenocTHOCTU Nopsifika aeHTMMKaTopoB (paspbiBbl B
rnocnenosaTernbHOCTH), B OTYET CEPBEPHOIO KOMMOHeHTa B XypHane Windows 147
BHOCMUTCSI COOTBETCTBYOLL €€ NpeaynpexaeHne. cknioyeHnem SBnsoTcs cobbits
TMna CtaTtyc, AN KOTOPbIX AaHHbIA NapameTp NPUHUMaeT 3HavyeHus -1 nnm -2.

YHukanbHbI ID ycTporicTBa

YHUWKanbHbI W AEHTMAMKATOP KMMEHTCKOTO XOCTa, KOTOPbI aBTOMaTNYeCcKm
npucBamBaeTCcsa eMy Npu NePBOM 06paLL eHMKN KNMeHTCKoro npunoxexus SoftControl
SysWatch k cepepy SoftControl Server.

Tun cobbiTns

Tun cobbiTnsa 6e3onacHOC™ (MHUMAOEHTA):
* HapylweHue NOSINTUKN KOHTPONS;
® KOHTPOJIb aKTUBHOCTH;
¢ OGHOBNEHUe KNUeHTa;
® 3anyck npouecca;

* aHTUBUPYC;

® U3MeHeHUue HacCTpoek;
e cTaTyc;

e BXOpA Nonb3oBaTens;
* BbIXOpA Nofib3oBaTens.

Bpems

[aTta n Bpems pernctpaummn cobbitus.

EEE———————————— -
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BaxHocTb

BaxHoCTb (MpropuTET) COBLITUSI C TOUKU 3PEHMS YTPO3bl MHPOPMALIMOHHOM
6e30NacHOCTU KIMMEHTCKOro XOCTa:

® 0bBbl4Hag,;

® BbiCOKas;

® KpUTUYECKas.
Kaxgomy ypoBHIO NpuopuTETa COOTBETCTBYET CBOMN LIBET SYEWKN.

[encTtBre

[OelictBue B cny4vae cobbiusi TMNa HapyleHUe NOMIMTUKU KOHTPONS:
* yTeHue chamnna;
* n3meHeHue chaunna;
* nepeuMmMeHoBaHue ¢anna;
e ypnaneHue cdamna;
® OTKpbITUE KaTasora;
* yaaneHue KaTanora;
® OTKpbITUE KIll0Ya peecTpa;
® co3faHue KIK4ya peecTtpa;
* yaaneHue Krova peecTpa;
® U3MeHeHue 3Ha4YeHUsi peecTpa;
* yaaneHue 3HaYeHUs peecTpa;
e 3arpy3ka DLL moayns;
e BBeJeH HeBepHbIA Naponb.
[elictBMe B cny4vae cobbiusi TMNa 3anyck npouecca:
® 3anycK NPUNoXeHus;
® 3anyck npunoxeHus c LI,
¢ 3anycK HeU3BeCTHOrO NMPUNOXEeHMUS;
® 3anycKk HeuM3BeCTHOro npunoxeHus c L;
® 3anycK MHCTannsaTopa;
® 3anycK nHctannaTtopa c L;
e 3anyck uHctannsitopa c Ll BHe ‘Benoro cnucka’;
® 3anycK HeU3BeCTHOro MHCTaNnATopa;
® 3anycKk Heu3BeCTHOro nHctannatopa c LM;
® 3anycKk HeM3BeCTHOro uHcrannstopa c Ll BHe “Benoro cnucka'.
[HelictBue B cny4ae cobbmUsi TMNa aHTUBUPYC:
® 3anycK cKaHepa;
® 3anyck coopa npocuns;
* 3aBeplUeHUEe CKaHUPOBaHUA;
e npocunb cobpaH;
® cKkaHUpoBaHMWe 06GbeKTa.
[encTtBue B cnyyae cobbimma TMNa o6HOBRNEHMe:
® 3anycKk oOGHOBMNeHUN;
¢ OGHOBNEHWe 3aBepLUEHO.
OencTtBue B cnyyae cobbimvs TMNa u3aMeHeHUe HacTpoek:
® HaCTPOWKU U3MEHEHbI NTIOKanbHO;
® HaCTPOWKU U3MEHEeHbl CepBEPOM.

Cratyc genctsusi

CraTtyc aeincTteusl B criyyae cobblTusl TUna aHTUBUPYC:
® cKaHep 3anyllueH;
e ownbKa Npu 3anycke ckaHepa;
e CKaHep Obin OCTaHOBNEH;
® yCrneLuHo;

- (7T
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* HeygauvHo.
Cratyc genctsusa B cnyyae cobbiTus TMna oGHOBNEHUe:
* npouecc OGHOBMEHUs 3anyLUeH;
e owmbKa 3anycka;
®* HOBbIX OOHOBNEeHMI He HaWOeHo;
* OGHOBNEHWe NpepBaHO Nonb3oBaTeneMm;
* OGHOBMNEHUS yCNeLwWHOo YCTaHOBMNEHbI;
* Hy)XHa nepesarpys3ka cUcTeMbl;
¢ OGHOBNEHWe 3aBepLUEHO C OWMBKaMK.

Cratyc KknueHTa

CraTtyc 3aperMcTpypoBaHHOr0O KIIMEHTCKOro KOMMOHEHTA:
® aKTUBEH;
¢ OCTaHOBIEH,;
* paboTa cnyx06bl Obina npepBaHa;
e owmbKa ctaTyca. HeBepHbIN cTaTyc.

VcnonHaembin dann

an/IJ'IO)KeHI/Ie unn nporpaMmmMa yCctaHOBKW, Bbl3BaBLUaA CcobbITNS TMNOB HapyuweHue
NMOJINTUKU KOHTPOJIA 1K 3anNyCK npouecca.

KomangHas cTpoka
npowecca

— KomaHga, Bbi3BaBLLasi cOObITME TMMA 3anyCcK npouecca.

— Vims obbekTa ¢ainoBon cucTembl/peecTtpa, B OTHOLLEHUN KOTOPOro MPOmn3OLLIIO
cobblTe TMna HapyLwweHWe NONIUTUKKU KOHTpons, unn ums DLL-moayns,
3arpy>xaemMoro npoLeccoM, Bbi3BaBLLMM COObITVE HapyLUeHUEe MOJSINTUKN
KOHTpOnA.

— HeBepHo BBEAEHHbLIN Naporib.

MNonb3oBatenb

Y4yéTtHada 3anucb, nog, KOTOPOW NPOU30LLIIN cobbITnst TMNOB 3anyck npouecca nnim
U3MeHeHUue HacTpoek.

30Ha

30Ha BbINOMHEHUST NPUIOXKEHWS:
® noBepeHHble (paspeLlEHHbIE);
® MO YMOJNTYaHUIK (OrpaHNYEHHbIE);
® GNOKUpOBaHHbIE (3anpeLLeHHbIe).

WaoeHtmdwmkaTtop npouecca

YHuKanbHbI NopsiakoBbIi naeHtudumkatop npouecca (PID) B OC gnsa cobbitva TMna
3anyck npouecca.

WaoeHtmdwmkartop
poAUTENLCKOro npolecca

YHuKanbHbI NopsaaKkoBbIn naeHmdmkaTop poautensckoro npouecca (PPID) B8 OC ans
cobblITna TMNa 3anyck npouecca.

Poautenbckui npouecc

HavmeHoBaHWe poanTenscKoro npolecca Ans cobblTus Tuna 3anyck npouecca.

Pewenne

PelueHre no 3anycky nNpunoxxeHus:
® pa3pelleH;
* 3anpelleH.
Kaxxgomy peLleHunio cOOTBETCTBYET CBOWN LBET AYENKMU.

MpoBepeHO 0OLEKTOB

KonnyecTBo 0GLEKTOB, MPOBEPEHHBIX B NMPOLECCE aHTUBMPYCHOMO CKaHUPOBaHUSI.

Yrpo3 HangeHo

KonnuectBo HanaeHHbIX yrpo3 B npouecce aHTmMBNpPYyCHOIro CKaHMpoBaHUA.

Yrpo3 06e3BpexeHo

KonnyecTBo 06e3BpexXeHHbIX Yrpo3 B NpoLiecce aHTUBUPYCHOTO CKaHUPOBaHUS.

BcTpoeHHble cepudmkaTsl

KonnyecTBO BCTPOEHHbIX cepTMdmMKaToB, 0OHAPYXEHHbIX B NPOLECCE aBTOMATUYECKOM
HacTpoViku (cbopa npodmns).

CepmdmkaTsl KaTanoros

KonnyecTBo cepmdmKaTtoB KaTanoros, 0OHapy>XeHHbIX B NpoLecce aBTOMatM4ecKon
HacTpoWkmu (cbopa npodmns).

MpunoxeHns

CTaTyc KOHTPOSS aKTMBHOCTV NMPUNOXEHNI:
® aKTUBHO;
* HeaKTUBHO.

EEE———————————we-
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Cratyc KOHTponsl ¢hbairioBoi CUCTEMBI:
® aKTUBHO;
® HeaKTUBHO.

CunctemHbIl peecTp

CTaTyC KOHTPOJ14 CUCTEMHOIO peecTpa:
® aKTUBHO;
® HeaKTUBHO.

Cem

CraTyc KOHTPOIsi CETEBON aKTUBHOCTU:
® aKTUBHO;
* HeaKTUBHO.

Mmsa BolwieaLwero
nonb3oBaTens

Y4éTHas 3anucb, nod koTopon npousowén exoa B OC KNMeHTCKOro xocTa.

Mmsa BbilLeaLlero
nonb3oBaTtens

Y4éTHasa 3anmcb, No4 KOTOpoW npou3oLén Bbixod 13 OC KNMEHTCKOro XocTa.

Owwnbka

Kop ownbkun B 6a3e faHHbIX Ha cepBepe.

Crepytowme cobbiTva cogepxat B cebe pacLmpeHHyto MHdopmauuio 06 nHUMaeHTe:

CoObITEe aHTUBUPYCHOIO CKaHepa

CobbiTe aHTMBMPYCHOrO CKaHepa MO3BONsSeT npocMatpuBatb MOAPOOHbLIA OTYET O

pe3ynbTatax nposeaeHnAd aHTUBUPYCHOIO CKaHMpOBaHUA 9 KIMMEHTCKNX XOCTOB.

Otkponte cnmcok cobbiTi Ha Bkragke Jlor ana komnoHeHta SoftControl SysWatch n

Bbl6epI/ITe cobbiTne TUNa AHTVIBI/IpyC C AOencTBueEM 3aBep|.ue|-W|e CKaHUpoBaHuA.

UTto6bl BbI3BaTh OTYET C AOMNOSHUTENLHON MHCpOPMaLMEN, BbINOSHATE OOHO M3 CrieaytoLLmX

aevcteui ansa Bbl6paHHoOro cobbitvs:

® ABaXObl HAXXMUTE NEBOM KHOMKN MbILLM HA COBbITUN,

® BbI30OBUTE KOHTEKCTHOE MEHI0 Ha)XaTuem I'IpaBOI7I KHOMKA MbIlLM Ha COObITUM W

BblOepute komaHay [MokasaTb A[ononHUTeNnbHYyKw WHOpMauuw cobbiTUs

aHTUBUpyca.

i OTUYéT ¢ AononHUTENbHOM MHGOPMaLUmen ByaeT OTKPbIT TONIbKO B TOM Crlydae, ecrm

B pe3yribTate aHTUBUPYCHOIo CKaHMpOBaHUA HangeHb! Yrpo3bl (HeHyJ'IeBOIZ CHEeTHUK

B none Yrpo3 HamageHo) W B Cryyae Hammums HeoOe3BpPEXEHHbIX Yrpo3 Mnpu

npeablaywer NpoBepkKe.

B nosasuBlencs pononHutenbHow Bkragke CkaHHep npeactaBnieHbl Bce OOBLEKTHI,

coaepxauye obHapyKeHHble yrpo3bl Mo pesyrnbTaTtam nposepku (puc. Bkrnagka "CkaHHep"

106
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) SoftControl Admin Console

Daiin Bug Dunetpe O nporpanue

[ SEC AR Rt |~

CoBiue Bupyc ) Deticrane

3 MyTe: CATestVirus ja
08e32b20.EXE Backdoor.Bifrose.TQ 3apameH W3neuen
0a7b9215.EXE Gen:Trojan.Heur.PT hr{asBx0thai JapaxeH Wzneuen
16chffcd EXE Generic Hupigon.YQ/A BDED8398 3apakeH Waneven
1E1152FREXE BackdoorKinges.A apakeH Wzneuen
12499744.exe Backdoor.Delf ACF 3apaxeH Wzneuen

| 354133856 | BackdoorHupigon AHE D Wsneven
ACEB1B84.EXE BackdoorCmjspy.AM Sapaxen Usneven
Bc7e7bf0.EXE Backdoor.Delf RZ 3apameH Wanauen
8dbeecl0.EXE BackdoorZarniec.A 3apakeH Wzneuen
9ddf0Zec EXE BackdoarHupigon.CN Zapaen Wsneuen

PucyHok 96. Bknagka "CkaHHep"

MonHbIN NepeYeHb Nonewn BkNaaky npueeaéx B Tadn. 20.

"CKaHHe

Taonuua 20. NMons BKNnaaku i

Cobbime [aTta 1 Bpems OKOHYaHUs1 aHTVBUPYCHOIO CKaHWPOBaHUSI.

Myt Katanor pacnonoxeHus obbekta B hainmioBON CUCTEME KITMEHTCKOro XocTa.
dann Vmsa obbekTa.

Bupyc HanmeHoBaHWe BpeoHOCHOMO KoAa, KOTOPbIM 3apaKEH OOBLEKT.

Pe3ynbTaT aHTMBMPYCHOIO CKaHMPOBaHUS:
¢ Yucr;
e 3apaxeH,;
e MoposputeneH;
e OwwmobKa;
e OwKnbKa neyeHus;
e OwmnbKa nepemeLeHUs;
e Owunbka yaaneHus.

PesynbTat

[elictBMe, BBINONMHEHHOE ANS [AaHHOrO oObekTa Mo pe3yfbTaTaM  aHTUBMPYCHOMO
CKaHMPOBaHMs:
¢ UN3sneueH;
[encTtBne ¢ MepemeLllueH;
¢ MponyueH;
e YpaneH;
¢ Het pencrBus.

+~ CoOblTUE U3MEHEHUA HAacTpoeK
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CobbiTe M3MeHeHNs HaCTPOeK NO3BOSIET NPOCMaTpMBaTL MOSHBIN CNCOK U3MEHEHU B
koHpurypaumm SoftControl SysWatch. Hactpowkn SoftControl SysWatch moryt 6biTb
M3MEHEHbI CrieayroLymm cnocobamm:

* anMUHUCTpaTopoM Yepes SoftControl Admin Console *%;

® rioKarnbHbIM MNOSb30BaTENEM C NMOMOLLBHO:
— [T nporpammsil;
— MPUMEHEHUST KOHPUrypaLMOHHOro danna.
Otkponte cnmcok cobbiTmn Ha Bkriagke Jlor ana komnoHeHta SoftControl SysWatch n
Bblbepute cobbiTve Tuna WM3meHeHue HacTpoek. YToObl Bbi3BaTb OTY4ET C
OOMNOSHUTESNbHOM  MHPOPMaUVEN, BbLIMOMHUTE OAHO U3  Criedyloumx OeWUcTBMU  O5is
BbIGpaHHOro cobbITnA:
® ABaXObl HAXXMUTE NIEBOM KHOMKN MbILLM HA COBbITUN,
® BbI30OBUTE KOHTEKCTHOE MEHI0 HaXaTMeM MpPaBOM KHOMKM MbiM Ha coObITUM W
Bblbepute komaHgy [lokasaTb AONONHUTENbHYK WHcpopMauu cobbiTus
M3MEeHEeHUs HaCTpPoeK.

' SoftControl Admin Console

®afin  Bug Ownetpw O nporpamme
(HE g A UNWOA & o 5 0%@
Yerpolicrea u craryes Tpoiicre oeibparo: 2) | Crannep [0 S e =) -

TlepeTaHHTE CHoAa MBILIKOH 3ar0/I0E0K KOADHKH ARR TRYTTHPOSKN AGHHLIK 110 HEH

VIMA HacTpoHKA
MO raere/Biniosnts porauuio

| Oruere/Orparmuenie ne pasmepy
(OueTey/Orparmuenite No Bpemeni
(Oruerey/Doprnposats oTuers:
Oruetsi/Mpoeepka
OTueTel/CrcTemtble (coBumiua cnyokBel)
(OTueTel/YTpossl (HapyLIeHME NOAMTAK W T.N.)
‘OTueTe/OBHoBnEHME
(OrueTey/QopiiposaTs oTHeTs: (8 AnAx)
(Oruere/Brntoums perucTpaumio cobeiuii & WML
(Oruere/Pasmep netopun WMI

3JHa4EHME HACTPOKKKM

BrarousHo

BrawoueHo
BrarousHo
Binrousho
Buixaroseno
14
BrawoueHo
10

PucyHok 97. Bknagka "MameHeHHble HaCcTpouku"

B nosiBuBLIENCA AOOMOMHUTENbHOW BKragke W3meHeHHble HACTPOMKWU MNpeacTaBlieH
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nepevyeHb HacTtpoek SoftControl SysWatch ¢ ykasaHnem wux HOBOro COCTOSHUA

(pvc. Bknagka "Vi3meHeHHble HacTponku'" '°°).

MonHbIN NepeYeHb Nonen BKNaaky npuBeaéH B Tabn. 21.

Taonuua 21. Nonsa Bknaaku "UsMeHeHHbIe HaCTioﬁKM“

Mmsa HacTponku HasBaHue HacTpOnKu.

3HayeHne HaCTPOViKM 3HauyeHne HacTPOMKK, Ha KOTOPOE OHO BbINo M3MEHEHO B pedyrbTaTe coBbITUs.

4.8.2 OTueTtnbl SoftControl DLP Client

Bkrnagka Jlor npenoctaBnsieT BO3MOXHOCTb MPOCMOTPA OTYETOB MO AaHHbIM, COOMpaeMbIiM

SoftControl DLP Client Ha knneHTcknx xocTtax (puc. Bkrnagka "llor" ana komnoHeHta SoftControl
DLP Client'®).

' SoftControl Admin Console

Daiin

Bua Ounetpe O nporpamme

A LY - B RN R

=1 Jlor (ycrpoiicrs seipario: 1) -

Waermudukarop cobbimua Tun cobbmua

23 | HITR

19 Bpemn paboTe
18 Bpewn pabote:

8 YcTpoWcTEC OTCOEAMHEHD

25.05.2015 17:18:54

25.05.2015 17:15:12
25.05.2015 17:14:54

25.05.2015 17:10:48

Buicoxas

Boicoxas

Bricoxan

Boicoxan

Internet Explorer

22 HTTP 25.05.2015 17:18:51  Beicoxaa | Internet Explorer
21 HTTP 25.05.2015 17:18:50 Beicoxas | Internet Explorer
20 Bpewms paboTe 25052015 17:18:44  Buicoxas  Windows Explorer

Internet Explorer

Winclows Explorer

Bpeus " Baxrocte Onucanue npouecca Macka gocryna hy1= K daiiny
D -
[ 1| e 25052015 17:2429 | Beicoxan | |
| 24 Monrop knasmatypsl | 25.05.2015 17:19:22  Boicoxas | Internet Explorer

17 daiin 25.05.2015 17:14:17 Buicoxas  Windows Explorer  Yaanenwe CATESTFOLDERVFILE_TQ_DELETE.ZIP

16 MoHuTop KnasMaTypel 25.05.2015 1 Beicokaa | Notepad

15 Bpemn paboTk 25.05.2015 1 Beicoxana  Notepad

14 daiin 25.05.2015 17:11:: Beicoxas | Notepad WzmeHenue CATESTFOLDERVFILE_TO_WRITE.TXT

13 Bpems paboru 25.05.2015 17:11:12  Beicokaa | Windows Explorer

12 Bpemn paboTe 25.05.2015 17:11:10 Beicokaa | Notepad

11 Bpemn pabore 25.05.201517:11:08 Beicokan  Windows Explorer

10 daiin 25.05.2015 17:11:06 Buicoxan | Motepad Urenue CATESTFOLDER\FILE_TO_READ.TXT
9 Ycrporcrec orcoegmneno  25.05.2015 17:10:48  Buicoxas

1 B B e AENE NI EATAMAL Do immsenn

PucyHok 98. Bknaaka "Jlor" ans komnoHeHTa SoftControl DLP Client

MornHbIn nepedeHb nornen Bkragku Jlor ons komnoHeHta SoftControl DLP Client npuBegéx B
Tabn. 22.

Taonuua 22. Nonsa Bknagku "Jor" ana SoftControl DLP Client

_IIEﬂIII_IIIIIIIIIIEEEIIIIIIIIII!

Nmsa NetBIOS-1msa knmeHTcKoro xocTa.
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YHuKanbHbI naeHMdmkaTop cobbimusa. Ecnm nponcxogut npuém cobbims ¢
Oy6nMpoBaHHbIM MaeHMdmkaTopom, Aybnmpyemas cTpoka noMeyaeTcsl KpacHbIM
usetoM. B cny4ae HapyLleHus LenocTHOCTU Nopsiaka aeHTMgmMKaTopoB (paspbiBbl B
nocregosaTesnibHOCTH), B OTYET CEPBEPHOro KOMMNOHeHTa B xypHane Windows 147
BHOCMUTCSI COOTBETCTBYIOLL €e NpeaynpexaeHue. VckmoyeHem aBnstoTca cobbimms
™na CraTyc, An9 KOTOPbIX AaHHbIN NapamMeTp NpUHUMaeT 3HavyeHus -1 unm -2.

YHukansHbiv ID ycTtporcTsa

YHUKaneHbIN naeHTMdmMKaTop KIMEHTCKOro XOCTa, KOTOPbIA aBTOMatUYeCcKu
npuceavBaeTcs emy npu NepBoM obpaLleHun KmeHTcKoro npunoxeHus SoftControl DLP
Client k cepsepy SoftControl Server.

Tun cobbitns

Tun cobbitna cbopa gaHHbIX:
e nob6aBneHoO yCTPOUCTBO;
* npucoeguHeHue;
e chann;
e HTTP;
® MOHUTOP KNnaBuaTyphbl;
* MpUHTEP;
* peecTp;
® YCTPOMCTBO OTCOEOUHEHO;
e Bpems paboThbl.

Bpems [ata n Bpemsa pernctpaumm cobbimms.
BaxHOCTb (MpropuTET) COBLITUSI C TOYKU 3PEHMUS YTPO3bl MHPOPMaLMOHHOM
©e30MacHOCTU KIIMEHTCKOro XocTa:
® 06blYHas;
BaxHocTb
® BbICOKas;

* Kputnyeckas.
KaxgoMy ypoBHIO NpuopuTETa COOTBETCTBYET CBOM LIBET AYEMKM.

Cratyc knuneHTa

CraTyc 3aperncTpupoBaHHOrO KIIMEHTCKOro KOMMOHEHTa:
® aKTUBEH;
® OCTaHOBIEH;
e paboTta cnyx6bl Obina npepBaHa;
e owmbKa cTaTyca. HeBepHbIN cTaTycC.

MyTs K npoueccy

[MyTs kK Nnpoueccy, Bbi3BaBLeMy cobbitne Tvnos caun, peectp, HTTP, moHuTop
KnaBuaTypbl, BpeMs paboTbl, NPUHTEP, NPUCOEANHEHME.

OnucaHne npouecca

OnucaHue npouecca, Bbi3BaBLLEero cobbitme noe dpamnn, peectp, HTTP, moHuTop
KnaBuaTypbl, BpeMs paboTbl, NPUHTEpP, NpucoeanHeHue.

Y4éTtHasa 3anncb Nonb3oBatens, Nod KOTopoK Obin 3anyLl,eH NPoLEeCcC, Bbi3BaBLUWIA

MNonb3oBarenb cobbitme vnoB daun, peectp, HTTP, MOHMTOp KNnaBuaTypbl, BpeMs paboTbl,
NpPUHTEp, NpUcoeAnNHEHUe.

IP IP-agpec HasHayeHus HTTP-3anpoca ans cobbitns tvna HTTP.

Url URL HasHayeHuss HTTP-3anpoca ans cobbitmsa una HTTP.

3aronoBok 3aronosok HTTP ans cobbis Tuna HTTP.

Macka goctyna

Tun onepaunn Hag HabnmogaeMbiM 06beKTOM ANns cobbiTuii TMNOB hann 1 peecTp:
® yTeHue;
® 3anuchb;
* ynaneHwue;
* nepeuMeHOBaHMeE;
® U3MeHeHue.
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JlokanbHbI NyTb K TeHeBOW Konuu Habmogaemoro obbekta ¢ umeHeM Buaa <[osHoe
PesepsHas konus umMms opueuHaribHoeo obbekma>_<N>.bkp, rae N — nopsaKoBbIN HOMEpP COXpPaHEHHOM
Konuu, anst cobbimn Tmnoe dpann n peecrp.

MyTs Kk channy-BrnoxeHno B No4ToBOM knmeHTe Microsoft® Outlook® 2003 gns cobbimns
TMNa npucoeauHeHue.

MyTe K danny-BnoXxeHuo

My K danny MyTs Kk HabnrogaemoMy Katanory unm dpanny anst cobbitusa mna cpann.

Tun HocuTens, Ha KOTOPOM pacnonaraeTcsa Habnogaembl KaTtanor unn dann ans
cobblnst TMna dann:

* nokKasbHbI HOCUTENb;

® CbeMHbI HOCUTESb.

Tvn gucka

MyTb kK HabrogaeMoMy pasgerny peecTpa UK NapameTpy pasgesna peectpa Ans

Betka peectpa
cobblTnst TMNa peecTp.

BpeMﬂ 3anmcu cobbitns ,El,aTa 3anncu Beoaa C KrnaBuatypbl A4 cobbims TMna MOHUTOP KnaBUuaTypbl.

TekcT, BBeAEHHbIN Nonb3oBaTesieM ¢ KnaBuatypbl, Ans cobblTsi TMna MOHUTOP
KnaBuaTtypbl.

3anucaHHble gaHHble

Onucanue NpUHTEPAa OnucaHue ncTovHMKa nedam Ansg codbitma mna npuHTEp.

ID nepudpepuiiHoro yctporictea Ans cobbiiii TMNOB Jo6aBneHo YCTPOMUCTBO U

ID ycTtpoiictea .
YCTPONCTBO OTCOEANHEHO.

Knacc nepudepuinHoro yctponctea gns cobbimii TMnos Jo6aBneHo yCTPOMCTBO 1

Knacc yctpoincTtea .
YCTPOMCTBO OTCOEAUHEHO.

Onucanune nepudepmnHOro yCTponcTea ANst CobbITuii TMNOB [06GaBNeHO YCTPOMUCTBO U

OnvcaHve ycTpoicTea .
YCTPOWCTBO OTCOEANHEHO.

Bpems ctapta Bpemsa Havana paboTbl ¢ NpuroXeHvem Ans cobbitusa mna BpemMs paboTbl.
Bpems okoH4YaHus Bpemsi okoH4aHKs paboTbl C NPUoXeHNem Ans cobbiusi TNa BpeMs paboThl.
MpogosmkuTensHOCTL MpogomkuTensHOCTL paboTbl C NPUNOXKEHNEM A8 COObITUS TUNa BpeMs paboThbl.
WHaekc duanna MHpekc darna ansa codbimm Tuna HTTP.

CobbiTna Tvnos ¢ann, peectp M HTTP BbigenatoTca B OTYETAX LIBETOM, €Crv cogepxart B cebe

AornoJiHnTeslbHble OaHHbIe (BI/I,D,eOSaI'II/ICI/I, TEHEBbIE KOI'IVIVI) (pVIC. KOHTEKCTHOE MeH cobbiTua ¢

AONOoJIHUTETTbHbIMW AaHHLIMW ul )

| ' ' |
MonuTop KnasnaTypal & BueoDLP okEA
Epema paboTw |[E Tewesas konua DLP  |gxaq

PucyHok 99. KoHTeKCTHOEe MeHI0 coObITUSA C
[OMNOJSIHUTE NIbHbIMU AAaHHbIMU

MpocmoTp Buaeosanucen
SoftControl DLP Client coxpaHaeT nocrnegoBaTeribHOCTb CHUMKOB 3KpaHa KIMEHTCKOro
XOCTa, KOTopas MOXeT ObiTb BOCMPOU3BEAEHa KaK BMOEO03annCb B KOHCOSM yripaBrieHus.
[nsa cobbitvn Tnos cann, peectp n HTTP gocTtyneH npocmMoTp Buageo3anucen, ecnm B

HacTpovkax Habrogaembix 0ObEKTOB BbiCTaBfieHa onumsi 3anucb Bupeo. BbisoBute
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KOHTEKCTHOE MEHIO HaKaTUeMm npaBon KHOMKM MbILLM HA COBbLITUM U Bbl6epVITe NYHKT Bupeo

DLP, 4t0bbl OTKpbITb BuAeo3anucb  (puc. KOHTEKCTHOE ~ MeH  cobbitus  C

[ONONHUTESbHBIMU AaHHBIMU ).

B nosiBMBLIEMCS OKHE MPOMUrpbiBaTENA HAXMUTE HA KHOMKY 3arpy3suTb U yrpaBrsunte

BOCMPOMU3BEOEHEM C MOMOLLBIO KHOMOK (puc. MNpourpeiBaTtens_sugeosanvcen SoftControl

DLP Client""?), npeaHasHayeH/e KOTOpbIX NpuBeAeHo B Tabn. 23.

F Mpowrpeisatens DLP EMaeozanuced
A

File Edd Format View Help
Write some data 1

PucyHok 100. MpourpbiBaTtens Buaeosanucen SoftControl DLP
Client

npaBlieHUdA BugeonpourpbiBaTens

Tabnuua 23. AnemMeHTbI
[Keonea | Haseawwe | Omwcawe |

' |Bocnpoussec BocnpouaseaeHne sanucu.
@ |Naysa May3a BOCMPON3BEAEHMSI.
Q) [Cron OcTaHOBKa BOCMpON3BEaEHS.

® [1ns KoppekTHOM 06paboTkM 3anucer cepBepHbiM KomnoHeHToM SoftControl Server
i B OC Microsoft® Windows® Server 2008 R2 n Microsoft® Windows® Server
2012 / 2012 R2 Heobxooumo npeaBapuTenbHO YCTAHOBUTL AOMOSHUTESbHBIN
CUCTEMHBIN KOMMOHEHT BoamoxHocmu paboyeeco cmona (Desktop Experience).

Yka3aHusi 0 YCTaHOBKe AaHbl B MPUIOXKEHN .
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MpocMoTp TeHeBbIX KONUN
[ns cobbiTui TMNOB ¢hann 1 peecTp AOCTYNEH NPOCMOTP TEHEBbLIX KON OOBEKTOB, €Crm
B HAcTpoMrKkax HabrnogeHuss ona gaHHbIX 06bekToB BbiCTaBrieHa onumst TeHeBassi KOMUA.
BbI30BUTE KOHTEKCTHOE MEHIO HaXaTveM MpPaBOW KHOMKW MbIM Ha cobbiTun, BbiGepuTe

nyHKkT TeHeBass konusa DLP (puc. KoHTEKCTHOE MeHK cobbiThs € AO0NONHUTESbHbIMU

panHsiMn ') 1 B nosiuBleMcst okHe MpocmoTp TeHeBow konum DLP Haxmute Ha

KHOMKy OTKpPbITb, 4TOObl MPOCMOTPETb COXPAHEHHYID KOMWIO YyKasaHHOro obbekTa

HabrrogeHus (puc. TeHeBas konua o6bekTa HabmogeHnsa ).

Mpocmotp Teneso# konum DLP

Ob6vekT Habawogersua: CATESTFOLDER
WFILE_TO WRITE.TXT

PucyHok 101. TeHeBasi konus obbeKTa
HaGnioaeHuA

4.8.3 PunbTpaumsa codobITUN

CTpaHu4yHOe oToOpaxeHue
MHudopmaumsa Ha Bknagke Jlor otobpaxaeTtcs B nocTpaHudHoM pexume. OrpaHndeHne

MaKCMMarsibHOro KOfM4ecTBa CoObITUM Ha CTpaHuue 3adaéTca B HAaCTpoWKax uHTepdpenca

SoftControl Admin Console **' (no ymordaHuio — 10 000 cobbiTuiA).

® He pekomeHayeTcs BbICTaBNATb 3Ha4YeHMe napameTpa Pasmep cTpaHuubl
co6biTin 6onbumm 100 000 cobbITHI Ans NPeaoTBPALLEHNST CHDKEHUS

npom3BoauUTESIbHOCTU.

3anucn B Tabmmue BKNaaku ynopAaao4deHbl No ctpaHnuam B MPAMOM XPOHOJIOTM4eCKOM
nopdake, 1.e. ctpaHuue C HanbOob LLMM HOMEepPOM COOTBETCTBYET MNocrneaHAA no BpemMeHn
nopuu4a COObITUI. I'Ip|/| OTKPbITUA BKIagKn 3arpyxaetcda nocregHAda cTpaHuula. ,D,J'IFI
HaBurauum no CTpaHuuam VICI'IOﬂb3yl7ITe COOTBETCTBYHOLLE KHOMKN B HKHEN YaCTu BKNagku

(pvic. HaBuraums no ctpanvuam ).
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CTpaHALI,a@M3E nn 1y > 4 . uu

PucyHok 102. HaBurauusi no ctpaHuuam

pynnupoBKa AaHHbIX
NHdopmaumsa Ha Bkragke Jlor MOXeT rpynnupoBaTbCs MO BCEM MOSAM (KaTeropusam) A
yoobctBa oTtobpaxeHusi. [onamu (kateropusiMu), Mo KOTOPbIM BO3MOXHO MPOM3BECTU
rPYNNMPOBKY Ha AonosHuTerbHOW Bkragke CkaHHep, asrsawTca MyTb (N0 ymorHaHuio),
Bupyc, Pesynbtat 1 [deunctBue. [nsa rpynnvpoBKM MO KaTeropusm nepetawmre
3arosioBOK KOJIOHKM Ha MaHesb, PacrorfioKEHHY0 MeXay 3arofioBKOM Tabrnmubl 1 rpynnon

KHOMOK BKIagKu (CM. PUCYHKM, HaunHasa ¢ Bknagka_ "Ilor" ana komnoHeHTta SoftControl DLP
3

Client' u go TeneBasi kornusa obbekta Habmoperus ' B pasgene Bbiwe ). Ecrm

rpynnMpoBKa MNPOM3BOAUTCS MO HECKOSbKUM KaTeropusiM, TO MPUOPUTET (BIIOXXEHHOCTb

KaTeropui) ymeHbLLIAETCS crieBa HanpaBo B 3aBUCUMOCTU OT PACTONOXKEeHMs] Ha NaHemnw.

®dunbTpaumsa ¢ UCNonb3oBaHUEM NpeayCTaHOBMEHHbIX PUNbLTPOB
B SoftControl Admin Console npegycMoOTpeHbl BCTPOEHHble UMbTPbl OSI1 BbIOOPKM
cobbITHA.
YT1oBbl NpUMEeHUTL NpeaycTaHOBSEHHbIE B NMporpamMmme obuye purbTpbl, OTKPOUTE MEHIO
®dunbTpbI 1 BbIbEpUTE OOVH U3 BAPUAHTOB:
* Mo ymon4yaHuto — otobpaxeHne BCEX TUNOB COBLITUN NO MOSIIM, HECYLLMM OCHOBHYHO
MHPOPMaLMIO (MPUMEHSIETCS MO YMOSHAHMIO NP OTKPbITUM BKAAKK).
* [MonHbIM BUA — 0TOBpaXKeHne BCeX TUMOB COBLITUA MO BCEM BO3MOXXHBIM MOSISIM.
= CtaTtyc — oTobpakeHne cobbITUN NO MBMEHEHMIO CTaTyCa KIMEHTCKMX NMPUIOXKEHWNA.
= OGHOBNEHMEe KnueHTa — OToOpaxeHne cobbiTUA MO OOGHOBIIEHWMIO KITMEHTCKMX
NPUINOXKEHWUIA.
Urtobbl NpUMeHUTb NpeaycTaHOBIEHHblE (PUbTPbl, COOTBETCTBYOLLME TUNam COObITUM
KrmeHTckoro komnoHeHta SoftControl SysWatch, otkponte meHio ®unbTpbl — PUNLTPLI
cobbiTun SysWatch v Bbibepute 0avH 13 BapmaHTOB:
= Bce;
» HapyweHne NONUTUKN KOHTPONS;
* KOHTpPONb aKTUBHOCTH;
= 3anyck npouecca;

* AHTUBUPYC;
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* A3MeHeHUue HacTpoeK;

= Bxoa nonb3oBaTens;

* Bbixoa nonb3oBaTens.
UTtobbl NpUMeHUTb NpeaycTaHOBIEHHble (PUbTPbl, COOTBETCTBYOLME TUNam COObITUN
kKrmeHTckoro komnoHeHta SoftControl DLP Client, oTtkponte meHio PunbTpbl —
®dunbTpbl cobbiTUN DLP 1 BbIGEPUTE OAVH U3 BApUAHTOB:

= Bce;

= [lo6aBneHo yCTPOMUCTBO;

* [IlpucoeanHeHue;

= dann;

= HTTP;

= MoHuTOp KNaBuaTtypsbl;

* MMpuHTEp;

= PeecTp;

= YCTPONCTBO OTCOEAUHEHO;

» Bpemsi paboThbl.

o o
l CDVIJ'IpraLI,I/IFl NPUMEHAETCA TOJIbKO K 3arnncAamM TeKyLLen CTpaHuubl.

PunbTpaums ¢ UCNoNb30BaHMEM NOJNb30BaTeNIbCKUX (hUnbLTPOB
B03MOXHO caMOCTOATENBHO HACTPOUTL NapameTpbl BbIOOPKM U COXPaHUTL UX B Ka4ecTBe
HecTaHOapTHOro  wWbTpa, KOTOPbIW BbI3biIBA€TCA U3 MEHHO DPUNbTPbl —>
Monb3oBaTtenbckune punbTpLI.
[na po6aBneHua HOBOro nons B Tabrmuy TeKylewn BKMaOKM HaXXmute KHOMKy BbiGpaTtb

KOJIOHKM U NepeTauyite TpebyeMoe norsie 13 okHa Bbl6op KONoHOK (pyc. BbiGop koroHoK
115

) B HeobxoamMmoe MecTOo 3arosfioBka Tabrmumubl. [na yganeHus CylwecTBYHOLIEro Moss

nepetaumrte ero B okHo Bb160op KONoHOK, nMbo 3a npeaensl 3arorioBka Tabnmubl.

- (W]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

Buibop konoHok

i
BoipoetHkie cepTHbMKATH
AelcTene

CATOP C

Wasnmudukatop cobbimaa

WmMs Bomeauiero nobso...

[T

CepTdiiKaTel KaTanoros

C

c
>
Ceth

PucyHok 103. Bbi6op KONOHOK

[nsa Toro, 4ytobbl OThunbTpoBaTh BbIOOPKY MO 3HAYEHUAM MOSEN, NepemMecTuTe Kypcop
MbILLW Ha Ha3BaHWE MOSS N HAaXMUTE NIEBOW KHOMKOW MbILM Ha MOSIBUBLLEMCS 3HAYKe
Krtoya, nocrie Yero ykaxute Kputepuin BblOOpKM B BbiMagarowem cnmcke (puc. PunbTp no

nomo %),

dunbTpaumio BbIGOPKN MOXHO MPOU3BOAUTL MO HECKONMbKUM MONSM OOHOBPEMEHHO. B
3arorioBKax rnosen, no KOTopbIM NPOU3BOAMTCH UNbTPaLUS, 3HAYOK Krtoda oTobpaxaeTcs

NOCTOAHHO.

(Mycroe)
(He nycTae)
Bricokan

Kputnueckan

ObmuHan

PucyHok 104. ®unbTp No nonio

B SoftControl Admin Console cylecTByeT BO3MOXHOCTb TOHKOW NOACTPOVKN NapamMeTpoB
BblOOpkM C nomoukto cpeactesa Pepaktop dunbTpa. Ecrm Ha Bkragke Jlor
npou3BOAMTCA uUrbTpauma NO KakoMy-rMbo U3 Monen, B HWKHEW YacTu BKIALKK
oTobpakaeTcs CTpoKa napameTpoB purbTpa.

[lns BbI30Ba OKHa pefakTtopa HaxXmute KHOMky PegaktupoBatb (hunbTp B NpaBon YacTu

cTpoku napameTpoB. OKHO peaakTopa nokasaHo Ha puc. Pegaktop dunbTpa .
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ME

Tun cobwmua Paeen PolicyViclationEvent €

Epema Mexcay 01.10.2012 17:30:00 v 01.10.2012 18:00:00 &

[ OK ][ OTimeena H MpumenuTs

PucyHok 105. Pepaktop chunbtpa

B nepBo cTpoke pegakTopa KpacHbIM LIBETOM yKa3aHO florMyeckoe ycrioBue, no KOTopomy
obbeauHaTCA napameTpbl purbTpa. [Ana UsMeHeHUs1 fIorMY4eCcKoro YCrioBUS HaXXMUTE Ha
HEro neBOW KHOMKOM MbIWM, NP 3TOM B BbiMagaloWEM MEHIO OOCTYMHbl cregyloume
riornyeckme onepaTopsbl:

° [/|;

* NN,

* He U;

* He UJN.
Ona pobaBrnenvs HOBOro napameTpa unbTpa BblibepuTe nyHKT MeHio [lo6aBuTb
YcnoBue, ibo HaXXMUTE Ha 3HAYOK NIKocCa OKOSIo fiorndeckoro ycrnosus. [ns ngobasreHns
napameTpa punbTpa, COCTOSALLIErO U3 HECKOMbKMX NapamMeTpoB, 06 beaANHEHHBIX MO CBOEMY
FIorM4yeckomy ycrioBumio, Bblbepute nyHKT MeHio flo6aBuTtb Mpynny. PaboTta ¢ anemeHTamu
rpynnbl aHanornmdHa pabote ¢ anemeHtamm obwero cnvicka. Bo3amoxHo cosgaHue
BJIOXEHHbIX rpynn. Ona o4nucTkM unbTpa BbiGepute NyHKT MeHio OYMCTUTL BCE.
Haxmute OK, 4yTobbl cOXpaHuTb napameTpbl hurnbTpa.
CuHTakcuc CTpokn napameTtpa unbTpa BbIMMSAWT cregylouwmm obpasom: <mose, 110
Komopomy rpoudsooumcs unbmpayusi> <ycriogue> <aHadyeHue>. Kaxgbln anemeHT
CTPOKMN NapamMeTpa MOXHO M3MEHUTb, HaXKaB Ha Hero. BapmaHTbl ycrioBms aBToOMaTUYECKM
onpeaenanTca UCXOAs U3 TvMna Mnons.

ﬂ,J'IFI ynopaaovnBaHnAa AOaHHbIX B Ta6n|/|u,ax BKIMaaokK Mo OI'Ipe,D,eJ'IéHHbIM noyiiM Haxmute
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NeBOM KHOMKOMW MbILLM Ha Tpe6yeMOM nosfe v OAVHOYHbIM HaXxaTuem 3agauTe HanpasJrieHne

COPTMPOBKM, KOTOPOE MHAUUMPYETCS CTPESKON NpaBee Ha3BaHUs MoJis.

YTo6bl COXpaHUTb MOSyYEeHHYH C NapameTpamm Norb3oBaTtens BblIGOpKy Ans AanbHenwero

MCNoJib30BaHuA, HaXXMUTE Ha KHOIKY COXpaHMTb HaCTpOﬁKM Buga, BBeaute wuMmd

dunbTpa B nosiBuBLLEMCH OKHE 1 HaxkmuTe OK (puc. CoxpaHeHue ounbTpa

CoxpaHnTe HACTPOWKK TEKYLIETD EMAA

Beegute vma puasTpa:

118
).

MonesoEaTensckii bUnsTp IIJ

l

ok || Omena |

PucyHok 106. CoxpaHeHue cunbTpa

9 o
l (DI/IJ'IpraLI,I/IFI NPUMEHAETCA TOJTbKO K 3alncAaM TeKyLLen CTpaHuubl.

4.8.4 MNeyaTtb N 3KcnopT B hansibl OTHETOB

B SoftControl Admin Console cywecTByeT HECKONMbKO BO3MOXHOCTEW 3JKCMopTa HaKOMMEHHOM

NMHpopMaLIMM B OTHETAX KIIMEHTCKMX NPUMOXKEHUNA.

[ns BbIBOJA OTYéTA Ha nevaThb npousseauTe BbIGOPKY C MOMOLLBIO HEOBX0AUMBIX (UbTPoB ' 1

HakmMuTe Ha kHomky Me4yaTb. B OTKpbIBLLEMCSH OKHE MNpeaBapuTENbHOrO MPOCMOTPa MOXHO

3agatb HacTponku cTpaHuubl M MacwTab C MNOMOLBI COOTBETCTBYIOLMX KHOMOK

(pvc. MNpegBapuTenbHbIN NPOCMOTP NevaTh

Mpegeaputenshbii MpocuoTp.

118
)-

= o S = s Allel o= @@l

d d @ |>"|E%' -

[Tun cobbimus

Bpenn

BaxHacrs

| Mas: VIt-AS-W51ENXBE

3anyck npoyecca

16.07.2012 15:14:21

OBbiuHas

3anyck npouyecca

16.07.2012 15:14:20

OBbiunas

3anyck npouecca

16.07.2012 15:14:20

Bricokasn

3anyck npouecca

16.07.2012 15:14:16

Obbiunas

3anyck npoyecca

16.07.2012 15:13¢

Baicokas

Jamyck npouecca

OBkiunasn

Kenpans avsnacria

Kpurnseckan

KoHTPOME aKTMEHOCTI

Kputudeckan

Jamyck npouecca

OBkiunas

3anyck npouecca

16.07.2012 14:51:29

Ofbiunas

3anyck npouecca

16.07.2012 14:15:29

Qbbiunan

3anyck npougcca

16.07.2012 14:15:13

Obbiunas

3anyck npoyecca

16.07.2012 14:15:12

OBbiuHas

Jamyck npouecca

16.07.2012 14:15:11

OBkiunasn

3anyck npouecca

16.07.2012 14:15:09

Obbiunas

PucyHok 107. NMpeaBapuTenibHbIA NPOCMOTP NevaTu

i
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Haxmute Ha kHornky Me4vaTb Ons BbiBOOA CTaHOAPTHOIO OKHA HACTPOEK npuHTepa, fmbo Ha
KHOMKY BblcTpasa neyaTb 459 MTHOBEHHOW OTNPaBKM Ha MevaTb C YyCTaHOBKaMW MpuHTEpa Mo
YMOJSTHaHMIO.

[na coxpaHeHuss oTyé€Ta B Tabrmmuy Excel npousBegute BbIGOPKY C MOMOLLBI HeO6X0aMMbIX
bunbTpos ' 1 HaxMUTE Ha KHOMKy dkcnopT B Excel. B AManoroBoM OKHE COXPaHEHUs! YKaxkuTe

MECTO S COXpaHeHNs1 OTYETA U ero UMs, Nocrie Yero HaxkmMuTe Ha KHornky CoxpaHuTb (Save).

4.9 OnoBeLleHUs o coobITUAX

OnoBeleHus (HoTudUkaummn) o cobbiTusax, pernctpmpyembix B CepBucHomMm LleHTpe, no3sonsawT
aAMVHUCTPATOpPY OnepaTUBHO pearnpoBaTb Ha BO3HVKAKOLLME Yrpo3bl, AaXe B Criydae OTCYTCTBUA
3a wraTtHon paboyen CTaHUMEW C YCTAHOBIIEHHOW KOHCOSbo ynpasreHus SoftControl Admin

Console.

MepBOHaYanbHO HEOBXOAMMO 3aAaTb KOHTAKTHbIE [aHHble > nonyyaTeneit oroBeLLeHWN, nocre

4ero HaCTPOUTb MapameTpbl OTNPaBKu 2.

4.9.1 KoHTaKTbI

Ha Bknagke KoOHTaKTbl Npou3BOOUTCA 3ajaHuve ajpecaTtoB — rnosiydaternen HoTudvkauui

(pvc. Bknagka "KoHtakTbl" ).

F SoftControl Admin Console

@aiin  Bug Ounetpa O nperpamue

L@ QA sHe@dd @ & o omR

ynpoﬁcmanmrymm -

ER - [F

Obnuep besonacHoc guavana Kweii s_security@mailserver.com
Mo ymonuaHuo Q¢muep GezonacHocT Cesepo-BocTouHoro duamana | se_security@mailserver.com
Mo yuonussuio Oraen no Gopshe ¢ KMBEPRPECTyHOCTEI0 k_department@mailserver.com
Cesepruiii Agmrncrpatop BT dwavana Cesepraiii n_net@mailserver.com

KOro-3anagHeid Owanan Aamunuctparop /1BC Cesepo-3anagHoro dunuana sw_net@mailserver.com

: _

PucyHok 108. Bknagka "KoHTakTbI"

- (W]
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OcHoBHblE onepauun C KOHTakKTaMy OCYLLECTBJTAKOTCA C NOMOLLBHO Fpa(bl/l‘-leCKl/IX KHOMOK BKJ1AaOKW,

npeaHasHa4veHve KoTopbix NpMBeaeHo B Tabn. 24.

Tabnuua 24. AnemeHTbl ynpaBneHusa Bknagku "KoHTtakTbl"

HasBaHue
Coszpatb CosgaHne HOBOro KOHTaKTa.
b 5
MpaBka PepaktmpoBaHue CBOMNCTB BbIOGpPaHHOIO KOHTaKTa.
-
H Yaanuts YaaneHne BbIOpPaHHbIX KOHTaKTOB.
=t
- MNepemecnTs MepemelL eHne BbIOpaAHHOrO KOHTaKTa B Apyroe nogpasaerneHue.

[MepeyeHb nonen BKNagkm npuseaéH B Tabn. 25.

Taonuua 25. Nonsa Bknagku "KoHTakTbl”

MogpasgeneHuve MogpasgeneHue, K KOTOPOMY NPUHAANEXUT aHHbIN KOHTaKT.
Ums Wms nonyyatens.
Mouta AJpec 3NeKTPOHHOro NOYTOBOTO SILL MKA MOMyyaTersi.

Utobbl 406aBUTL HOBOFO MOMyyaTerns, HaXxMUTe Ha kHonky CosaaTth (puc. Bknagka "KoxTakts!" M

). B nosiBUBLLEMCS OKHE YKaxuTe AaHHble nornydaTtens B nonsx UMsa n dnekTpoHHas noyrta u

Ha)xmuTe Ha kHonky MpuMeHnTs (prc. Jo6aeneHure koHTakta '2°).

Mras: IOd}nu,ep Besonachocm C-3 ¢nnmam]

ZNSKTPOHHaA NouTa: I nw_security@mailserver.com l

| Omera | | Mpmaerus |

PucyHok 109. [loGaBneHne KOHTaKTa

D,J'IFI npaBKU 1 ygarneHna KOHTakKToB BOCI'IOJ'IbSyﬁTer COOTBETCTBYHOLLMMU KHOMKaMW.
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4.9.2 Hotncdpunkauyummn

Bkragka HOTMd)MKaLWIVI npeagHa3Ha4veHa and HaCTpOIZKM napameTpoB OTNpaBKU OMOBELLEHWA O

COBbITUAX NOCPEACTBOM 3MEKTPOHHOI NouThl (puc. Bknaaka "Hotudukauum" ).

¥ SoftControl Admin Console

(L g 5@ usde@d @l 4o @
-
EFRE-IE

Mogpasaene...  KHua

Bcnnbig.. Mutepsan M.  Bpema nocnegteit Hotudi.

~ AxTvBHa

Mo ywonyanrio | OxoH4aHUe Cpoka AefcTEMS An... Oamn vac 17.03.2016 11:46:47 Agmunmcrpatop

Oraen no 6opube

|3 Cesepo-Bocrour Oxonuanne cpoka geicTena An... V] i Cymen 16.06.2016 16:39:16 Odwmuep GesonacHoctv C-B duanana

CeepHyTh

(Cepeprbii OBHapy*EHO NOTEHUWMANBHO O... Het 22.03.2016 11:39:41 Asrcpatop JIBC gumans Cesepheid
Orvaen no opube ¢ kMBepnpecTyNHOCTLI

Odwmuep GesonacHoctv C-B duanana

CeepHyTh

Mo ymonuanuio | OSHapyeH 3anyck 3anpeléiH.., Het 27.07.2016 16:25:21 Agmunucrpatop NIBC C-3 dunvana

PucyHok 110. Bknagka "Hotudpmkaummn”

OcHoBHble onepaumm C HOTVICbI/IKaLI,VIFIMI/I OCYLLECTBJIAKOTCA C MNOMOLLBIO rpaq)vlqecmx KHOMOK

BKJ1adKK®, npegHa3Ha4vYeHne KOTopbiX npneeaeHo B Tabn. 26.

Ta6bnuua 26. AnemMeHThbl ynpasneHus Bknagku "Hotudukauymun"
CKwora | Haseawwe | Omcawe |

I;;_:I Cospats CosgaHuve HoBOWM HOTUGMIKALIW.
-

F 4 Pepaktmmposatb PepnakmpoBaHve BbIGpaHHOM HOTUGMKaLMK.
-
E Ypanutb YpaaneHve BbIOpaHHbIX HOTUGMKAUWA.

a
l = SMTP Hactporika SMTP-cepsepa.

e

lMepeyeHb nonewn BKNaaky NpuBeaéH B Tabn. 27.

Tabnuua 27. Nons Bknagku "Hotudmnkauun"

MoppasaenexHue MoppasaeneHue, K KOTOPOMY OTHOCUTCA AaHHas HoTMdMKaLmS.
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s HanmeHoBaHne HoTMdmKaum.
AkTVBHa @ naxkok coCcTosAHMSA HOTUdWMKaLMK.
® naxok, ykasbiBaloLL Ui 0TobparkaeTcs N BCMfibiBaloLL, ee yBeAOMIIEHME NPU OTNpaBKe
BcnnbiBatow ee coobu eHne y t P tHeeyesa P P
HOTUdWIKaUmK.
WHTepBan mexagy MuHUManbHbBIN BpEMEHHOW MHTepBas Nocre OTNpaBKu NpeabiayL en Homdgwmkaumm, no
oTnpaBKamm NCTeYeHMN KOTOPOro BO3MOXHA OTTpaBKa criey oL en.
Bpems nocnegHen .
Bpems otnpaBky nocnegHen HoTMdmKaumm.
HOTUdWMKaLMK
MpaBuro Ycrnosua cpabatbiBaHUst OTNPaBku HOTUGMKaLUMK.
KoHTaKTbI Cnucok agpecaToB 3NEKTPOHHOIO MMCbMa C HOTUGWMKaLIMEN.

OcCHOBHble OeCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

Hactponka SMTP-cepBepa
Ona paboTtbl HOTU(MKaUMA Heobxoaumo npeaBapuTEribHO HACTPOUTL MapameTpbl
cepBepa mcxogaLwen noytel No npotokorny SMTP, ons atoro Haxmute Ha KHonky SMTP

(pvc. Bkrnagka "Hotudomkaumm” 121).

B okHe HacTtpowuka noutoBoro cepBepa Beeaute B nose NMoytoBbin cepBep agpec
MOYTOBOrO CepBepa, C OMEKTPOHHOIO SLLMKa KOTOPOro npefnoraraeTcs OTnpaBka

HoTubrKauui, a Takke Homep nopTa ana otnpaeku (pyc. HacTporka noyToBOro cepeepa
122

). B nonax JloruH, Maponb u MNo4yTtoBbIN AWMK BBeOUTE AaHHble YY4ETHOM 3anucu u
agpec MoYTOBOrO fAupKa, C KOTOPOro npegrnoraraetca  OTnpaBka HOTUUKALWA.
YcraHoBute raxok WUcnonb3oBatb SSL ana  kpuntorpaduyeckon 3auwmrbl  Mpu
nepegaye AaHHbIX.

Utobbl npoBeputb pPaboTOCNOCOOGHOCTb BBEAEHHBIX HACTPOEK, HAaXMUTE Ha KHOMKY

otn paBUTb TeCTOBOE NUCbMO.

- (]
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| Hactpoiika noutoeoro cepeepa

NoYTOBLIA CepBep: [ smtp.mail.ru l
Homep nopra: 587

Noran: [ notify_server l
Maponae: sessssnnes

MovTesnii Awpk: [ notify_server@mail.ru l

Wcnonezoeats S50

[ OTNpaEUTE TECTCEOS NUCHMO ]

| Omena || ok |

PucyHok 111. Hactponka no4toBoro
cepBepa

Haxxmute Ha kHonky OK ana npuMeHeHus HacTpoex.

= Co3pgaHne HoTudUKaumm

UTtobbl go6aBuTb HOBYH HOTU(MKaLMO, HaxmuTe Ha kKHonky Cospatb (puc. Bknagka
"HoTtudmkaumm" ).

B nosiBuBLEMCA OKHe Ha Bkragke O6wwme ykaxute Umsa HoTudwkauum, Bblbepute
MUHMManbHbIM MHTepBan Mexay oTnpaBKaMu B BbiNagaloleM crnucke, BBeaute Temy

NMCbMa 1 ycTaHoBUTE (riaxxok AKTuBMpoBaTh (pyc. ObLye napameTpbl HoTUdMKaLmm %),

OBwne Wm
Vias: [ Miumasermes rapywenis nommaen korrpens |
R
Tema; [ABmMaTMHecxoe OMNOBELWEHWE Service Centerl
AkTwamposats
r' Th 5CN <

PucyHok 112. O6wme napameTpsbl
HoTUdpMKaLumm

Uto6bl lMokasbiBaTb BcCMnbiBawlee coobLeHne npn oTnpaske HOTI/I(bVIKaLl,I/II/I,

yCTaHOBUTE COOTBETCTBYIOLLMN (priaxkok. B aTOM criydae nocrne oTnpaBku HOTUMKaLIM

- (]
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6y/:|,eT OT06pa)KaTbCFI BCibiBawwee yBegomsieHme C 3arosfioBkoOM onoselieHnA

(pvc. BennbiBatowee ysegomreHmne %)

e

O6paboTtana HoTHgUKaLMA

OTueT no HoTwdreaumm
MHUMAEHTE HapyweHKUa
NSNUTHKWM KOHTPONARA !

i Mepwog: 25 asrycra 2014 r.
12:53:12 - 25 aBrycra 2014 r.
12:54:168, Yucno cobeiTHi,
YAOENETEOPRIOWAX NPasy
HoTWduKaLMu: 2

PucyHok 113. BennbiBawluee
yBegomMrieHue

Ha Bknagke [MpaBuna BbiGepute ycrioBue, NpW HacTyriieHMM KoToporo Oyaet

npomnsBoaAnTbCA  OTMpaBKa HOTI/I(*)I/IKaLI,VIVI (pVIC. YcnoBuss__cpabaTbiBaHua  OTNpPaBKK

HoTUcbMKaLwm '2%)

F Hactpoiika HotndukaLmmn

| OBune " Mpasuaa | Konakmel |

) Msmerenme KOHTPONA GKTMEHOCTH

¥ 3anyck Npouecca sanpeweH

) Mpw ekaHrposaHnl OBHapYHKEeHE YTPOSEL
' Hapywerr1e noauTnkn KoHTpOAA

! Cpok pefcTEWA NULIEH3MM 33KAHYMBAETCA

- Jamyck npouecca ¢ Mmenen Vma npouecca

PucyHok 114. YcnoBusa cpabaTtbiBaHuA
oTnpaBKU HOTUUKaLIMK

o U3meHeHne KOHTPOssi aKTUBHOCTMU:

M3MEHeHWe CTaTyCOB KOHTPOSii akTUBHOCTM KomnoHeHTa SoftControl SysWatch no
no6on n3 obnacren.

o 3anyck npouecca 3anpeLyeH:

peructpaumsa cobbiTus Tvna "3anyck npouecca" komnoHeHTom SoftControl SysWatch ¢
peLleHnem "3anpeLieHo".

o) anI CKaHnpoBaHuun 06Hapy>|(eHb| yrposbl:

- (]
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obHapyxeHve Bpe4OoHOCHOro Koaa B NpoLEecce aHTUBMPYCHON NPOBEPKN KOMMOHEHTOM
SoftControl SysWatch.

o HapyweHne nonMTUKN KOHTPONS:

permcTpaumsa cobbiTva Tvna "HapyLieHne NosMTUKM KOHTpona" komnoHeHTom SoftControl
SysWatch.

o CpoK AenucTBUA NMULEH3UN 3aKaHYMBaeTCA:

00 KOHUa cpoKka OEeNCTBUA JIMLIEH3VOHHOTO Krto4a KIMEHTCKOrO KOMMOHEHTa OCTaéTcs

MeHbLle 10 gHen.

i PekomeHayeTcs ycTaHaBmmMBaTh 3HayeHne napameTpa MHTepBan Mexay

oTrnpaBKamMu a8 AaHHOW HOTUdMKaLUMM He MeHee 4 YacoB.

o 3anyck npouecca ¢ UMeHeM:
permctpaumsa cobbiTust TMna "3anyck npouecca" ¢ MMeHeM, 3a4aHHbIM Mo ccbifike Uma
npouecca, komrnoHeHToMm SoftControl SysWatch.

Ha Bknagke KoHTakTbl OTMeTbTe agpecatoB OTNpaBku HoTudpvkaumm (puc. Beibop

nonyyaTtenei HotudukaLmm 2°).

- Mpasuna | KoxTtakmsl
Bribepure koHTaKTL:
[} Agmnnwcrparop JIBC C-3 duanana
[} Agrvnucrpatop JIBC U duanana
[} Aamunucrpatop NIBC B dwanana
Oduuep Gesonackocty C-3 dunvana
Oduuep Gesonackoctw Ll dunnana
COduuep Besonackocty B duavana
Orgen no Gopebe ¢ kMBepnpecTyNHOCTED
PucyHok 115. Bbibop nony4yaTtenen
HoTUdpMKaLumm

Haxmute Ha kHornky OK, 4To6bl noaTBEpAUTL CO3h4aHNe HOTUUKALIMA.

MN3meHeHMe cBONCTB HOTU(UKaLMKN

YTto6bl NI3MEHUTL CBONCTBA HOTVI(bI/IKaLI,I/II/I, Bbl6epI/ITe €€ U BbIMNOSHUTE OOHO U3 creayroumx

- =
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JeucTBUI:
® HakmuTe Ha KHOMKy PepaktmpoBatb B rpynne KHOMOK BKragkn (puc. Bknagka

"HoTtndurkaymmn" 121 );

® IBaXObl HAXXMUTE FIEBOM KHOMKN MblLLM HA HOTVId)VIKaLI,VIVI.
B nosiBmBLIEMCS OKHE M3MEHUTE Heobxoaumbie napameTpbl aHarorm4Ho pa60Te C HOBOW

HoTudmkaumen (puc. Obuye_napameTpbl HoTudwmkaumm '2°, Ycrosus_cpabaTtbiBanus

oTnpaBku HoTuduKaLwm '>* | Beibop nonyqatenei HoTudukaumm '2°).

Haxxwvute Ha kHonky OK, 4Tobbl noaTBEPAUTL UBMEHEHNS.

OTknoYeHue n yaaneHne Hotudpukauum
Ecrm HeobxoaMmMo OTKMIOUUTL MOSfydeHne HoTudmKkaumm 6e3 eé€ yaaneHuss U3 Cnucka,
BbI30OBUTE OKHO pedakTUpOBaHMA CBOWCTB, cOpocbTe doniaxkok AKTMBMpPOBaTb Ha

Bkragke Obwme 1 HaxxmuTe Ha kHonky OK (puc. Obuyie napameTpbl HoTudvKaLmmn 2%).

[nsa yoaneHus HoTudmrKauum Bbibepute e€, HaXxXmMuTe Ha KHonky YpanuTb (puc. Bknagka

n'121

"Hotudpmkaumn" ") n nogreepavTe yaaneHie B AuasrioroBOM OKHE.

- (]
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5. ObHoBneHne komnoHeHTOB CUB

SoftControl Service Center npegoctaBnsaeT BO3MOXHOCTb LIEHTParM3oBaHHOro OOHOBIEHMS BCEX
KOMMOHEHTOB CUCTEMbI C aBTOMAaTMYECKM Pa3BEPTLIBAEMOrO JiOKarbHOro cepBepa. Bkragka
OGHOBNEHNUA MO3BOSAET MPOM3BECTM HACTPOVMKY W MNPOCMOTPETb WCTOPMIO OBHOBIEHWN

(pvc. Bknagka_"O6HoBrenns" ana  nporpaMmHbix Moayren 27, Bkragka_ "O6HoBnenvs" ans

aHTVBMpYCHbIX 6a3 ™*°).

B BerHeI7I 4YaCTn BKIagkyn npeacrtassieHoO [OBe KaTeropmm HacTtpoekK A 0OHOBNEHMS

COOTBETCTBYHOLLX KOMIMNOHEHTOB:!

= [porpamMmHblie Mogyrm 2 ;

= AHTVBUPYCHblE 6asbl .

B HwkHEM 4acTM BKMagku npeacrtaslyieHa WUCTOPUA 06HOBEHWA, cogepxauwaa  Crnmncok

BbINOSHAEMbIX onepauui. lNepeyeHb nonen cnicka NpuBeaeH B Tabn. 28.

Tao6nuua 28. MNons cnucka MCTOiMM OOHOBNEeHUN

MocnegHasa nposepka  [[data n Bpemsa nocnegHer NpoBepKN Hanmynsa o6HOBMEHUI.

MocnepHee obHoBNeHWe [lata n Bpemsi NocreaHen yCcTaHOBKM OOHOBIIEHWIA.

KomnoHeHT HasBaHne obHOBNAEMOro KOMMNoOHEeHTa.

CocTosiHMe 0OHOBMNEHUS:
e OGHOBNEeHne He TpebyeTcs;
e [locTtynHO OOHOBIEHuUE;
e OGHOBNEHUE 3arpyxeHo;
e O6GHOBNEHWEe YCTaHOBNEHO;
e Owmnbka OGHOBNEHUSA.

Cratyc obHoBneHus

Paamep obHoBneHMA Paamep obHoBneHus B GanTax.
AkTyanbHas Bepcusi TekyLas Bepcusl yCTAHOBMEHHOTO KOMIMOHEHTA.
Hosas Bepcusi Bepcusi komnoHeHTa, OCTyNHas K OGHOBMEHUIO.
Oetanun [ononHutensHas nHdgopMaLums.

5.1 HacTpouka oGHOBIEeHUA NpOorpamMMHbIX Moaynewn

[aHHaga kaTeropua HacCTpPOEK MO3BOSIIET HAaCTpauBaThb M YNpaBnsTb OOHOBMEHNEM NPOrpaMMHbIX
moayrnen komnoHeHTOB SoftControl Service Center, a Takke peTpaHcrsumen OBHOBIEHUIA
nporpamMmMHbIX MoAyren KrnmeHTcknx komnoHeHToB SoftControl SysWatch n SoftControl DLP Client

¢ BHeLLHUX (VIHTepHeT) cepsepos (puc. Bkriagka "O6HOBIeHMs" AN NporpaMMHbIX Mogyrien '2').

- (' ]
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= SoftControl Admin Console

Oaiin Bag  Ounetps O nporpanme

g Q@ UsSNLO @ » 4 H7@

-
Ly
MiporpamuHsie Moayn H Arumapycrse Gasu | N
* Pexum oBosnesma | (" Mym obHosnenuii | { Crayc obosnenma | (" Poctynmie obHosnerms |
O Buniouero Url ofrosnerms: Mocnepsss nposepxa: 07.11.2014 17:12:29 Bepeva obroenenna:  2.0.90.3233
® Tonsko nposepka [tpi//updates.safensoft com/kav/Updates/ ] 5 & b P & 437168128
://updates.safensoft.com/kav/Updates - :
S e pi/lup p esynsTaT nocnepmero obHosnenus: [locTynHo oBHoEREHME asmep oBHOBAEHHUR:
. = . Manka 417 coxparensa OBHOBNEHWI: T Mpaseputs obHosnenus
I r?20 ra obHo i [ Updates\KAV 1 Mocnepree yonewHoe obHosnexye:
— AxTyansHas sepcuA cepeepa 3.1041.3467
n 2
e T s R Axryaneras sepovs koncona  3.10.413467
Agpec: | }
MNopr: 0
M nonbsosatens
Napont:

WcTtopua obHoBAEHWMA

TepeTaHmTE CH0Aa MEILKOH 3arON0S0K KO/IOHKM ANA TRYTITMPOBKN AaHHLIX NO HeW

Mocneaman nposepka Mocneanee ofonenme  KomnonenT Cratyc obHosnenvn Pasmep obHomnenns AxryanbHan sepcun  Hosan sepcun  fletanu

PucyHok 116. Bknagka "O6HoBneHua" ansa nporpaMMHbIX Moaynen

HacTpownka pexxuma o6HOBNEHUA
B cekummn Pexxmum o6HOBNEeHUA BO3MOXEH BbIOOP TpeX pexvmoB paboTbl:

o BblkntoyeHo:
O6GHOBEHME B aBTOMATUYECKOM PEXMME OTKIMIIOYEHO.

o TonbKo npoBepKa:
SoftControl Service Center aBTOMaTuyeckn npoBepseT Hammyme OOHOBMEHMM Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOHOBNEHUU(MMH.), HO He 3arpyxaeT U He yCTaHaBIMBaET UX.

o ABTOMaTMyeckoe o6HOBIEHMUE:
SoftControl Service Center aBTomatnieckn npoBepaeT Hanmume OOHOBMEHWA Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOHOBNEHMU(MMH.) M B crydae HaxoxgeHuss 6orfiee HOBbIX BepCU, Yem
YCTaHOBJSIEHHbIE, MPOUCXOAUT peTpaHCnAuus naketoB OobHOBIEHMN Ha cepBep. Ecrnm
HangeHa HoBas Bepcuss SoftControl Service Center, no OKOHYaHWM 3arpysku
YCTAHOBOYHbIX MAaKeTOB MPOUCXOOUT aBToMaTudeckoe OOGHOBIIEHME KOMMOHEHTOB

SoftControl Server n SoftControl Admin Console B poHOBOM pexume Ha cepBepe.

® [pwn oTCyTCTBMM AOCTYNa B VIHTEPHET WM B Crlydae BO3HWKHOBEHUSI Mpobnem B

npoLecce aBToMaTU4eCKoro 06HOBNEHMS, BO3MOXHO 06HOBNeHMe SoftControl

- (]
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. 133
Service Center B py4HOM pexvme npu HariM4Mm yCtaHOBOYHOI O NakeTa

Tpebyemon Bepcun.

1
OBGHOBMEHVE KIMEHTCKMX KOMMOHEHTOB - OCYLLECTBMSIETCS C CO3AaHHOrO MoKanbHOro

«3epkana».

HacTtpowka nyten o6HOBNEeHUsA U napaMeTpoOB NPOKCU-cepBepa
B cekumm NMyTn obHOBRNEHUA 3a4al0TCA crieayolme napameTpsbl:
» Url o6HOBRNEHUs:
Ccbifka Ha BHewwHun cepBep, no kotopon SoftControl Service Center npoBepsieT
Harm4ne oOHOBNEHWN.
* [lanka gnAa coxpaHeHUss OOHOBNEHUMN:
[MyTb CcOXpaHeHMs mnakeToB OOHOBMEHMS C BHELLHMX CEPBEPOB OTHOCUTENBHO

avpektopun C: \ProgramData\SoftControl.

YctaHoBute hriaxxok Ucnonb3oBaTb NMPOKCU-CEPBEP, €CMM COeQUHEHVE C BHELLHUMMU
cepBepamu TpebyeTcsa OCyLLECTBIATL Yepes NpoKcu-cepsep. B atom crnyvae 3agante ero
napameTpbi:
= Aapec:
IP-agpec nm NetBIOS-nmsa xocta npokcu-cepeepa.
* MopT:
Homep nopTta ana cBA3n ¢ NPOKCU-CEPBEPOM (ECIM HE YKa3aH — MCMOoSb3yeTcsl NopT
80 no ymom4aHmo).
* UmAa nonb3oBaTens:
Mms nonb3oBartens Ans ayTeHTudukaLmm Ha NpoKcu-cepeepe.
* Maponb:

Maponb onsa ayteHTnduKaLmm Ha NpPoKcu-cepBepe.

i MoppepxuBaetca 6as3osbi (Basic) Tun aBTopusaumn. Ecnm ayteHTudmkaumsa Ha
npokcu-cepBepe He TpebyeTcs, To nonsa Uma nonb3oBatensa v Maponb cneayet

OCTaBJIATb NYCTbIMU.

MpoBepka u 0GHOBIEHMKeE MO 3anpocy

B cekumm [JocTynHble OOHOBMEHUA BO3MOXHO BbIMOSHEHME OMepauui no 3anpocy C

NI =.

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.1.19 Pykoeodcmeo adMuHucmpamopa

Ob6HosrieHue komrioHeHmos CUE

NMOMOLLBIO CrieayHoLLKX KHOMOK:

* [I[poBepnUTL OOHOBNEHMUS:
[MpoBepka HammumMa OBHOBREHU MporpaMMHbIX Moayren. B criydae oBHapyxeHus
obHoBreHun oTobpaxaetca Bepcua obHoBneHuns n Pasmep ob6bHoBReHusa (B
BawTax).

» YcTtaHOBUTbL OOHOBReHua (onsa cnyyas, korga SoftControl Server n SoftControl
Admin Console ycTaHOBrEHbI HA OQHOM KOMMbIOTEPE):
lMpoBepka 1, B criydae obHapyxeHusl, peTpaHcrauma naketoB 06HOBNEHUIA C BHELLHNX
cepBepoB, ycTaHoBka ob6HoBneHnn SoftControl Server n SoftControl Admin Console.

» ObHOBUTbL cepBep (ana cnyyaa, korga SoftControl Server n SoftControl Admin
Console yctaHOBMEHbI HA pa3HbIX KOMMbOTEPAX):
lMpoBepka 1, B criydae obHapyxeHus, peTpaHcrauma naketoB 0O6HOBNEHUA C BHELLHNX
cepBepoB, ycTaHOBKa 0B6HOBEHUN cepBepHOro komnoHeHTa (SoftControl Server).

= OGHOBUTb KOHconb (onsa cnydas, korga SoftControl Server n SoftControl Admin
Console ycTaHOBEHbI HA pa3HbIX KOMMbIOTEPAX):
lMpoBepka n, B criydae obHapyxeHusi, ycTaHOBKa OBHOBIEHUA KOHCOMM ynpaBrieHUs
(SoftControl Admin Console).

i Mocrne o6HoBREHMA NporpamMMHbIX Moayren HacTporkm SoftControl Server n
SoftControl Admin Console, a Takxe nonb3oBaTenbckue punbTpbl SoftControl
Admin Console coxpanstoTcs. HakonneHHble cobbiTua B SoftControl Admin

Console xpaHaTca B b1, noaTomy npn 0OGHOBNEHUM HE 3aTparmBatoTCS.

B cekumm Ctatyc oGHOBREeHUsI OOCTyMHa MHOpMauMs MO TEKYLEW Bepcun WM NocreaHum

npoBeaeHHbIM onepaunam npoBepKn N yYCTaHOBKU oBGHOBEHWI.

na npMMeHeHnA N3MEHEHHbBIX YCTAHOBOK HaXXMUTE Ha KHOTKY COXpaHMTb.

5.2 HacTtpownka oGHOBJIeHUA aHTUBUPYCHbIX 6a3

[aHHass KkaTeropusi HacTpoek MO3BOSsIeT HacTpavBaTb W YNpaBisiTb  peTpaHcrsumen

aHTMBUPYCHbIX 6a3 krmeHTckoro komnoHeHTa SoftControl SysWatch ¢ BHewHnux (MHTepHeT)

cepBepoB (puc. Bknagka "O6HOBREHUs" ANs aHTVBMPYCHbIX 6a3 >°).

EE———————————— -
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»~ SoftControl Admin Console ]|

Oaiin Bag  Ounetps O mporpanme

H LE‘ d‘ g & @\;‘ﬂge\ﬁ '\‘@ 2t LH -:.i}'@a“Jl@

-
LY
Mporpaunsie uoaya | Anmusupycusie Gassi | M

* Pexum oBrosnesma | (" Nym obHosnenuii | { Crayc obosnenma | " Poctynmie obHosnerus |

O Bumniouero Url ofrosnerms: Mocneasss nposepxa: 07.11.2014 19:02:02 Bepeva obroenenna: 43992
O Toneko npoeepka

[ http://updates safensoft.com/kav/Updates/ 1 Pesynstat nocneasero obHosaenus: JocTynHo oS HOENEHWE Pazuep ofnosnenns: 125190417

@ Astomatnueckoe obroznenke

i ) Manka 418 coxparenas obosnerd ey
pEan Np - ra ofHo ) [Updateskav 1 Mocneasee yenewnoe obrosnenve:
AKTyanbHas BEPCMA aHTMEWPYCHEIX 633 HeT uHdopmaumm
[[] cnons3osats npokck-cepsep
Aspec: | }
Mopr: 0

Vs nonssosatens
Mapons:

WcTtopua ob6HoBASHWMA

TepeTaHuTE C104a MEILKOH 3aroN0S0K KOMIOHKIA AAR TRYTINMPOEKK AAHHLIX NO HEX

Moceaman nposepka Mocneanee ofonenme  KomnonenT Cratyc obHosnenvn Pasmep obHomnenns AxryanbHan sepcun  Hosan sepcun  fletanu

PucyHok 117. Bknagka "O6HoBneHua" ana aHTUBUPYCHbIX 6a3

HacTpownka pexxuma o6HOBNEHUA
B cekummn Pexxmum o6HOBNEeHUA BO3MOXEH BbIOOP TpeX pexvmoB paboTbl:

o BblkntoyeHo:
O6GHOBEHME B aBTOMATUYECKOM PEXMME OTKIMIIOYEHO.

o TonbKo npoBepKa:
SoftControl Service Center aBTOMaTuyeckn npoBepseT Hammyme OOHOBMEHMM Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOGHOBMEHMU(MUH.), HO He 3arpyxaerT uX.

o ABTOMaTMyeckoe o6HOBIEHMUE:
SoftControl Service Center aBTomatnieckn npoBepaeT Hanmume OOHOBMEHWA Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOHOBNEHMU(MMH.) M B crydae HaxoxgeHuss 6orfiee HOBbIX BepCU, Yem
YCTAHOBSEHHbIE, MNPOVCXOOUT peTpaHcraums obHoBreHwi 6a3  Ha  cepsep.
OGHOBEHME aHTMBMPYCHBbIX 6a3 OCYLLECTBISIETCS B paMkax OOGHOBIIEHNS KIMEHTCKOrO

komnoHeHTa SoftControl SysWatch '*® ¢ cosaaHHoro nokarnsHoro «3epkanan.

HacTpouka nyten oOHOBNeHUs 1 napamMeTpPOB NPOKCU-cepBepa

B cekummn NMyTn obHOBRNEHUA 3a4al0TCA criedyolme napameTpsbl:
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= Url oGHOBRNEHUA:
Ccbinka Ha BHewHun cepBep, no kotopon SoftControl Service Center nposepsieT

Harmyme obHoBeHUA. CCbIfKM 515 pasHblX aHTUBMPYCHbIX 6a3 onncaHbl B Tabn. 29.

Tabnuua 29. Agpeca o6HOBNeHUN aHTUBUPYCHbLIX 6a3

A.\HTI/IBVIpyCHbIe 6a3bl Kaspersky Anti-|http://updates.safensoft.com/ Updates\KAV
virus kav/
AHTUBVpYCHble 6a3bl Avira :/t‘lr;://updates.safensoft.com/ Updates\AV4

* [Tanka AnA coxpaHeHnsi OOGHOBNEHUM:
[MyTb coxpaHeHMs nakeToB OOHOBMEHMS C BHELHMX CepBEpPOB OTHOCUTENBbHO
anpektopun C:\ProgramData\softControl. lManknm Ana pasHbiX aHTMBUPYCHbIX ©a3

onuvcaHbl B Tabn. 29.

YcTtaHoBUTE (priaxkok Ucnonb3oBaTb NPOKCU-CepBep, €CrM COeaMHEHME C BHELLHUMMU
cepBepamu TpebyeTca OCyLECTBIISATL Yepes NpoKcu-cepeep. B atom crnyvae 3agante ero
napameTpbi:
= Aapec:
IP-agpec nwm NetBIOS-mmsa xocta npokecu-cepeepa.
* [opT:
Homep nopTta ana cBA3n ¢ NPOKCU-CEPBEPOM (ECIM HE YKasaH — MUCMOoSb3yeTcsl NopT
80 no ymom4aHmio).
* Ama nonb3oBartens:
MmMa nonb3oBaTena s ayTeHTUmkaLumm Ha npokcu-cepeepe.
* Maponb:

Mapornb ona ayTeHTUdUKaLUmM Ha NPoKCKu-cepBepe.

i MoppepxuBaeTtca 6asoBbin (Basic) Tun aBTopusaumn. Ecnm ayteHTudmkaumsa Ha
npokcu-cepeepe He TpebyeTcs, To nonss Umsa nonb3oBartens nlaponb creayet

OCTaBJIATb NYCTbIMU.

NMpoBepka u 06HOBNEHME NO 3anpocy
B cekumm [locTynHble OOHOBMEHUS BO3MOXHO BbIMOSHEHME OMepauui no 3anpocy C

NMOMOLLBIO Ccreaytouyx KHOMOK:

R N—————
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* [IpoBepuUTL O6HOBNEHUA (Kpome crnydast 6a3 Kaspersky Anti-virus):
lMpoBepka Hammuma OBGHOBIEHMM aHTUBMPYCHbIX 6a3. B crnyvyae oOGHapyxeHus
obHoBreHun oTobpaxaetca Bepcus obHoBneHus n Pasmep obHoBReHusa (B
Ganrax).

* YCTaHOBUTb OOHOBJIEHMUS:
lMpoBepka n, B criydae obHapyXeHusi, peTpaHCrsaumMa aHTUBUPYCHbIX Ba3 C BHELLHWUX

cepBepoB.

i Mo ymorManuto B noctasky SoftControl Service Center Bxoaut Npo6HbIN NMLEH3VOHHbIN
Krod k 6asam Kaspersky Anti-virus. Nocre ucteveHusi cpoka aencTems NpobHOro krova
obHoBneHve 6a3 Kaspersky Anti-virus cTaHOBUTCS1 HEBO3MOXHbIM. [1oaToMy nprobpeTtute
KOMMepYeckyto rmueHsno KAV 1 nomectute noslydeHHbIn hann nmueHsum ¢
pacuwmvpeHVeM .key B CrieayroLyin KaTtanor KOMnbioTepa C YCTaHOBSIEHHbIM KOMMOHEHTOM

SoftControl Server:

<kaTanor yctaHoBku SoftControl Server>\Tools\Updates\Plugins\KAV\

B cekumm CtaTyc OGHOBREHUA OOCTYNHa WHOpMauus MO TeKylleh Bepcum M nocreaHuM

npoBeneHHbIM onepaunamM NpoBEepKn N YCTaHOBKN 0OHOBNEHMI.

[N npUMeHeHVsa N3MEHEHHBIX YCTaHOBOK HAaXXMUTE Ha KHOMKY CoOXpaHUTb.

5.3 OoHoBneHue SoftControl Server n SoftControl Admin Console B
PY4YHOM pexume

1) 3anyctute ycTaHOBOYHbLIM nakeT Service.Center.msi BepcuM, Ha KOTOpPYlD HeobxoamMmo
npoussecTn O6HOBIEHME.
2) B okHe YctaHoBka SoftControl Service Center Haxmute Ha kHonky [anee (puc. 3amnyck

nporpaMmbl OGHOBIEHMS ).

- (]
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep yoTaHoBKM 0BHoBWT SoftContral Service Center Ha
KoMnbtoTepe, HawmuTe kHonky “Janee”, ytobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 118. 3anyck nporpamMmbl OGHOBNEHUsI

3) B cnyyae Bawero cornacusi, otmMeTbTe onuuio A NpUHUMar0 yCnoBUSl JIMLLEH3UOHHOIO

COrnaleHus 1 HaxmuTe Ha kHorky [lanee (puc. JIMLEH3MOHHOe corrallerme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogdykta rpynnel “Safe’n’Sec” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ feqyats ] [ Hazan ]I Hanee I [ OTmeHa ]

PucyHok 119. lluueH3snoHHoe cornaiueHve

4) HaxmuTe Ha kHorky O6HOBUTb (pyc. TOTOBHOCTb K OGHOBREHMIO 'Y).

- (]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

Bce roToBo K ycraHoBke SoftControl Service Center SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '&'YUaHosuTb J [ OTMEHA ]

PucyHok 120. FloToBHOCTb kK OGHOBMNEHUIO

135
5) [loxxautecb OKOHYaHUs npoLecca obHoreHus (puc. [Npouecc oBHoBEHUST ).
ﬁ Yeranoska SoftCentrol Service Center E'Fl
Haetr obHoenenne SoftControl Service Center SofcControl

MopowanTe, NoKa MacTep yoTaHoekK obHoenaeT SoftControl Service Center.

CocToRHKe:

Hazan fanee OTHEHE

PucyHok 121. MNpouecc o6HoBNeHus

6) MNocne noasneHna coobwenuss YecmaHoeka SoftControl Service Center 3agepweHa Haxmute

Ha kHonky MoToBo (puc. 3aBeplueHne o6HoBReH!s >°).

e ——————————————.——
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‘_'@ Yeranoeka SoftControl Service Center EI = @

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan MoToBO OTmeHa

PucyHok 122. 3aBepleHue 06HOBNEeHUA

5.4 OOHOBINEeHMe KNIMeHTCKNX KOMNOHEeHTOB

MNocne peTpaHcnaumm OBGHOBIEHMA C BHELLHUX cepBepoOB KIMMEHTCKMUE KOMIMOHEHTbI MOTyT ObITb

obHoBneHbl ¢ SoftControl Service Center cnegytowymm cnocobamu:

O lMNocrne nogkntodeHus Kk CepeucHomy LleHTtpy SoftControl SysWatch n SoftControl DLP

Client aBTomatmyeckn nepeknoyalTcsa B pexum obHoBneHun ¢ Hero. OGHOBrEHve

KOMIMOHEHTOB MNpom3BOAUTCA MO 3anpocy nocpencrtBoM co3aaHuA COOTBeTCTByI-OLLBVI

3agau ' wm no pacnucaHuio, ecrim oHO HactpoeHo Arsi SoftControl SysWatch ®® /
SoftControl DLP Client .

0 Haxogsacb B aBTOHOMHOM pexume paboTbl, SoftControl SysWatch takke moxeTt 6biTb

obHoBneH ¢ CepBucHoro LleHTpa. [nsa aTOro B HacTpovkax WUCTOYHUMKOB OOGHOBIEHUS

SoftControl SysWatch 4epes WHTEpPHET 3aMeHUTE NpedycTaHOBNEHHbIE ajpeca Ha

cooTBeTCcTBYtOLWME Tabn. 30 rokanbHble agpeca Ana HeobXxoaMMbIX KOMMOHEHTOB. [opT

CBA3WN C cepBepoM Mo ymosMaHuo — 8088. lMocrne npyMeHeHus1 yKka3aHHbIX HacTpOeK

0OHOBEHME MOXHO NPOU3BECTM NO 3anpocy vyepes UTT.

Taonuua 30. Agpeca o6HoBneHumn ¢ SoftControl Service Center

Core MporpaMMHBIE MOAY M http://<IP-agpec cepBepa>:<nopT CBA3N C cepBepom>/api/
updates/SNS
AV AV1 AHTVBUPYCHbIE Gasbl http://<IP-agpec cepBepa>:<nopT cBA3N C cepBepom>/api/
- Bitdefender updates/BIT
AV KAV AHTVBMPYCHble 6a3bl http://<IP-agpec cepBepa>:<nopT CBA3WN C cepBepomM>/api/
- Kaspersky Anti-virus updates/KAV
AV_AV3 AHTVBMPYCHble 6a3bl http://<IP-agpec cepBepa>:<nopT cBA3W C cepBepoM>/api/

EE—————————————————— -
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KomnoHeHT Apnpec

Commtouch Anti-virus updates/CT
AV-AV4 AHMBUDYCHble Baabl Avira http://<IP-agpec cepBepa>:<nopT cBA3N C cepBepom=>/api/
updates/AV4
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6. YoaneHune komnoHeHTOB SoftControl Service Center

Ypaanenve SoftControl Server n SoftControl Admin Console: B lNaHerm ynpasnenns Windows B

pasgene MNMporpammel (Programs) — Mporpammbl U1 KoMnoHeHTbl (Programs and Features)
Bblbepute SoftControl Service Center n Haxmute Ha kHonky Yaanutb (Uninstall).

YpaneHue o4HOro U3 KOMMNOHEHTOB:

1) B lMaHerm ynpasneHns Windows B pasgene Mporpammbl (Programs) — [Mporpammbl m
koMmnoHeHTbl (Programs and Features) Boibepute SoftControl Service Center n HaxmuTe Ha
kHonky U3meHuTb (Change).

2) B okHe YctaHoBKa SoftControl Service Center Haxwvute Ha kHonky Oanee (puc. 3anyck

nporpaMmbl yaanenus °8).

ﬁ Ycranoeka SoftControl Service Center EI = @

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl Service Center

MaCTep YCTaHOBKM NO3BONAET M3MEHMTE ocod yoTaHoBKM
WK yaaneHna komnoHeHTos SoftControl Service Center Ha
KOMNetoTepe, HaxmiTe kHomky "fanee”, uTofiel
MPOACIHUTE, MAKM KHOMKY "OTHMeHa", UTobbl BEIATH M3
MACTEPE YCTAHOBKN,

Hazan [ Janee ] [ OTMeHa

PucyHok 123. 3anyck nporpamMmMbl yaaneHus

3) BuiGepuTe onepauyio U3MeHUTDb (puc. Turbl onepaumin ).

4) BbibepyTe KOMMOHEHT Ans yaanenus (puc. BeiGop KOMNOHEHTOB Ans yaaneHus ©°°): HaxmuTe

Ha NUKTOrpamMmy KOMIMoHeHTa U B BbliNMagalolEeM MEHKO Bbl6€pI/ITe onumo KoMnoHeHT 6yp,eT

MONHOCTBLIO HeAocTyneH (puc. Onumv YCTaHOBKU KOMMOHeHTa ). lMocrie Toro kak Bce

YCTaHOBKUM 3aBEpPLLUEHbI, HAXXMUTE Ha KHOTMKY Oanee.
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ﬁ Ycranoeka SoftControl Service Center

b=l = s

HaMeHeHne, BOCCTAHOBMEHHE WK YAANeHHe YCTAaHOBKH

SoftControl
BribepTe onepalyo, KOTOPYIO CeAYET BelMONHUTE,

WsMEHMTE

Mo3BoNAET M3MEHWTE NEPaMETPbI YCTaHOBKW KOMOOHEHTOE.

BoCCTEHOBMTE

Wcnpasnetve ownbok B nocnegHeR yCTaHOBKE NYTEM BOCCTAHOBNEHHA
OTCYTCTEVHOWMX W NOBPEXAEHHE!X hEHN0E, APMEIKOE W 3aNWMCEl peecTpa.

YaanuTe

¥YoaneHue SoftControl Service Center ¢ KomnbloTepa.

PucyHok 124. Tunbl onepauumn

ﬁ Yeranoeka SoftControl Service Center EI =1 @

BuibopoyHan yCTaHOBKA

SoftControl
YKEHNTE KOHDMMYPaLMID YCTSHOBKM KOMMOHEHT 0B,

ﬂl’lﬂ H3MEHEHWA N3APAMETPOE YCTaHOBKH KaKoro-nMbo KoMNoHEHTa WENKHUTE
COOTBETCI'BYIOLLLMﬁ 3HE40K B PACMON0HEHHOM HIKE OAEPEEBE.

- &9 ~| softControl Server SoftControl Admin Console
f— =) ~ | Microsoft SQL Server 20
EI SoftControl Admin Console

KomnoreHT ocsoboaunt 96ME Ha
HECTKOM JWCKE,

4 m 3

[ Chpoc ][ Wcnonb3oBaHue aucka ][ Hasan ][ lanee ][ OTmMeHa

PucyHok 125. BbI6Gop KOMNOHEHTOB ANisl yAaneHus

=) bBynmeT yCcTaHOBNEH Ha NOKANBHbIA XECTKNA ANCK

8 KomnoHeHT ByAeT NONHOCTEHD YCTAHOBAEH HA NOKANEHBIN HECTKWA AMCK

=) KomnoHeHT ByaeT yCTaHoBAEH NPU HEOBXOAMMOCTH

X KomnoHeHT ByAET NONHOCTBIO HEAOCTYMEH

PucyHok 126. Onummn ycTaHOBKM KOMINOHEHTA

5) Haxkmute Ha kHornky U3mMeHUTb (puc. [0TOBHOCTL K yaaneHuo

139
).
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YoaneHue komroHeHmos SoftControl Service Cente

‘@ Ycranoeka SoftControl Service Center E' =] @

Bce rotoso K m3MeHeHno SoftControl Service Center SoftControl

HamiTe KHonky MameHnTs”, yTobbl HAYaTE YCTAHOBKY. HammiTe kHomky "Hasaan”,
YToBEI IPOBEPMTE MM M3MEHWTE NEPAMETPE! YCTEHOBKK, HaMMUTE KHonKy "OTHeHa",
yTobbl BEIATI M3 MECTEPE.

[ Hazaa ][ MsMEHMTE ] [ OTmeHa

PucyHok 127. T0TOBHOCTb K yaarneHuto

6) JoxauTeck okoHYaHWa npouecca yaanenus (puc. Mpouecc yoanexus ).
ﬁ Ycranoeka SoftControl Service Center EI’E‘@
MzMeHeHne SoftControl Service Center SoftControl

MoACHKAMTE, MOKE MACTED YCTAHOBKM M3MeHAeT SoftControl Service Center.

CocTosHme:

Hazan lanee

PucyHok 128. MNMpouecc yaaneHus

7) Nocne nosiBrieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe

Ha kHonky FoToBo (puc. 3aBepluenme yaaneHus ).

- (]
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YoaneHue komroHeHmos SoftControl Service Cente

ﬂ Ycranoexa SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 129. 3aBeplieHue yaaneHus

® B cnyyae, ecrm SoftControl Server 6bin yctaHoBrneH co BcTpoenHon CYB[, ynanexve

Microsoft® SQL Server® 2014 Express SP1 HeobxoamMmo npoumsBecTn BpydHyto. [ns
3TOro BbINOSNHUTE yaaneHve criegytlouyx anemeHtoB CYB/[] cTaHmapTHbIMK cpeacTBaMm
Windows:

* Microsoft SQL Server 2014,

* Microsoft SQL Server 2012 Native Client,

® Microsoft SQL Server 2014 Setup (English);

* Microsoft SQL Server 2008 Setup Support Files;

® Microsoft SQL Server 2014 Transact-SQL ScriptDom.

- ]
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7. JononHutenbHas uHdgopmauus

7.1 O cepTudukaTtax cepBepa

B HacTosiLem pasgene paccmaTpuBaloTCA HEKOTOpble BakHble acnekTbl KpunTorpadudeckoi
3auwnTbl kaHana cBasn mMexay CepBUCHbIM LIEHTPOM M KIMMEHTCKUMUW MpUIoXeHusmMu (aanee —

«KIMEeHTaMm»).

[Ons B3aumogenctsuss Mexay cepBepHbiM kKomnoHeHTom SoftControl Server u kmmeHtamu B
SoftControl Service Center ncnonebsyetca npotokon HTTPS. Bce aaHHble mexay cepBepoMm u
KOHEYHOM TOYKOM nepenaroTcs B 3almdpoBaHHOM Buae Mo 3aLMLEHHOMY KaHary, npyu 3TOM A4S

aBTOpPU3aLMM KIMEHTOB MCMOSb3YOTCA cepTudmkaTtbl cTangapTta X.509.
B npouecce pabotbl SoftControl Server reHepupyeT cregytouye Buabl CepTUmKaToB:

= KopHeBOW — faHHbIN cepTuUdmKaT SBseTcs cepTUdUKaToM yaAOCTOBEPSIOWEro LeHTpa B
pamkax CUB Ha ocHoBe CepsucHoro LleHTpa n nomewgetca B xpaHumwe Windows. Bce
ocTalbHble BUObl CepTUdUKATOB NPOAyKTa MOANUCAHbI KOPHEBLIM CepTUMKATOM, YTO
SABMAETCH OOHUM U3 KpUTEPUEB NX JOCTOBEPHOCTN.

= CepBepHbIN — cepTUdUKAT CEPBEPHON CTOPOHbI, UCMOSNb3YyEMbIN AN B3aUMOLEWNCTBUS C
KIMeHTamm n nomelwgemMoin B xpanmime Windows.

»  OOWMN KINEeHTCKUMN — cepTudmKaT KIIMEHTCKOM CTOPOHbI, UCMOSb3yeMbIN AnA pernctpaumm
KIMeHTOB Ha cepBepe. [aHHbIn cepTudukaTt sBnsseTcss odupm Ans BCeX HOBbIX KIMEHTOB WU

npeaHasHa4eH TomNbKo AJ19 NoAayn UMK NepBoro 3anpoca Ha cepBep. CepTudmkaT BCTPOEH B

3aLMPOBaHHbIi (aiin_KIMEHTCKUX HAacTpoek 2%, npUMeHsieMbln K KIMEHTY Ha KOHEeYHOW

TOYKe, a Takke BbIrpyKaeTcs B OTAESbHbIN dhaln no crieayroemMy nyTu:
C:\ProgramData\SoftControl\Client.pem
* WHaMBuAyanbHbIW KIWEHTCKUA — CcepTUdUKaT KIMEHTCKOM CTOPOHbI, BblgaBaeMbIN

cepBeEpHbIM KOMMNOHEHTOM MOCIe NnoaTBepPXaeHNA_permcTpaumnm 48 aOMUWHUCTPATOPOM Yepes

KoHcosb ynpasrenuns SoftControl Admin Console. [aHHbin cepTudmkat yHuKaneH Aans
KaXkdoro KrmeHTa, YTto AefiaeT HEBO3MOXHbIM HECaHKLUMOHMPOBAHHBIA JOCTYM K KaHarny CBA3N
NPy HanM4MM y 3MOYMbILLNEHHWMKOB YKPaAEHHOro WHAMBMAOYanbHOro cepTudukaTa Apyroro
KrmeHta wrm obwero ceptudukata. B criyvae ecrm goBepue K MHOMBMOyarbHOMY
cepTudmrKaTy rno Kakom-rmbo npuumHe YyTEPSHO WM UCTEK CPOK ero AevCTBUS, CyLLecTBYeT

BO3MOXHOCTb Bblayn Opyroro CepTI/IC*)I/IKaTa (o6HOBNEHME 44) UM ero OT3blB (OTKIIOHEHWE

pervctpaumm *%).

- (7B ]
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7.2 BoccTtaHOBNEeHMe CBSA3U C CepBepoM

B cucteme B3aumogencteus «knmeHT-cepeep» (B pamkax CUB Ha ocHoBe CepBucHoro LleHtpa)
CyLLeCTBYeT BEPOSTHOCTb BO3HUMKHOBEHMS CUTyauui, npu KOoTopbix IP-agpec cepBepa mMoxeTt
ObITb MBMEHEH aBTOMATUYECKK, HANPUMEP, NMPU BXOAE B CETb MNocre nepesarpysku. B aTom criyywae
KIMEHTCKME NPUIoXeHusl, B KOHdUrypauum KoTopbix NponMcaHbl Tonbko IP-agpeca koMmnbioTepa ¢
YCTaHOBIEHHbIM cepBepHbIM KomnoHeHToM SoftControl Server, a He ero ceTeBoe mms, TepsatoT
CBs3b C HUM. YTOGbI HE KOoppekTupoBaTb IP-agpeca Bpy4Hyl0 NOKanbHO B HACTPOMKaX KaXXOoro
KIMEHTCKOro KOMMOHEHTa, NpeaycMoTpeH (OyHKUMOHaN pe3epBHOro cepBepa BOCCTAHOBIEHWS.
[ns ero akTMBaLmm BbINOMHUTE Crieaylouye warmw:

1) OTkpowTe hbann KOHUrypaumm cepepa, PacnosioXeHHbIV MO CrieayroLLemMy nyTu:

C:\ProgramData\SoftControl\Server.Config.xml
2) B anemeHTe RescueSettings 3ameHute 3HaveHvie coriara Active Ha True.

3) JobaBbTe B aneMeHT RescueSettings noganeMeHTbl CreyroLero Buaa:

<Address Uri="<HoBblli IP-agpec wnu NetBIOS-ums cepepa>" Port="<nopT cBasu>" /

4) CoxpaHnTe n3mMeHeHus B hawne KoHuUrypaumn.

5) Uamenute NetBIOS-ums komnbioTepa ¢ yctaHoBreHHbIM SoftControl Server Ha
screstore.

6) MNepesarpysute komnbloTep C yctaHoBreHHbIM SoftControl Server ana npumeHeHus
HOBbIX HACTPOEK 1 UBMEHEHNSI CETEBOIO MMEHM XOCTa.

7)Mocne 3anycka cuctemHon cryxbbl SoftControl Server nopt 8888 pna pesepBHOro
noaknodeHust byaet aBTomaTndeckun gobdasneH B 6paHamayap Windows.

8) Mo nctedeHun 10 HeygadHbIX NOMbITOK MOAKIKOYEHM MO CNMCKY agpecoB, 3adaHHbIX B
HaCTPOMKaXx, KIMEHTCKME KOMMOHEHTbI ByayT npeanpuHuMaTth MOMbITKY NOAKIHOYEHUS K
pe3epBHOMY cepBepy C UMeHem screstore Ha nopt 8888 (no ymorManwo). lMocne
YCNeLHOro nogKmoYeHns no AaHHOMY ajpecy, KnmeHtam byaeT nepefaH 3afaHHbln B
HaCTpOMKax HOBbIM CIMCOK aApecoB cepBepa M NpousBeaeHa aBToMaTndeckas 3amMmeHa
CTaporo crnmcka agpecoB Ha 0OHOBMEHHbIN B HAcTporkax. [locrne Toro, Kak coeauHeHve
CO BCeMM nogkroveHHbIMn K CepBucHomy LIeHTpy knmeHTammn Gyaet BOCCTaHOBIIEHO,

ceTeBoe NMA cepBepa MOXeT ObITb M3MEHEHO Ha U3Ha4arnbLHoe.

- (E ]
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7.3 Pe3epBHoe konupoBaHue SoftControl Service Center

B HEKOTOPbLIX ClydadXx CylwecTByeT HeobXoaAMMOCTb B CO34aHUM  pe3epBHOW KOI'Il/‘Il/‘I144

komnoHeHToB CepBucHoro LleHTpa, ¢ uenbio JanbHenero BOCCTAHOBIIEHWS > MOMHOCTbLIO

paboTocnocobHom KoHUrypauum 6e3 noTepun CBS3M C KIMEHTCKUMU MPUIOXKEHNAMU Ha YOANEHHbIX

xocTax. Cryyau, K KOTOpbIM NPUMEHUMbI AaHHbIE OnepaLun:

= HeobxogumocTb nepeyctaHoBkn OC Ha komnbloTepe ¢ komnoHeHTamu SoftControl Service
Center;

*  HeobxogumocTb nepeHoca SoftControl Service Center Ha gpyron KOMNbIOTEP.

7.3.1 Co3paHue pe3epBHOW KONUU

PesepBHasa konus dgannoB SoftControl Service Center Bkmovaet B cebss Heobxogumblie Ons
BOCCTaHOBSIEHNS bairbl  KOHUrypaumm cepBepHoro KomnoHeHta SoftControl Server u

cepTUdMKaThl . Takke MOryT 6blTb COXpaHeHbl MONb3oBaTENbCKMe urbTpbl > SoftControl

Admin Console (onuuoHanbHO). YToObl co3maTb PE3EPBHYKD KOMWUIO, BLIMOSHATE CREOYHOLLYHO
nocrneaoBaTernbHOCTb AENCTBUN:
1) B ocHoBHOM MeHo SoftControl Admin Console Bbibepute nyHkT Bua — Pe3sepBHoe
KONMUpOBaHwMe.
2) B nosiBvBLIEMCSA OKHE ycTaHOBUTE Pexxum konupoBaHuA B obractn @aunbl cepBepa

(pvic. Cospanvie pesepBHOii ko ).

#~ PesepeHoe konMpoBaHue A

Daiinel cepeepa
IMyTb K AMpEKTOpMM TEHEEOTO KONMWPOBAHWA Ha CEpEEpE [ CreHepypoBaTL NogkaTanor |
[C:\SC backup'files\20140925121156848 l
| PeiM BOCCTAHOBNEHMA Konuposats
O/ PexkuM KOMMpOEaHMA
Dalinkl NoNLIOEATENLCKUX GUNLTPOS
TNokansHsli NYTh K AUPEKTOPUM TEHEEORD KONUPOEAHWA [ CreHepypoBaTk NOAKATANOR |
CASC backup\uf\20140925121417959 l
_ PeiM BOCCTAHOBNEHMA Konuposats
O PexkiM KONMpPOEaHMA
MNocnegras onepauws BwinonHeHa Ges ownbok 3aKphiTe

PucyHok 130. CoznaHue pe3epBHON Konuu

Beeoute nyTb OO0 KaTtariora, Kyda npeanosfiaraetcAad CoOXpaHUTb (ba|7|nb| pe3epBHO|7| Konun,

B cooTBeTCTBYloLLEe nore. Ecrm TpebyeTcs chopmMmpoBaTth NogkaTtasior C YHKabHbIM
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VI,EI,GHTI/I(bI/IKaTOpOM no BBeﬂéHHOMy nyTn, HaXXMHUTE Ha KHOIMKY CreHepMPOBaTb
noakaranor. Ecrm HaxaTb YKa3aHHyH0 KHOMKY npu nyctomM norie BBOAA, noakatasior

OygeT No ymoHaHuio pacnosiaratbCA B CrieaytoLen AMpekTopum:
C:\Windows\System32
Haxmute Ha kHonky KonupoBaTb, 4TOObl CcO34aTb pPE3EpBHYID KONWMIO dhanrioB Mo

BblGpaHHOMY nyTn. B HWKHeN YacTn okHa ByaeT oTobpaXkeH cTaTyc onepaumn.
3)[0na coxpaHeHus nosfb30BaTeNbCKUX PUbTPOB B OKHe Pe3epBHOe KonupoBaHue

(puc. Cosfanvie pes3epBHO komvm ) noBTOpUTE AECTBKA n. 2 Ans obractu daiinbl

nosib30BaTeNbCKUX PUNLTPOB.

Ecrm HaxaTtb kHonky CreHepupoBaTb nogkatanor npu Mnyctom rnorne BBOAQ,
nogkaTarnor OygeT no ymorMaHuio pacnosnaratbCca B Avpektopum yctaHoBku SoftControl
Admin Console.

4)B cnyyae, ecrm B[] CepsucHoro LleHTpa pacnonaraeTcss Ha BHeELWHeM cepBepe
(OTrM4HOM OT KOMMbIOTEPA C YCTaHOBrEHHbIMKU KommnoHeHTamu SoftControl Service
Center), coxpaHaTtb €€ konuio He TpebyeTtcsa. B obpaTHOM crydyae co3ganTte pe3epBHYHO
Tekywen B[] cpeactsamu Microsoft® SQL Server®.

7.3.2 BoccTaHOBIeHUEe U3 pe3epBHOU KON

[nsa BocctaHoBneHuns SoftControl Service Center n3 pesepBHON KONUU BbIMOSHUTE CrieayHOLLYHO

nocrnegoBaTelbHOCTb OENUCTBUI:

1) Mpownsseaute yctaHoBky SoftControl Service Center °' ToW xe BepcuM, 4TO MpU

M3HaYarbHOM pa3BEpPTbIBaAHWN.
2) BbinonHute BOCCTaHOBIEHNE paHee coxpaHeHHon B[ (B cryvyae HeobGxoamMmocTw).

3) NpowusseauTte NepBMYHYO HACTPOWKY cepBepa 19

4) B ocHoBHOM MmeHi0 SoftControl Admin Console Bbibepute nyHkT Bupg — Pe3epBHoe
KOnupoBaHue.

5) B nosiBuBLlEMCSA OKHE ycTaHoBuUTE Pexum BoccTaHoBneHus B obrnactm Paunbl

145)

cepBepa (puc. BocctaHoBrneHwe 13 pesepBHom komvm ). BBeaute nyTb A0 KaTanora ¢

paHee COXpaHEHHbLIMU (hannammn pe3epBHOM KOMUM B COOTBETCTBYIOLLEE MOSIE N HAXMUTE

Ha KHoMKy BoccTaHOBUTL. B HWkHE YacTn okHa ByaeT oTobpaxEH cTaTyc onepaumn.

- (]
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2 PesepEHOE KONMPOBEaHWE

Daiinel cepeepa

MMyTb K AMPEKTOPWM TEHEEOTO KOMMPOBAHWA Ha CEPEEpE

[ CASC backup\filesh\20140925121156848

'@' Pexum soccTaHoBAEHWA BoccraHoBuTe

[ PexvM KonMposaHna

MepesanycTiTe cEpEEp W KOHCONL ]

Dakinel n Kux &

JNokansHbIid NYTb K AUPEKTOPUM TEHEEOD KOMWPOBAHWUA

CASC backup\uf20140925121417959 l

'@' Pexum soccTaHoBAEHWA BoccraHoBuTe

| Pexim konmposaHia

Mocnegraa onepauns BeinonHeHa Ges ownbok. NepesanycTute cayskBy U KoH

PucyHok 131. BocctaHoBneHue U3 pe3epBHON Konuu

6) npl/l HeoOX0AMMOCTM BOCCTaAHOBIIEHMSI  MOSb30BaTENbCKMX (*)I/I.I'IprOB B OKHe

145

Pe3epBHOe konupoBaHue (puc. BocctaHoBEHVE 13 pe3epBHOM KONvUK ) NOBTOPUTE

aencteua n. 5 ana obrnacty @annbl Nofb30BaTeNbCKUX UNbLTPOB.
7) Haxxmute Ha kHonky lMepe3anycTuTb cepBep U KOHCONb Asia nepesanycka CUCTEMHOMN
cnyx6bl SoftControl Server n npyMeHeHWs1 BOCCTaHOBMEHHOM KOHGUrypaLmn.

8) ABTopuayittech >* B koHcomnm yripasneHus SoftControl Admin Console.

7.4 UCTOYHUKN

M CTOYHWKM gononHUTENbHOM MHGbOpMaLmmn NpuBeaeHs B Tabn. 31.

Tabnuua 31. BcnomMoratenbHasa AOKYMeHTaLuaA

PykoBogcteo nonb3oBatensa SoftControl ATM |PykoBOACTBO NO yCTaHOBKE, HAaCTPOWKe 1 paboTe C KIMEHTCKNM

Client komnoHeHTom SoftControl ATM Client.

PykoBogctBo nonb3oBatens SoftControl PyKkOBOACTBO MO yCTAHOBKE, HACTPOMKE U paboTe C KIIMEHTCKUM
Endpoint Client komnoHeHToM SoftControl Endpoint Client.

PykoBopctBo nonb3oarensi SoftControl PyKkOBOLCTBO MO YCTAHOBKE, HACTPOMKE U paboTe C KIMEHTCKUM
SClient komnoHeHToM SoftControl SClient.

PykoBoacteo no yctaHoBke SoftControl DLP  |PykoBoacTBO MO yCTaHOBKE M HACTPONKE KIIMEHTCKOro KOMMOHEHTa
Client SoftControl DLP Client.

- (5]
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8. AmnarHoctuka npobnem

B cnyyae BO3HVKHOBEHUsI Npobriem npu pasBepTbiBaHMM W yHKUmoHnpoaHum SoftControl
Service Center, B nepByto odepenb obpatutecb k oT4é€Ty SafenSoft B xypHane cobbituii
Windows. [1ns atoro oTtkpowte lMaHernb ynpasnenua Windows, Bbibepute pasgen Cuctema um
6e3onacHocTb (System and Security) - AamuHuctpupoBaHue (Administrative Tools), B HEM
oTkpowuTte cpencteo NMpocmoTp cobbiTUM (Event Viewer). B oTKpbIBLLEMCSA OKHE B MaHenM cresa
pasepHuTe kateropuo XXypHanbl npunoxeHun n cnyx6 (Applications and Services Logs) n B
Hel BblbepuTe xypHan SafenSoft. [pn aHanm3e owwmbok, npegynpexaeHun n yBeaOMIEHWA B
AaHHOM OT4ETe MOXeT ObiTb HalgeHa npuyMHa, Bbi3BaBLUAs COOM MpW yCTaHOBKe, 3arnycke u
YCTaHOBIEHUM COEMHEHUA Mexay KOMMoHeHTamu. Ecrm onpegenmTb NpudrMHY CaMOCTOSTENbHO
HEBO3MOXHO, NPUIOXUTE palribl TEKCTOBbLIX OTYETOB KOMMOHEHTOB K 3arnpocy B TEXHUYECKYHO

nognepxky SAFE ‘N SEC Corporation 8. Cnucok Heo6xoamMbIx danrnoB npmeegeH B Tabn. 32.

Taonuua 32. TekcToBble oT4€Tbl KOMNoHeHTOB SoftControl Service Center

Bug oTy4éTa KOMNOHEHTa MyTb Kk channy otyérta

OT4éT no paboTe KOHCOMM
ynpasneHus SoftControl <KaTanor ycTaHoBku SoftControl Admin Console>\logs\ConsoleDetailedLog.txt
Admin Console

OT4éT no pabote
CEepBEepHOro KOMMoOHeHTa <KaTanor yctaHoeku SoftControl Server>\logs\ServerDetailedlLog.txt
SoftControl Server

OC Microsoft® Window s® XP, Microsoft® Window s® Server 2003:
C:\Documents and Settings\All Users\Application Data\S.N.Safe&Software\Safe'n'Sec

CuCTEMHBIN OTYET \Reports\system_<Aag.Mm.rr>_<44.MM.CC.MMM>.txt
KIMMEHTCKOro KOMMOHEHTA OC Microsoft® Window s® 7, Microsoft® Window s® Server 2008, Microsoft® Window s® 8, Microsoft®
SoftControl SysWatch Window s® Server 2012:

C:\ProgramData\S.N.Safe&Software\Safe'n'Sec\Reports\system_<an.mm.rr>_
<Y4Y.MM.CC.MMM> . txt

-— (W]
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9. TexHUYecKasa nogagepxka

Mpn BO3HMKHOBEHMM BOMPOCOB MO YCTaHOBKe, HacTpolike n pabote SoftControl Service Center Bl

MOXeTe 00paLaTbCA B TEXHUYECKYO NOAAEPXKKY MO SNEKTPOHHON noyTe support@safensoft.com B

KPYrroCyTO4YHOM peXxXnMme.

- (5]
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10. MpunoxeHue

10.1 YctaHoBKa n HacTpomnka Microsoft® SQL Server® 2008

Hwke npvBeaeHa MHCTPYKUUst o yctaHoBke M HacTponke CYB[ Microsoft® SQL Server® 2008

AN €€ COBMECTHOro NpUMeHeHUst ¢ nporpammMHbiM npoayktom SoftControl Service Center.

MopgrotoBka Kk yctaHoBKe Microsoft® SQL Server® 2008

I'Iepe,q yCTaHOBKOIZ y6€LWITer, YTO CUCTeMa yaosrieTtBopAaeT MUHUMAlTbHbIM TpeboBaHuAM

K_obopyooBaHnio 1 MO ana yctaHoBku M 3anycka Microsoft® SQL Server® 2008 u, B

Clnydae Hann4usA HECOOTBETCTBUM 3asiBfIEHHbIM Tpe6OBaHVIFIM, yCTpaHute uxX OO0 Ha4vara

YCTaHOBKMW.

YctaHoBka Microsoft® SQL Server® 2008
1) 3anyctute yctaHoBO4HbIN haiin Microsoft® SQL Server® 2008.
2) B okHe LleHtpa yctaHoBkn SQL Server (SQL Server Installation Server) otkpoure

pasgen Installation n BbiGepute TUN yctaHoBkn New SQL Server stand-alone

installation or add features to an existing installation (pvc. Pasgen "Installation

n 149).

T4 SQL Server Installation Center

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

Fb §6T Server2008

[P | e | O

Lﬁ Mew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install QL Server 2008 in a non-clustered environment or to add features
to an existing SQL Server 2008 instance.

LH Mew SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2008 failover cluster.

” im‘ Add node to a SQL Server failover cluster
=
s

Launch a wizard to add a node to an existing SQL Server 2008 failover cluster.

ﬁ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before
you upgrade, you should run the Upgrade Advisor to detect potential problems.

_il Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.

PucyHok 132. Pasgen "Installation™
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3) B pasgene Setup Support Rules BbINonHseTca npoBepka Ha BO3MOXHbIE NMPOBrembl,
KOTOpbl€ MOryT BO3HUKHYTb MpPW YCTAaHOBKE BCMOMOraTesibHbiX )anrioB YCTaHOBKM
Microsoft® SQL Server® 2008 (puc.[lpoBepka__ npobrnem npwu ycTaHOBKe

150
)-

BCromorartesbHbiX _dannos Ouwmbkn porpkHbl  ObITb  UCMpaBrieHbl  Nepea

NPOAOITKEHNEM YCTaHOBKW. Ecrm npobnem HeT, To Haxkmute Ha KHorky OK.

%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

e detas <<

View detailed report

Rule Status

@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Paszzed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on SQL Server installation media Passed
oK ] [ Cancel ] Help

PucyHok 133. NMpoBepka npo6nem npu yctTaHOBKe BCrnoMmoraTesnbHbIX ¢pannos

4)B pasgene Product Key Bbibepute BapuaHT Enter the product key, BBegute

NMUEH3NOHHBIN Krtod ans Microsoft® SQL Server® 2008 n Haxmute Ha kHonky Next

(pvic. Pasgen "Product Key" ™).

EE—————————————————— -
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75 SQL Server 2008 Setup =N =20 o)
Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify a free edition of SQL Server or provide a SQL Server product key to validate this instance of
SQL Server 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product
packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

Setup Support Files expiration. To upgrade from one editicn to ancther edition, run the Edition Upgrade Wizard.

License Terms

() Specify a free edition:

Enterprise Evaluation

@ Enter the product key:

< Back l Mext > ] l Cancel

PucyHok 134. Paszpgen "Product Key"

5) MNpouunTanTte ycroBms MMUEH3NOHHOro cornawenns (License Terms) u, ecrmm Bbl ¢ HUMn

corracHbl, To yctaHosute doriaxok | accept the license terms n Haxmute Ha KHOMKY

Next (pvic. Pasgen "License Terms" ™).

75 SQL Server 2008 Setup =N =20 o)

License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms.

Product K -
S MICROSOFT EVALUATION SOFTWARE LICENSE TERMS F
R MICROSOFT SQL SERVER 2008 EVALUATION EDITION

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

* updates,

* supplements,

+ Internet-based services, and

* support services

53 :
Copy  Print

I accept the license terms.

| <Back || New> || Concel

PucyHok 135. Paspgen "License Terms"
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6) B pasgene Setup Support Files Haxwvute Ha kHornky Install (puc. Pasgen "Setup

" 152).

Support Files

4 SQL Server 2008 Setup =& &=
Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:

License Terms Feature MName Status

SelpEupputbles . Setup Support Files

[ <Beck || msal || concel

PucyHok 136. Paspen "Setup Support Files"

7) B pasgene Setup Support Rules BbiNnonHseTcs npoBepka Ha BO3MOXHbIE NMPOGnembl,
KOTOpble MOryT BO3HUKHYTb MNPV YCTAHOBKE BCMOMOraTesbHbiX (halnoB YCTaHOBKM

Microsoft® SQL Server® 2008 (puc. Paszgen "Setup Support Rules". Moapo6Hbie

152
)

JaHHble . Oumbkn OOrKHbI ObITb ncnpaslieHbl nepen npoAoJpkeHWeEM YCTaHOBKW.

Ecrm npobrem HeT, To HaxkmuTe Ha kHomnky Next.

- (7B ]
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%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Disk Space Requirements

Error and Usage Reporting Hide details <<

Installation Rules View detailed report

Feature Selection

Ready to Install
Installation Progress Rule Status ol
Complete Fusion Active Template Library (ATL) Passed

Unsupported SQL Server products Passed
Performance counter registry hive consistency Passed

Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed

m

Previous CTP installation Passed
Consistency validation for SQL Server registry keys Passed

Computer domain controller Passed

Microsoft MET Application Security Passed

LIS

Edition WOWG4 platform Passed

< Back l Mext > ] l Cancel ] l Help

PucyHok 137. Paspen "Setup Support Rules". Noapo6Hble AaHHbIe

8) B pasmene Feature Selection Haxwvute Ha kHOnky Select All, ykaxute nyte Ang

yctaHoBku B nosie Shared feature directory n Haxxmute Ha kHonky Next (puc. Pasgen

"Feature Selection" ).

% SQL Server 2008 Setup =N =20 o)
Feature Selection

Select the Standard features to install. For clustered installations, only Database Engine Services and Analysis Services can

be clustered.
Setup Support Rules Features: Description:
ot Salectin Instance Features * | Server features are instance-aware and have
Instance Configuration Database Engine Services their own registry hives. They support
Disk Space Requirements SQL Server Replication multiple instances on a computer.
Server Configuration FuI!-Text .Search
. . . Analysis Services
Database Engine Configuration Reporting Services
Analysis Services Configuration Shared Features =
Reporting Services Configuration Business Intelligence Development Studio
Error and Usage Reporting Client Tools Connectivity
. ntegration Services
Installation Rul [ Integration Servi
nstallation Rules
Client Tools Backwards Compatibility

Ready to Install Client Tools SDK i
Installation Progress SQL Server Books Online
Complete Management Tools - Basic

Management Tools - Complete -

Select Al || Unselect Al |
Shared feature directory: C\Program Files\Microsoft 5QL Server', E

’ < Back ” Next > ” o ” Help ]

PucyHok 138. Paspen "Feature Selection”
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9) B pasgerne Instant Configuration Bbibepute napametp Default Instance n Haxvute

Ha kHorky Next (puc. Pasgen "Instance Configuration” ™).

¥4 SOL Server 2008 Setup |

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules @ Default instance
JEdine e ©) Named instance: MSSQLSERVER
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID: MSSQLSERVER
Database Engine Configuration
e ST G e Instance root directory: C:\Program Files\Microsoft SQL Server', E
Reporting Services Configuration
EnpgandlPsaneReparig ol S e CAProgram Files\Microsoft SQL Server\MSSQLL0. MSSQLSERVER
Installation Rules X X X X X
Analysis Services directory:  C\Program Files\Microsoft SQL Server\M5AS10.MS5QLSERVER

Ready to Install

. Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSR510.MSSQLSERVER
Installation Progress
Complete Installed instances:

Instance Features Edition Version Instance ID

[ < Back H Next > H G H Help

PucyHok 139. Paspgen "Instance Configuration™

10) B pasgerne Disc Space Requirements Haxxmute Ha kHonky Next (puc. Pasgen "Disc

Space Requirements" '**).

- (]
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1 SQL Server 2008 Setup |

Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:
Feature Selection =-{2 Drive C: 2684 MB required, 20694 MB available
Instance Configuration Systern Drive (C:\): 1256 MB required

Shared Install Directory (C:\Program Files\Microsoft SQL Server\): 784 MB required

Disk Space Requirements i
- Instance Directory (C:\Program Files\Microsoft SQL Server\): 644 ME required

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

[ < Back H Next > H G H Help

PucyHok 140. Paspgen "Disc Space Requirements”

11) B pasgene Server Configuration Ha Bknaagke Service Accounts HaXXMUTE Ha KHOIMKY

Use the same account for all SQL Server services (puc. Bknagka "Service Accounts”

pasgena "Server Configuration" '>®).

B oTkpbiBLIEMCS OKHE BbIOepuTe yyeTHyo 3anuce NETWORK SERVICE v HaxwvuTte Ha

kHornky OK (puc. YuéTHas sanvch '°°).

Ha Bskragke Collation gna komnoHeHToB Database Engine n Analysis Services

yctaHoBute napameTp Cyrillic_General _Cl_AS (pwuc. Bknagka_"Collation" pasgena

"Server Configuration" ™).

- (]
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% SQL Server 2008 Setup =[] = |

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

e rneeanTntanon Microsoft recommends that you use a separate account for each SQL Server service. =
Disk Space Requirements Service Account Name Password Startup Type
Server Configuration Manual

Database Engine Configuration SQL Server Database Engine Automatic
Analysis Services Configuration SQL Server Analysis Services Automatic
Reporting Services Configuration Sql Server Reporting Services Automatic E
Error and Usage Reporting SQL Server Integration Services 1. | NT AUTHORITY\Metw... Automatic
Installation Rules § . . |
Ready to Install -
Installation Progress Use the same account for all SQL Server services

Complete

These services will be configured automatically where possible to use a low privilege account.
On some older Windows versions the user will need to specify a low privilege account. For
meore infermation, click Help. il

< [T G

[ < Back H Next > H G H Help ]

PucyHok 141. Bknagka "Service Accounts” pasgena "Server Configuration”

Use the same account for all SQL Server 2008 services

Specify a user name and password for all SQL Server service accounts,

e e T AUTHORITYAMETWORK SERVICE] - T

Pazoword:

ok || caneel |

PucyHok 142. YyéTHaa 3anucb

ESS——————————————————— -
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75 SQL Server 2008 Setup =N =20 o)

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

Instance Configuration paEaEE

Disk Space Requirements Cyrillic_General_CI_AS

Server Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Database Engine Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Analysis Services Configuration ol el

Reporting Services Configuration T
y :

Error and Usage Reporting
Installation Rules Cyrillic_General_CL_AS
Ready to Install Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

. insensitive
Installation Progress

Warning: The Database Engine and Analysis Services collations are not the
same.

Complete

[ < Back H Next > H G H Help

PucyHok 143. Bknagka "Collation"” pasgena "Server Configuration”

Ana atoro Haxmute Ha kHonky Customize ana komnoHeHta Database Engine, B
OTKPbIBLLEMCSI OKHe YycTaHoBuTe nepekrodvatens B noroxeHne Windows collation
designator and sort order, B Boinagatowem criucke Collation designator Boibepure
napametp Cyrillic_General, yctaHoBute ¢raxok Accent-sensitive n Haxmute Ha

kHorky OK (puc. YcTaHoBka napameTpoB "Collation” ans "Database Engine" ™).

- (]
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Customnize the SQL Server 2008 Database Engine Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General T
[ Binary [] Binary-code point
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

(0) SQL collation, used for backwards compatibility

5QL_Hungarian_CP1250_CI_AS -
5QL_Hungarian_CP1250_C5_AS L
SQL Icelandic_Pref_CP1_CLAS (u
SQL_Latinl_General _CP1_CI AL

Collation description:

Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode
Data, 5QL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

oK ] [ et

PucyHok 144. YctaHoBKa napameTpoB "Collation” ana "Database
Engine"

Haxxmute Ha kHonky Customize ana komnoHeHTa Analysis Services, B OTKpbIBLLEMCSA
okHe B Bbinagawowem crucke Collation designator Bbibepute napametp
Cyrillic_General, yctaHoBute drnaxok Accent-sensitive 1 Haxmute Ha kHornky OK

(puc. YcTtaHoBka napameTtpoB "Collation" gna "Analysis Services" 158).

- (]
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Customnize the SQL Server 2008 Analysis Services Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General hd
Binary Binary-code point
¥ Y P
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

| ok || conce |

PucyHok 145. YctaHoBKa napameTpoB "Collation” gna "Analysis
Services"

B pasgene Server Configuration Haxwmute Ha kHonky Next ans npoposrvkeHus
YCTaHOBKM.

12) B pasgene Database Engine Configuration Bbibepute napametp Mixed Mode v
3agaute naponb AnA yd4étHom 3anvcu Built-in SQL Server system administrator

account B none Enter password n ero noarsepxaenve B none Confirm password
n' 159

(puc. Pasgen "Database Engine Configuration" ™). Haxvute Ha kHonky Add Current
User n ybeguteco, 4to B cnvucke Specify SQL Server administrators otobpaxaetcs

TeKylaa cucteMHas y‘-IéTHaﬂ 3annCb, NOCJIiE Yero HaXXKMuUTe Ha KHOMKY Next.

- (]
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¥4 SOL Server 2008 Setup

(= | e | B

Database Engine Configuration

Specify Datalrase Engine authentication security mode, administrators and data directories.

Setup Support Rules
Feature Selection
Instance Configuration
Disk Space Requirements

Server Configuration

Datak Engine Config
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Account Provisioning | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mecde
(©) Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Built-in SQL Server system administrator account

Enter password: ssssssss

Confirm password: ®eeessss

Specify SQL Server administrators

admin (admin} SOL Server
administrators have
unrestricted access to

l Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 146. Paspgen "Database Engine Configuration™

13) B pasgene Analysis Services Configuration Ha Bknagke Account Provisioning

Haxkmute Ha kHorky Add Current User u ybeautecb, 4to B cnincke Specify which

users have administrative permissions for Analysis Services otobpaxaeTtcs

Tekylwas Y4ETHaa 3anucb, Nocre Yero Haxmute Ha kHorky Next (puc. Pasgen "Analysis

Services Configuration" *®).

- (]
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% SQL Server 2008 Setup =N =20 o)

Analysis Services Configuration

Specify Analysis Services administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories

Feature Selection

s e Era Specify which users have administrative permissicns for Analysis Services.

Disk Space Requirements admin (admin) Analysis Services

administrators have
unrestricted access to
Database Engine Configuration Analysis Services,

Analysis Services Config

Server Configuration

Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 147. Paspgen "Analysis Services Configuration™

14) B pasgene Reporting Services Configuration BbiGepute napametp Install the

native mode default configuration 1 Haxwute Ha kHOnky Next (puc. Pasgen

"Reporting Services Configuration" ®").

¥4 SOL Server 2008 Setup |

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup S rt Rul _
CLSs S @ Install the native mode default configuration.

Feature Selection
Setup will install the report server and configure it in Mative mode to use the default values. The

Instance Configuration
report server is usable as soon as Setup is finished.

Disk Space Requirements
Server Configuration () Install the SharePoint integrated mode default configuration.

e L o Setup will create the report server database in SharePoint integrated mode and configure the
Analysis Services Configuration report server to use the default values. However, integrated operations will not be supported until
Reporting Services Configuration a minimal installation of a SharePeoint product or technology is deployed on the report server
Erer o U R computer and the Beporting Services Addjin for SharePoint Technologies is ins.talled and
configured on the instance of the SharePoint product or technology you are using.

Installation Rules

Ready to Install (@) Install, but do not configure the report server.
Installation Progress Setup will install, but will not configure, the report server software. After installation is finished,
Complete you can use the Reporting Services Configuration tool to set options that are required to run the

report server.

’ < Back H Next > ” o ” Help

PucyHok 148. Paspen "Reporting Services Configuration”
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15) B pasgene Error and Usage Reporting Haxxvute Ha kHornky Next (puc. Pasgen "Error
162
n ).

and Usage Reporting

1 SQL Server 2008 Setup

o] =

Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Microsoft Update to medify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

View the Microsoft policy for SQL Server privacy and data collection.

Read mere abeout Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
setting only applies to services that run without user interaction.

Installation Progress
Send feature usage data to Microsoft. Feature usage data includes information about your

Complete
O hardware configuration and how you use Microsoft software and services.

’ < Back H Next > ” o ” Help

PucyHok 149. Paspgen "Error and Usage Reporting"

16) B pasgerne Installation Rules BbinonHaeTcs npoBepka Ha BO3MOXHble Mpobrnembl,

KOTOpble MOryT BO3HUKHYTb npu yctaHoBke Microsoft® SQL Server® 2008 (puc. Pasgen

n' 162

"Installation Rules" ™). Ecrm ouwmbok He HangeHo, To Haxkmute Ha kHomkKy Next.

- (B ]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.1.19 Pyxog0dcmeo adMuHUcmpamopa

% SQL Server 2008 Setup = | [
Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 11. Failed 0. Warning 0. Skipped 0.

e e =

Instance Configuration

Disk Space Requirements Hide details <<

Server Configuration View detailed repert
Database Engine Configuration
Analysis Services Configuration Rule Status nd
Reporting Services Configuration @ Same architecture installation Passed
Error and Usage Reporting @ Cross language installation Passed
Installation Rules @ Existing clustered or cluster-prepared instance Passed
Ready to Install @ Reporting Services Catalog Database File Existence Passed =
lcialltioplRieqiEss @ Reporting Services Catalog Temporary Database File Existence Passed
ComplEs @ SQL Server 2005 Express tools Paszzed
@ Operating system supported for edition Passed
() | FAT32 File System Passed b
@ SQL Server 2000 Analysis Services (64-bit) install action Paszzed
= -
l < Back ] l Mext > ] l Cancel ] l Help

PucyHok 150. Paspgen "Installation Rules"

17) B paspgene Ready to Install npoBepbTe coctaB ycTaHaBMBaeMbIX KOMMOHEHTOB U

HaXxMUTe Ha kHonky Install (puc. Pasaen "Ready to Install" ).

] SQL Server 2008 Setup =n =S
Ready to Install

Verify the SQL Server 2008 features to be installed.

Setup Support Rules Ready to install SQL Server 2008:

Feature Selection = Summary i

Instance Configuration .. Edition: Standard

Disk Space Requirements - Action: Install i

ST T =N Gieneral Configuration —
- ] . [=)- Features

Database Engine Configuration .. Database Engine Services

Analysis Services Configuration - QL Server Replication

Reporting Services Configuration - Full-Text Search

Error and Usage Reporting - Analysis Services
- R rting Servi

Installation Rules SROTING SSrices _
- Business Intelligence Development Studic

Ready to Install - Client Tools Connectivity
Installation Progress - Integration Services
Complete - Client Tools Backwards Compatibility
- Client Tools SDK
« EAL Comio Dot At .

Configuraticn file path:

CA\Program Files\Microsoft SQL Server\1004Setup BootstraphLogh20120925 1502000 CenfigurationFile.ini

[ < Back H Tnstall ” o H Help

PucyHok 151. Paspgen "Ready to Install”
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18) B pasgene Installation Progress otobpaxaeTcsa npouecc ycTaHOBKM KOMMOHEHTOB

Microsoft® SQL Server® 2008 (puc. Pasgen "Installation Progress
%3 SQL Server 2008 Setup li“i“é‘

" 164)-

Installation Progress

Setup Support Rules Performing Windows Installer actions.

ki [

Instance Configuration

Disk Space Requirements Install_sgl_common_core_Cpu32_Action : Installlnitialize.
Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete

Mext > ’ Cancel ] ’ Help

PucyHok 152. Paspgen "Installation Progress”

[Mocrne OKOHYaHUS yCTaHOBKWM Haxxmute Ha KHornky Next.

[ns 3aBepLLeHns yctaHoBKM B pasgernie Complete HaxkmuTe Ha kHorKy Close

(puc. Pasgen "Complete” '*).

- (]
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¥4 SOL Server 2008 Setup |
Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Feature Selection C:\Program Files\Microsoft SQL Server\1004Setup Bootstraphl ogh20120925 1502004Summary VM-

Instance Configuration AS-WEIRUXE6 20120925 150200.0¢

Disk Space Requirements i i i
Information about the Setup operation or possible next steps:
Server Configuration

eefeoae e Gt @Your SQL Server 2008 installation completed successfully.
Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

] Supplemental Information:
Installation Progress

Complete [The following notes apply to this release of SQL Server only.

»

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the
Microsoft Update Web site <http://go.microsoft.com/fwlink/7Linkld=108409> at
http://go.microsoft.com,/fwlink/?Linkld=1084089.

[ Close H Help

PucyHok 153. Pasgen "Complete”

10.2 [Jo6aBneHune komnoHeHTa Desktop Experience

[MpumeyaHve: npogemMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.
1) Otkpoute ocHacTky Server Manager u3 pasgeria Administrative Tools meHio Start.
Mepengute B pasgen Features n B obrnactn Features Summary Haxmute Ha kHornky Add

Features (puc. Ochactka Server Manager '®).

E. Server Manager 18 %(
Fie Acon View Help ‘
e slml I,
T Sene e (MRS 1B
5 Rales
&

3 Diagrostics View the status of features installed on this server and add or remaove features,

5if} Configuration &

4 storage

~) Features Summary [ Features Summary Help
~) Features: 0 of 41installed &b Add Features

8 Remove Features

£ Last Refresh: Today at 1:48 PM  Configure refresh

\
PucyHok 154. OcHacTka Server Manager
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2) B nosismBwemca okHe Add Features Wizard yctaHoBute cdraxok y komnoHeHTa Desktop

Experience (puc. Bbi6op koMnoHeHToB Anst fobaBneHvs ) (B Microsoft® Windows® Server

2012/2012 R2: User Interfaces and Infrastructure — Desktop Experience).
[uddreaweswzand =
."T[;.

Select Features

Features Select one or more features to install on this server.

Caonfirmation Features: Description:
Desktop Experience i
Progress ] .NET Framework 3.5.1 Features | Desktop Experience indudes features

of Windows 7, such as Windows

Results D Background Inteligent Transfer Service (BITS) Media Player, desktop themes, and

[[] BitLocker Drive Encryption photo management. Desktop
[[] BranchCache Experience does not enable any of the
[] Connection Manager Administration Kit Windows 7 features; you must

FEre e manually enable them.
D DirectAccess Management Console
|:| Group Policy Management
[] 1nk and Handwriting Services
[] internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
[] Message Queving
] Multipath 1j0
[ Metwork Load Balancing
[] Peer Name Resolution Protocol
[] Quality Windows Audic Video Experience
] Remote Assistance
[] Remote Differential Compression

Iﬂ ["] Remote Server Administration Tools | _'LI
4 »

Mare ahout feahires

< Previous | MNext = | Install I Cancel I

PucyHok 155. Bbibop KOMNOHEHTOB Ans Ao6aBneHUA

3) Npu nossBrieHUM ananoroBoro okHa ¢ nHpopmaumen o HeobxoaMMocTn fobaBNEHNA CBA3AHHbIX

komrnoHeHTOB BbiGepute BapuaHT Add Required Features (puc. 3anpoc po6asneHus

166
CBA3aHHbIX KOMIMNOHEHTOB )
x
--"‘: Add features required for Deskitop Experience?
N =
— | You cannot install Desktop Experience unless the required features are also installed.
Features: Description:
[= Ink and Handwriting Services Ink snd Handwriting Services includes [nk
Ink Support Support and Handwriting Recognition.
| Add Required Features I Cancel |
Why are these features required?
@ are these features requi o

PucyHok 156. 3anpoc no6aBneHus cBsi3aHHbIX KOMIMOHEHTOB

4) Y6eputecb, 4to komnoHeHT Desktop Experience BbiOpaH u Haxmute Ha kHOrky Next

(pvc. Bbi6op KOMMOHeHTOB Anst Jo6asneHus ).

- (5]
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Add Features Wizard x|

ﬁ%l Select Features

Confirmation

Progress

Results

Select one or more features to install on this server.

Features:

Pykosodcmeo aOmMuHUCmpamopa

Description:

] .NET Framework 3.5.1Features
[] Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache
|:| Connection Manager Administration Kit
D cperience
|:| DirectAccess Management Console
D Group Policy Management
[E] 1k and Handwriting Services
[] Internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
D Message Queuing
[] multipath 1j0
[ Metwork Load Balancing
[ Peer Name Resolution Protocol
[ quality windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression

Fi |1 Remate Server Administration Tools
4

Desktop Experience indudes features
of Windows 7, such as Windows
Media Flayer, desktop themes, and
photo management. Desktop
Experience does not enable any of the
‘Windows 7 features; you must
manually enable them.

| of

Mare ahout features

< Previous

Next > I

Install I Cancel |

PucyHok 157. Bbibop KOMNOHEHTOB Ans Ao6aBneHuA
5)Ha ware Confirmation Haxwvute Ha kHomky Next (puc.[logTBepxaenve aobasnenvs

KOMMOHeHTOoB 7).,

Add Features Wizard x|

=i l Confirm Installation Selections

Features
Progress

Results

Toinstall the following roles, role services, or features, dick Install.

® 1informational message below

Desktop Experience

#) Ink and Handwriting Services

Ink Support

Print, e-mail, or save this information

< Previous |

@ This server must be restarted after the installation completes.

Next > | Install I

Cancel |

PucyHok 158. MoarBe pxxaeHne no6aBneHUss KOMMNOHEHTOB

6) Joxautech 3aBepLLeHUs ycTaHOBKM (puc. [Npouecc ycTaHoBKK

167
).
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lNpuroxeHue

Add Features Wizard

ﬁg,:?l Installation Progress
Features The following roles, role services, or features are being installed:

Confirmation
Desktop Experience

Ink and Handwriting Services

Results

3_

Installing...

< Previous | Next = | Install Cancel

PucyHok 159. MNMpouecc yctaHOBKMU

7) Ha ware Results HaxmuTe Ha kHorky Close (puc. 3aBeplieHiie [06aBeHs KOMIOHEHTOB ')

8)B ananoroBomMm OKHE C MnpearioXxeHnem rnepesarnycka CUCTeMbl Bbl6epVITe Yes, nocrne 4ero

cuctema OymeT oOTnpaBrieHa Ha nepesarpysky OS99 3aBeplLeHVs ycTaHoBKM (puc. 3anpoc

nepesarpysku '°%).

9)Mocrne nepesanycka cucteMmbl B nosiBuBleEMcss OkHe Resume Configuration Wizard

ybeautecb, 4TO BCe Tpebyemble KOMMOHEHTbl YycTaHoBreHbl YycrnewHo (Installation

succeeded) n HaxmuTe Ha KHomKy Close (puc. PesynbtaT go6aBneHns KOMIOHEHTOB ).

B
ﬁ%ﬂg Installation Results

Features
One or more of the following roles, role services, or features require you to restart:

Confirmation
! 2 warning messages below
Progress (.

1, ‘You must restart this server to finish the installation process.

#) Ink and Handwriting Services /1. Restart Pending

1\, You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

< Previous | MNext = | Close I Cancel |

PucyHok 160. 3aBepLueHue gob6aBneHNA KOMNOHEHTOB
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lNpuroxeHue

Add Features Wizard

@ Do you want to restart now?
This server must be restarted to finish the installation

process. You cannot add or remove other roles, role services,
or features until the server is restarted.

Yes Mo |

PucyHok 161. 3anpoc nepe3arpysku

Resume Configuration Wizard 5[

ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:

Progress
Results Desktop Experience @ nstallation succeeded
* Ink and Handwriting Services '@' Installation succeeded
The following features were installed:
Ink Support

Print, e-mail, or save the installation report

< Previous | Next > | Close Cancel |

PucyHok 162. Pe3ynbTtaT f06aBrneHUss KOMNOHEHTOB
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