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Introduction

Purpose

The Safe’'n’'Sec 4.0.75 product line offers a set of program components for deploying the
information security system. The system is designed to provide the integrity of the software
environment of the network endpoints and to protect data against unauthorized access by
maintenance staff or violators.

The following modules are included in the product line.

» Safe’n’Sec Service Center that consists of:
* Safe’'n’'Sec Server, the server component;
¢ Safe’n’'Sec Admin Console, the management console.
» Safe’n'Sec ATM Client/ Endpoint Client / SClient / SysWatch Personal (hereafter referred
to as «Safe’n'Sec SysWatchy), the client components for proactive protection of self-

service devices, corporate network workstations, servers, and personal computers,
respectively;

» Safe’n’'Sec DLP Client, the client component designed to monitor and collect data about
the user's activity.

This document presents the main changes and new features included in versions 4.0.75.
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Improvements and new features

Safe’n’Sec SysWatch: Avira is supported

Safe’n’Sec SysWatch now works with Avira antivirus bases.

Safe’n’Sec Service Center: Event filters are added

The Filters —» SysWatch Events Filters and Filters — DLP Events Filters menus in the Log
tab of Safe’n’Sec Admin Console now contain the All command. The list of columns displayed for
Safe’n’Sec SysWatch and Safe’n'Sec DLP Client contains the columns for the corresponding

product only.

Safe’n’Sec Service Center: Interface of the Client settings editor is

updated

Interface of the Client settings editor is improved in Safe’n’'Sec Admin Console.

For Safe’n’'Sec SysWatch:

1. Add/Change/Delete buttons are added instead of hyperlinks in the Control policy —
Network section.

For Safe’n’Sec DLP Client:

1. Add/Change/Delete buttons are added instead of hyperlinks.

2. Masks to create rules are supported in the File system and System registry sections (similar

to Safe’n’'Sec SysWatch settings).

Safe’n’Sec SysWatch and Safe’n’Sec DLP Client: Mask validation is
supported

Safe’n’Sec SysWatch and Safe’n’Sec DLP Client now validate the masks for the rules. If you enter

aninvalid mask, an error message is displayed.

Safe’n’Sec Service Center: Microsoft SQL Server 2014 Express added to
installation package

Microsoft® SQL Server® 2014 Express SP1 is added to the Safe’n'Sec Service Center

installation package, to ensure Safe’'n’'Sec Service Center meets the security requirements for
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banks.

Safe’n’Sec SysWatch: System requirements for Windows 10 are updated

Safe’n’'Sec SysWatch system requirements for Windows 10 are updated in user guides.

Safe’n’Sec Service Center: Fields are updated

The names of several fields in the Client statuses tab in Safe’n’Sec Service Center are updated.
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Bug fixes

Safe’n’Sec Service Center: Reports cannot be received

Safe’n’'Sec Service Center does not receive reports from client applications, and no events are
displayed on the 'Log' tab. However, the reports are saved on client applications.
Fix:

Fixed in version 4.0.75.

Safe’n’Sec Service Center: Information about the parent process is not
added to database

The name of the parent process is added to the Safe’n’Sec SysWatch report, but is not added to
the Safe’n’Sec Service Center database.
Fix:

Fixed in version 4.0.75.

Safe’n’Sec SysWatch: File system control policy does not work

Rules for removable drives do not work in Safe’n’Sec SysWatch.
Fix:

Fixed in version 4.0.75.

Safe’n’Sec SysWatch: Errors when creating USB rules

Safe’n’Sec SysWatch displays errors when creating rules for USB devices.
Fix:

Fixed in version 4.0.75.

Safe’n’Sec SysWatch: Error 1722 during installation

Error 1722 is displayed when installing Safe’n'Sec SysWatch on Windows Server 2003 or 2003
R2.
Fix:
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Fixed in version 4.0.75.

Safe’n’Sec Service Center: Error message during update

If updating the antivirus bases takes a lot of time, Safe’n’'Sec Service Center displays an error
message that the operation requires a lot of time and will be performed later, while the updates
continues.

Fix:

Fixed in version 4.0.75. The message is not displayed anymore. When you open the Updates tab,

Safe’n’Sec Service Center checks whether the update is running.

Safe’n’Sec Service Center: Settings are not saved after update

Some settings are not saved after Safe’n’Sec Service Center is updated.
Fix:

Fixed in version 4.0.75.
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Customer support

If you have any questions concerning the installation, setting up and operation of Safe’n’Sec

products, please contact our round-the-clock customer support by e-mail support@safensoft.com.
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