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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl DLP Client npegHa3HayeH ona KOHTPOSss AEWUCTBMI Monb3oBaTernien KoprnopaTvBHOM
cetn un obecneuvBaeT WHPOPMALMOHHYIO ©Ge30MacHOCTb KOMMaHMM MyTeM 3aumTbl  OT
nHcangepckmx nHumaeHTtoB. SoftControl DLP Client ocywectenaeT cbop gaHHbIX 06 aKTUBHOCTM
nosrb3oBaTenien, No3sondsa cryxbe 6e30MacHOCTM BECTM MOSHOLEHHBLIA MOHUTOPUWHI OOCTyna
nepcoHana K uvHopmauun, npeacTaBrAalOWEen  KOMMEPYECKyl  TauHy, W Opyrum
KOH(pmaeHUManbHbIM — gaHHbIM.  [MonydeHHble  OTYETbI  MOTYT  CIYKUTb  WUCTOYHWMKOM 1S
PETPOCMNEKTUBHOIO aHarmsa 3awytbl OT yTevek WHopMauuW, KOHTposns 3ddeKTMBHOCTH

CMOSb30BaHMs paboyero BpeMeHn 1 ApYro aHanMTUKIA.

1.2 Bo3moxHocCTH

SoftControl DLP Client npegocTtaBnsieT criegytoupe 0CHOBHbIE BO3MOXHOCTM MO cOOpY AaHHbIX:
= HabGnwpgeHue 3a pecypcamu pannoBon CUCTEMbI, CUCTEMHOINO peecTpa W CeTeBON
aKTUBHOCTbLHO:
® JorvpoBaHve mbbIX onepauun (4TeHve, co3gaHve, nepemMeHoBaHVE, W3MEHEHME,
yaarneHve) c o6bektamm pairioBomr CUCTEMbI U CUCTEMHOIO PeecTpa;
® riormpoBaHue AaHHbIX B HTTP-Tpaduke;
® Cco30aHVe TeHEBbIX KON HabmogaemMblx OO bEKTOB;
® 3axBaT CHUMKOB 3KpaHa NMpu BO3HNKHOBEHUM HAbtoaaembiX COObITUA.
*  MOHMTOPUHI BpeMeHU paboTbl C NPUSIOXEHUSMMU:
® riorMpoBaHVe BPEMEHN HaYarna u oKoOH4YaHns paboTbl C MPUMOXKEHNEM.
*  MOHMTOPUHI nepucdepUNHbLIX YCTPOUCTB:
® peructpauus nepeydHs nepudepuriHbiX yCTPOMUCTB CUCTEMBI;
* rorvpoBaHve JobaBreHns n yganeHus yCTPOUCTB U3 CUCTEMBI.
» 3anucb TeKCcTa, BBEAEHHOIO C KNaBuaTtypbl:
®* [orMpoBaHve aTbl 3an1cu U TEKCTa, BBEAEHHOIO C KrnaBuaTypbl, B JIOOOM NMPUIOXKEHWN.
= OrtcnexuBaHue pannos, oTNpaBsiseMbiX Ha NevyaTb:
®  riorMpoBaHue Nyt K oansy, BpeMEHN NeYaT U ONNCaHna UCTOYHUKA NedaTu.
= OtcnexuBaHue channos, oTnpaBnsAeMbIX MO INIEKTPOHHOMN NoyTe:

¢ JiormpoBaHne BpeEMEHU OTMNpaBKN N MYTU K cbaﬁny—anomeHwo npwu pa60Te B MNMO4YTOBOM

- ]
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BeedeHue

krveHTe Microsoft® Outlook® 2003.

1.3 YcnoBHble 0603HAa4YeHNUA U TEPMUHBI

1.3.1 O603HauYeHudA

YcrioBHble 0603Ha4YeHUs1, NpUMeEHsiEMble B JaHHOM AOKYMEeHTe, NpvBeAeHbl B Tabn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHuUs

i BaxxHas nHdopmaums, npumedvaHue.

Ycnosue YcnoBue BbINOMHEHUS, npumedaHue, npumep.

— 3arofioBKN M COKpaLLLeHsT;
O6HOBUTL — Ha3BaHWS 9KPaHHbIX KHOMOK, CCbIMOK, MYHKTOB MEHI0, ApYyrux
3MeMeHTOB NporpaMMHOro MHTepdeica.

— TepMUHbI (OnpeaeneHus);
lMonumuka KoHmMporsi — vMeHa pannoB 1 opyrux oObEKTOB;
— TEeKCTbl COOOLL EHWI, BEIBOAMMBIX MOSb30BATENIO.

C:\Program Files\SoftControl My Kk dannam, katanoram, Kroyam CUCTEMHOIO peecTpa.

Pwindir%\system32\msiexec.exe /i ®parmMeHTbl MpPOrpaMMHOro koda, KOMaHAHbIX W KOHGMIYpaLMOHHbIX
channos.

<kaTtanor ycTtaHoBku SoftControl

Mons A4ns 3ameHbl  dyHKUMOHAmNbHbIX  Ha3BaHUA  draKTUYECKUMHU
SysWatch> 3HaYEHNSMMU.

5 CcbInkn Ha BHYTPEHHUE pecypcbl (pa3genbl OOKYMeHTa) C yKasaHuem
HOMepa CTpaHuLpbl Unu Ha BHewwHune pecypckl (URL-agpeca).

MpunoxeHune

1.3.2 CokpaweHus

B naHHoM gokymeHTe ynotpebnsatotes 6e3 pacumdpoBKu crieayroupme COKpaLLeHNs:
< O3Y — onepaTuBHOE 3anomMuHaroLee yCTPOUCTBO;
s OC — onepauuoHHasa cuctema;

¢ UM — yeHTpansHbIn npoueccop.

1.3.3 Tnoccapun

Tao6nuua 2. Mmoccapun

MosicHenve

CpeacTBo BbMUCIUTENBHON TEXHUKKU (pabovasi cTaHuMs, cepBep, TepMMHan camo-
obcnykmBaHua), Ha Kotopom yctaHoBneH SoftControl SysWatch.

KnueHTtckun xocT

ISS———————————
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TpebosaHrusi K arinapamHoMy U npoepamMmmMHOMY 0becrneyeHuUro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl DLP Client

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O6BLEM
YacTtoTa cBo6ogHoro

un npocTpaHcTBa Ha
XKECTKOM gucKe

* Microsoft® Windows® XP (SP3) x86 (32-bit)
* Microsoft® Windows® Server 2003 (SP2) x86/x64 (32-bit/64-bit) 800 Mry | 512 MB

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)
Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit) 20 Mb
Microsoft® Windows® Server 2008 R2
Microsoft® Windows® Server 2012 11Ty 1024 Mb
Microsoft® Windows® Server 2012 R2
Microsoft® Windows® 10

* Microsoft® Windows® Server 2016

SSSS————————————e—
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YcmaHoska u Hacmpotka SoftControl DLP Client

3. YctaHoBKa n Hactpouka SoftControl DLP Client

SoftControl DLP Client MoxeT 6blTb YCTaHOBIIEH Ha KIMEHTCKME XOCTbl KaK NoKanbHO ', TaK W

OLHVM 113 yAanéHHbIX LIeHTPanmM3oBaHHbIX ' cnoco6oB. Beibop noaxoasiuero crocoba ycTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pa3BepTbiBaHMA.

B pmaHHOM paspgene Takke npvBegeHa uHdopmauus no peructpauum SoftControl DLP Client Ha

cepsepe *® SoftControl Service Center.
3.1 JlokanbHaa ycTaHOBKa

[aHHbii MeToa npefnoraraeT fiokarkbHyld YCTAHOBKY 3K3eMMisipa MNPUIOXEHUS Ha Kaabli

KIMMEHTCKMUI XOCT.
BoamoxHbl criegytolpe BapuaHTbl fokansHon yctaHoBku SoftControl DLP Client:

* B 06bIYHOM PEXUME (C UCMIONb30BAHWEM UHTEpdelica nonb3oBaTens) - ;

* B TVXOM pexume 2.

3.1.1 YcTtaHOBKa B OObLIYHOM pexume

1) 3anyctute yctaHoBouHbIV NakeT DLP_Client.msi.
2)B okHe YctaHoBka SoftControl DLP Client Haxwvute Ha kHonky [anee (pwvc. 3anyck

Nporpammbl YCTaHOBKM ).

# ¥Yeranoeka SoftControl DLP Client EI =] IEI

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl DLP Client

MacTep yCTaHoBKM yoTanoenT SoftControl DLP Client Ha
KOMMBKOTEPE. HawMuTe KHonky ~“Janee”, uTobil
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 1. 3anyck nporpamMmmbl YCTaHOBKU

- (7 ]
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Ycmanoska u Hacmpotika SoftControl DLP Client

3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO

COrnaleHms 1 HaxMmuTe Ha KHorky [lanee (puc. JluLeHavoHHoe corratuerme ).

‘_'@ Yeranoska SoftControl DLP Client El' = '@
JNnueHznoHHOe cornaleHne
. SofcControl
BHMMETENEHO NPOYMTEATE CNEAYIOWES NMUEHSMOHHOE COrNaLIEHHE
N
MALLEH3MOHHOE COMNAILLEHME |__|

1. TMpegmeT cornaweHWa

HacTodwee AWUEHSWOHHOE COrNaWeHWe (fanee CorfawWeHWe) ABNAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKIO4EEMbIM  mesgy Obwectsom ¢
OrpaHWY4EHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (panee -
MNpaeocobnagaTens) U Bamu, dUSHUECHUM AW KPUOMUECKMM AWLOM (aanee -
MoAs30BaTENE), NPEECMEPHO ENSASKWMM 3KIEMNAAPOM MPOTPaMMHONs
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammieiid npogykT).
YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[ MevaTb ] [ Hasan ][ [anee ] [ OTMeHa ]

PucyHok 2. JluueH3noHHoe cornatueHue

4) Boibepute kaTanor ana ycraHosku SoftControl DLP Client (¢ nomowpso KHOMkn U3MeHUTb) n

HaXkMUTe Ha kHonky [lanee (puc. MyTb ycTaHoBKM ).

‘_'@ Yeranoska SoftControl DLP Client El' = '@

Koneunas nanka

. . SoftControl
HarmuTe khonky "fanee”; 4Tobbl BEINOMHWTE YCTAHOBKY B MENKe No yMo...

YerarosnTe SoftControl DLP Client s:

|C:\Program Files (x86)\SafenSoft\DLP Client!,

WsMeHHTE. ..

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 3. MyTb ycTaHOBKMU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 2 )-

ES————————————————— e
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Ycmanoska u Hacmpotika SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client EI = @

Bce rotoso K ycranoske SoftControl DLP Client SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '&'YUaHosuTb ] [ OTMEHA ]

PucyHok 4. loTOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS MpoLiecca ycTaHoBky (puc. Mpouecc yctaHoBku ).

‘_'@ Yeranoeka SoftControl DLP Client EI =] IEI

YcraHoeka SoftControl DLP Client SofctControl

MopowaWTE, NOKa MCTEP YCTaHOBKK yoTaHaenueaeT SoftControl DLP Client.

CocToAHKe:

Hazan fdanee

PucyHok 5. MNpouecc yctaHOBKU

7) Nocne nosienenus coobweHna YectaHoBka SoftControl DLP Client 3aBepeHa HaxmuTte Ha

kHornKy FoToBO (puc. 3aBepLueHre ycTaHoBKu ).

S———————————————— e
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Ycmanoska u Hacmpotika SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client El' = '@

YcraHoska SoftControl DLP Client
3aBepleHa

HasmuTe kHonky “ToToso”, 4Tobel BRIATY U3 MaCTEpa
YETSHOBKH,

Hazan loTos0 OTmeHa

PucyHok 6. 3aBeplueHue yctaHOBKMU

8) B gvanoroBom OKHe C npensioxkeHvem nepesanycka cuctembl Bbibepute [a, nocrne 4ero
cuctema OyaoeT oOTnpaBrieHa Ha nepesarpysky Ans 3aBeplieHust YCTaHoBKM (puc. 3anpoc

nepesarpyski cucTembl 2 ).

‘_’5’ Yeranoeka SoftControl DLP Client 3

B YTobbl M3MEHEHMA HACTPOIKK "SoftControl DLP Client™
! BCTYNMAW B CUAY, HYKHO NEPE3ErPY3HTE KOMMBKOTED.
HamiTe kHonky “Aa” 4Tobbl BEINONHWTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 7. 3anpoc nepe3sarpy3ku cucrtembl

3.1.2 YcTaHOBKAa B TUXOM peXume

YcroBue: BCe Larn BbINOMHAKTCS No4 YYETHOM 3anvCbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonmpywTe ycTaHoBOYHbIN NnakeT DLP_Client.msi B katanor C:\Temp KIMEHTCKOro XocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CriedyroLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo OKOHYaHWMM YCTaHOBKU cucTeMa OyaeT oTrnpaBrieHa Ha nepesarpysky aBToOMaTUYECKN.

3.2 YpganéHHas ycTaHOBKa

YnanénHasa yctaHoBka SoftControl DLP Client nogpasymeBaeT ueHTpanM3oBaHHO ynpasriemMyto
YCT@HOBKY KIMEHTCKMX NPUIOXEHU Ha FPyrny XOCTOB, 06beAMHEHHbIX B OAHY ceTb. Bbibop onpe-

OEenéHHoro BapuvaHTa yCTaHOBKW 3aBUCUT OT cnocoba opranHmsaumm cetn, Ha KOHe4YHbIX TOYKax KO-

- (W]
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Ycmanoska u Hacmpotika SoftControl DLP Client

TOpoW NpeanonaraeTcsi pa3BEépTbiBaHMe KIMEHTCKUX NpUrioxeHun (paboyasa rpynna, AOMEH), U UC-

NoJib3YyeMbIX CPEACTB aAMUHUCTPUPOBAHWS.

Bo3moxHbl criegytolme BapuaHTbl yOanéHHoOW ueHTpanmi3oBaHHon yctaHoBku SoftControl DLP
Client:

* yepes JOMEHHYIO rpyNMNoOBYIO MOMMTUKY ' ;

® C MOMOLUbI YTUIUTbI YAANEHHOW UHCTANS LN L ;

® CTOPOHHVMV CPeACTBaMM1 aAMUHUCTPUPOBaHMS 2 .

3.2.1 YcTtaHOBKa Yepe3 AOMEHHYIO rPynnoBYIO NOSIUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTe ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunmncTpupoBaHve) meHto Start (Myck) B OC koHTposiepa JOMeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeHi0 U Bblibepute nyHKT New

Organizational Unit (puc. Co3aaHve HOBOro nogpasaeneHns JomeHa ).

3) B ananorosom okHe New Organizational Unit 3agante nmsa (Name) HoBoro nogpasgenenus u

HaxkmuTe Ha kHonky OK (puc. 3agaHve vMeHn nogpasaeneHns '2).

4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains

— <UMSA OOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHID CO30aHHOro nogpasgerneHvs u Bbl6€pl/ITe

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHve_HoBoro o6bekta

rPYNMOBON MOMMTUKN 2 ).

- (W]
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Fz Server Manager )

=18
File Acton View Help
e=2|#ml0[Ec -d
5 Roles
El 5| Features Mars.local
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B & Domains | Link Order ~ | GPO | Erforced | Link E
oc 1 =/ Default Domain Policy Mo Yes
Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance
Group Policy Modeling Wizard...
anizational Unit
= i Search...
— — Group Palicy R Change Domain Controller. ..
* Diagnostics
=7} Remove
i Configuration Active Directory Users and Computers,
Storage Y PULETS...
View 3
Refresh
Properties
Help
4 o

Create a new Organizational Unit | |

PucyHok 8. CozpaHue HoBoro nogpasgerneHvs AOMeHa

Mew Organizational Unit

Mame:

x|

ISUﬂware deploymert]|

o]

PucyHok 9. 3agaHne nmeHu nogpasgeneHus

Cancel |

E: Server Manager N _l_l- =] 5'
File Acton View Help
nolts A0t e | = RNENER] ? N
ﬂ‘ Roles
=] ﬁ Features Mars.local
Bl |2 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhertance I Delegation | More Actions 3
=] _ﬁ Forest: Mars. local
B [ Domains Link Order ~ [ GPO | Enforced | Link E
Bl 53 Mars.local 1 =/ Default Domain Policy No Yes
i/ Default Domain Palicy
2| Domain Controllers
=
Group Palicy Objects Create a GPO in this domain, and Link it here. ..
o WML Filters Link an Existing GPO...
5] Starter GPOs Block Inheritance
& Sites
£5 Group Policy Modeling Group Policy Modeling Wizard...
'+ Group Palicy Results New Organizational Unit
_*!' Diagnostics Delete
] Fniinn e
? Refresh
Properties
Help
| i

Create 3 GPO in this domain and link it to this container | |

PucyHok 10. Co3aaHne HOBOro o6beKkTa rpynnoBow nosiuTuku

-
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5) B guanorosom okHe New GPO 3apainte uma (Name) HOBOro obbekta 1 HavasnbHbI 06beKT
rpynnosowu normtukn (Source Starter GPO), ecrm TpebyeTca HacrnegoBaTth CBOMCTBA OT "Wwab-
NOHHOW" rpynnoBOW MOSMTUKN B HOBOM OObEeKTe, nocre 4ero Haxmute Ha kHorky OK (puc.
3ajaHvie IMeHV 1 Ha4arbHOro 06BbEKTA FPYNMOBOMN MOSMTUKM - ).

newro x|

Mame:

Il:lients deploymert]|

Source Starter GPO:

I (none) j
ok |  Cancel |

PucyHok 11. 3agaHne MMeHM U HavasnbHOro o6bLeKTa
rpynnoBou NOMUTUKHK

6) PasBepHuTe co3maHHoe noapasaeneHne, Bbi30BUTE KOHTEKCTHOE MEHIO CO34aHHOrO oGbekTa

rpynnosou nosmtukn u Bblbepute nyHKT Edit (puc. PegaktnpoBaHve obbekTa rpynnoBown nosmm-

THKN ).

=8l x|

File Acton View Help

I EE

1 Roles
; ;ﬁ Features Software deployment Software deploy... &
Bl |5 Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance I Delegation | More Actions »
El _ﬁ Forest: Mars. local
= [ Domains Link Order ~ | GFO | Enforced [ Link E
El 4 Mars.local 1 ==/ Clients deployment No Yes
,.j Default Domain Policy
= | Domain Controllers
= & Software deployment
Eifl Clients deployment
=t Group Policy Objects
= WMI Filters Enbreed
& [5] Starter cPOs v Link Enabled
4 Sites Save Repart...
§E& Group Policy Modeling _
L Group Policy Results Delete
m Diagnostics Rename
jﬁ‘j Configuration Refresh
(5 Storage -
Help
«| |

Open the GPO editor [ [

PucyHok 12. PegaktupoBaHue ob6beKkTa rpynnoBoM NOSIMTUKN

7) B oTkpbiBLIEMCSA OKHE OcHacTkm Group Policy Management Editor (Ynpaenenve rpynnosom
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, Bbi30BUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(puc. [lo6aBrieH1e HOBOrO NakeTa YCTaHOBKU ).

- ® ]
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8) B oTKpbiBLUEMCS OMarioroBOM OKHe BblbepuTte nakeT yctaHoBku DLP_Client.msi, pacnono-
XXEHHbI Ha CeTeBOM pecypce, OOCTYNHOM And KIMEHTCKUX XOCTOB, Ha KOTopble npeanora-
raeTcsl NPOU3BECTN YCTAHOBKY, U Haxmute Ha kHornky Open (OTkpbITb) (puc. Boibop_nakeTta
yCTaHOBKM '%).

9) B crnyyae nosBrieHs npegynpexaeHusi, AonosHUTeNbHO ybeanTtechb, YTO BbiOpaHHbIA nakeT
YCTAHOBKW OOCTYMEH yAanéHHbIM KIMEHTCKMM XOCTaM MO CeTW, U HaXmuTe Ha KHOrky Yes

(puc. MNpepynpexaeHue Npy BbI6Ope MECTOHAXOXKAEHUS NaKeTa YCTAHOBKM 1 )-

B Group Policy Management Editor ' ] 4
File  Action View Help
€= 2m|E o= HE
_.EI Clients deployment [DEV-09.MARS.LOCAL] Palicy Version | Deployment state | Source |
[ &l Computer Configuration
b‘E". | Polices There are no items to show in this view,
B[] Softw
-l
| Administrative Template:
| Preferences
B ## User Configuration Paste
| Polices Refresh
| Preferences Export List...
Properties
Help
I — I
|Add5 a package. | |

PucyHok 13. [lo6aBneHne HOBOro naketa yCTaHOBKMU

]
e =
e\ )v| .~ Computer ~ Local Disk (C:) ~ share - Iﬂ I Search share ey

Crganize ~  New folder ==~ [ @
¢ Favorites MName “ | Date modified | Type
P Desktop 18 SafenSoft_DLP_Cliient 312015 11:48PM  Windows Ins
& Downloads 5 safensoft_syswatch 3/1/2015 11:48PM  Windows Ins
=l Recent Places
-4 Libraries
3 Documents
& Music
[ Pictures
B Videos
M Computer
‘?j Network
1 | 1|
File name: [SafenSoft_DLP_Client x| [Windows Intaller packages (~.r 7|
Open I Cancel |
A

PucyHok 14. BbIGop nakeTa ycTaHOBKM

-— (€ ® ]
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C:\share\SafenSoft_DLP_Client.msi =l

Cannot verify path is a network location, If this package is not
% available from a network share, dients will not be able to install it.
~  Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. MNpegynpexageHue npu BbIbope MeCTOHaxXoXAaeHuUs
nakeTta ycTaHOBKU

10) B puanorosom okHe Deploy Software Bbibepute meton passeptbiBaHus Assighed u

HaxkmuTte Ha KHonky OK (puc. Bbibop MeToga pa3BEépTbiBaHUS NPUIOKEHMS 15 ).

Deploy Software x|

Select deployment method:

= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkn Group Policy Management Editor (YnpasreHve rpynnoBOn NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nyHKT Properties (puc. IameHeHne

CBOWCTB pa3sBE&PTbIBAHWA MPUNOXKEHUA ).

-_— (W]
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=10l

&= 70E k= HS

_.bf Clients deployment [DEV-09.MARS.LOCAL] Policy || Name =
El j& Computer Configuration [ SafenSec DLF Client
=[] Polices
B[] Software Settings
Software installation
| Windows Settings New 4
| Administrative Templates —————
_| Preferences . v
B ## User Configuration
" | Polices
| Preferences

e

Paste
Refresh
Export List...

0 ]

3.10

Version | Deployment state |Souroe |

Assigned C:\share\SafenSoft_DLP_Client.msi

|Open5 the properties dialog box for the current selection.

PucyHok 17. U3ameHeHMe CBOMCTB pa3BépTbiBaHUSA NPUIIOXKEHUN

12) B nosiBvBLIeMcA OkHe HacTpoek Software installation Properties nepengunte Ha BKragky

Advanced, yctaHosute craxxok Uninstall the applications when they fall out of the scope

of the management, ecrm TpeGyeTcs yganaTb NPUMOXEHWs, KOrda npekpalpeTcs aevicTeme

3a1aHHOM rpynnoBOW MOSIUTUKU B OTHOLLEHWUM KIIMEHTCKUX XOCTOB, U doriaxxok Make 32-bit X86

Windows Installer applications available to Win64 machines, ecrm npegnonaraetcs

ycTaHoBKa Ha KrmeHTckme xocTtbl ¢ OC, umerowen 64-6utHyio paspsgHocTb (puc. CBoncTBa

pa3BEpTLIBAHNA NPUNOXEHMN ' ). [1NA BCTYNNEHUs U3MEHEHWIA B CUIy HaXMUTE Ha KHornkKy OK.

- ® ]
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"General Advanced I File Extensions | Categories I

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on &4-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
managemert.

™ Include OLE information when deploying applications.

32bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win64 machines.

[~ Make 32-bit X286 downdevel (ZAP) applications available to
Win&4 machines.

oK | camcsl | appy

PucyHok 18. CeoicTBa pa3BépTbiBaHUsA
NpPUNOXeHnn

13) B okHe ocHacTkm Group Policy Management Editor (YnpaBneHue rpynnoBOW NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies — Software Settings — Software
installation, B cncke yctaHaBrmmBaeMbIx NPUIOXEHW cnpaBa Bbibepute Tpebyemoe npuroxe-

HMEe, BbIBOBUTE KOHTEKCTHOE MEHIO W Bbl66pI/ITe NYHKT Properties (pI/IC. M3ameHeHne CBOWCTB

pa3B&pThIBaHWS KOHKPETHOTO MPUMOXKEHWS ).
_ioix

File  Acton View Help

L ElIENEEN 7 B

'=[ Clients deployment [DEV-09.MARS LOCAL] Policy | | Name =

Version | Deployment state | Source

=l Cgmpuber Configuration |5afen'sec DLP Client 3.10 Assigned C:\share\SafenSoft_DLP_Client.msi
=[] Po_licies . BUto-Install
=[] Software Settings Assign
Software installation Publish
| Windows Settings —_—
| Administrative Templates: Policy defini All Tasks 3
| Preferences
B ## User Configuration BRCSECSUNN
1 oloes

| Preferences —_—
Help |

N i

|Dpen5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus

- (W ]
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14) B nosiBMBLLEMCSI OKHE HacTpoek nepenaute Ha Bkragky Deployment u ycTtaHoBuTE dhriaxok
Uninstall this application when it falls out of the scope of management, ecrm TpebyeTcs
yoanaTb AaHHOE MpUIioXeHue, Korga npekpalwg|eTcs AencTBme 3a4aHHON rpynnoBOM MOSIUTUKAN B
OTHOLLEHUM KIMEHTCKMX XOCTOB (puc. CBOMCTBA PasBepThiBaHUS KOHKPEHTHOTO MPUIOXKEHUs ).

‘General  Deployment | Upgrades I Categories I Modifications I Secuﬁt)'l

r Deployment type
€ Published

' Assigned

r Deployment options

V| Aute-installthis application by file estension activation

¥ Uninstall this application when it falls out of the scope of
management

= Do nat display this package i the &dd/Femoye Programs contral
parel

= Imstall this application &t logon

r Installation userinterface options
€ Basic

&t aimum

Advanced... |

oK | Camcel | appy

PucyHok 20. CBoicTBa pa3BepTbiBaHUs
KOHKPEHTHOro NpunoxeHus

Haxwmute Ha kHonky Advanced u B okHe Advanced deployment options yctaHoBute hna-
ok Make this 32-bit X86 application available to Win64 machines, ecrm npegnonaraeTtcs
ycTaHoBKa Ha KrimeHTckme xocTbl ¢ OC, nmetowen 64-6utHyto paspsagHocTb (puc. JonosHuterns-

Hble_cBoWcTBa '%). [ BCTYNNEHUS MBMEHEHWIN B CUMY HaXmuTe Ha kHonky OK B 060oux okHax

HaCTPOWKMW.

Advanced Deployment Options =

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

[V Make this 32-bit XB6 application available to WinG4 machines.

™| Include OLE clags and product infarmation.

r— Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZBD1 1ASE}

Deployment Count: 0

Script name: “Mars local’ SysVol'Mars local\Policies
“{36B7ETC3-CO39-45CC-AFOA-03ETCERASSRD}
“Machine"Applications
“{AADDI5EF-7BE6-4014-B93C-93115FDFDTEF} aas

oK I Cancsl

PucyHok 21. lononHnTenbHble CBOMCTBA
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15) 3akpowte okHa ocHacTok Group Policy Management Editor n Server Manager v otkpownte
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBarenu n kom-
nbtoTepsbl) U3 pasgerna Administrative Tools (AgmuHnctpupoBaHue) meHio Start (Myck).

16) PasBepHuTte pasgen <ums gomeHa> un Bbibepute pasgen Computers (puc. [lepeyeHb xoc-
TOB floMeHa ).

B Active Directory Users and Computers ;Iglll
File Acton View Help
i - — £ o= =
&0 | Hn|dXE = HE(2 &Sy aR
: AFﬁve Directory Users and Comput | Name | Type | Description |
_| Saved Queries 1A DEVOL Computer
= & Mars.local i&DEvD2 Computer
| Builtin 1% DEVO3 Computer
_ Computers Computs
- Computer
2| Domain Controllers Computer
=l :‘Iore|gnsdegur|t\.’Pr:n:||:uaIs‘E 1% DEVOS Computer
£
- anage: ervice Accoun LLDEVDT Cnmputer
2| Software deployment
- 1 DEVOS Computer
_| Users
1A DEVDS Computer
Computer
1MDEVIL Computer
1MDEV12 Computer
1M DEV13 Computer
i&DEV14 Computer
1&DEVLS Computer
N — I

PucyHok 22. lNepeyeHb XOCTOB AOMEHA

17) Bblgenure B crnucke XOCTOB [AOMEHHOM CEeTW Te, Ha KOTOpble npennosiaraeTca ycTaHoBKa
KIMEHTCKMX NPUIOXeHU, 1 nepemectute nx B pasgen Software deployment. B nossusLuiemcs

OKHe NpeaynpexaeHvst BbibepuTe BapuaHT Yes (puc. MpeaynpexaeHre Npu NepeHoce XoCToB
B Apyroe nogpasgernexue ).

Active Directory Domain Services |

Moving objects in Active Directory Domain Services can prevent your existing
I ., system from working the way it was designed. For example, moving an

~ organizational unit (OU) can affect the way that group polides are applied to the
accounts within the OU,

Are you sure you want to move this object?

™ Don't show this warning while this snap-in is open.

Yes | Mo I

PucyHok 23. lNMpeaynpexaeHue npu nepeHoce XOCTOB B Apyroe
noapasaeneHue

18) OTkpowte pasgen Software deployment n ybeaurech, 4To HEOBXOOUMbIE KIMEHTCKME XOCTbI

pacnosioXkeHbl B MnepeyvyHe KOMMbTEePOB AAaHHONo noapasaerieHns (pI/lC. I'Iepel-leHb XOCTOB

- ® ]
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noapasgenenvs >°).

19) No ncTteyeHnn mHTepBana OBGHOBMEHUA FPYNMOBLIX MOSMTUK (OAHHBbINM NapamMeTp 3aBUCUT OT
HacTpoek Active Directory) cozgaHHasi nofmMTyKa NPUMEHSIETCA K KIMEHTCKUM XOCTaM. YCTaHOB-
Ka BblBGpaHHbIX NpUrioXxeHun ByaeT npousseneHa Mnocre ovyepeaHoro nepesanycka KIMEeHTCKMX
XOCTOB. [1519 MrHOBEHHOIO NMPUMEHEHUA CO34aHHOW rpynrnoBOM NOSIMTUKN 3aryCcTUTe KOMaHOHYO

CTPOKY OT MMEeHN aMUHUCTPAaTOpPa Ha KIMMEHTCKOM XOCTE U BbINOJHUTE CIieQYyoLy0 KOMaHAy:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbI NOATBEPAMTE MNepesarpy3ky cucteMbl komaHgon Y ans

npUMeHeHns OOHOBMEHHOW rpynnoBON nNOSMTUKK  (puc. PydyHoe oBHOBIMiEHWEe rpynnoBou

nomTukm 2%).

1o/
File Action View Help

&5 el 0XE = Hal2aiTa%

[ Active Directory Users and Comput | Name | Type | Description |

~| saved Queries 1&IDEVD4 Computer

El 5 Mars.Jocal 1 DEVDS Computer

| Builtin &pEvio Computer
_| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
1 ged Service Accounts

3]

K — i
| | |
PucyHok 24. lNepeyeHb XOCTOB noAapa3sgeneHns

————.
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Bl Administrator: C:\Windows\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

m | »

C:=“UserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely before the next startup or logon for this user. and this may result in sl
ow startup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only »un during startup.

OK to Restart?. (Y- M)y

PucyHok 25. PyyHoe o6HOBRNeHue rpynnoBor NOMMTUKMU

3.2.2 YcTtaHOBKA C NOMOLbLI YTUNUTbI YAANEHHON MHCTaNNALUN

® JlaHHbI cNocob yCTaHOBKM paccymTaH Ha crydaun, B KOTOPbIX YCTaHOBKa Yepes rpynnoBble
NOJSMTVKM JOMEHa HEBO3MOXHA, HaNpuMep, Koraa ceTb U3 3alyLLaeMblX KOHEYHbIX TOYeK

opraHusoBaHa B pabouyto rpyny.

YTunmta kKoMaHgHoW CTPOKK Srvrimp.exe noctaensietca ¢ SoftControl Service Center n npegHas-
HayeHa 4N yOanéHHOW yCTaHOBKM KiMeHTckmx npurioxeHun Safe’N'Sec Corporation. Ytunmra

pacrorioXxeHa B Katariore yctaHoBKku komrnoHeHTta SoftControl Server.

[na yCI'IeLIJHOI7I YCTaHOBKM Ha y,EI,aJ'IéHHbIX XOCTax AOOJPKHbl BbIMOJIHATLCA MNMPUBEOEHHbIE HWKE

yCroBusi.

YcnoBua ycTaHOBKU
* Ha cepBepe u yaanéHHbIX KOHEYHbIX TOYKaX CyLLEeCTBYET YYETHAs 3anncb Mofib3oBaTens
C npaBaMn agMuUH/ACTpaTopa W Haxogsdweroca B rpynne AAMUMHUCTPATOPbI

(Administrators), c 0gHUM 1 TEM Xe FIOrMHOM U NapOosieM.

= 3anyLeHbl 1 paboTatoT criyxbbl OC:
1) YoanéHnHbil peecmp (Remote Registry);
2) Y0anéHHbIU 8bi308 ripoyedyp (RPC);
3) Jlokamop ydanéHHo20 8bi308a npouedyp (RPC Locator);

4) MIHcmpymeHmapul  ynpaeneHusi Windows (Windows Management

- (A ]

www .safensoft.com


http://www.safensoft.com

Control DLP Client Bepcus 4.4.14 Pykoeodcmeo o ycmaHogke

Ycmanoska u Hacmpotika SoftControl DLP Client

Instrumentation).

» CuctemHas cnyxba Ycmanoswiuk Windows (Windows Installer) He oTknioyeHa u He

3abrnokmpoBaHa.

» OTkpbIT goctyn Kk obuwmm pecypcam \\host\C$, \\hosNADMIN$ Ha 4TeHue, 3anucb U
yoaneHve.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownte ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) MNepewngute Ha Bknaaky Bua (View).
3) Otknounte onumo Ucnonb3oBaTb NpocTon obwumm goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:

1) OTkpownte ocHacTky MapameTpbl nanok (Folder options) NaHerm ynpasneHus

Windows.

2) MNepewngute Ha Bknagky Bua (View).

3) Otkmounte onumio Ucnonb3oBaTtb macTtep obwero poctyna (Use Sharing
Wizard).

4) Otkponte ocHacTky [lapameTpbl ynpaBneHUsi Y4YeTHbIMU 3anuUCcAMM
nonb3oBatenen (User Account Control Settings) MNManerm ynpasnenna Windows.

5) OTKMtoUMTE KOHTPOSb YYETHBIX 3anuCel, BbLICTABMB MMOSBYHOK C YPOBHEM
onoseLeHms B nonoxeHne Hukorpa He yBegomnaTb (Never notify).

6) OTkpouTe crieaytoLLmin pasgen CUCTEMHOMO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO yKa3aHHOro pasgernia peectpa Bblbepute komaHgy Cosaatb

(New) — Mapamerp DWORD (DWORD Value) v BBegute wums
LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

8) B KOHTEKCTHOM MEHI0 CO34aHHOro napameTtpa Bbibepute komaHgy U3meHUTb
(Modify) n B nosisnsLiemcs okHe Beeaute 1 B none 3HadveHune (Value data), nocne
yero Haxkmute Ha KHornky OK.

9) lNepesarpyaute cuctemy ansa BCTYNNEHNA U3MEHEHWIA B CUIY.

= BkroyeH O6LLI|/II7I AO0CTyn COo crieayroupmMmn napamMmeTpamMn.

e N—————————————,
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Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

1) Otkponite LleHTp ynpaBneHus cetamu u obwum goctynom (Network and

Sharing Center) NaHerm ynpasnenua Windows.

2) Ybegutecb, YTO XOCT MMEET Creaylolee CeTeBOe pasMelleHve: ana pabdoyen
rpynnbl — JlomawHsAn cetb (Home network) nnm Paboyvas cetb (Work network),
ana gomeHa — flomeHHas ceTb (Domain network). [na nameHeHus Tuna cetu
Ha>KMUTE Ha CCbIfKY C Ha3BaHVWEM TEKyLLEro CeTeBOro pasMmeLLeHus.

3) Haxxmute Ha ccbiiky U3MeHUTb [ononHuTenbHble napamMeTpbl obuero
poctyna (Change advanced sharing settings) n passephute npodune A5
TEKYLLEro CeTEBOro pasMeLLeHns.

4) B pasgene Oowun pgoctyn K c¢pannam n npuntepam (File and printer sharing)
BblOepuTe onumio BknounTb obwmnmn aoctyn K channam n npuHtepam (Turn on
file and printer sharing).

5)B pasgene MoakntouveHusa pomawHen rpynnbl (HomeGroup Connections)
Bblbepute onumo WMcnonb3oBaTb Yy4yeTHble 3anucu nonb3oBaTenevm u
naponu ansi NoAKMYeHUA K Apyrum komnorotepam (Use user accounts and
passwords to connect to other computers).

6) Haxkmute Ha kHorky CoxpaHuUTb u3MeHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOVHOE HaXkaTue NIEBOW KHOMKOW MbILM Ha 3HA4Ke ceTu B obractu

yBe4OMIIEHUNA.

2) Haxxmute npaBom KHOMKOW MbILLKM HA MIMEHWN CETU B MOSIBMBLLEMCS CMIUCKE crpaBa U
BblGepute NyHKT BknovyeHue u oTknoveHmne obuwero gocrtyna (Turn sharing on
or off).

3) Bbibepute BapuaHT [a, BKNHO4YUTb OOWMM AOOCTYN M NOAKIOYEeHMe K
yctpouctBam (Yes, turn on sharing and connect to devices).

4) Otkponte LleHTp ynpaBneHus cetamu u ob6wmm poctynom (Network and
Sharing Center) Nanerm ynpasnenua Windows.

5) Haxxmute Ha ccbinky U3MeHUTb pononHuTenbHble napamMeTpbl obuwero
poctyna (Change advanced sharing settings) n passepHute ceteBon npourb
YacTtHas (Private).

6) B pasgene O6wun goctyn Kk dannam u npuHtepam (File and printer sharing)

BblOepuTe onumio Bknountb o6wmmn goctyn K ¢hannam n npuHtepam (Turn on

—————.
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file and printer sharing).

7)B pasgene MoakniouveHua pomawHen rpynnbl (HomeGroup Connections)
Bbibepute onumo WMcnonb3oBaTb Yy4YeTHble 3anucu nonb3oBaTenem u
naponv ans noaknyYeHus K apyrum komnbrotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuTb nameHeHus (Save changes).

» [1pu BKMO4eHHOM BpaHamayape Windows paspelleHo Bxoaslee ceTeBoe NnoakrtodeHue
K cryxbe O6wmn goctyn K coannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpowite 6paHamayap Windows.

2) Boibepure Bknagky UcknrouveHus (Exceptions).
3) JobaBbTe B uCKMoYeHUs (ycTaHoBuTe dhriaxok y npasura) O6wuu aoctyn K
cdannam u npuHTepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft®l Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) Otkpowre 6paHgmayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpbl (Advanced settings).

3) Beibepute MpaBuna ansa Bxoaawmx nogkntoydeHun (Inbound Rules).

4) Bkrouute npaswio O6wmn goctyn K dannam v npuHtTepam (Bxoaswuu
Tpacdhuk SMB) (File and Printer Sharing (SMB-In)) ans npodwuna ton cetu, B

KOTOPOM HAXOOUTCA XOCT.

» B ocHacTke AgmuHuctpupoBaHue (Administrative Tools) — JlokanbHas nonuTuka
6e3onacHocTu (Local Security Policy) Nanerm ynpasnenuns Windows BbICTaBreHbI crie-
ayoume napameTpsbl: JlokanbHble nonutukn (Local Policies) — MNMapameTpbl 6e30-
nacHocTtu (Security Options) — CeTeBon AOCTYN: MoAeNb COBMECTHOro AocTyna u
6e3onacHOCTU ANA NokKanbHbIX Y4€THbIX 3anucen (Network access: Sharing and se-
curity model for local accounts) —» ObbI4YHas - NoKanbHbIe NOsfIb30BaTeNn yaocToBe-

psarTcs kak oHu camum (Classic - local users authenticate as themselves).

MapameTpbl 3anycka yTUnIuThbI

- (& ]
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MapameTpbl, NPUHUMAEMbIE YTUMATON yaaNEHHON MHCTarr\LMm, onucaHbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h Kpatkasi cnpaBka no npuHMMaembiM NapaMmeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHusa 0b6s3aTenbHbIX

- N .
Kno4yen n nx 3Ha4eHnn, onncaHHbIX HMXe.

MMsa nonb3oBatensi, MMeIOLL ero npasa aaMUMHUCTPaTopa Ha yaa-

—-login=<ums> N
NéHHOM XOcCTe.

Mapornb nonb3oBaTtens, MMelLero npaea agMuHUCTpaTopa Hal

--password=<mnaporsib> B
yAarneHHoM XocTe.

My k nakety yctaHoBkn SoftControl DLP Client. Ecnm dann
--client="<nyms Kk ycmaHosWuKy>" pacrnornoXeH B Kartarore, OTKy4a Bbi3blBaeTCH yTUnuTa, OOMyCcKa-
eTcs yKa3biBaTb TOSbKO UMs darina (6e3 KaBblyek).

MyTb K KOHJMrypaLMoOHHOMY doaisly HacTpPOeK COEQUHEHUS C Y-
paBnsoL MM cepBepoM. TpebyeTcsa Ans aBToMatM4yeckon noaa-

--config="<nymsp K ¢palry uu 3anpoca Ha pervctpaumio 28 Ha cepsepe SoftControl Server
KOHgbuaypauyuu>" nocre OKOHYaHusl yCcTaHoBKW. Ecrnn dpann pacnonoxeH B Katano-

re, oTKyAa Bbl3blIBAa€TCA yTUNMTa, 4ONyCKaeTcs ykasbiBaTb TOMb-
Ko ums danna (6e3 KaBblvek).

Cnuncok NetBIOS-MMEH yaanéHHbIX XOCTOB, Ha KOTopble Tpeby-

--hostnames=<ums 1> <ums 2>...<ums N> N
€TCs NPOU3BECTU YCTAHOBKY, pa3fernéHHbIX npobenamu.

[onyckaeTcs Takke 3arnyck yTunuTbl 6e3 ykasaHusi UMEH KIoYel, pacrosioxvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <ums> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHourypauum>" <uma 1> <uma 2>...<uma N>

® Ecrwm Tpe6yeTC$-I YCTaHOBUTb KIMEHTCKUA KOMIMOHEHT B TOM YMCrie M Ha cepBep, 1O

yTurimta gospkHa 6biTb Bbi3BaHa M3 komaHnaHou ctpoku Windows, 3anylweHHon ¢

npaBaMu agMUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenve Installation successfully

completed on host <ums xocma>.

3.2.3 YcTtaHOBKa CTOPOHHUMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

Onsa yoanénHon yctaHoBkn SoftControl DLP Client MmoryT npMeHsaTbCA CTOPOHHME CUCTEMBI Y-
paBnenusa [T-uHdppacTpyktypon, Hanpumep, Microsoft® System Center Configuration Manager
(nanee — MS SCCM). MeToaunka ycTaHOBKM B J@aHHOM Cllydae onpenernisieTcs, UCXoasa U3 KOHKpeT-

HOW CUCTEMbI 1 MPUHATLIMU B HE crnocobamm pacnpoCcTpaHeHNs! NakeToB MHCTaISI LM

R N————,
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3.3 PerucTtpauus Ha cepBepe

SoftControl DLP Client sBnseTca KiMMeHTCKUM KOMMOHEHTOM M NpefHa3HadYeH ToMbKo Ana paboTbl
B cBsA3ke ¢ SoftControl Service Center («CepBucHbIM LieHTpoMy ). UTobbl nogknounts SoftControl
DLP Client k CepucHomy LieHTpy, Heo6xoamMmo 3apermuctpypoBaTb ero Ha cepsepe SoftControl

Server. [1na 3TOro BbINONHUTE Crieayouye AeNCTBYS:

1) Ckonmpynte 3awmdpoBaHHbIn  KOHGUrypaumoHHeln  chamn  ClientSettings.xmlc ¢
HaCTpOMKaMm NoAKIMioYeHNa K cepBepy (CM. JOKyMeHT «PykoBoACTBO agMuHUCTpaTopa
SoftControl Service Center») B katanor yctaHoBku SoftControl DLP Client Ha
KIMEHTCKOM XOCTe.

2) BeinonHute nepesarpysky CUCTEMbI AnA NPUMEHEHUS KOH(UrypaumoHHOro dawna.
Y6eautecb, 4TO HACTPOWKN NMPUMEHUTMCb, — MOJSIHOE MMSI KOHGUrypauuoHHOro damna
AOJTKHO M3meHnnTbes Ha ClientSettings.xmlc_used.

3) NogTtBepante peructpaumto B koHcorm ynpaerieHuss SoftControl Admin Console Ha
BKnagke YcTpouctBa M ctatycbl (CM. OOKYMeEHT «PykoBOACTBO agMuHMCTpaTtopa

SoftControl Service Center»).

—————.
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4. OoHoBneHue SoftControl DLP Client

SoftControl DLP Client MoxeT 6biTb OBHOBMEH HA KIMMEHTCKMX XOCTaxX Kak rokarbHo 2, Tak u
yaanénHo yepes SoftControl Service Center .

4.1 JlokanbHOoe OOHOBNEeHue

Iﬂ,aHHbIIZ MeTo npegnoraraeTt JioKalibHOe 0oBHOBEHME npuroXxeHna Ha KaXaoM KIMEHTCKOM

XOcTe.
Bo3MoxHbI criefytoume BapuaHTbl flokarnbHoro obHoeneHns SoftControl DLP Client:

* B 06LIYHOM pEXxXMME (C UCTMONb30BaHVEM MHTepdeiica nonb3oBaTtens) 2 ;

* B TMXOM pexmume % .

4.1.1 OGHOBMNEeHMe B OOLIYHOM pexunme

1) 3anyctute yctaHoBouHbi nakeT DLP_Clientmsi Bepcun, Ha KOTOpYl Heobxoammo
npou3BecT OOHOBIEHME.
2)B okHe YctaHoBka SoftControl DLP Client Haxwmute Ha kHonky [anee (pwvc. 3anyck

nporpammbl 06HOBNEHNs 27).

ﬁ Yeranoska SoftControl DLP Client EI = @

Bac NnpuBeTCTBYET MacTep YCTaHOBKU
SoftControl DLP Client

MacTep ycTanoskm obHoenT SoftContral DLP Client Ha
KOMNBOTEPE, HawmuTe kHonky “Janee”, ytobel
MPoAOMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa ]

PucyHok 26. 3anyck nporpaMmMbl 06HOBNeHUA

3) B cnyyae BalLero cornacusi, Bbibepute napametp 1 NpUHMMaK YCNOBUS NIMLIEH3UOHHOIO

cornalweHms 1 HaxmuTe Ha kHorky [danee (pvc. JlueHsvonHoe cormatexme ).

- (& ]
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‘_'@ Yeranoska SoftControl DLP Client EI = @

JInueHznoHHoe cornalleHne

, SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NULEH3MOHHOE COTNALLEHME [}

1. TMpegmeT cornaweHWa

HacTodwee AWUEHSWOHHOE COrNaWeHWe (fanee CorfawWeHWe) ABNAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKIO4EEMbIM  mesgy Obwectsom ¢
OrpaHWY4EHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (panee -
MNpaeocobnagaTens) U Bamu, dUSHUECHUM AW KPUOMUECKMM AWLOM (aanee -
MoAs30BaTENE), NPEECMEPHO ENSASKWMM 3KIEMNAAPOM MPOTPaMMHONs
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammieiid npogykT).
YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[ feqyats ] [ Hazan ][ Hanee J [ OTmeHa ]

PucyHok 27. JluueH3noHHOe cornalueHue

4) HaxxmuTte Ha KHOMKy OBHOBMTB (puUC. [OTOBHOCTb K 06HOBIEHIO 2).

ﬁ ¥Yeranoeka SoftControl DLP Client EI =] IEI

Bce roToeo k obHoenenmo SoftControl DLP Client SofctControl

Hammute kHonky "ObHosuTE ", 4Tobkl obHoBUTE SoftControl DLP Client Ha
KoMMstoTepe, HawMuTe kHonky "Hasaa”™, utofsl MpoBepuTE MM MSMEHWTE NaPaMETPEI
YCTEHOBKM. HaskMuTe KHOMKY "OTHEHE ", YTobkl BEINTH M3 MACTEPa.

[ Hazaa ][ '&'OEHOBMTIJ J [ OTMeHa

PucyHok 28. Nl0TOBHOCTb K OOHOBEHUIO

5) [loxauTecb OKoHYaHWst npoLecca obHoBreHust (puc. Mpouecc o6HoBrieHns 2%).

R N—————.
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15! Yerarosxa SoftControl DLP Client [=] @ |3

Wper obHosnenne SoftControl DLP Client SofcControl

MopowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl DLP Client.

CoCToAHKE:

Hazan Lanee E OTmeHa

PucyHok 29. MNpouecc o6HoBNeHusi

6) Mocrne nosieneHns coobeHns YectaHoBka SoftControl DLP Client 3aBeplieHa Haxvute Ha
kHorKy MoToBo (puc. 3aBepLueHre o6HoBeHns %)
ﬂ Yeranoska SoftControl DLP Client E

YcraHoska SoftControl DLP Client
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan ToToB0 OTmeHa

PucyHok 30. 3aBeplueHue o6HOBMNEHUSA

7) B OmarnoroBoM OKHe C MpearnoXeHneM nepesanycka cuctembl Bblibepute [a, nocne 4yero
cuctema OyaeT oTnpaBrieHa Ha nepesarpysky Ans 3aBeplueHusi obHoBreHust (puc. 3ampoc

nepesarpysku cuctembl 2%).

-
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‘_'E! Yeranoeka SoftControl DLP Client 3

Al YTobbl MsMEHEHWA HACTpOMKK "SoftControl DLP Client”
'0-' BCTYMWAN B CHITY, HY#HO NEPESArPY3MTE KOMMBKOTED.
= Hawmute kHonky "f1a" 4Tofibl BEINONHUTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 31. 3anpoc nepe3arpy3kum cucteMbl

4.1.2 OGHOBMEHME B TUXOM peXMME

YcroBue: BCe Larn BbINMOMHATCS No4 YYETHOM 3anvCbio C NpaBaMmn agMuHUCTpaTopa.
1) CkonupynTte yctaHoBOYHbIN nakeT DLP_Clientmsi Bepcun, Ha KOTOPYH HeobGxoammo
npoun3BeCTM OBHOBIIEHME, B KaTarsor C:\Temp KIMEHTCKOrO XoCTa.

2) 3anycTute komaHaHyto cTpoky Windows v BbINOMHWTE CriedyroLLyt0 KOMaHAy:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo okoH4YaHUM YCTaHOBKU CUCTEMA 6yueT oTnpaBlieHa Ha nepe3arpy3ky aBToMmaTu4eCcKu.

4.2 YpanéHHoe OObHOBINneHue

O6HoBnEeHMe No TpeboBaHMIO UM MO PACMUCaHMIO NPOU3BOAUTCS aaMUHUCTPATOPOM yaANEHHO K3
koHcorm ynpasrnieHuns SoftControl Admin Console. Nogpo6bHoe onvcaHve npouecca yoanéHHOro
3anycka rno TpeboBaHWMIO WU HACTPOMKM OBHOBMEHMSI MO pacrnMcaHMio NPUBEAEHO B [OKYMEHTE

«PykoBoacTtBo agmunmctpatopa SoftControl Service Centery.

— &
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5. YpaneHue SoftControl DLP Client

SoftControl DLP Client MmoxeT ObiTb AEMHCTaNTIMPOBAH C KIMEHTCKMX XOCTOB KaK JIOKaslbHO 3 tak

" oaHnM 13 yﬂ,aﬂéHHbIX LUEeHTparnmM30BaHHbIX 2 crnocoboB.

5.1 JlokanbHaa genHcTannNAUuns

Bo3MoxHbI criefytolpe BapuaHTbl flokanbHon genHetansumm SoftControl DLP Client:

* B 06LIYHOM pexmMe (C UCronb30BaHMEM MHTepdelica nonb3osatens) *';

32
® B TUXOM pexume .

5.1.1 YpaneHue B 0ObIYHOM pexume

1) Ans OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B NaHerm ynpasneHus

Windows B pasgene YctaHoBKa M yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepute
SoftControl DLP Client n Haxxmute Ha KHOMnKy Yaanutb (Remove).
O OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B Nanerm ynpaBnenns Windows B pasgene
Mporpammbl (Programs) — [lporpammbl M KomMmnoHeHTbl (Programs and Features)
BbIbepute SoftControl DLP Client n HaxxvuTe Ha kHorky YaanuTb (Uninstall).

2) B gmanoroBoM OKHE C MpeasioXeHnem nepesarnycka cuctembl Bbibepute [a, nocne 4yero

cuctema byaeT oTnpaBrieHa Ha nepesarpysky ANA 3aBeplUeHus AeuHcTansiumm (puc. 3anpoc
nepesarpysku cuctembl ).

SoftControl DLP Client EX

Yto6kl MaMeHeHMA HacTpolikK " SoftContral DLP
Client" BcTynvnm B cuny, HyYXHO NEPE3arpyYSHMTE
KomMnsioTep. HaxmuTe kroniy "Oa" 410661
BbINONHWTE NEpesarpysKy ceifdac, nuBo KHonky
"Het" utofiel OTNOXMTE €.

[ [t ]

PucyHok 32. 3anpoc nepe3sarpysku
cucTeMmbl

-,
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5.1.2 YpaneHue B TUXOM pexume

YcroBue: BCe Larn BbINOMHAKTCS No4 YYETHOM 3anMCbio C NMpaBaMmn agMuHUcTpaTopa.
1) Ckonupynte ycTaHoBOuYHbIM nakeT DLP_Clientmsi Tekywen BepcuM B KaTtanor C:\Temp
KIMEHTCKOro xocTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

dwindir%\system32\msiexec.exe /x "C:\Temp\DLP_Client.msi" /quiet

Mo oKOoHYaHMM MpoLeaypbl AevHCTar\auMM cuctema OyaeT oTnpaBrieHa Ha nepesarpysky

aBTOMaTU4eCKW.

5.2 YpanéHHana geMHcTannauusa

YpanénHasa gevHctansauma SoftControl DLP Client nogpasymeBaeT LeHTpanm3oBaHHO yrpaBrise-

Moe€ yaareHue KInmeHTCKNX I'IpVIJ'IO)KGHVIVI C rpymnnbl XOCTOB, 06beanHEHHbIX B O[HY CETb.

Bo3MoxHbI crieayloume BapuaHTbl yOanéHHOW LeHTparm3oBaHHOW geuvHctansuum SoftControl
DLP Client:

* yepes JOMEHHYIO rPYMMOBYIO MOMATUKY 2 ;

® CTOPOHHUMU CpeACTBaMU aaMUHACTPVPOBaHUS 7 .

5.2.1 YpaneHue 4yepe3 JOMEHHYIO rPpynnoBYH MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunnctpupoBaHue) meHio Start (Myck) B OC koHTporiepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <ums gomeHa>, pa3sepHute nogpasgerneHve Software deployment, BoizoBute

KOHTEKCTHOE MEHI O0bbekTa prI'II'IOBOI7I NOJITUKKN, CO30aHHOIo_paHee 1 ana pas3BepTbiBaHUA

KrmeHTckux npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve

06BbEKTA rPYNNOBON NOMMTUKM ).

——————.
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E_ Server Manager =2l

File Action View Help
&= [ #m 0RO G|
Software deploy... &

5P Roles
B i Features Software deployment

& & Group Policy Management Linked Group Policy Objects |Gruup Policy Inhertance | Delegation | More Actions 3
=] _ﬁ Forest: Mars.local
= [ Domains Lk Onder = | GPO Erforced [ Link E
=l 53 Mars.local 1 s/ Clients deployment No Yes
=/ Default Domain Policy
2| Domain Controllers
= (2] Software deployment
51l Ciients deployment |
= Group Policy Objects
% WM Fiters ERtEe
_ B [ Starter GPOs v Link Enabled
18 Sites Save Report...
si% Group Policy Modeling _
= Group Policy Results Delete
{3 Diagnostics Rename
Cift configuration Refresh
=5 storage
Help
I I

[Open the GPO editor [ [

PucyHok 33. PegaktupoBaHue o6beKkTa rpynnoBoM NOSIMTUKN

3) B oTkpbiBLIEMCSA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosowu
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnvicke ycTtaHaBrmBaeMbliX NpUrioxeHnn cnpasa Bblbepute Tpebye-
MO€E MPWIOXKEHWE ANS yaareH s, Bbl30BUTE KOHTEKCTHOE MeHIO 1 BbiGepute nyHKT All tasks —

Remove (pvic. Bbi3oB 3agaum yaanenus npuroxerms ).

B Group Policy Management Editor =loix|

File Action View Help

e fmE = HFE

\=/ Clients deployment [DEV-03.MARS.LOCAL] Policy | Name

I ¢4 Computer Configuration
=[] Palides

Version | Deployment state | Source
| safen'Sec DLP Client 3.0 Assigned C:\share\Safensoft_DLP_Client.msi

A v Auto-Tnstsl
=1 [ Software Settings Fissian
Software installation FuBlEn
| Windows Settings —_
7| Administrative Templates: Policy defin fissia
| Preferences oo Publishy
[ & User Configuration = S —
< Policies Properties

Redeploy application

)

# [ Preferences

Help

K ol

|Removes this package. [ |

PucyHok 34. Bbi3oB 3agaum yganeHus npunoxeHus

4)B puanoroBom okHe Remove Software Bbibepute MeTon AEUHCTAAUMM NPUIIOXEHWN
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve
MO ¢ komnbioTepoB) M Haxmute Ha kHornky OK (puc. Beibop meToga geuvHcTanmsumm
npunoxerus =),

IS———————————s—
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x

Select removal method:

" |mmediately uninstzll the software from users and
computers

£ AMlow users to continue to use the software, but prevert

new installations
| QK I Cancel

PucyHok 35. Bbibop mMeToga AeMHcTannsaumm
npunoXxeHus

5) Mo ucteyeHum uHTepBana OOHOBMEHVA TPYNMOBbLIX MOMUTVK (OaHHbIM NapameTp 3aBUCUT OT
HacTpoek Active Directory), uameHéHHasa nonmMTnka NPUMEHAETCA K KIMEHTCKMM XOocTaM. Yaare-
HMe BblBpaHHbIX NpUrioXxeHun ByaeT NpomnsBeaeHo Nocne o4YepeaHoro nepesanycka KIMeHTCKMX
XOCTOB. [1119 MrHOBEHHOIO MPUMEHEHUS CO34aHHOW rPYMNNOBOW NMOSUTUKM 3anyCTUTE KOMaHOHYO

CTPOKY OT MMeHN aaMUHUCTPaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE ClieQYyoLLyt0 KOMaHAay:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbl NOATBEPAMTE MNepesarpysky cucteMbl komaHgon Y ans

npUMeHeHnss OOGHOBMEHHOW rpynnoBON MNOSMTUKK (puc. PydHoe oBHOBIEHME napameTpoB

rpynnoBo nommTuku %),

EX Administrator: C\Windows'\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76D011]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:wUserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Glient Side Extension Software Installation was unahle to apply

one or more settings bhecause the changes must be processzed bhefore syztem startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely hefore the next startup or logon for thiz uszer. and this may result in =1
ow startup and boot performance.

For more detailed information. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabhled that can only run during startup.

0K to Restart?. (YrNiy

PucyHok 36. PyuyHoe o6HOBnNeHue napameTpoB rpynnoBOW NOJIMTUKU

5.2.2 YpaneHne CTOPOHHMMU cpeacTBaMm agMUHUCTPUPOBaHUA

Kak n B crnyyae yctaHoBku, Ana yaanénHon gevHetannaumm SoftControl DLP Client moryt npume-
HATLCA CTOPOHHWE cucTeMmbl yrpasrieHusa [T-uHdpacTpykTypon. MeTtoavka yaanenuss B AaHHOM

cryyae onpeaensieTcs UCXOAs U3 KOHKPETHOWM CUCTEMbI U MPUHATLIMU B HEW criocobamn geuHeTar-

.
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LHononHumernbHas uHgopmayus

6. JononHutenbHasa uHcgpopmauuns

6.1 UcTouyHUKM

M CTOYHUKM OONOSNHUTENbHOM MHpOpMaLmmM NpMBeaAEHbl B Tabn. 5.

Ta6nuua 5. BcnomoratenbHas AOoKyMeHTauusA

PykoBopctBo agmuHuctpatopa SoftControl Senice|PykoBoacTBo no paboTte ¢ UHCTPYMEHTAMU afMUHUCTPUPOBAHMWS
Center SoftControl Server n SoftControl Admin Console.

EE——————————————————_——————-
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TexHu4eckasi moddepxka

7. TexHn4yeckas noggepxka

Mpn BO3HWKHOBEHUM BOMPOCOB MO YyCTaHOBKe, HacTpouke u paboTte SoftControl DLP Client Bbl

MOXeTe 00paLaTbCs B TEXHUYECKYHO NOAAEPXKKY MO SMEKTPOHHOM noyTe support@safensoft.com.
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