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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl Service Center («CepBucHbin LieHTp») npeactaBnseT cobon Habop MHCTPYMEHTOB
aAMUHUCTPUPOBAHMA AN YNpaBlieHnss CUCTEMOW MHAOpMaUMOHHOM GesonacHocTu, obecneyn-
BalOLLEN COXpaHeHMe LLerloCTHOCTU NPOrpaMMHON cpebl KOHEYHbIX TOYEK CeTU, 3aLLUTY OT HECaHK-
LIMOHMPOBAHHOIO AOCTYNa K AaHHbIM CO CTOPOHbI NMepcoHara ury 3rioyMbl LLIEHHUKOB, a Takke Mo-
HUTOPWHI aKTMBHOCTYM Nosb3oBaTenein. B coctaB CepBucHoro LleHTpa BxoasaT creaytolme KoMo-

HEHTbI:

=  SoftControl Server — cepBepHbIN KOMMOHEHT;
=  SoftControl Admin Console — KOHCOSb ynpaBneHus.

SoftControl Service Center nogaepxvBaet paboTy CO CreayroLLMMN KIMEHTCKUMIN KOMMOHEHTaMM:

= SoftControl ATM Client / Endpoint Client / SClient (qanee no tekcty — SoftControl SysWatch) —
KIMEHTCKME KOMMOHEHTblI MPOAKTUBHOW 3alyTbl YCTPOWCTB CaMOOOCyKvMBaHMS, paboumx
CTaHLM1 KOpropaTUBHOM CETU U CEPBEPOB COOTBETCTBEHHO;

=  SoftControl DLP Client — KnMeHTCKM KOMNOHEHT MOHUTOPUHIra U cbopa AaHHbIX;

= SoftControl DeCrypt — KIMEHTCKUA KOMMOHEHT Afs WAPOBaAHUS CUCTEMHbBIX AUCKOB

YCTPONCTB CamMoOBCyXmBaHUs, paboymx CTaHLMA KOpNopaTUBHOM CETU 1 CEPBEPOB.

1.2 YcnoBHble 0603Ha4YeHNA U TePMUHbI

1.2.1 O603HauYeHud

YcrnoBHble 0003HaueHus, npuMmeHdaemMble B JaHHOM OOKYMEHTE, npsBeaeHbl B Tabn. 1.

Tabnuua 1. YcnoBHble 0603Ha4YeHuUs

Mpuvep 0603Haye s

i BaxHasa nHdopmaums, npumevaHme.

Ycnosue YcnoBue BbINONHEHUS, MpUMeYaHue, npumep.

— 3arofioBKM U COKpaLL, eHus;

O6HOBUTL — Ha3BaHWs 3KPaHHbIX KHOMOK, CCHINOK, MYyHKTOB MEHI0, OPYrvX 3nemMeHToB
nporpamMHOro uHTepdenca.

— TepMUHbI (onpegenexHus);

lMonumuka KoHMpors — UMeHa annoB 1 apyrnx OObEKTOB;

— TEKCTbl COOOLL eHUIA, BLIBOAUMBIX MOSb30BATENHO.

C:\Program Files\SoftControl My k dpainam, katanoram, Kno4am CUCTEMHOro peecTpa.

ISS———————————
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<karanor YCTaHOBKM
Senice Center>

AR Lo RN /AN HI EPAVUIS T IV CIWA| b parMeHTb! NPOorpaMMHOro Koga, KOMaHOHbIX Y KOHGMIY paumoHHbIX dairios.

SoftControl

Mona ansa 3ameHbl (*)_/HKLJ,VIOHaJ'IbeIX Ha3BaHWN (baKTVI‘-IeCKVIMVI 3Ha4YeHnAaAMMN.

MpunoxeHue >

CcbInky Ha BHYTPEHHME pecypchl (pasaernbl JOKYMEeHTa) C ykazaHMeM Homepal|
cTpaHuubl M Ha BHewHWe pecypcbl (URL-agpeca).

1.2.2 CokpawieHus

B naHHOM gokymeHTe ynoTpebnsitotcs 6e3 pacumdpoBKy Crieaytouyie CoKpalLeHns :

++» B[l — 6a3a gaHHbIX;

s TN — rpadnyeckmin MHTEpPGENC Nofb3oBaTesNs;

+» NBC — nokanbHas BblYMCIUTENbHAs CETb;

% O3Y - onepaTvBHOE 3anoMyHaloLEee YCTPOMCTBO;

% OC — onepauroHHas cuctema;

¢ MO — nporpammHoe obecneveHue;

s+ CUB — cuctema nHopmaumMoHHON 6e30nacHOCTY;

< CYB[] — cnctema ynpaBneHusa 6a3amu gaHHbIX;

¢ UM — ueHTpanbHbIn NpoLeccop;

% 39U — anekTpoHHas uudpoBast NOANMCh.

1.2.3 noccapun

Taobnuua 2. Mmoccapumn

MosicHeHue

MpoakTMBHas 3awmta

Komnnekc mep no npenotBpall,eHU0 BPeSOHOCHbBIX BO34ENCTBUN, OCHOBaHHbLIA Ha

NPEeBEHTUBHbLIX TEXHOJIOINAX.

npeBeHTI/IBHbIe TEXHOIornn

MepenoBble TEXHOMOMUN 3aLLUThbl AaHHbIX, B OCHOBE KOTOPLIX FIEXMWT aHann3 akTuB-
HOCTU Ha KOMMbIOTEPE MOSMb30BATENSA: AENCTBUIN MOObLIX NPUIOXKEHWI, Cry>X0 one-
paLMOHHOW CUCTEMBbI, JEeNCTBMI Nornb3oBaTtens, akTMBHOCTM U3BHe U T.4. B otnuune
OT peaKkTBHbIX TEXHOSOMUA, Ha KOTOPbIX MOCTPOEHbI TakMe cpeacTBa 3alluThbl, Kak
aHTUBMPYCbl 1 NEPCOHarbHbIE CETEBLIE AKPaHbl, MPEBEHTVBHbBIE TEXHOSOMMN aHanm-
3MPYIOT HE KOA4 OObEKTa, a OTCMEXMBAKOT MOTEHUMANIbHO OMacHble OEWCTBUS, Bbl-
nonHsiemble M. CrniefoBaTenbHO, UHCTPYMEHTLI NMPOAKTUBHOW 3aLyuTbl He TpebytoT
HamMuusi M MOCTOSIHHOTO OOGHOBMEHMS 6a3 BPEAOHOCHOro Koda, 4To SBMsieTcs
HeobXoAUMBIM A58 TPaAUUMOHHBLIX CPeaCTB 3aLlUTbI.

PeakT1BHble (CUrHaTypHble)
TexHonornm

MeToq paboTbl aHTMBMPYCHOrO MPOrpaMMHOro obecneveHust U cucteM obHapyxe-
HUS1 BTOPXKEHWIA, MPU KOTOPOM NporpaMmMa B npoLiecce aHanm3a obbekta obpallaet-
cs K 6a3e OaHHbIX M3BECTHbIX BMPYCOB W MPOBEPSIET COOTBETCTBUE KaKOro-nnbo
y4yacTka koga npocMaTpuBaemoro obbekta M3BECTHOMY Koay (curHaType) Bupyca B
6a3e AaHHbIX.

Monutnka KOHTpONA

LlenocTHbin Habop npaBun KOHTPOJSi aKTUBHOCTM.

SSSS————————————e—
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I'Ipan'lo KOHTPOJ1A aKTMUBHOCTU

HaGop ycnosuii, onpegensioownx [ecTBUE MPUMOKEHUST U pPeakuMio Ha Hero
SoftControl SysWatch.

Mpodwmnb cuctemsl

Basa faHHbIX, XpaHsaL asics foKanbHO Ha KITIMeHTCKOM XOCTe M CoAaepXKall,asl KOH-
TPOrbHblE CYyMMblI MCMONMHAEMbIX MoayneW. MNMpodwnb cuctembl co3gaétca B pe-
3ynbTate aBToMmammyeckon HacTtporiku SoftControl SysWatch (onepaumns cbopa npo-

qwns).

MpunoxeHune B npodwmne

MpunoxeHne, KOHTPONbHasi CyMMa KOTOporo ecTb B npodyurne cUcTeMbl.

OTcnexuBaemoe NpuUnoxeHue

MpunoxeHne, dakT 3anycka kotoporo SoftControl SysWatch o6Hapyxun Ha|
KJIMeHTCKOM XOCTe B npoLecce paboTbl C MOMEHTa yCTaHOBKM.

D,OBepeHHoe npunoxexHune

OTcnexunBaemoe npunoxeHue n3 .CI,OBepeHHOﬁ 3O0HbIl BbIMNOJIHEHUA.

OI'paHVILleHHOG npunoxxexHue

OTcnexnBaemoe npunoXxeHuwe mn3 Ol'paHVI‘-IeHHOVI 30HbI BbIMOJIHEHMUA.

3anpeL EHHoe NpunoXxeHve

OTcnexnBaemoe npuioXeHue U3 3anpeleéHHON 3O0Hbl BbINOJIHEHUA.
SoftControl SysWatch 3anpeluaeT 3anyck Takvx NPUIIOKEHWA Ha KIMEHTCKOM XOC-
TE.

30Ha BbINOHEHMS (OOBEPEHHas,
OrpaHnyeHHas, 3anpeLyeHHas)

OTaenbHas NONUTUKa KOHTPONSA, NpUMeHsieMas K MoJIMHOXECTBY OTCrieXuBae-
MbIX MPUNOXeHUn. Bcero Ha KaXkxaoM KNMMEHTCKOM XOCTe MMeeTcs 3 30Hbl Bbl
MONHEHUSA: [OBEPEHHAs, OorpaHndeHHasi, 3anpelléHHas. Jlioboe oTcnexxusaemoe
npunoXxeHue NPUHaAONEXUT K OOHON U3 3TUX TPEX 30H BbINOSHEHNS.

WHcTannatop

Mpunoxenwne, kotopoe SoftControl SysWatch aBpucyeckn onpegenun kak npo-
rpamMy, npegHasHa4yeHHyK ANs YCTaHOBKU APYrvMX NporpaMm, Uin KOTOpoe Morb-
30BaTefb MOMETUN Kak MHCTannsaTop. MHcTannsatop MmeeT ocobble NpuBMNErun no
3anycky (cMm. Hmwke "Pexum obHoBneHus MO").

Pexum obHoBnenus MO

Pexum 3anycka npunoXeHusi, Npu KOTOPOM MPOUCXOQMT MOMELLEHME B Mpodmrib
CUCTEMbI CaMOr0O MPUSIOXKEHUSA N BCEX CO3LaHHbIX UM M3MEHEHHBIX M PE-darinos.
[loyepHne npoLecchl AaHHOrO NMPUINOXKEHWs HacreayoT pexxum obHoeneHus MO.

V.I.P.O. (Valid Inside Permitted
Operations)

Y4yéTHas 3anucb Monb3oBaTens C OorpaHMYeHHbIMU NpaBamMu (OrpaHUYeHHbIn Habop
CUCTEMHBIX MPUBUIErniA, OTCYTCTBME AOCTyMa K CUCTEMHbIM OObekTam). CryxuT
AN opraHmsaumm "necoudHuupl” npu 3anycke NpurioXeHun n obecnevvmBaeT 4OMOS-
HUTENbHYIO 3alLUTy OT MOTEHUMArbHbIX BPEOOHOCHbIX BO3AEWCTBUIA MPUIOXEHWUN,
KOTOPbIM Hernb3s MOSIHOCTLI0 A0BEPsiTb. 3anyCck C UCMOMb30BaHWEM YYETHON 3arnu-
cun V.I.LP.O. MOXHO yCTaHaBnMBaTh TOMbKO 4715 OrPaHUYeHHbIX NPUNOXeHUMN.

COBOKYMHOCTb MpaB MOSMb30BaTeNsi Ha WCMOMb30BaHWE OTAENbHbIX Oy HKLMIA

Pornb .

SoftControl Admin Console.

UcnonHaembin darin B gopmate PE (Portable Executable). OaHHbii dopmat mc-
PE-baiin nornb3yeTcs B ONepaLmoHHbIX cuctemax cemenctea Microsoft® Windows® ans umc-

nonHsiembix davnos (EXE), gmHamundeckmx ombrmmotek (DLL) n HekoTopbIx Apyrux
TMNoB ¢halinoB.

KnueHTckun xocT

CpeacTBO BbIMUCTIUTENBHON TEXHUKKU (pabovasi cTaHUMsA, cepBep, TepMMHan camo-
obcnyxmBaHus), Ha KOTopoM ycTaHoBneH SoftControl SysWatch.

- (7 ]
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TpebosaHusi K annapamHoMy U rpospamMmMHOMY 0becrneqyeHuro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl Server

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O6BLEM
YacTtoTa O6BLEM cBob6ogHoro

un (02c) npocTpaHCcTBa Ha
XKECTKOM gucKe

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)

* Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit) 100 Mb

= Microsoft® Windows® Server 2008 (SP2) x86/x64 (32-bit/64-bit) +

= Microsoft® Windows® Server 2008 R2 31Ty ATE [JOMOMNHUTENBHO
= Microsoft® Windows® Server 2012 4 Tb B cny4vae

= Microsoft® Windows® Server 2012 R2 YCTaHOBKM

= Microsoft® Windows® 10 BCTpoeHHon CYB[]

Microsoft® Windows® Server 2016

AdononHutensbHoe MNO:
* Microsoft® .NET Framework 4.5;
* Microsoft® SQL Server® 2008 / SQL Server® 2012 / SQL Server® 2014 Express SP1.

2.2 CuctemHble TpeboBaHua SoftControl Admin Console

Taonuua 4. MMHUManbHbIE cCMCTeMHbIe TpeboBaHUA

O6BLEM

YacToTa LM O6BLEM cBo6ogHoOro

o3y NPOCTPaHCTBa Ha
)KECTKOM AUCKe

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)
Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit)

Microsoft® Windows® Server 2008 (SP2) x86/x64 (32-bit/64-bit)
Microsoft® Windows® Server 2008 R2

Microsoft® Windows® Server 2012

Microsoft® Windows® Server 2012 R2

Microsoft® Windows® 10

Microsoft® Windows® Server 2016

3y 4TB 100 MB

AdononHutensbHoe MNO:
* Microsoft® .NET Framework 4.5.
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3. YctaHoBKa 1 HacTpouka komnoHeHToB SoftControl Service
Center

B HacTosieM pasgene npuseaeHa MHGOpMauuMs Mo YCTaHOBKE ° CepBEepHOro KOMMOHEHTa
SoftControl Server («cepsepa») 1 koHcorm ynpaenenust SoftControl Admin Console, HacTpoiike
SoftControl Server npu nepeom 3arnycke ** SoftControl Admin Console, a Takke AaHbl ykasaHuist

MO PerncTpaLm KIMEHTCKIX MPUOXeHUiA 2+ .

3.1 YctaHoBka SoftControl Server n SoftControl Admin Console

BosmoxHbI criegytoupe BapuaHTtbl pa3sépTtbiBanua SoftControl Service Center:

® 06blyHas 2

: YCTaHOBKa KOMMOHEHTOB npoaykTa 6e3 BctpoeHHon CYB[;
* nonHasi '*': ycTaHOBKa KOMMOHEHTOB NPOAYKTa W BCTpoeHrHown CYB[;

i Bbl60p0'~IHaﬂ 18 . YCTaHOBKa Bbl6paHHbIX norb3oBaTterieM KOMMNOHEeHTOB.

Ecrm B ceteBoM poctyne umeetcsa HactpoeHHas CYB[ wm ecrv eé nnaHvpyeTcsl yCTaHOBUTb
oTAernbHo, BblbepuTe BapuaHT OObIYHOW YCTaHOBKU. WHpopmauus no OTAernbHOW YCTaHOBKe

CYB/[1 naHa B npuroxeHun .

[ns Hanbonee GbICTPOro pa3BEpPThIBAHMSA M HACTPOWKM BbiGepUTe BapuaHT MosHON YCTaHOBKY; B
9TOM Crly4ae Bce Heobxoaumble AEUCTBUSA, BKIOYAs YCTAHOBKY BXxoadalen B nHctanatop CYB[
n cosganve b, BoinonHaoTcs yctaHoBumkom SoftControl Service Center aBTomaTndecku. B na-
keT yctaHoBku SoftControl Service Center Bxoaut 6ecnnatHas CYB[ Microsoft® SQL Server®

2014 Express SP1, obnagatoLias Bcen Heob6xoanmon oyHKLIMOHabHOCTL IO A paboTebl cepeepa.
Ecrnm npegnoytutensHO ycTaHaBmmMBaTb cepBepHblin KOMMOHeEHT, CYB[] 1 koHComMb ynpaBrieHust Ha
pasHble KOMMbOTEPbI, UCMOSb3YUTE BbIOOPOYHYO YCTAaHOBKY.

3.1.1 OGbI4yHaA ycTaHOBKa

1) 3anyctute yctaHOBOYHLIN NakeT Service.Center.msi.
2) B okHe YcTtaHoBKa SoftControl Service Center Haxmute Ha kHonky [anee (pwvc. 3anyck

nporpaMmbl YCTaHOBKM ).

S———————————————— e
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 1. 3anyck nporpaMmbl yCTaHOBKM

3)B Clnydae Baukero corracud, otMeTbTe Oonuuo A nNMpUHUMaKw ycnoBusa JNIMUEH3UOHHOro

COrnaweHus U HaxmuTe Ha kHorky flanee (pvc. JuLeH3noHHoe corraterme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogykTa rpynnel “"SoftControl” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ Meuate ] [ Hazaa ][ Lanee ] [ OTMEHS ]

PucyHok 2. JluueH3noHHoe cornatueHue

4) Boibepute TuN yctaHoBKM OObIYHAs, HaXaB Ha COOTBETCTBYIOLYO KHOMKY (puc. Tunbl

ycTaHoBKM ).

- (W]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

YcmaHogka u Hacmpolka komrnoHeHmos SoftControl Service Cente

‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 3. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE L )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 4. [0TOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS NpoLiecca ycTaHoBKM (puc. Mpouecc ycTaHoBKM ).

- (W]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 5. lNMpouecc yctaHOBKU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBo (puc. 3aBepLLUEHMe YCTaHOBKY 7).
ﬂ Yeranoeka SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 6. 3aBeplueHue ycTaHOBKMU

3.1.2 MNMonHaa ycTaHOBKa

1) 3anyctute yctaHOBOYHbIN NakeT Service.Center.msi.
2) B okHe YcTtaHoBKa SoftControl Service Center Haxvute Ha kHonky Hdanee (puc. 3anyck

NpOrpamMmbl YCTaHoBKM 2).

-
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep YCTEHOBKM yeTaHoenT SoftControl Service Center
Ha KoMnetoTepe, HawmuTe kHonky “fanee”, 4Tobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 7. 3anyck nporpaMmbl yCTaHOBKM

3)B Clnydae Baukero corracud, otMeTbTe Oonuuo A nNMpUHUMaKw ycnoBusa JNIMUEH3UOHHOro

COrnaleHus U HaxmuTe Ha kHorky [lanee (puc. JMLeH3MoHHoe corratlerme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogykTa rpynnel “"SoftControl” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ Meuate ] [ Hazaa ][ Lanee ] [ OTMEHS ]

PucyHok 8. JluueH3noHHoe cornatueHue

4) Boibepute Tun yctaHoBku [lonHas, HaxaB Ha COOTBETCTBYIOLLYIO KHOMKY (puc. Tunbl

yCTaHoBKM ).

- ® ]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

BoibepuTe THN yCTaHOBKK

. SoftControl
YiamuTe HEMEOHEE noaxXo4AWKMK THN YCTaHOBKK

YCTaHaBNMBAET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PEK_OHEHJ].\!'ETC“ a4nA GoNBWWHCTES NONEZ0BATENEN,

MossonseT BbIGMDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOOHEHTEI M 38086a8Th
HMX MECTOHaXOHAEHKME, PEK.OHEHD.YETG ANA ONEITHEIX NONEZ0ESTENEN,

MNopHas

YCTaHaBNMEAET BCE KOMNOHEHTLI MPOrpaMMEl. 3ToT BapMaHT TpebyeT
Bonblue BCEro MECTa Ha AWCKE.

PucyHok 9. Tunbl yctaHOBKU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 14 )-

ﬁ Yeranoeka SoftControl Service Center EI =] IEI

Bce rotoBo K ycraHoBke SoftControl Service Center SoftControl

HammuTe kHonky “YCTaHoBuTh ", 4Tobkl HE4aTE YCTaHoBKY, HarmmiTe kHonky Haszaa ",
yTobkl MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HaKMMTE KHOMKy "OTMeHa",
uTobel BEIATH M3 MACTEPa.

[ Hazaa ][ '.SIYCI'EHOBMTIJ J [ OTMeHa

PucyHok 10. FT0OTOBHOCTb K yCTaHOBKEe

6) [loxauTech OKOHYaHMs NpoLiecca ycTaHoBkM (puc. Mpouecc yctaHoBKkM ).

-— (€ ® ]
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ﬂ Ycranoexa SoftControl Service Center E

Ycranoeka SoftControl Service Center SofcControl

MopowanTe, NoKa MECTEP YCTEHOBKM yCTaHasmmeaeT SoftControl Service Center.

CocToaHwe:  KomuposaHue HoskIx alinos

Hazan Lanee E OTmeHa

PucyHok 11. MNpouecc yctTaHOBKMU

7) Nocne nosierieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe
Ha kHonky FoToBO, 4TOOLI HayaTb ycTaHoBKy Microsoft® SQL Server® 2014 Express SP1
(puc. 3aBeplueHme ycTaHoBkmM SoftControl Service Center ™).

1 Yerarosea SoftControl Service Center =l ==

Yeradoeka SoftConfrol Service Center
3aBeplLeHa

HaokMuTe KHonky “ToToBo", YTobkl BEIATH U3 MacTepa
YCTaHOBKM.

Mocne 3aeplieHa paboTel MHCTanATopa Gynet
aETOMaTHHECKM YeTaHoeneH Microsoft SQL Server Express,
MoanyicTa, AoKaAMTEeC CooBIWEHA 0f OKOHYEHMM
YCTEHOBKM,

Hazan MoToBO OTHEHS

PucyHok 12. 3aBeplueHue ycrtaHoBku SoftControl
Service Center

8) Noxautecb okoH4YaHust yctaHoBkn Microsoft® SQL Server® 2014 Express SP1 n HaxmuTe Ha

kHorky OK (puc. 3aBepLUeHve yCTaHoBKM ).

-_— (W]
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(& a3 3 ir =
SoftControl Server ,r)'(’

I@I SQL-server installed & service started successfully.

PucyHok 13. 3aBeplLueHUe yctaHOBKMU

3.1.3 BbiGbopo4yHasa ycTaHOBKa

1) 3anyctute yctaHoBOYHbIN NakeT Service.Center.msi.

2) B okHe YctaHoBKa SoftControl Service Center Haxvute Ha kHonky Hdanee (puc. 3anyck
nporpaMmbl YCTaHOBKM 2).

13! ¥erarosxa SoftControl Service Center [=] @ ==

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl Service Center

MacTep YCTaHoBEKM yoTaHoenT SoftControl Service Center
Ha KOMMBKoTEpe, HamMuTe kHomky “Aanee”, uTofsl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 14. 3anyck nporpamMmbl yCTaHOBKM

3) B cnyyae Balero cornacusi, oTMeTbTe onuuio {1 MPUHUMAalD YCNOBUS JIMLIEH3MOHHOrOo

cornaleHus 1 HaxmuTe Ha kHorky [lanee (pvic. JuLeH3MoHHoe corratuerme °).

- ® ]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

JInueHznoHHoe cornalleHne

, SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLEH3MOHHOE COMNALLEHME
1. TMpegmeT cornaweHWa
HacToAwee MUUEHIWOHHOE CornaweHwe (Aanee CornaleHwe] ABMAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3NYECHMM WAKM KDRPUONHECHUM AKLOM

(nanee - Monb3oBaTens), NPaBOMEPHO  BASAEHIWMM  SHIEMNAAPOM
nporpaMmmHore npogykTa rpynnel “"SoftControl” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

ﬂl‘IDMHMMEIO YCNOEWA AMUEHSMOHHOrD CornaleHna

[ feqyats ] [ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 15. JluueHsnoHHoe cornalieHue

4) BbiGepute TMN ycTaHoBKM BblGOpoYHasi, HaxxaB Ha COOTBETCTBYHOLYO KHOMKY (puc. Tunbl

yCTaHOBKM 7).

‘_'@ Yeranoska SoftControl Service Center IE' = @

BoiGepHTe THN YCTaHOBKK

. SoftControl
YKamuTe Hanbonee noaXodAWKME THN YCTaHOEKH

YCTaHaBNMBaET CaMble PECMPOCTPaHEHHBIE KOMAOOHEHTEI NPOrpaMM.
PexkoMeHAyETCA ANA BONBLWWHCTES NONB30BATENEN,

MossonseT BbIEHDETb ANA ¥CTaHOBKM 0TAENbHBIE KOMAOHEHTEI M 38086a8Th
WX MECTOHAXOHAEHWE, PEKOMEHAYETCH ANA OMNBITHEIX Monb30EaTENEN.

MNonxas

YCTAHABNUBAET BCE KOMNOHEHTEI nporpaMMel. 3TOT BapWaHT TDEE'}'ET
Bonblwe Brero MecTa Ha AWCKE,

PucyHok 16. Tunbl ycTaHOBKMU

5) HacTtpoiTe koHurypaumio ycTaHOBKM KOMMOHEHTOB (puc. KoHdUrypaums ycTaHOBKM KOMMOHEH-

T0B '%): HAXMWUTE Ha MUKTOrPaMMy y KOMMOHEHTA, KOTOpbI He TpebyeTcs ycTaHaeBmmMBaTh, U B

BbliNagalowem MeHio Bblbepute onumio KoMnoHeHT OyaeT NOJIHOCTbLI HeAocTymneH

(pvic. OnuMM_YCTaHOBKM KOMMOHeHTa ). [fif yCTaHaBMMBAeMOro KOMMOHEHTa [0JDkHa GblThb

BblbpaHa onuma ByaeT ycTaHOBMEH Ha NoKanbHbIW XXecTkun auck (puc. Onumm ycTaHOBKM

KOMIMNOHEHTa 18 ) I'Ip|/| HEOBX0AMMOCTUN U3MEHUTE NnyTb YCTAHOBKM MO YMOJMaHUO, Ha)XaB Ha

kHonky O630p. C nomoukto kHonkn Mcnonb3oBaHMe AMCKa MOXHO NMPOCMOTPETb Cymmap-

HbI pa3mep yCtaHaBJMBa€MblX KOMMNOHEHTOB U OOCTYNMHOE MECTO Ha XeécTtkom aucke. lNocne

- (W ]
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TOro Kak BCe€ YCTaHOBKWM 3aBepLUEeHbl, HAXXKMUTE Ha KHOMKY Hanee.

‘_'@ Yeranoeka SoftControl Service Center EI' =] '@

BbiBopouHas ycraHoBKa

SoftControl
YKEKNTE KOHOMMYPELMIO YCTEHOEKM KOMMNOHEHTOE.

[INA M3MEHEHWA NEPEMETPOE YCTEHOBKK KaKoro-nbo KoMNoHEHTa WENKHUTE
COOTBETCFEIYK]LI.LMﬁ 3H3YOK B PacnonoKeEHHOM HBKE AEpEBE.

SoftControl Server

- = v| SoftContral Admin Console

O na komnoreHTa Tpebyetca 29ME
HE HEeCTKoM aucke, BriBpaHo
noakoMnoHeHTos: 013 1. flna
NoAKoMNoHeHToE TpebyeToa OKB
Ha HECTKOM AMCKE.

4| 1 "

Mectononomke... C:\Program Files (x86)\SafenSoft\Service
Center\Server), =
[ Chpoc ][ WcnonbsosaHie aucsa ][ Hazaa ][ Aanee ][ OTMeHa ]

PucyHok 17. KoHdurypauma yctTaHOBKU KOMMNOHEHTOB

=) ByAeT yCTAHOBAEH HA NOKANbHBIA HECTKWIA MCK

=8 KomMnoHeHT ByAeT NONHOCTLHD YCTAHOBNEH HA NOKAALHbBIA MECTRWA gNCK
=) KomnoHeHT BygeT yCTaHOBNEH NpK HECBXOAMMOCTH

¥ KomnoHeHT ByaeT NOAHOCTEH HEQOCTYNEH

PucyHok 18. Onuum ycTaHOBKU KOMNOHEHTa

6) Bbibepute onumo [lo6aBuTb HeobxoaumMblie MOpPTbl B ucknwo4veHusa bpaHgmayapa
Windows ana aBtomaTtndeckoro gobasneHus noprta cessm mexagy SoftControl Admin Console

n SoftControl Server B wucknoyeHus OpaHgmayspa (puc. Onuma_ gobasrieHvna nopTta B

MCKMIoYeHuss_6panamayspa '°). B obpaTHom cryqae 6ygeT HeobxoaMMO MpPOM3BECTU 3Ty

ornepaumnio BpydHyto (Mo ymorMaHuo ucnosnbayetca nopt 8080). [Ans NpoaoIpkeHUs YCTaHOBKM

HaXXmuTe Ha KHonky [lanee.

-_— (W]
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‘_'@ Yeranoeka SoftControl Service Center EI = @

Kondmrypauna SoftControl Service Center

SoftControl
OobaenTe NopT ana paboTel © KOHCONEKD M NOPT ANA BLlgaqn

ofHOBNEHWIN KIMEHTAM B MCKNKoYeHnA BpaHamayspa Windows

NobaenTe HeolXoAMMbIE NOPTEI B MOMkoHeHMA BpaHamMayspa Windows

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 19. Onumusa po6aBneHus nopta B UCKNIOYEHUA
6paHagmayapa
7) B cnyqae Bbibopa yctaHoBku SoftControl Admin Console w/wm SoftControl Server 6e3 BcTpo-
eHHon CYB[] nosTopute genctBua 5-7 and oObIYHOW YCTaHOBKM W Ecrm yCTaHaBImMBaeTCs
SoftControl Server ¢ nogkomnoHeHToM Microsoft SQL Server® 2014 Express SP1, nosTopute

nencTBmst 5-8 Anst NofHOM YCTaHOBKU .

3.2 HacTtpomnka cepBepa

[na 3anycka KoHcorm ynpasrieHns otkpowTe apnbik SoftControl Admin Console Ha paboyem cTo-
ne. B cnyyae HeckoH(UrypMpoBaHHOro cepeepa B NnosiBvBLUEMCS OKHe BBeaute IP-agpec kom-
nboTepa ¢ yctaHoBreHHbIM SoftControl Server B none Agpec cepBepa (gonyckaeTcs ykasbiBaTb
3apesepBupoBaHHoe ums localhost, ecrin SoftControl Server n SoftControl Admin Console ycta-
HOBJIEHbI Ha OLHOM KOMMbKOTEPE) N HaxmuTe Ha KHOMKy MpumeHuTb (pwc. [NepBbi 3anyck

SoftControl Admin Console '%).

ABTOpUZaLMA

Appec cepeepa: I localhost g

ma nonszceatenn: I g

Maponk: I l

[ MpureHTs l [ Ormena ]

PucyHok 20. NMepsbin 3anyck SoftControl Admin
Console

- ® ]
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B ovanoroBom OKHe C npeanoxeHmnem co3gaHuA I'IepBI/I‘-IHOIZ KOH(bI/IpraLMI/I cepBepa Bbl6€pI/ITe

Da (pvic. MpeanoxeHye 3anycka mactepa HacTponkmn 2%).

SoftControl Admin Console EX

PucyHok 21. lNMpeanoxeHne 3anycka macrepa HaCTPOMKMU

B okHe macTepa HacTpovku cepBepa B pasgerie basa gaHHbIX 3agal0Tcs napameTpbl NOAKIIO-
yenuda Kk CYB[ numa B, kotopas 6ygeT MCnonb3oBaTbCA cepBEPHbIM KOMMOHeHTOM SoftControl
Server. [Nonda 3anonHa0TCs 3HaYeHusMn no ymoryanuo, ecrim SoftControl Service Center 6b1n yc-
TaHOBIIEH COBMECTHO cO BCTpoeHHon CYB/[. B gpyrux criydasx umm ecnm HeobxoaumMo U3MeHUTb
CTaHOapTHble 3HaYeHusi, BBeauTe criegyloupe napameTpbl (B CkoOkax ykasaHbl 3Ha4YeHust Mo

ymorHanmio) (puc. HacTpoiika nogknodenns k CYB *%):

® CepBep CYB[] — ceteBon agpec (uma) cepsepa CYB[ (localhost\SQLTPS);

* Uma 6a3bl gaHHbIX — uvsa B[ Ha cepBepe CYB/[ (safensoft.tpsecure);

* Tun aBTOpPM3aummn — TMN aBTopm3aumm Ha cepsepe CYB[ (Aemopu3sauyus SQL Server);
* Monb3oBaTtenb — VMs NMosib3oBartens Ha cepsepe CYB[ (sa);

* Maponb — naposb nonb3osartens Ha cepsepe CYB[ (SafenSoft2007).

————.
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2 MacTep HacTpolixm cepeepa

Baza gaHHbIx

Cepeep CYB:
[localhostisqLTPS

iz Bazk gaHHbN:

[ safensoft.tpsecure

Tun ABTOPKUIaLHM:

[ABTmesaqun SQL Server

MonkzosaTens:
[ =a

Mapoak:

MpoeepuTs cosguHemte

Hocr knueHToE

Monszoearens

Hacrpons || Omiena |

PucyHok 22. Hactpoika nogkniovyeHuna Kk CYB[]

[na nposepku coeanHeHns ¢ CYB[] n KoppekTHOCTM AaHHbIX y4éTHoM 3anmncn SQL Server Haxmu-
Te Ha kHonky NMpoBepuTb coeanHeHune. Ecrm B[] ¢ ykaszaHHbLIM UMEHEM He CyLLeCTBYeT, TO OHa

ByneT co3gaHa Ha cepBepe CYB/[1 no okoH4yaHuM paboTbl MacTepa HaCTPOVKM.

B pasgene XocCT KNMeHTOB onpeaendarnTca napamMeTpbl NOAKIMOYEHNS KIMEHTCKUX NMPUIOXEHUA K

cepBepy (puc. HacTponka nogkmoYeHUst KIIMEHTCKUX MPUIIOXEHUN K CepBEpPY 2 )-

- (A ]
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2 MacTep HacTpolixm cepeepa

Baza gaHHbIx

XOCT KNWEHTOE

 CnncoxIP aApecce cepeepa

B EEANTE HOBOE SHAUEHWNE:

172.16.16.5
WM-AS-WE1RUXS6

Y,JJ'BI'IHTb W3 CNUCKa

MopT cepeepa:
[s000

JotasuTs NopT B WCkAoYeHUs Bpanamayspa

Monszoearens

3HaueHWA BCEX NapaMETROE KOPPEKTHEI

l Hactpouts H Ommena

PucyHok 23. Hactpoika nogknio4eHUs KInMeHTCKUX
NpUIoXKeHUN K cepBepy

Mo ymom4aHuio aAnsa cBsiav ¢ cepBepoM ucnonb3yetcs ero tekywmi IP-agpec n nopt 8000 npoTo-
korna TCP. Bo3MOXHO Takke OCYLLECTBNATbL B3aMMOAEWCTBUE KIMEHTCKMX MPUIIOXKEHUIA C cepBe-
POM MO HECKOSbKUM pe3epBHbIM KaHarnam. [aHHaa yHKUMS peanmdyeTcst MyTEM 3afaHusa BCeX
IP-agpecoB um NetBIOS-mMEH, No KOTOPbLIM cepBep OOCTYNEH AN KIMEHTCKUX NpurioxeHun. B
9TOM Criydae KIMEHTCKUA KOMMOHEHT OCYLLECTBISIET NnooYyepeHoe MOAKIMHOYEHNE MO KaxaoMy u3
a[pecoB 40 NepBow ycnelHon o6paboTkM 3anpoca, Nocrie Yero CBsisb C CEPBEPOM yCTaHaBMBaA-
eTCcsa No JaHHOMY agpecy. Ecnm nogkmiountbest HA Mo OQHOMY 13 aApeCcoB He YAasrioch, TO KIMEHTC-
KW KOMMOHEHT noBTOpseT nepebop agpecoB Mo UCTEYEHUN MHTEpBaria obpaleHuss K cepBepy.
Yto0bl 4OGaBUTL agpec B NepeyeHb, BBEAUTE HOBOE 3HAaYEHME B COOTBETCTBYIOLLEM MOSIE U HaX-
MuTe Ha KHOMKy lo6aBUTb B cNUCOK. YTOObI yaaniTe agpec us nepeyxsi, Bolbepure ero n Hax-
MUTE Ha KHOMKYy YAaanuTb M3 cnucka. B none MopTt cepBepa ykaxure nopt CBA3N KIMEHTCKMX
NpuroXxeHu ¢ cepsepom (B criydae yctaHoBkm SoftControl Server n SoftControl Admin Console Ha

OAMH KOMMbIOTEP AaHHbIA MOPT HE AOSTKeH coBnagaTb ¢ noptom cBasn SoftControl Server u

SoftControl_Admin Console **). YcraHoBute ¢riaxok [l06aBUTb MOPT B MCKMIOYEHUS

Bpanamayapa Windows B TOM cryyae, eCrvm UCKMOYEHME Ha BblOpaHHbIN MOPT OTCYTCTBYET B

e N—————————————,
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BpaHomayape.

i HactoaTtenoHo pekomeHayetcs ykasbiBaTb NetBlIOS-uma cepBepa B cnucke agpecos,
YTOObI KIMEHTCKUE MPUIIOXKEHUS HE TEPSIM CBSA3M C CEPBEPOM [axe B Cllydae aBToMmaTw-
Yyeckon cmeHbl ero IP-agpeca. Ecrm 310 BCe e npounsoLLrio, BOCMOSb3yNTeCh YKa3aHUAMM

MO BOCCTAHOBIIEHWIO CBSA3N .

B paspgene MNMonb3oBaTenb co3ganTte YY4ETHYHO 3annCb NEpPBOro nosb3oBartesns, Beeas Umsa

nonb3oBaTtens, Maponek 1 MoarsepxaeHne napons (puc. Cozganne nons3osatens 2). fa-

HbIV NoNb3oBaTesb OyaeT MMeTb NpaBa agMuHUCTpaTopa.

[MpumeyaHve. B panbHenwem naposb nosb3oBaTens MOXHO OyAeT CMEHUTb, HaXaB Ha KHOMKY
CwmeHa napons B npasoMm HwkHeM yriy SoftControl Admin Console Ha no6or OTKPbITON BKIagke

(cM. pasgen MNonb3oBaterm >°).

P MacTep HacTpolikm cepeepa

Baza gaHHbIx

Hocr knueHToE

Monszoearens

s nonssosatens:

[ Conscle_admin ]

Maponk:

e ]

MogTeepxaenue napona:

== )

Hactpouts H Ommena

PucyHok 24. CozpaHue nonb3oBartens

Mocrie TOro kak BCe HAaCTPOWKM BBEAEHbI, HAXMUTE Ha kHOMKY HacTpouTbk. B crnyyae ycnelwHoro
Co3daHvst  KOHgWrypauum oTobpasuTcs COOTBETCTBYKOLIEE YyBefoMIieHue (puc. YcnelwHoe

cosganue koHpurypaumm 2%).

—————.
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SoftControl Admin Console

1 Cepeep ckoHQUIypUpoBaH yonewHo, TENeps Bbl MOXETE
|
! ' @BTOPW30EATLCA

PucyHok 25. YcnewHoe co3aaHue KoHdurypauuum

B okHe aBTopwmsaum UCMNOSb3yUTe OaHHble CO34aHHOM YYETHOW 3anucu AOfs NOAKIOYEHUa K

cepsepy SoftControl Server.

3.3 Pernctpauus KNMEHTCKUX NMPUSTOXKEHUN

Mocre Toro kak cepBep NPOLLEN MEPBUYHYIO HACTPOMKY ', Ha KOMMbIOTEPE C YCTAHOBIEHHBIM

SoftControl Server doopmupyeTcs 3awmdppoBaHHbIA KOHPUrYpaLMOHHBIA hann no CcrieayroLemy
nyTw:

C:\ProgramData\SafenSoft\ClientSettings.xmlc
[aHHbI dhann cogepXXuT napamMeTpbl NOAKIMHOYEHUS KIMEHTCKMX NPUIMOXKEHUA K CcepBepy, a Takxe

- & 163 -~
OOLLMIN KIMEeHTCKU cepTudmrkat —, MCcnoJib3yemMbln No ymoJHaHUIO A5 yCTaHOBIIEHUA ©e3onacHo-

ro coeamHeHus. [Ans pernctpaumm B SoftControl Service Center Heo6x0aMMoO NPUMEHUTL YKa3aH-
HbIN pann Ha yganéHHbix y3nax JIBC ¢ npeaBapuTenbHO YCTaHOBIIEHHLIMU MO OOKYMEHTauumn

KIMMEHTCKUMU NPUIOXKEHUAMMN.

i B pexume oxuaaHus perucTpaumm coeavHeHne ¢ CepBEPOM OCYLLECTBIIIETCS C UCMOSb-
30BaHMEM OBLLENO KIMEHTCKOrO cepTudmkaTta, npu 3TOM He NPOUCXOAUT nepeaada AaHHbIX
OT KIMeHTa K cepBepy. BaanmopeicTBre OCyLLECTBIIIETCS B LLTATHOM pPeXvMeE rnocrie ne-

pexoa KIMEHTCKOro KOMMOHeHTa B cTaTyc ** AKTUBEH.

MoapobHble AeCTBUA NO NPUMEHEHWIO ddalria onMcaHbl B AOKYMeHTax « PykoBOACTBO MOSb30Ba-
Tensa SoftControl ATM Client / Endpoint Client / SClient» 1 «PykoBogcTBO no YycTaHoBKe

SoftControl DLP Client» ansa cooTBeTCTBYIOLLMX KOMMOHEHTOB.
3.4 MNMopakno4yeHne K cepBepy N3 KOHCONU ynpaBreHUsA

[na 3anycka koHcomm ynpasrenus oTkpoute Aprbik SoftControl Admin Console Ha paboyem
ctone. B okHe ABTopusauma seseaute Appec cepBepa, Uma nonb3oBatena u laponb

(puc. ABTopusauus nonb3osatens B SoftControl Admin Console #*).

- (& ]
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Appec cepeepa: I localhost E]

Wms nonssosatens: IConsole_admin g

napﬂﬂb: I .I...l...ll l

[ MpUMEHTS H Ormena |

PucyHok 26. ABTopusauusa nonb3oBaTtens B
SoftControl Admin Console

Haxmute Ha kHonky FMpuMeHuTb, 4TObbI nogknouutbca K cepsepy SoftControl Server u

MPUCTYNUTL K LIEHTpamM3oBaHHOMY ynpasnenno CUB 2.

i Ana ceasu mexay SoftControl Admin Console n SoftControl Server no ymon4anmio ucnors-

3yeTca nopt 8080 npoTtokona TCP. Ecrm no kakom-mmbo npudmHe OaHHbIA NOPT UCMOSb30-
BaTb He yOAETcH, UBMEHUTE ero 3HaveHue B (panrax KOHUrypaumm cepBepHoOro Kommno-
HEeHTa 1 KOHCONM ynpaBrieHus.

dann KoHurypauum cepeepa pacnorsioXeH rno crieqyroLemy nyTu:
C:\ProgramData\SafenSoft\Server.Config.xml

3HaveHue nopTa 3agaétcs B aTpubyte Port anemeHta WebApiHost.

daiin KoHUrypaumm KOHCOMM ynpasrieHUsl pacrosioXeH no creayoLwemy nyTum:
C:\ProgramData\SafenSoft\SafenSoft.Enterprise.Console.exe.Config

3HaueHve nopTa 3agaéTcd B criedytoLeM yqacTtke anna:

<Databases>
<Elements>

<add name="<Homep nopTa>" lastconnection="" />
</Elements>
</Databases>

R N————,
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4. LleHTpanusoBaHHoe ynpaBreHue CUB

YpaanéHHoe LeHTpanM3oBaHHoe ynpaBrieHve KrmeHTckumm npuroxenmnamm SoftControl SysWatch u
SoftControl DLP Client ocywecTternsietca u3 koHcorm ynpasneHust SoftControl Admin Console Ha

Base cepBUCHBIX PYHKLMIM, NpegoCcTaBnsseMbiX cepBepHbIM komnoHeHTom SoftControl Server.

[anHbin pa3gen nocBsiweH padote ¢ SoftControl Admin Console u npegHasHayeH anga agMuHK-
CTPaToOpOB CUCTEMBbI MHGOPMaLUMOHHON BGesonacHocTn (aanee no tekcty — «CUB») Ha ocHoBe

SoftControl Service Center.

4.1 Wntepdenc SoftControl Admin Console
NuTepcenc koHcorm ynpasrieHuss SoftControl Admin Console cocTtouT u3 rrfaBHOrO OKHa
nporpamMmebl, B KOTOPOM UMEIOTCS CreaytoLme BKaaKku:

= Jlor cobbitmin’;

=  CobbiTvs 6e3onacHocTn >

4
= KrwmeHtbl %:

»  HacTpoWiKu KIMEHTOB °%;

» [logpasgenenus *7;

= 3agauw'®;
= [lonb3oBaTterm *;

= Pom;
»  KoHTakTbl *;

*  YnpaBneHUst HOTUUKALMSIMU > ;

= O6HoBMeHMs *°:

»  CHUMKM KoHurypauym *%;

= CkaHHep %

= [l3aMeHeHHble HacTpoku 2.

B BepxHen yactu rnmaBHoro okHa SoftControl Admin Console nog OCHOBHbIM MEHIO MporpamMMbl
pacnosioXeH psag rpadouyecKkmnx KHOMoK, NpegHasHavYeHHbIX Ana BbINonHeHWs 6a30BbIX onepauun

npv paboTte ¢ SoftControl Admin Console. Kpome Toro, Bknaakn Knentsl “*, Mogpaspenerus *7,

109

HacTpoiikv krenToB °2, 3agaun'®, KonTtakTbl ™° 1 YnpaBneHnss HOTUDUKALMSIMU " UMEIOT CBOM

rpacbmquKme KHOMKK, obracTb AeuncTeus KOTOPbIX pacnpoCcTpaHAEeTCA TOJIbKO Ha AOaHHble

BKMaakun. OyHKLMM KHOMOK OOLLEro HasHa4eHust onvcaHbl B Tabn. 5.

—————.
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Taonuua 5. AnemeHTbl ynpasneHusa SoftControl Admin Console o6Liero HasHa4YeHUs

Fopsune
Ha3BaHue P
KnaBULLKX

Jlor cobbImnit Bbi3oB Bknaaku Jlor onsa Bcex KNMEHTCKUX KOMMOHEHTOB.

Cobbins 6e3onacHocM |Bbi3oB Bknaaku CobbiTusa 6e3onacHoOCTy.

i

KnneHTtsl Bbizos Bknagku KNMMeEHTHI. F4
HacTtponkn knmeHToB Bbi3oB Bknagky HacTponku KnmeHToOB.
Moapasgenexns Bbi3oB Bknagku NMogpaspeneHus.
[
B 3agaun Bbi3oB Bknagku 3agaum.
Eij Monb3oBartenu Bbi3oB Bknagku Nonb3oBaTtenu.
Pormn Bbi3oB Bknagku Ponu.
h KoHTaKTbI Bbi3oB Bknagky KoHTaKThl.
YnpaeneHue
: Bbi3oB Bknagkun Hotudmkaumm.
1 HOTUAMKaLMAMMU
o -
@ O6GHOBUTL O6HoBneHMe nHGopMaumm B TeKyLLL e BKNagKe. F5
o o B
. BbibpaTs KOMOHKM M3meHeHne cocTaBa nomnew Tabnuubl TEKYLLL e BKIagKu. F6
I

CoxpaHeHme Bbl6paHHOF0 Ha60pa KOJTIOHOK B Ka4yecTBe

c .
I_[% B;X:aHMTb HacTporiu nosb30BaTeNbLCKOro dwmrbTpa. F2
A MpumeHnma Tonbko K Bknaake Jlor.

; Meyats BbiBOA TekyLlero cnucka yCTPOMCTB Unn BbIGOPKM COBbITUIA Cirl + P
'-"a:é Ha nevatb.
m OKCMNOopT TEKyLL,Eero Cnncka yCcTponcTs nnu BIGOPKU

C) Excel Ctrl + E

LHE Keriopt 8 £xce cobbituin B drann dopmata XLSX (Microsoft® Excel®).

CHuMKM KOHdmrypaumm  |Bbi3oB Bknagku CHUMKM KOHd Urypaumm

OO6HoBMEHUSA BbizoB Bknagkn O6HOBREHUS.

'3

CepBep BbI30B HACTPOEK COEOMHEHMSI C CEPBEPOM.

=2

YacTb yHKUMIA, Bbi3blIBAEMbIX C MOMOLLBIO KHOMOK OOLUEro HasHayeHusi, AOCTYMHbl Takke U3

rMaBHOIoO MEHIO NporpamMmbil.

B HwkHel YacTu okHa oToBpakaeTcsl CTpoKa C UMEeHeM TeKyLLEro Mosb30BaTess U NpUcyLLMMn emy

porAMu.

- (& ]
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B rmaBHom okHe SoftControl Admin Console AoNOMHUTENBHO BO3MOXHbI Crieaytope AencTBUA:

HacTtpowka coeguHeHus ¢ cepBepom
Ecrm HeoOxoaMmMoO npoOCMOTPETb WM U3MEHUTb MNapamMeTpbl COEAMHEHMA KOHCOM
ynpaerieHuss n cepsepa Bo BpeMsa pabotel SoftControl Admin Console, Haxmute Ha
kHonky CepBep.
OKHO HaCTPOeK MOAKIOYEHUS] aHarorMyHO OKHY aBTopusaummn ¥, oTKpbIBaeMOMy Mpy 3a-

nycke SoftControl Admin Console.

HacTtpownka nHtepdenca
Ans n3meHennsa Hactpoek uHTepdenca SoftControl Admin Console B OCHOBHOM MEHIO
BblbGepute nyHKT Buag — Hactpownku.
Mo ymoryanuio, a3bik nHTepdgenca SoftControl Admin Console BbiOMpaeTcs npu NepsoMm
3anycke nporpaMmmbl UCXO4s U3 pervoHarnbHbix HacTpoek OC. [0na usMeHeHus A3blka B
okHe HacTpouka nHtepcenca soibepute TpebyeMbl BapuaHT U3 BbiMagaroLwero Cnmcka

(puc. Hactpoiika nHtepderica 2%):

* ru-RU — pycckui;

® en-US — aHrmmickui (CLUA).
YT0Obl M3MEHEHMS BCTYNUIM B CUITy, HEOOXOAMMO nepe3anyCcTuUTb NporpamMmmy.
YcTtaHoBuTE oriaxkok 3anycKkaTb TONbKO OAUH 3K3eMNNsAp KOHCOMN, eciim Heobxoanmo
3anpeTuTb BO3MOXHOCTb OAHOBPEMEHHOIO 3anycka HecKosbKux ak3emnnsapos SoftControl
Admin Console.
B none Pa3smep cTpaHuubl COObLITUM 3a0aETCA MaKCMManbHOE KONMYECTBO COObLITUN,

KOTOpOE AOITKHO 0TOBPaXaTbCS Ha OAHOM cTpanuLe Bkrazaku Mor 122,

HacTtpoiku uHTepgeica

BribepuTe A3bik [ru-RU

D SBI'I)ICKETb TOABKD O4WH 3KIEMNARP KOHCCAK

Pasmep cTpanvuel cobemui | 10000

3aKphiTh

PucyHok 27. Hactpoiika uHTtepdenca

R N—————.
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MpocmoTp MHcpopmMaLmum o nporpamme

B rmaBHOM MeHt0 BbIGepuTe nyHKT O nporpamme.

4.2 Mopspnok paboTbl

Mpn agmuHncTpmpoBaHum CUB Ha ocHoBe SoftControl Service Center s KoHconm ynpasneHust
SoftControl Admin Console pekomeHayeTCcs NpuaoepXxuBaTbCsa CrieaytoLero nopsaka paboTel ans

CHWXEHNA BPEMEHHbIX 3aTpaT 1 NoBblLLEeHNA NPOOYKTUBHOCTA pa6OTbIZ

1) OTtkpowte koHcorb ynpasreHus SoftControl Admin Console, BbINonHUTE NOAKIHOYEHME K

cepsepy SoftControl Server **.

2) Ha Bknagke Ponu npu Heo6xoamMmocTn co3gante AONOSHUTESbHbIE POSU %' 1 Ha3Haub-

Te YYETHbIM 3anucam 3 nosfi3oBarteneun pormm C Bbl6paHHbIMI/1 pa3peleHnamMmn. C

nomousto Brknagkm CobbiTusa 6e30nacHOCTM NpomM3BOAMTE YYET_OEWCTBUM NOMb30Ba-

Tenen >° yepes KOHCOrb yrpaBrieHs.

4 4

3) Ha Bkragke KnueHnTbl noateepaute ** urm oTknonute ** 3anpockl Ha perucTpaumio oT
KIMMEHTCKUX NPUIOXEHUA, YCTaHOBIIEHHbIX HA KOHEYHbIX Toukax JIBC.
4) Mocrne gopmupoBaHua paboyenn obractn M3 HeobBXoaUMbIX YCTPOWCTB MNepenaute Ha

BKNMaaKy HacTpOMKM KNMEHTOB 1 co3aaiite HeobxoamMble KoHdurypaumm >, koTopble

OyayT NPUMEHSITLCA A1 KIMMEHTCKUX NPUIIOXEHNIA.
5)MNocrne co3gaHuss KIMEHTCKMX HACTPOEK nepenaute Ha Bkragky MopapaspeneHusa wm

cosaaiite nogpasaenerns *® (rpynnbl) No KakoMy-rMbo NpUHLMNY ANS pacnpeaeneHus B

HUX 3aperncTpmpoBaHHbIX KOMMOHEHTOB Ha KITMEHTCKUX XOCTaX. |_|pl/l co3aaHum nogpasae-

FIEHWIA BLINOSTHUTE MX NPUBS3KY K ONpeAenéHHbIM KOHUrypaumsim *° .

6) Ha Bknagke KnueHTbl nepemMecTute KIMEHTCKME KOMMOHEHTbI 45 B CO30aHHbIe

nogpasgernieHus.
7) Ha Bknagke 3agaum cosfaiite Heobxoaumble 3aaaqum ' Ans KIMEHTCKUX MPUNOXKEHNN.

8) Mepengute Ha BKnaaky Jlor n NpucTynuTe K NPOCMOTPY_OTYETOB KIMEHTCKUX KOMMOHEH-

ToB 7,

9) [JoNOMHUTENBEHO MOXHO HAaCTPOUTL OMOBeLLEHMs > 06 onpeaenéHHbIX cobbITUsX, KOTO-

pble 6yayT OTNPaBMATLCS HA AMEKTPOHHbIE NOYTOBbIE ALLMKW 33aHHbIX aApecaToB >0, a

TaKXXe SKCrNopTNPOBaTb U BbIBECTU HA MNeYaTb 134 HeobxoavMble OaHHble.

-
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4.3 YnpaBneHue 4OCTYNOM Ha OCHOBeE poJien

B SoftControl Service Center pearm3oBaHa nogcuctema ynpasfieHUsi JOCTYNOM Ha OCHOBeE posien

(RBAC — Role Based Access Control). [laHHasa nogcmuctema no3sBosiieT NpousBoAnTb pasrpaHu-

3

YyeHne OOCTyna nosib3oBaTenen 2 K pa3yiniHbIM (byHKLI,I/IFIM CepBVICHOFO Ll,eHTpa B 3aBUCUMOCTIU

OT AenerupoBaHHoii um porm .

Mpn ayteHTU(pMKaumM nosb3oBaTernda Ha cepBepe CO34aeTCs Ceccusi, MMeKLas YHUKalbHbIN
noeHtTngukatop. Bea paboTta nonb3oBaTtensd C KOHCOMbIO YNpaBlieHUs1 OCYLLECTBIIAETCS B pamMKax
AaHHOM ceccun, Mpy 3TOM C MOCTOSAHHOW NEPUOOUNYHOCTLIO MPOBEPSETCS Hanmumne coeavHEeHus
MEeXay CEPBEPOM M KOHCOJSbIO yrpaBrieHns. Ecrm koHcomb ynpaBrieHus HeA4OCTyMNHa And cepsepa

Boree Yem 2 MUHYTbI, TO TEKYLLAS CECCUs NpeKpalLaeTcs.

Uepes SoftControl Admin Console ocylecTBnsieTcsa KOHTpOSb OEeWCTBUA MNorfb3oBaTesien C

MOMOLLbIO PErvCTpaLmm cobbiTuii GesonacHocTv cepeepa .

4.3.1 Ponm

Bknagka Ponu nosBorsieT ynpaBnsiTb PONsiIMM M HacTpavBaTb paspelleHust Ans  HUX

(pvic. Bknaaka "Pomm" ).

®aiin  Bug Ounetpe O nporpamue
FE IF LAy  BORN @ 5 9% @ QU
H 0 = e b & j B ¥ L H ud
Knnentel -
A

-
CricTemuslii aamMuHRCTpaTOp:

BKNKOUZET BCE MMEHOILMECA PaZPElIEHIA
HaBnwopgarens Yaanute pons

MpocMaTPUEaTE CYLIECTEYHOLLME SKKEYHTsI ¥aanute paspeiserue
nPG(MGTPMEETb KNWEHTOE, NOAKAKYEHHBIX K CEpERDY :f'ﬂa;'lMTb paspelueHue
MpocMaTpMBaTE CYWECTEYHOWME KOHTaKTSI Yaanuts paspewenme
MpocmaTpuEaTe COOLITUA OT KAMEHTOE YaanuTs paspeleHve
Mpocmatpueate cywecTsyrowme HoTMdrKkaumm ¥oanuTs paspeleHme
MpocMaTprBaTE CyWECTEYHOWKME NOAPEIAENEHHA Yaanuts paspewenve
NoGaEnaTE KOMMEHTADMM K KNKEHTAM YpanuTs paspeleHve
MpocmaTpuEaTE CYLECTEYOWME HACTRPOMRKU KAMEHTOB ¥nanuTs paspelieHve
MpocmaTpueaTe paHes cO3ABHHBIE 3a0a4N Yaanuts paspewenve
MpocmaTpyBaTE HACTPOHKW U MCTOPHID 0BHOBASHWIA YOanuTh paspeLIEHNE
MpUMeHATE HACTPOHKN NOAPA3AENEHIMA, BCAW OHU BbINM M3MEHEHE! NOKANEHO ¥aanute paspeiuerue 3
Wma nonezosarenn: console_admin Paan: CuctemusIi Tpatop, & | |

PucyHok 28. Bknagka "Ponu"

— &
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Porm Ha BKkrnaake npeacTaBneHbl B Buae Tabnuu, B NEPBOI CTPOKE KOTOPOW yKasaHo MMS porm, a
B MOCreaylouyx — npaBa Ha BbIMOSHEHWE OMpPedeNiéHHbIX onepauuii B KOHCOMM yrpaBrieHus

(paspeLueHus).
SoftControl Service Center BknoyaeT B cebsa aBe npeayCcTaHOBMEHHbLIE POSA:

®* CMCTEMHbIN aAMUHUCTPATOP — NO3BOSIIET OCYLECTBIIATL AOCTYN KO BCEN OYHKLMO-
HanbHOCTN KOHCOMM ynpaBrieHus. PekomeHayeTcs Ans OnbiTHbIX Nofb3oBaTteneagmm-
HUCTpaTOpOB 6e30MnacHOCTH.

* Habnropatenb — JaeT npaBa Ha NPOCMOTP OCHOBHOM YaCTu MHpopMaLmK, BKIoYas Bce
AaHHble No paboTe C KIMEHTCKMMKU NpUrioXeHusimn. PekomeHayeTcs aons onepaTopos,

BeayLyx MOHUTOPUHI MHUMOEHTOB ©e30MacHOCTM Ha KIMEHTCKMX XOCTax.

MoMMMO 3TOro, MOXHO CO34aTb HOBble POSfM C COBCTBEHHLIM HAabopoM paspelleHun. Hiwke

onucaHbl AENCTBUS C ponAaMu, BblNnoJsyiHAEMbIE€ Ha AaHHOW BKIagke:

Co3spaHue ponu

Utobbl Oob6aBuUTb posb, HaXmuTe Ha KHOMKy [lo6aBUTb HOBYK ponb (puc. Bknagka

n' 30

"Porn" °*). B nosiBuBLEMCS OKHe ykaxute Uma ponu u Haxmute Ha kHormky OK

(puc. Cosganme Hosom porm =Y.

Mma ponm I WMuxenep cepencholi cn}cﬂ(ﬁml l

[ Ok ] [ Ormena l

PucyHok 29. CosgaHne HoBow ponu

Hoeas porb 6ygeT gobasreHa B KoHel, criucka porieii. [lanee sapjaiire paspeluerus > ans

Heé.

PepakTupoBaHue paspeLieHnmn
YUtobbl JOGaBUTL paspeLleHns K porn, HaxKmute Ha KHonky JlobaBuTb pa3pelueHue rnoc-
ne Tabnmupbl C 4aHHOW poribio. B nosBMBLLEMCS OKHE OTMETbTE HEeOOXoauMble pa3peLLeHns

W HaxMuTe Ha kHonky OK (puc. [Jo6asneHve paspelueHnn ).

Utobbl yaanMTb paspelleHne, HaXXMUTe Ha CCbiNky YaanuTb paspelieHue B COOTBETCT-

BYIOLLBV CTPOKE Tabrmuibl ¢ porbio (puc. Bknaaka "Porm" ).

-,
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P Nobasims paspeluerne

Buibepute paspeweHns:

@ anCMaTPI‘IEETb KNWEHTOE, NOAXAYEHHDIX K CEPEEPY
@ Wsmenate CTaTyChl KAMEHTOE: NOATESPAAETE, OTKNOHATE
[2] Yaanate KNMEHTOE
[ Nepemewars kventos 5 Apyroe noapassensHne
JoBaENaTE KOMMEHTADMM K KNMEHTAM
MpYMEHATE YACTHEIE HACTPOMKK K KIMEHTAM
MpyMEHATE HACTPOIKM NOAPASAENEHNA, ECAN OHU BEINW SYMEHEHE NOKANEHD
MpocmarpreaTe CoBLHITAA OT KNMEHTOS

Co3nasaTs HOBRIX NOAbIOEaTENEA

W3MEHATE CYLIECTEYHOLNE AKKAYHTE
YaanaTe BKKaYHTEI
CBHOBENATE KAWEHTCKAE CEpTUdIAKETE

Co3AaBats HoBLIE KOHTaKTsl

O
]
]
]
O
@ npOCMaTDHEaTb CYLWECTEYHOWMWE aKayHTbl
O
O
%]
O
[

MpocMaTpHEaTE CYUIECTEYHOULME KOHTAKTSI v

PucyHok 30. lo6aBneHue pa3pelueHUmn

= YpaneHuve ponu

[ns yoaneHus ponv HaXXmmTe Ha CCbifky YAanuTb posib B CTPOKe Tabmnmubl C MMEHEM

" 30)

porm (puc. Bknagka "Porm W noaTesepauTe yoareHve B AnanoroBoM OKHe.

——————.
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4.3.2 NMNonb3oBaTenu

Ha Bkrnagke NMonb3oBatenu npom3soauUTCA ynpasrieHne y‘-IéTHbIMI/I 3anucsamu nosb3oBaTenen n

Ha3HaueHve porei ans HuX (puc. Brriagka "Morb3osaterm” *%).

)~ SoftControl Admin Console

Daiin  Bug  Ownetpe O nporpamme

g8 oAy dON | @007 B @

MNonszosatenn hd

. 8@

MNoppasaenerne

CeepryTs

FOscHBIH TecToBbid_nons30BaTeNs WHxenep Texnoasepskn

CeepHyTh

|3 Cesepo-Bocrounbii duanan Systern_admin Cucremnsiil agmuHucTpatop

CBepHyTL

KOro-Boctounniid dunnan Observer HaBnopatens

CeepHyTb

‘CeeepHulii Console_support WMHxeHep TexnoasepHkn

CBepHyTb

Mo ymonuaruro console_admin CucTemAbli agMUHMCTpaTOp

v

PucyHok 31. Bknagka "lMonb3oBatenun"

OcHoBHble onepaumm C y‘-IéTHbIMVI 3anucamMmn nonb3oBarenen OCYLLECTBITIAKOTCA C MNMOMOLBIO

Fpa(*)l/l‘-IeCKI/IX KHOMOK BKIaAKu, npegHa3HavyeHne KOTopbiX npnBeneHo B Taon. 6.

Tabnuua 6. AnemeHTbI ynpaBneHusa Bknagku "Monb3oBaTenun”
HasBaHue

CospgaHve HOBOW YYETHOIN 3anuvcu.

_ PenakmposaHne CBOMCTB BbIGPAHHOM YYETHON 3anmcu.

Ynanutb YpaneHve BbIOpaHHbIX YHETHbIX 3annce.

Qe T‘:-:#E

MepemecTnTs MepemMecTTb BbIGPaAHHOTO MOMb30BaTENA B APYroe noapasaeneHue.

[MepeyeHb nonen BKagky NnpvBeaéH B Tabn. 7.

Tab6nuua 7. Nons Bknagku "Monb3oBaTtenn”

I'Ionpas,qeneHMe I'Io,qpasp,eneHme, K KOTOpOMY npununcaH [JaHHbIN Nonb3oBaTerb.
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Mmsa nonb3oBaTens.

Porm

Posnwn, npucyumne nonb3oBartesnto.

OcCHOBHbIe OeNCTBYS, BbINOMHAEMbIE Ha AaHHOM BKIagKe:

Co3paHune y4€THOM 3anucu
UTtob6bl 0OGaBUTL HOBYIO YHETHYIO 3anMUCb, HAaXMuUTe Ha KHOMKy [lo6aBuTb (puc. Bknagka

"Monb3oBarterm” *%).

B nosiBuBlEMCS OKHE YKaxure Mma nonb3oBatens, BBegute

Maponb y4é€THOM 3anmcu v ero NMoarBepxxaeHue (He MeHee 7 CUMBOJIOB). YKaxute Heob-
xogumble Ponu ana cosgaBaemoro nosb3oBaTtend M HaXmuTe Ha KHorky MpumeHnTb

(puc. CosaaHme y4éTHOM 3anmem >4).

F HoBwi nonssosatens

Wns Ponu

ICOHSOIE—USEF l D CucTeMHbIA agMUHUCTPaTOP

Mapons Habawaatens

‘ (] Wuskenep Texnonaepsm

SESBBBRS

MogTeepxaeHue

I sessssane l [] Axkaynt sabnokwposaH

Mapont geictenTened go: Infinite

3HaueHUA BCEX NApaMETPOE KOPPEKTHbI

Otmena l [ MpvmernTe

PucyHok 32. CozpaHue y4éTHOM 3anucu

Bce HoBble yuéTHble 3anvcy aBToMaTMYeckn nomeLaoTcst B otaeneHve Mo ymonuaHmio.
Bbl MOXETE NepeMecTUTb >° BbIGPaHHYI0 YHETHYIO 3aMiCh B APYroe noapasaeneHue.

B 3aBMCMMOCTM OT porm >, nomb3oBaTerb UMeeT AOCTYN K MHGopMaLmMn B TeKyLem nog-
pasfeneHMn 1 Bo BCEX A0YEPHUX NoapasfeneHnsx N He UMeeT AOCTyNa K MHdhopmaumn B

poauternbCKux nogpasaesieHmnAax.

PepaktupoBaHue y4éTHOM 3anucu

Utobbl M3MeHWTb CBOMCTBA YYETHOW 3anucu, Haxmute Ha KHonKy PepakTupoBaTtb

(pvic. Bkrniagka "Monb3osatenv” ).

B nosiBvBLIEMCA OKHE M3MeHUTe UMA nonb3oBartend wwum nameHute Ponu B COOTBETCT-
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ByPOLLBIZ obracTtu, nocre 4Yero Haxmute Ha KHOMKY anMeHMTb (pI/IC. Pepaktnposanve

yuéTHoit 3ammey *°). Maporb npu 3ToM ocTaHeTcst 6e3 nameHenuin. Ecrm TpebyeTcst cme-

HUTb MapoJib, TO BBEOUTE HOBbIM I'Iaponb B OAHOMMEHHOM MnoJie n ero I'Iop,TBep)KneHMe

(He meHee 7 cMMBOJSIOB).

F PeaaxtMpoBaHWe NnonssoEaTENA

Wnas Ponun
Iccnsole_support l D CHCTEMHBIA agMWHUCTPaTOp
Mapane D HaBnwogarens
WHxeHep Texnogaepskn
I Maponk }
MogTeepxaeHue

I MNogTeepxaerue napona ] [_] AxxaynT 3abnokmposa

Mapont gefctenTensy go: 08.11.2017

3Ha4EHWA BCEX NAapaMETPOE KOPPEKTHbI

| Omena | | Mpmvemm |

PucyHok 33. PegaktupoBaHue y4€THOM 3anucu

Kpome Toro, nobo nonb3oBaTeslb MOXET CMEHUTbL CBOWM MAposib B OKHE, KOTOPOE MOsiBIIA-
eTCs MNpu HaXkaTum Ha KHornky CMmeHa napons B npaBoM HwkHeM yriy SoftControl Admin

Console (cm. pvc. Bknagka "Monb3oBaterm” **). KHonka AOCTYMHA Ha NoGON OTKPbITOM

BKIaaKe.

F Cwmena napona ana console_admin

Crapuli naponb:

Irapont

Hosw# napone:

Irapont

MoaTeepxgenre:

Iro,n,Tsepx,:\e—ze naponn

PucyHok 34. CmeHa naponsi nonb3oBaTens

B nosiBmBLIEMCS OKHe (puc. CMeHa napons nomb3oBaTtens >°) Heobxoaumo BBECTU CTa-

pbin Maponb, HoBbIN naponb v ero NoarsepxaeHue (He MeHee 6 CUMBOJSIOB) M HaXaTb
Ha KHOMNKY MpUMeHUTb.

[Mpu cMeHe napons agMUHUCTPaTOP MOXET OrpaHuydUTb CPOK ero Aencteusa. [na aTtoro B

— e &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

Ganrne KoHurypaumm cepsepa (C:\ProgramData\SafenSoft\Server.Config.xml) cregyet
BbICTaBUTb Tpebyemoe 3HaueHne (KornmyecTBo OHen) onsa napameTtpa PasswordValidDays
(O o3HavaerT, 4YTo BpeMsa AeNCTBUSA Naposist He OrpaHNYEHO).

Ecrm yy4éTHylo 3anmMcb Heobxooumo 3abnokvpoBaTh, BbICTaBUTE raroyky AKKayHT

3abnokupoBsaH (puc. PegaktnpoBarme yuéTHoi 3anmcm ).

YpaneHue y4éTHOM 3annucum

Ana yonanenus y4€THOM 3anucy Bbibepute eé, HaxxmunTte Ha KHOMKy YaanuTb (puc. Bkragka

" 33)

"Monb3oBatenm N nogTBepauTe yaarneHve B AuanioroBOM OKHe.

MepemeleHne y4THOM 3anucu
[na nepemelLeHmss yY4ETHOM 3anucy Bblibepute e€, HaxxmuTe Ha kHonky MepemecTUTb 1 B

noABMBLLUEMCA OKHE YKaXXuUte nogpasaerieHnMe, B KOTOpo€e Haao nepemMectutb OaHHOro

nonb3osaTens (puc. MNepemelgHne yuéTHo 3anmcy %)

MNoppasaenequna

BrmiBepure nogpasasnexue:

Morthemn E

Ormena ‘ |I'IpMMEHHTh|

PucyHok 35. lNepemeleHne y4éTHomn
3anucu

4.3.3 CoObITnA 6e3onacHoCcTU cepBepa

KoHcorb ynpaBlieH/A No3BOJIAET q.)I/IKCVIpOBaTb onepauun, npon3BoamMMbl€ MoJib3oBaTENAMW, OJ1A

JanbHenwero aHarm3a Ha Bkragke CoObiTua 6e3onacHoctu (puc. Bkrnagka_ "CoObiTus

©e3onacHocTH

MonHbIN NepeYeHb Nonewn BKNaakm npuBeaéx B Tabn. 8.

Ta6nuua 8. Nons Bknaaku "Cobbitua 6e3onacHocTn”

Guid knueHTa

YHUKanbHbIN OeHTUWMKaTOP KIMEHTCKOrO NPUIOXEHNs (TONbKO A4St TUMOB COBbITUI
MoareepxaeHue knueHta, OTKNOHEHUe KNMeHTa, YaaneHue KnueHTa,
MepeMelueHue KNueHTa B Apyroe noapaspaeneHue).

Tvn cobbitna

Tun 3aperncTpMpoBaHHOroO CObLITUS:
e Hauano ceccuu;
e KoHeLl ceccuy;

EE——————————————————_——————-
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* Ponb co3paHa,;

e Ponb ypaneHa,;

e K ponu no6aBneHbl pa3peLleHus;

* YaaneHo pa3pelueHue y ponu;

e Bbina co3gaHa yvyeTHas 3anuch;

e YyeTHas 3anucb Gbiyla UI3MEHEHa;

* YyeTHas 3anucb Obina yaaneHa;

¢ MoarBepxaeHWe KNUEHTa;

¢ OTKNOHEHMe KIIMeHTa;

* YpnaneHue KnueHTa;

e 3anpoc Ha U3MeHeHue cepTudmrKaTa KNMeHTa;
¢ HoBbI cepTUpMKaAT Ha3HA4YeH KNUEHTY;

¢ NMepemeweHne o6bLEKTa B Apyroe nogpaspgesieHue;
e Co3pgaHoO HOBOe nmoppas3aeneHue;

¢ MoppasgeneHue 6bLIIO yaaneHo;

e Co3paHuMe HOBbIX HacTpoek;

¢ N3ameHeHMe HacTpoek AnsA noapasaerieHus;
¢ MpnMeHeHMe YaCTHbIX HaCTPOEK;

e YpaneHbl HACTPOMKMU;

¢ HasHauyeHbI HacTpoWku nogpasaeneHus;

e Co3paHue 3apauu;

e OTmeHa 3apauu;

e Co3paH KOHTaKT;

¢ KOHTaKT N3MEHEeH;

¢ KoHTakT ObIN yoaneH;

e Bbina co3gaHa HoTUd MKaLMs;

¢ Hotucbmkauma 6bina nsmMeHeHa;

¢ Hotucdpukauma 6bina yganeHa;

¢ HeaBTOpM3OBaHHLIM 3aNpoc;

e HepoctaTouHO NpaB Ha BbINOJSIHEHUE 3aMpoca;
e Owmnbka obpaboTkm 3anpoca.

Tun 3agaum Tun 3agaum (Tonbko Anst mnoe cobeimii Co3aaHmne 3apayum, OTMeHa 3agaunm).
CoobL eHne 06 owwnbke CoobL eHne 06 ownbke Bo Bpems 0b6paboTtkm 3anpoca.

MpyynHa owmnbku MprynHa HEBO3MOXHOCTV aBTOpPM3aLIMKN Ha cepBepe (TONbKo AN TMna cobbitus
asTOpU3aumm HeaBTOpM30OBaHHbLIN 3anpoc).

MopsiakoBbI HOMEP 3adaym (Tonbko Ans TMnoB cobbimii CosgaHme 3agaum, OTMeHa
3apaun).

MopT KoMNblOTEPA C YCTAaHOBMEHHOWM KOHCOMbLIO ynpaerieHnsa SoftControl Admin
Console, oT KOTOpON Npu1LEN 3anpoc Ha cepsep.

ID 3apgauun

Homep nopta 3anpoca

MonHbin URI 3anpoca koHconu ynpasneHus SoftControl Admin Console, koTopbi 6bin
OTNpaBreH Ha cepBep.

URI 3anpoca

MogpaspeneHne, B KOTOPOE NEpPEMELLEH YCTAHOBMNEHHBIN KIMEHTCKUIA KOMMOHEHT

Mwmsa nogpasgeneHus (Tonbko ana mnoe cobbitvin MNMepemelleHMe KNUeHTa B gpyroe nogpasaeneHue,
CospaHo HoBoe nogpasaeneHue, MoapasaeneHne 6bINO yaaneHo).
Mepeuncnenve gobaBneHHbIX (409 MNa cobbiua K ponu ao6aBneHbl pa3peLleHuns)

PaspelueHns ponm unu yganeHHsIx (409 mna cobblimst YaaneHo paspelueHue y ponuv) paspeLleHuin
ponmu.
ID ceccum KoHTponbHas cyMma ngeHmdmkatopa ceccum, ¢ KOTOpon accoUMMpoBaHO cobbiTue.

-,

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5

Ums akkayHTa

Pykosodcmeo aOmMuHUCmpamopa
Llenmpanu3sosa+Hoe yripasieHue CHB

Nms yu€THOM 3anucu nonb3oBatens (Tornbko ANs TMNoB cobbituii Bbina cospaHa
y4yeTHas 3anucb, Y4eTHas 3anucb Gblna M3MeHeHa, YyeTHas 3anucb O6bina
yaaneHa).

Ums ponn

Wmsa porm (Tonbko ana mnos cobbimuin Ponb cozpaHa, Ponb yganeHa, K ponu
no6aBrneHbl pa3pelleHus, YaaneHo pa3peleHue y ponm).

Mma nonb3oBatens

Mmsa nonb3oBaTtens, ¢ KOTOPbIM acCoOLMMPOBaHO JaHHOE cobbiTne.

Ums HoTudmkaumm

MM onoBell eHns (TONbKO Anst TMNoB cobbivii Bbina cozgaHa HoTud uKauums,
Hotudmkauma o6bina nsameHeHa, Hotucgpmkauma 6bina yaaneHa).

Wms HacTpoek

VM§ KOHQMIry paumm KIMEHTCKUX NPUIIOXKEHWI (TOMNbKO Ans TMnoB cobbimin Co3aaHue
HOBbIX HacTpoek, UameHeHMe HacTpoek AnA noapasaeneHus, YaaneHsbl
HaCTPOMKM).

Mmsa KoHTakTa

Wmsa agpecaTa nonyyarens onoBeLleHnn (TonbKo Ans MnoB cobbimii Co3paH
KOHTaKT, KOHTaKT Obin u3ameHeH, KoHTakT Obln yaaneH).

Bpemsi BO3HMKHOBEHMS

[aTta n Bpems BO3HMKHOBEHMWS COObITUS.

B pemMa co3gaHnAa HacTpoek

Bpems cosgaHnst HaCTPOEK KIMEHTCKMX MPUIOXEHNIA Ha cepBepe (TONbKO As TMna
cobbitus Co3aaHne HOBbIX HACTPoOeK).

Mms knneHTa

NetBIOS-nmsa knmeHTCKoro xocTa (TonbKo AN TMnoB cobbivn Moaree pxxaeHue
knueHTa, OTKNIOHEeHWe KnveHTa, YaaneHue KnveHTta, 3anpoc Ha U3MeHeHue
ceptudmkata knmeHTta, HoBbin cepTuukaT HasHayvYeH KnMeHTy, lNMepemeleHue
KNueHTa B gpyroe nopgpaspgerneHue).

IP appec 3anpoca

IP-appec komnbloTEPa C YCTAHOBMEHHON KOHCONMbIO ynpasneHnsa SoftControl Admin
Console, oT KOTOpON Npu1LLIEN 3anpoc Ha cepBep.

F SoftControl Admin Consaole

Daiin

€ ¢

Bug Owunbtpe

20.11.2018 14:42:37
20.11.2018 14:44:02
20.11.2018 14:44:41
20.11.2018 14:435:31
20.11.2018 14:45:51

O nporpamme

oAy DO | @E s B2l

-

Bpems sosHukHoRerua | Tun cobbimis

19.11.2018 20:55:53
19.11.2018 20:56:33
19.11.2018 20:57:03
19.11.2018 20:57:29

19.11.2018 20:34:54
19.11.2018 20:35:03
19.11.2018 20:35:10
19.11.2018 20:40:55

19.11.2018 19:11:51
19.11.2018 20:44:37
19.11.2018 20:54:21
19.11.2018 20:55:32

MepeTAHNTE CHOAA MEILUKOR 33r0N0E0K KONOHKIM AR IPYTINMPOEKN ABHHEIX N0 HER
ID ceccum Wma nonesosatens  IP-appec sanpoca | Homep nopra sanpoca  URI sanpoca
Co3AaH KOHTAKT Baafbacd1bdfdTconsole_admin a1 49822 https://localhost:808... | |a
Cozgan koHTakT Baafbacd1bdfdTconsole_admin =1 40822 https://localhost:808...
Cosaan koHTakT Baafbacd1b4fd7console_admin a1 49322 https://localhost:808...
Co348H KOHTAKT Baaffacd1b4fd7console_admin w1 40322 https://localhost:808...
Cozgan koHTakT Baafbacd1bdfdTconsole_admin =1 40822 https://localhost:808...
bbina cosnana y4eTHaA sannce ceB425cc5fc25kconsole_admin a1 49510 https://localhost:808...
Beina coznana yueTHan sanvce ceB425cc5fc25kconsole_admin w1 49510 https://localhost:808...
Beina coznana yueTHaa sanuce «ce8425¢cc5fc25kconsole_admin =1 48510 https://localhost:808...
Brina cospana yuetHan sanuce ceBd25cc5fc? Skconsole_admin =1 49510 https://localhost:808...
Msmenenue HacTpoex ANA NoApasAeneHna ‘ce8425cc5fc25kconsole_admin w1 49429 https://localhost:808...
WzmeneHue HacTpoex ANA NogpasgencHus ce8425cc5fc25kconsole_admin =1 40489 https://localhost:808...
Wsmenerue sactpoex Ana nogpasgenerns (cefd?5¢cc5fc25kconsole_admin =1 40489 https://localhost:808...
Msmenenue HacTpoex ANA NoApasAeneHna ce8425cc3fc25kconsole_admin a1 49499 https://localhost:808...
MoaTEepkaeHue KNueHTa 2a%¢15Tfce190cconsole_admin a1 49522 https://localhost:808...
Moareepxaenve winenta (ce8425¢cc5fc25kconsole_admin =1 49502 https://localhost:808...
K ponu aobasnennl paspeweanua ced425cc5fc2Skconsole_admin 21 43508 https://localhost:808...
K ponu gofaenexsl paspeweHua ce8425¢c5fc25kconsole_admin a1 48511 https://localhost:808...
v

[ Mepean crpanuua | | Mpessaywas crpannua | | Chegyrowas cTpaHuua Crpaninua Ne1{nocresrss)

Mpowno epesenu: 00:00:0 11

PucyHok 36. Bknagka "Cob6biTus 6e3onacHoctn”

Cumena napons
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[ononHutensHble 4eNCTBUA, BO3MOXHbIE HAa JAaHHOW BKIIagKe:

= M3meHeHMe cocTaBa KOJIOHOK
Ecrm HeoGxoammas kosioHka OTCyTCTBYET B 3arosioBke Tabnmupbl, To Ans Ao6aBreHust HOBO-
ro nosisi HaXmMute KHOMKy BblGpaTb KONMOHKM U nepeTtaumte Tpebyemoe norne v3 okHa

Bbi6op KonoHok (puc. Boibop komoHok *°) B HeobxoaMMoe MecTo 3arorioBka Tabrmupl.

[ns yaaneHust CyLLeCTBYIOLLErO Noss nepetauyre ero B okHo BbiGop konoHok, nMbo 3a
npeaensi 3arorioBka Tabnmupl.

Bribop konoHok
GUID kaventa
ID 3apaun
EpemA Cco3aaHMA HacTpoek
KKayHTa
HMma knuexTa
Mmsa koHTakTa
KIma HacTpoek
MIma HomMbkaLvin

WMma nogpazgenenun

Kma ponw

[pHuKHa CLWBKA SETOPWM3ALIMK

d3pelleHHA ponuq

PucyHok 37. BbiGop KONMOHOK

= FpynnupoBKa AaHHbIX

NHpopmaumst Ha BKIagKe MOXET rpynnMpoBaTbCs Mo BCEM MonsiM (KaTeropusim), Kpome
nonsi Bpems BO3HMKHOBeHMUA, Ans ygobctea npocMoTpa. i rpynnupoBKy No KaTeropu-
SIM NepeTaLmTe 3arofloBOK KOJIOHKU HA MaHesb, PacrosioXeHHyt0 Mexay 3arofioBkoM Tab-

" 38)

MBI 1 TPYNMNOK KHOMOK BKIaaku (puc. Bknagka "CobbiTns 6e30nacHOCTU . Ecrm rpynnu-

pOBKa NPOU3BOAUTCS MO HECKONbKUM KaTeropusiM, To NpUopuTeT (BIIOXKEHHOCTb KaTeropun)

YMEHbLAETCA CrieBa HanpaBoO B 3aBUCUMOCTU OT pacCrnoJioXKeEHNA Ha NaHes .

— &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pykosodcmeo adMuHUcmpamopa

Llenmpanu3oeaHHoe yrpasneHue CUB|

4.4 KnueHTtbl

Bknagka KnueHTbl CnyxuT AN ynpaBlieHUs  peructpauven  KIMEHTCKUX  MPUIIOXKEHWUN,
nepeMeLLeHemM ux B rMogpasferieHvsi, OTCreXxvBaHus ctaTyca W norydeHus uHpopmauum o
XOCTax, Ha KOTOPbIX OHW yCTaHOBMEHb! (puc. Bknaaka "Knments!" ).

OcHoBHblE onepauun C KIMMeHTCKMMK KOMMNOHEHTaMN OCYLLECTBJIAOTCA C NMOMOLLpIO rpacbvlquKmx

KHOMOK BKJ1agKKW, npeaHa3Ha4vYeHne KOTopbiX npuBseaeHo B Tabn. 9.

Taobnuua 9. AnemeHTbl ynpaBneHnsa Bknagky "KnmeHtb!"

MlNopsiumne
HasBaHue P
KnaBuULLK

E Yaanuts YpaneHue BbIOPaHHbIX KIIMEHTCKMX KOMMOHEHTOB 13 B/1. Delete
M Opobputs OpobpeHre perncTpaLmum KNMeHTCKOro KOMMOHEHTa Ha cepBepe.
% OTKNOHNTL OTKINOHEHNE perucTpaummn KIMIMEHTCKOrO KOMIMOHEHTA Ha CepBepe.

= MepemelL eHne BbIBpaHHbIX KMMEHTCKMX KOMMOHEHTOB B ApYroe

o MepemecTs P P Py

1 nogpasaeneHuve.
5 Cepmidmkar OGHoBNEHME MHAMBMAYANBbHOIO cepTMdmKaTa KIMEHTCKOro

P KOMTMOHEHTa.
ﬁ Jlor cobbimn Bbi3oB Bknagku Jlor Anst BbIOpaHHbIX KOMMOHEHTOB.

¥ SoftControl Admin Console

@aiin  Bug Ouaetpel O nporpamme

g8 | Figay/ 8O | @ 0 507 @B QU
e | -
B R | R€

O3 MBILUKOH KOAOHKI A5 TYNNMPOBKIA AZHHLIX N0 HEW

ID MMoppasgenenve Mms Bepcus...  Craryc Wrdopmauusa Cocroatwe nactpoex | Msmenén

Tun kaventa  Tun HacTpoex

3aua Boauena |

Cramupasanne SEEEUERSII

OctaHoBneH 25102018 17:5...
Npopane  EHGRECA

Oroenenue _
L8 4 Toymonuanuio  WIN-MG... Dip Hacrpoiicu noapasae 4.4.604.0 JelarBLLLEE
O6HoeneHue

3awmTa
. . Clcaﬂmpﬂsanvle
5 O il WIN-MG... = SysWatch Hacrpoiiku nogpasae 4.6.1.2 AxTuseH 31102018 17:3...
Mpogun _
O6HoengHue

1 Mo ymonuanuo  WIN-MG...  SysWatch Hacrpoiiku nogpasge

Habnrogenme

Oxmpanwe oteeta  25.10.2018 16:4...

v

L | -
- iiiraaa A aaraiaaaaiaaaaa aiaiaaiiadaiaiaakaiiiikaididiliiitiiiiiiiihiiiiiiihi i

PucyHok 38. Bknaagka "KnueHTtbI"
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MonHbIM NepeyeHb nonewn Bkragku npyeeaér B Tadn. 10.

Taonuua 10. Nonsa Bknagku "KnueHTtbI"

ID [MopsiAKOBLI HOMEP KIMEHTCKOro XOCTa.
MoppasgeneHve MogpasgeneHne, K KOTOPOMY NPUHAANEXUT KIMEHTCKUA KOMMOHEHT.
Nwva NetBIOS-1msi knneHTCKOro xocTa.

Tun yCTaHOBNEHHOTO KMMEHTCKOrO KOMMOHEHTa Ha A @aHHOM KIMMEHTCKOM XOCTe:
e SysWatch — komnoHeHT npoakMBHoM 3aLw utbl (SoftControl ATM Client / Endpoint Client /
SClient);
e DLP — komnoHeHT cbopa gaHHbix (SoftControl DLP Client).
Tun KOHMrypauum KIIMEHTCKOro KOMMOHEHTA:
e Hactpowku nogpasaeneHUs — HaCTPONMKM, OOLL e ANst nogpa3aeneHns, KOTOpoMy npu-
HagNeXWUT KIMEHTCKUA KOMMOHEHT,;
Tun HacTpoek * YacTHble HaCTPOMKN — HAaCTPOVKKN, UHAMBUAYaNbHbIE A9 KTMEHTCKOro KOMMOHEHTa, He-
3aBMCVMO OT NofpasaeneHus;
¢ JlokanbHble HACTPOWKU — HACTPOWMKM, U3MEHEHHBIE NOKAINbHO AN KIMEHTCKOro KOMMO-
HeHTa TMna SysWatch.

Tun KnNneHTa

Bepcusi yCcTaHOBNEHHOMO KMMEHTCKOrO KOMMOHEHTA.
Bepcus npoaykra Ecnn Bepcus komnoHeHTa Hke Bepcumn SoftControl Admin Console, gaHHas syeika noacee-
YMBaETCH KpacHbIM LIBETOM, €CIIM BbILLE — OPaHXKEBbIM.

Bo3amoxHble cTaTyChl, OTpakatoLL Ue TEKYLL,ee COCTOSIHME KITMEHTCKOrO KOMMOHEHTA:

e OXuaaeT pelleHUs: OT KMMEHTCKOrO MPUIOXEHUS NOMyYeH 3anpoc Ha pernctpauuio,
oXupgaeTcs pelleHne agMuHucTpaTopa.

e OpoGpeH: 3anpoc Ha PerncTpaLmio OT KIIMEHTCKOrO MPUIOXEHUs 0400peH aaMUHUCTPa-
TOPOM.

e OTKNOHEH: 3anpoc Ha PerncTpaumilo OT KIMEHTCKOrO MPUINOXKEHUs] OTKIOHEH aaMUHU-

Cratyc CTpaTopoM.

e AKTMBEH: 3a MNocriefHuWii OTPe30K BPEMEHW, PaBHbIA YOBOEHHOMY 3HAYEHWIO MHTEpBanal
obpallienns_knveHTa k cepeepy %8, sadmkcmpoBaH akT yCTaHOBKM CBSA3W 3apermcTpi-
POBaHHOIO KMMEHTCKOrO NMPUIIOXKEHUS C CEPBEPOM.

e OcTaHOBRNEH: 3a NOCreAHUA OTPE30K BPEMEHMW, PaBHbIN YABOEHHOMY 3HAYEHUIO VMHTEP-
Bana obpalllenus knmeHTa k cepepy 2%, He 3admKCUpoBaH (haKT YCTaHOBKM CBA3W 3ape-
TMCTPUPOBAHHOIO KIMEHTCKOTO MPUOXEHNSI C CEPBEPOM.

JononHutensHas MHGoPMaLmsi N0 COCTOSHUIO KIIMEHTCKOTO KOMMOHEHTA.
[na komnoHeHTa TMNa SysWatch nmeet cneaytowy e nokasatenu:
e 3awmTa — cTaTyC NPOAaKTVBHON 3allUTbI.
— BknroyeHo: 3alluTa BKMIOYEHA MO BCEM 00MacTaM KOHTPONS;
— OTKNIOYEHO: 3aLMTa OTKIII0YEHA MO BCeM 00nacTsaM KOHTPOMS;
— YacTtuyHo: 3aluTa BKIHOYEHa Mo YacT obracTten KOHTpons.
e CkaHMpoBaHMe — cTaTyC MnocriedHen No BPEMEHW 3adayn aHTUBMPYCHOro CkaHMpOBa-
HUSA.
¢ Mpodunnb — cTatyc nocnegHer No BpemeHu 3agadn cbopa npodwmns (aBToMaTMYECKOM
HaCTPOWKMW).
— BbinonHsieTca: 3agada HaxoguTCs B NPOLECCE BbIMONHEHWS;
— OcTaHOBMNEHO: 3aa4a OCTaHOBMNEHa NOMb30BaTENEM;
— 3aBepLUeHO: 3aJa4a YCrneLlHO 3aBepLUeHa;
— OwwubKa: BO3HMKNA OLLIMOKa B NpoLiecce 3anycka Ui 3aBepLUeHns 3agauqun.

- € F ]
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e O6HOBNEHUe — cTaTyc NocrnegHero nNo BpeMeHN OOHOBMNEHNST KOMMOHEHTA.
— YcTtaHOBNEHO: 06HOBIEHME ObINO YCMNELWHO YCTaHOBIEHO;
— He HanaeHo: 0GHOBMNEHUSA ANsi KOMMOHEHTA HE HaWOEHbI;
— Mepe3arpy3uTtb: Heobxoauma nepesarpy3ka KIMEHTCKOro XocTa AN 3aBepLUeHUst
OBHOBIEHUS.
Cratyc HeT nHcbopmaumm ans onepaumii CkaHmpoBaHume, lNMpocdpunb n O6HoBReHne 03-
Ha4aeT, YTO yKal3aHHble AENCTBUS HE MPOU3BOAUIMCL C MOMEHTa perucTpauum KImMeHTCKOro
NPUINoXeHUs1 Ha cepeepe.
[nsa komnoHeHTa TMNa DLP umeeT cnepytowme nokasartenu:
e HabniopgeHue — cTaTyc akTMBHOCTU HAbMO4EHUS.
— BknroveHo: HabmogeHre BKMIOYEHO NO BCEM obnacTtsiM cbopa AaHHbIX (He BKIYaeT|
B cebs1 nogKaTeropuo CbEMHbIX HOCUTENEN);
— OTKNYeHOo: HabntogeHne OTKMIYEHO No BceM obracTtam cbopa AaHHbIX;
— YacTtnyHo: HabnogeHne BKIKOYEHO MO YacT obnacten cbopa AaHHbIX.

NameHéH Bpemsi peructpaummn nocrnegHero codbimsi BbIOPaHHBIM KITMEHTCKUM KOMIMOHEHTOM.
IP agpec IP-agpec KnMeHTCKOoro xocTa.
DNS CeTeBoe MMSs KIIMEHTCKOro XocTa B paboyer rpynne nmbo gOMEHHOM CeTu.

KonnuyectBo aHen Ao
OKOHYaHUs NMULIEH3UN

KonnyectBo AHen, OCTaBLUUXCSA 00 MUCTEYEHUS CpoOKa LENCTBMS TEKyLLero NUUEH3MOHHOro
KItoYa KIMEHTCKOro MPUIOXKEHUS.

CocTosiHue HacTpoek

CraTyc npMMeHeHWs1 HacTPOEeK KITMEHTCKOrO MPUIOXKEHWS, MOMyYEHHbIX UM CO CTOPOHbI Cep-
Bepa SoftControl Server. OBGHOBNSIETCA ANHAMUYECKM NPU KAXKAOM M3MEHEHMM HACTPOEK Ye-
pe3 koHcorb ynpasneHusa SoftControl Admin Console. Bo3MOXHble COCTOSHUS:

* NPUMEeHEeHbI yCneLuHo;

* oXuaaHue OTBeTa;

Cpok penctBus
ceptudmkata

[ata, 0o KoTopon AencTBUTENEH MHOMBUAYaNbHbIA CEPTUAMKAT KIIMEHTCKOrO NPUIOXEHNS.

KommeHTapwuii

Mone ansa Beoga KOMMEHTapusa K Bbl6paHHOMy KITMEHTCKOMY KOMMOHEHTY.

YHukanbHbin 1D
yCTponcTBa

YHUKanbHbIN MOEHTUGMKATOP KNMEHTCKOrO KOMMOHEHTA, KOTOPbIN aBTOMaTUYECKM NpucBavBa-
eTcsl emy npu nepBom obpaly eHun k cepeepy SoftControl Server.

Cratyc noCcTosiHHOro
coefVHeHus

Bo3moxHble cTaTyCbl, OTpaxaloliue ncrnornb3oBaHve onumn depxaTb NOCTOAHHOE coenu-
HeHue ¢ CepBucHbIM LleHTpom (cM. pasaen O6ime HacTpoiiku °7):

e AKTMBEH: nocTtosiHHoe coeaunHeHne ¢ SoftControl Senvice Center Bknto4yeHo;

e OctaHoBneH: noctosHHoe coeanHeHne ¢ SoftControl Service Center oTknto4eHo.

OcCHOBHbIe OeNCTBUS, BbINOMHAEMbIE Ha AaHHOM BKIagKe:

= ynpaBreHVe NPoLEeccoM peructpaumm

*  nepeMelLeHVie B noapasgeneHms 4

= ynpaBrieHve CrMCKOM (haiinoB, paspeLLBHHbIX K 3anycky ° .

[lononHuTenbHble AENCTBUSA, BO3MOXHbIE Ha JaHHOW BKIIaakKe:

PaboTa ¢ HeCKONbKUMN KOMMOHEHTaMM

.
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Bknagka nossosnsieT pa6OTaTb KakK ¢ ogHUM, TaK U C HECKOJIbKUMWU KITMEHTCKUMWN KOMIMOHEH-
Tamu. [1ns BbINOSHEHUS OEVCTBUW HAL HECKONbKMMU KOMMOHEHTaMI Bbl6epl/ITe nx ¢ NoOmMo-
Wb OOHOIo U3 cnocobos BblaerneHna n npomnsegnte Tpe6yeMb|e nencTems:
" BblAeJieHNEe HECKOJIbKNX NPON3BOJIbHbIX KOMIMOHEHTOB: 3a>KMUTE KIliaBULLY Ctrl Ha kna-
BMaType 1 Bblaenunre Tpe6yeMb|e KOMIOHEHTbI;
" BblaerneHne anMana3oHa KOMMOHEHTOB: Bbl6epVITe HepBbII‘/'I KOMMNOHEHT Anana3oHa, 3aX-

mute knasuwy Shift Ha knaBmnaType n Bbibepute nocrneaHuin KOMMOHEHT Avana3oHa.

FpynnupoBKa faHHbIX
MHdopmMaums Ha BKNagke MOXET rpynnmpoBaTbCs Mo onpedenéHHblM nonsam ans yoobcet-
Ba oTobpaxeHus. Monsimun, N0 KOTOPbIM BO3MOXHO MPOU3BECTU rPYNMUPOBKY (KaTeropus-
mu), saersatotca MoapasaeneHue, Tun knueHTa, Tun HacTtpoek, Bepcusa npoaykra,
Crartyc, IP agpec, DNS, KonnyectBo gHen OO OKOHYaHuUsA nuueH3uun, CocTtosiHne
HacTpoek n KommeHTapui. [19 rpynnMpoBKK MO YKasaHHbIM KaTeropusim nepetaumre 3a-
royioBOK KONIOHKM Ha MaHesb, PacrosioOKEHHYI0 MeXay 3arofloBKOM Tabnmupbl 1 rpynnomn KHO-

nok Bkraaku (puc. Bkmagka_ "Knvetbl" *%).

Ecrm rpynnMpoBka npowvsBoauTcst Mo
HECKOMMbKMM KaTeropusim, TO NpYopUTET (BJIOXXEHHOCTb KaTeropui) ymMeHbLIaeTcs crieBa

HanpaBoO B 3aBUCMMOCTU OT paCnoJioXXeHUA Ha NaHerun.

MpocmoTp OTYETOB
[ns oTkpbITust BKnaaku Jlor ™ co crmckom coBbiTiin BblgermTe TpebyeMble KOMMOHEHTbI 1
BbIMOMHUTE OOHO U3 CrieAyHoLLWX AEACTBUN:
® HakmuTte Ha KHOMKy Jlor co6bITUM B rpynne KHOMoK Bkragku (puc. Bknagka_ "KnveHTb!"
40 )
® BbI30BUTE KOHTEKCTHOE MEHIO HaXXaTeM NPaBOWN KHOMKN MbILLM HA CMUCKE KOMMOHEH-
TOB 1 Bblbepute komaHay Noka3aTb COObITUA.
Mpy OTKPBITUKM CriMcka cobbITvi B 3aroroske Bkraaku Jlor ' oTobpakaeTcs KommM4ecTBo

BbIBGpPaHHbIX KOMMOHEHTOB (puc. Bkmagka "Krments!" *%).
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4.4.1 YnpaBrneHue npoueccom pernctpaymm

YnpaBreH/e NpoLeccom peructpaumm BkrtoyaeT B cebsi crieqytolme OecTBUS:

nOﬂ,TBep)KAeHVIe perncrtpaumu
Bbl6epVITe B Chnu1cKe Tpe6yeMb|e KIMMEHTCKME KOMMOHEHTbI, HaxoadauwpecAa B COCTOAHUA

OxuaaeT peleHuns, U HaxMITe Ha kHorky Opo6puTh (puc. Bkmaaka "Krvents!" ).

Mone CtaTtyc nocre NogTBEpPXAeHNs pernctpauum BblOpaHHbIX KIMEHTOB M3MEHSIET CBOE
cocTosiHue Ha Opo6peH.

Mpu criegyrolem noslydeHun 3anpoca OT KIMEHTCKOrO KOMMOHEHTa MPOUCXOAUT NpoBepKa
ero cepTudukaTa ">: ecrm oH oBLLMIA, TO CepBEPHbIN KoMNoHeHT SoftControl Server Bbiaa-
eT vHaMBUayarnbHbIN cepTudUuKaT And aBTopusauum Ha cepsepe. Npu crnegyrowem obpa-
LLIEHWWN KITMEHTCKOrO KOMMOHEHTa (C MHAVBUAyanbHbIM CepTUdMKATOM) ero ctaTyc UsMeHs-
eTca Ha AKTMBEH. C 3TOro MOMEHTa KIMEHTCKUA KOMMOHEHT CYMTaeTCa BBEAEHHBIM B 3KC-
nryaTtaumio: Mexay CEPBEPOM U KIMEHTOM YCTaHOBIEH 6e30onacHbIn 3almdpoBaHHbIN Ka-

Han CBA3N.

OTKNOHeHUue perncTpauumu
Bbibepute B crnucke TpebyeMble KIMEHTCKME KOMMOHEHTbI, HaxoAsLMecsi B COCTOSIHWM

OxupaeT peLeHUs, N HaXMUTE Ha KHOMKy OTKNoHUTb (puvc. Bkraaka "Krivertsl" ).

Mone CtaTyc nocre OTKMOHEHUS perucTpauum BblOpaHHbIX KIMEHTOB W3MEHSIET CBOE
cocTosAHME Ha OTKNOHEH.

Mpn nepexoae B 3TO COCTOAHME KIMMEHTCKUA CePTUdUKAT NOMELLRETCA B YEPHBIN CNINUCOK U
JanbHenee B3anMOOENCTBUE C CEPBEPOM NMpeKkpaLLaeTcs.

Mocrie OTKNOHEHUS perncTpaumm NOBTOPHYIO MOMbITKY MOXHO COBEPLLMTL TOSIbKO Crieayto-
LM o6pasom:

1) Ypanure KrnmeHTckne KOMMoHeHTbl 13 B ¢ NoMOoLLb 0 KHOMKN YAAanUTb.

2) MosTOpUTE NpoLeaypY perucTpaLmm Ha cepeepe ¢ 06ULmMm cepTudmKkaTom .

O6HoOBMEeHMe KNNEeHTCKOro cepTudmkara
BbiGepute B cricke Tpebyemble KIMEHTCKME KOMMOHEHTbI, HaxoOdALMecs B COCTOSHWU

AxTtuBeH wm OctaHOBIEH, 1 HaXMUTe Ha KHOMKY CepTtudmkar (puc. Bknagka "KriveHTtb!"
40 )

Mone Cpok penctBua cepTucpukatra obOHOBNAETCA Mocrne creaylowero obpaleHus
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KIMEHTCKOro KOMMOHEHTAa C HOBbIM MHOMBUAYASbHLIM CEPTURMKATOM 163. |_|pI/1 9TOM UCNoJib-

30BaHuMe npeapiayLero CGpTI/IdDVIKaTa CTaHOBUTCA HEBO3MOXHbIM B CBA3UW C ero nomMmeLle-

HMEM B YEPHbIN CMUCOK.

YnaneHue KNMeHTCKOro KOMnNoHeHTa us bl

Bbibepute B crnimcke TpebyeMble KIMEHTCKME KOMMOHEHTbLI Y HAXXMWUTE Ha KHOMKy YaanuTb

"4

(pvic. Bknagka "KrvieHtb!" *%). Mpu 3TOM He NpOMCXOAWT OT3bIBa KIMEHTCKOrO cepTudmkaTa

%% 1 yepes nHTepBan obpalleHVs KIMeHTa K cepBepy B KOHCOMM ynpasneHus SoftControl
Admin Console BHOBb 0TObGpassaTcs yaanéHHble KOMMOHEHTbl B ctaTyce Oxupaaer
peweHus. [1na nosHOro BbIBoAa KIMEHTCKUX KOMMOHEHTOB U3 3KChfyaTaumm Heobxoavma
cregyrou@s nocriegoBaTeslbHOCTb AECTBUN:

1) MoMecTUTe MHOVMBUAYANbHbI_CepTUDMKAT & KIMEHTCKOrO KOMMOHEHTa B YEPHbIil

CMUCOK C MOMOLLBO0 KHOMKM OTKIOHUTD.

2) Ypanute KImMeHTCKe KOMMOHeHTbI 13 B[] ¢ NoMOoLLb0 KHOMKN YAanuTb.

4.4.2 lepemeweHme B nogpasgeneHns

na nepemMeLleHnA Bbl6paHHbIX KIMMEeHTCKMX KOMMOHEHTOB B Apyroe nogpasgerieHne, Haxmmre Ha
KHOMMKY I'IepemecwlTb 1 B NoABMBLLEMCA OKHE Bbl6epI/ITe 13 BblMadaoLero cnucka Heobxoammoe

noapasaeneHxme (pvc. Beibop noapasaeneHns As nepeMeLeHns KomnoHeHTa **).

i I'Ipvl nepemMeleHMn KImeHTCKMX KOMMOHEHTOB B Apyroe noapasaerieHne ux HaCTDOIZKI/I

aBTOMaTU4ECKN UBMEHAKOTCA Ha KOH(*)VII'yan,VIPO OaHHOIro noapasaenieHnd.

MNogpazgeneHna

BniBepuTe nogpasaeneHmMe:

FEE EpO-3anagHeld Guaman n

Omaena l [HPHMEHHTJJI

PucyHok 39. Beibop noagpasgeneHus ans
nepemeLleHUSA KOMMNOHEeHTa

- ]
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4.4.3 YnpaBrneHue CNMCKOM pa3peLluéHHbIX channos

SoftControl Admin Console no3BonseT nosy4nTb CNNCOK PanrioB, pa3peLleHHbIX K 3amnyCcKy Ha KOM-
NblOTEPE C YCTAHOBIEHHBIM KIMEHTCKUM npwurioxeHnem SoftControl SysWatch, n npu Heobxoau-

MOCTM OTO3BaTb pa3peLLeHns a5s BbiGpaHHbIX halnnos.

[na nonyvennsa cnucka annoB LLESNKHATE NPaBOW KHOMKOW MbIM N0 TpebyemMomy KiMeHTCKOMY
npurnoxeHuto SoftControl SysWatch n B koHTekcTHOM MeHIo BbiGepuTte komaHay NMpocmMoTp AaH-

HbIX Npoduna. [laHHoe JencTBMe OTKpbIBaeT BKNaaky AlaHHble npoduna ana <UMsa_KnueHT-

nl 46

cKoro_npunoxeHusa> (puc. Bknagka "[JanHble npodouna grg..." ). [Ans Havana cbopa npodunsa

HaXXMuTe Ha KHOMKy 3anpocuTb obHoBneHue. B npouecce cbopa gaHHbix SoftControl Admin
Console nokasbiBaeT npumMepHoe Bpems OO OKOHYaHus cbopa. Cnncok hanrnos coaepxut crie-
OYIOLLYIO JOMOSHATENMBHYKO MHAOPMAaLMIO: MMs daina B MOMEHT JO0OaBIIEHMsI B CMUCOK, €r0 KOHT-
pofibHasi Cymma, NoSHbIN NyTb, AaTa AobaBneHus, pasMmep, a Takke dnar, ykasblBatoLmn, Obin nn

dann gobasneH B npodurnb nHctannatopom (1) nmm B npouecce cbopa npocpuns (P).

»~ SoftControl Admin Consale

@aiin  Bug Ouaetpel O nporpamme

g8 | doay | dOLs @ 0 o0 @@l
.

Bpewmn nocnearero obHoenennn:  10/31/2018 8:23:55 PM

Punetp

[ ] Moxaseisare anuck 3a nepoa: (24012018, 19:4049 || 31102018 201906 [l

"] Vias paiina copepxn [ l

[7] Myre  aiiny cogepmut: { ]
Wun daiina Pazmep daiina Bpema gobaenenua = [lyTe k daiiny Dnarn

286B066820461C703070837333E71...  MFCS0RUS.DLL 59728 31.10.2018 18:05:12 \DEVICE\HARDDISKVOLUME I\WINDOWS\WINSXS\X86_MICR... P 3
72939756AFACDA4FF2959C33D6114... MFCS0.DLL 3766600 31.10.2018 18:05:13 \DEVICE\HARDDISKVOLUME I\WINDOWS\WINSXS\X86_MICR... P
E03B647CE3DTCCEISFEI0886EB823..  MFCI0U.DLL 3781960 31.10.2018 18:05:13 \DEVICE\HARDDISKVOLUMEL\WINDOWS\WINSKS\X86_MICR... | P
E6461718570FBEC426862E15880443.., MFCM90.DLL 59904 31.10.2018 18:05:13 \DEVICE\HARDDISKVOLUMEL\WINDOWS\WINSKS\X86_MICR... | P
TF04D40841B6720BAREBAIS03FD28...  MFCMO0U.DLL 59904 31.10.2018 18:05:13 \DEVICE\HARDDISKVOLUMEL\WINDOWS\WINSKS\X86_MICR... | P I
TADBIEACT13730D82D28AAABB0CE... VCOMPI0.DLL 51024 31.10.2018 18:05:13 \DEVICE\HARDDISKVOLUMEL\WINDOWS\WINSKS\X86_MICR... | P
AFEB53622BAC4716868BCF10AG11D..,  EVENTSVC.DLL 6024472 31.10.2018 20:19:03 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I
1FFED3B03D78235FF09AA44163866... HTTPFILTER3... 1033624 31.10.2018 20:19:05 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I
0F124E32594DB2CFC5D6DB5812170..,  INSTLSP3Z.EXE 154500 31.10.2018 20:12:05 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I
32A3723C8B141403B3C52976A2AB1... SCRSHT.EXE 2864768 31.10.2018 20:19:03 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I
FCOBADBG6TE493406884058125873... UPD.EXE 5940272  31.10.2018 20:19:06 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I
OF7105E3CBCBF2052A459049DB6AB... USERMODED... 103648 31.10.2018 20:19:06 \DEVICE\HARDDISKVOLUMEL\PROGRAM FILES\SAFENSOFT\... I

v

Crparmua | 168 |uz 168 (KN . 165 166 167 FEORD
Wms nonesosatens: console_admin | Ponu: Cuctemumii TpaTop, A |

PucyHok 40. Bknaaka "[daHHble npoduna ansa..."

[ns npocmoTpa cnucka ¢hanroB 3a onpenenénHbln nepuoa BpemeHn Bblibepute Tpebyemble aathbl

B nore PunbTp. Bbl Takke MoxeTe ykasaTb B PUbTpe YacTb UMeHu dpaina n nytn K Hemy. [ns

- (5]
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TOro 4Ytobbl 0TO3BaTHL pa3pelieHna Ha 3anyck and Kaknx-rmbo Cbﬁﬁ.l'lOB, BblAermre UX, UCMNoJib3yA

knasuwm Shift n Ctrl, n B KOHTEKCTHOM MeHIO Bbibepute KomaHay YaanuTb BbiOpaHHbIe.

4.5 MNMoapas3peneHus

Bkragka I'Io.qpasp.eneHMﬂ npegHa3Ha4vYeHa anda rpynnnpoBaHUA KIMMEHTCKUX KOMIMOHEHTOB Mo Tep-

pUTOpManbHOMy, aaMUHUCTPATUBHOMY MM MHOMY NpuaHaky (puc. Bkraaka "Moapasaenenus” “7).

Kpome TOro, Ha BKIagake NPOW3BOAMTCS NpMBSA3Ka noapasgerneHuni K onpeneniéHHbiM Habopam
HaCTpOEK U reHepaLusi 04HOPa30BbIX Naporen.

¥ SoftControl Admin Console

@aiin  Bug Ouaetpel O nporpamue

g8 ooy AdOLs 2 0% B @l
s 2 B | & =

A HacTpoek Bepyuiee nospasaeneHye v

B Mo ymonuanuo

B Cesephelii

Cesepo-Boctounslii gunuan
B Hoxrei

Horo-3anagHeid drunnan

Horo-Boctourei drnanan

Mo ymonsanmo
Mo ymonuaHuo
MNothern_settings
Mo ymonuaHuo
Southern settings

Southern settings

Mo ymonuaHuo
CesepHelii

Mo ymonuaruo
HOokhbif
Hooriit

i :
PucyHok 41. Bknaaka "lMoapasaeneHus”

B nporpamme Bcerga cywecTByeT Kak MUHUMYM ogHO noapasgerneHne — Mo ymonyaHuio; ero
yoaneHve HeBO3MOXHO. Bce HOBble KIMEHTCKME KOMMOHEHTbl aBTOMaTU4EeCKU MOMELLATCS B
AaHHoe nogpasgeneHve. B ganbHenwem agMyHUCTPaTop MOXeT co3fdaTb Tpebyemylo mepapxu-
YeCKyl0 CTPYKTYpY nogpasgerneHui (C mobbiM ypoBHEM BIIOXEHHOCTU), UCMOSb3yA KHOMKy Mepe-
MecTUTb. Kaxgomy noapasgerneHvio npu co3daHuM HasHavaeTcs KOHdurypaums (HacTpowikum)

KIMMEHTCKUX NMPUIOXEHUNA.

OcHoBHble onepauumn C nogpasgeneHnaAMn OCyLLECTBIIAKTCA C NMOMOLLBIO rpacbvlqecmx KHOMOK

BKJ1adKK®, npegHa3Ha4vYeHne KOTopbiX npneeaeHo B Tadn. 11.

-— ¥ ]
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Ta6nuua 11. AnemeHThbI ynpaBneHusa Bknagku "MoapasneneHna”

I:I_I:I [No6aBuTts CosfaHve HOBOro NopasaeneHus.
~ ~
PepaktupoBatb PenaktMpoBaHue CBOMCTB BbIOpaHHOro NogpasaeneHus.
-
[EI Ypanuts YpnaneHue BbIOpaHHbIX NOApa3geneHni.

nepeMeCTMTb Bbl6paHHoe nogpasaeneHne B apyroe. Henb3as nepemMelyatb
- nepeMeCTVITb nogpasaeneHue Mo YMOJT4aHUIKO, a TakXKe poauTesibCKkoe nogpasaeneHme B
ao4yepHee.

OAropasosbit napore AN OTKpbITUE OKHa FreHepaTopa OAHOPA30BbIX Naponen
lixd |SysWatch P patopa oAHop P '

OpHopasoBbi Naponb Ans (OTKpbITVe OKHa reHepaTopa maporen Ans pasbrioKMpoBKW KriaBuaTypbl Hal
pa3BrioKMPOBKM KIaBMATY pbl|KIMEHTCKOM XOCTE.

[MepeyeHb nonen BKNagkn npuseaéH B Tabn. 12.

Ta6nuua 12. Monsa BKNagku "I'Io,qiasp.eneHMﬂ"

Nvis HanmeHoBaHve nogpasgeneHus.

HanmeHoBaHue KOHCtMrypaLIMI/I KITMEHTCKMX KOMMOHEHTOB, gencTByloliee B Bbl6paHHOM

Mma HacTpoek
nogpasgeneHunu.

Benyuiee nogpasaeneHue [HameHoBaHWe poanTenbCKOro nogpasaeneHus.

OcCHOBHbIe OecTBUSA, BbINONHAEMbIe Ha JaHHOWM BKIaaKe:

»  ynpaBrieHvie nogpasaenenHnsmmn 4

*  reHepauysi ogHopas3oBbix naponei .

4.5.1 YnpaBrneHue noapasaesrieHUAMU

YnpaerieHvie noapasaeneHusiMy BKIlo4aeT B cebs crieytouye AeNCTBUSA:

Cos3pgaHue nogpasgeneHus

Utobbl fobaBuTb HOBOE noapasgerneHve, Haxmute Ha kHonky Co3spatb (puc. Bkrmagka

n 47

"MogpasneneHuns ). B nosiBvBLIEMCA OKHE ykaxuTe UmMmA nogpasgeneHus u Bbibepute

Nma HaAaCTpoOeK B BbiNagakloleM Cnucke, nocrne 4Yero HaXXmMute Ha KHOMKY anMeHMTb

(pvic. Co3nanvie nogpasaenenus *%).

- (]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pykoeodcmeo adMuHucmpamopa
Llenmpanu3osaHHoe yripasneHue CUB|

2 MapameTprl NogpasaeneHns

Wnas:

[CEEEpo—3ana,ﬂ,Hblﬁ dmman l

MM HacTpoek: [I'Io YMONHEHKHD E

KaueHTs!:

Ommena l ll'lpnuemm:

PucyHok 42. Co3naHue noapasfneneHus

< WU3mMeHeHMe cBOMUCTB nogpasneneHus

UTtobbl M3MEHUTb CBOWCTBa noapasgeneHusi, Haxmute Ha kHonky MpaBka (puc. Bknagka

"Mogpasgenequs” *7).

B nosiBvBwemca okHe wusmenute UmA noppaspenenna wvrm Bbibepute agpyroe Umsa
HacTpoeK B BblMafdalWweM Chucke, Mocrie 4Yero Haxumute Ha KHorky FMpuMeHuTb

(pvc. NMNapameTpbl noapasgeneHvs 49 ). Ecrm  paHHoe nopgpasgenenve  cooepXkut

KOMIOHEHTbI, X Nnepe4eHb 0To6pa>|<aeTc;| B cnvcke KnueHTbl.

F MapameTphl nogpasAeneqma

Vs

[Cesepo-sana,qulﬁ dmman l

MmA HacTpoek: [ KoHburypauwa 1 E

KaueHTs!:

VM-AS-WS1ENXEE

Ommena l ll'lpuuemm:

PucyHok 43. MNapameTpbl noapasaeneHus

+~ YpaneHue nogpasgeneHus

- ]
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Ons ypnanenvss nogpasgeneHvss BbibepuTe €ero, HaxXmMute Ha KHOMKY YpanuTb

(pyc. Bknagka "lMogpasgenexns” 47 ) nnoaTBEPAUTE YOaneHe B AVAanoroBOM OKHeE.

®  VYnanenve noapasaeneHs Mo yMonyaHuio HEBO3MOXHO.

MepemelweHne nogpasaeneHusn
[na nepemelLeHna nogpasgeneHns Boibepurte ero, Haxxmmte Ha kHorky NepemecTuTb 1 B
NOSIBMBLLEMCH OKHE YKaxuTe nogpasaerneHve, B KOTOPOEe MNpOUCXOOUT nepemeLleHue

(pvc. Mepemelerve nogpasaenequs °°).

" Moppasaenenna

BrmiBepure nogpasasnexue:

Morthemn E

Ormena ‘ |I'IpMMEHHTh|

PucyHok 44. lNMepemelueHune
noapaspgeneHus

® HeB03MOXHO nepemMmectutb nogpasgerieHne Mo yMON4YaHUK, a Takxke poautesib-

cKoe noapasaeneHre B JoYepHee.

4.5.2 NeHepauunsa ogHOpPaA30BbIX Naposen

B SoftControl Service Center pearnmsoBaHa nogcmctema 3alLmLLEHHON ayTEHTUdMKALMN HA OCHOBE
anropuytmMa co3aaHus 0gHOPa30BbIX Napornen. [aHHbi anroputMm obragaeT BbICOKOW KpunTorpa-
PU4ECKOM CTOMKOCTBIO U MO3BOSIIET rEHEPUPOBATb NApOsn, AENCTBUTESbHbIE TONbKO B TEYEHME
onpeaenéHHoro npomexytka spemeHn. OgHopasoBbie Naposm MoryT 6biTb UCMOMb30BaHbl And
poctyna k 'NIMN/genHcTannaTopy kimeHTckoro komnoHeHta SoftControl SysWatch B criyywae Heo6-
XoAMMOoCTH (Hanpumep, ecrim TpebyeTtca obecneuntb ogHoKpaTHbIN gocTyn K SoftControl SysWatch
6e3 pacKpbiTMsS OCHOBHOrO Naporss), a Takke AN pa3brioKMPOBKM KriaBuaTypbl Ha KIMEHTCKOM

XOcCTe.

[ns Havana paboTbl C reHepaTopoOM OAHOPAa30BbIX Naposiern HeobXxoaumo, YTOObl B TEKYLLEN KOH-

cvrypaumm noapasaeneHus bbina BKIOYeHa 1 HacTpOeHa COOTBETCTBYIOLAS onums 2.

["eHepauunss ogHOpPa30BbIX MAPOSiEN OCYLLUECTBIIAETCA B paMKax nogpasfierieHusa: cos3gaBaeMblin

— &
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naporsb NpumeHm ansa Bcex npuroxxeHnn SoftControl SysWatch, Bxogauwyx B nogpasaeneHnve. Bbl-

Gepute noapasgerieHne n HaxxmuTe Ha KHornky = (OgHopa3oBbIn naponb ansa SysWatch) vnm

(OpHopa3oBbIN Naponb AN pa3broOKMPOBKU KnaBUaTypbl), 4TOObI OTKPbLITb OKHO reHepa-

n' 47

Topa (pvc. Bknagka_"lMogpasgenenus” *~). B nossuBlueMcs okHe Bbibepute Bpems pencreus

napons u Haxmute Ha kHorky & (CreHepupoBaTb naponb). [aponb otobpaxkaeTtcs B norne
OpHopasoBbin naponb ana SysWatch (wwm OgHopa3oBbIM naponb AnA pa3bnoknpoBKu
KnaBuaTypbl); BpEMS €ro Xu3HM — B c4éTyrke OcTanocb BpeMeHu B cdopmarte 00.44:MM.CC
(puc. OKHO_reHepavimm ). Mo ncTeueHM MHTEPBAaNa BPeMEHM XU3HWN HaXMUTE Ha KHOMKY & el

pas, YToObl CreHepupoBaTh HOBbIN NaPOSb.

® |) Ncnonb3oBaHne ogHopa3oBbix Maponen ans SysWatch paccuutaHo Ha NpUMeHeHue
COBMECTHO C OCHOBHbIM naporiem. [1n9 BO3MOXHOCTU nosydenusa goctyna kK SoftControl
SysWatch Ha krmMeHTCKOM xocTe no 0AHOPa3oBbIM NaposAM [OSTKHA ObiTb BKIHOYEHa

o6Lps_naporbHas 3aumra >*. Mpu 3anpoce naponst B [ SoftControl SysWatch

Heobxoaumo ycTaHoBUTL draxok Mcnonb3oBaTb OQHOPa30BbIN NapPOoSb.

Il) B cBs13m ¢ TeM, 4YTO anropmuTM CO34aHMA OQHOPA30BbIX MAPOfiEn B Ka4eCcTBE napameTpa
npuvHUMaeT BpeMs, 11 ero KoppekTHon paboTbl Heobxoammo, 4YTo6bl Bpemst no UTC
(T.e. He3aBMCKMMO OT YacoBOro nosica) Ha komnbtoTepe ¢ SoftControl Admin Console n
XocTe ¢ yctaHoBreHHbIM SoftControl SysWatch 661510 CUHXPOHM3MPOBAHO C NOrpeLLHOC-

Tbt0, 3HAYUTENBHO MEHbLLEN BpEeMEHU KU3HN Naporid.

leHepauma ogHOpPas0B0r0 Naponsa

OaHopasosbld napone ana SysWatch

|e)

Bpema AedcTBUA: | 15 munyT ﬂ

Ocranock BpemeHu: 00:00:00:00

PucyHok 45. OkHO reHepauuu napons
ansa SysWatch

- (& ]
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F rEHEpBLlI‘IH O4qHOpa3080r0 Napong

OaHOpasoBbLIA Naponb ANA
pa3zbnokMpoBKKW KNaBMaTyphl

| €]

Bpema gercrBua: | 13 munyt u

OcTanock BpeMeHN: 00:00:00:00

PucyHok 46. OKkHO reHepauuu napons
Ans pa3broKNPOBKM KNaBUaTypbl

4.6 HacTtpounka KNMeHTCKUX NPUIoXeHUn

Bkrnagka HacTpoMku KNMEHTOB COAEPXKUT CMINMCOK KOHGUrypaumm (HabopoB HACTPOEK) KIMEHT-

CKUX NPUNoeHUiA (puc. Bknagka "HacTpoiiku knertoB" °%).

P~ SoftControl Admin Console

Oalin  Bua Ownetpe O nporpamue
P8 | Higay | QO | @2 0% @ QU

-
- |

Onucanue

CozgaHel

Mo yMonsarmo Hacrpoidku no yumonyannio. Mcnons3yiotca noapasaenenves no ymonqanuo | 11.04.2018 18:13:13
Hsrsiin

CaepHyTo

L ¥Southern_settings Ocrosroin Habop HacTpoex HKbxkHex duananos 03122018 16:30:48 Rl slal-FER TR IET]
HOro-3anagHeid dunnan

ustom_settings YacTrbie HacTpoiiki 03.12.2018 16:31:35 | Cesephbii

MoapazzeneHun

Mothern_settings Kondurypaumns Ceseproro dunuana 03.12.2018 16:32:40 | Cesepo-Boctounmii dranan

v

PucyHok 47. Bknagka "HacTtponku knueHToB"

B SoftControl Admin Console pasnuyatoTca criegyrolpe Tunbl KOHpUrypaumi:

" HACTPOVKM NoapasaernieHns;
" Y4acCTHble HAaCTPOWKY;

*  riokanbHble HacTponku (Tonbko ana SoftControl SysWatch).

————an
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Mo ymoraHuo, BCe KIMEHTCKME KOMMOHEHTbLI MOCHe perncTpauum Ha cepsepe nosyvatoT HacTpon-
K1 nogpasaerneHns. YacTHble HaCTPOWKK co3aaHbl 4N TeX CrydaeB, Korga Tpebyetcsa 3agatb ons
onpenenéHHoro KIIMEeHTCKOro KOMMNOHEHTa KOHUrypauuo, OTIIMYHYI0 OT KOHurypaumm nogpasae-
nenHvs. Ha Bknagke otobpa)aeTcsa CNnMCOK BCeX KOHGUrypauui, BKIoYasa YyactHble. MHdopmauums

rno paboTe ¢ YaCTHbIMU HACTPOVKaMu NpUBEAEHa Hibke > .

OCHOBHble ornepaumn ¢ KOHUrypauusiMu OCYLLECTBIISIIOTCS C MOMOLLBI0 rpadduyeckmx KHOMOK

BKJ1adKKn, npegHa3Ha4vYeHne KOTopbiX npneeaeHo B Tabn. 13.

Taonuua 13. AnemeHTbI ynpaBrieHUsa BKnagku "Hactponku knmeHToB"

I [o6aButb CosgaHue HOBOW KOHQMIy pauum KIMEHTCKUX KOMMOHEHTOB.
~ ,
PepaktipoBsatb PenakmpoBaHve BbIGpaHHOM KOHAQMIy paumn.
-
Ypanuts YpaaneHve BbIOpaHHbIX KOHGMIy paumi.
Q__j Mmnopt MmnopmmpoBaHue koHgwmrypauum ns XML-ganna.
l_é} SkenopT JkcnopTMpoBaHue BbIGpaHHOW KoHdwmrypaumu B XML-cpain.

lMepeyeHb nonewn BKNagky NnpuBeaéH B Tabn. 14.

Taonuua 14. Nons BKkNagku "HaCTioﬁKM KnueHToB"

21V HanmeHoBaHWe KoHGMIypaummn KIMEHTCKMX KOMMOHEHTOB.

Onwucanve OnwucaHne KoHGMrypaumm KNmeHTCKMX KOMMNOHEHTOB.

CosgaHbl [aTta n Bpems cosgaHus KoHGwry paumu.

MoapasneneHus Cnucok nogpasgeneHui, K KOTopbIM NMPUMEHSIETCS AaHHas KoHAMrypaums.

B SoftControl Admin Console npeactaBneHb! criefytouye KaTeropum LeHTpanm3oBaHHOW HACTPon-

KW KITMEHTCKUX NMPUINOXKe HUN:

= o6Lupe HacTpoiiku >°;

HacTpoiku SoftControl SysWatch >

HacTpoiku SoftControl DLP Client ** .

OcCHOBHbIe OENCTBUS, BbIMNOSHAEMbIE C KIMEHTCKMMU KOHCbI/IpraLl,I/IFIMI/IZ

Co3paHue KOHcuUrypauum nogpasgeneHus
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UTtoObl go6aBuTb HOBYHO KOHCbI/IpraLI,I/I}O nogpasaereHnd, HaxMmuTe Ha KHOTMKY HobaButb

(pvic. Bknagka "Hactpoiiku krimeHtos" °%). B okHe PepakTMpoBaHMe HacTpoeK KrMeH-

TOB 3aJaunTe napameTpbl KOHUrypauum (CM. puUCyHKKW, HavmHas ¢ Pasgen "Mima u onuca-

n! 56 109

HMe n no Hactponkn pacnucanus obHoBneHus ). Ecrm BHM3Y OkHa oTobpaxaeTcs

ctaTyc 3HaYeHUA BCeX NapamMeTPOB KOPPEKTHbI, HaXXmMuUTe Ha KHonky MpuMeHuTb Ans
AoGaBrneHns co3aaHHoM KOHUrypaumm; B 06paTHOM Crydae M3MEeHUTE HEKOPPEKTHbIE 3Ha-

YEeHNA NapamMeTpoB.

Co3paHue KOH(Urypaumm nogpasgeneHusi Ha OCHOBeE CyLLeCTBYHOLLEN
Utobbl f06aBUTE HOBYIO KOHpUrypaumio Ha OCHOBE YXe CYLLECTBYHOLLEW, Bbibepute €€ u
BbIMOMHUTE OOHO U3 CrieAyHoLLWX AEACTBUN:

® HAXMUTE Ha KHOMKy PepaktupoBaTb B rpynne KHOMOK BKkrMagku (puvc. Bkragka

"HacTpouku KnmeHToB" 82 );

® NBaXObl HAXXMUTE NIEBOWN KHOMKMN MbILLM HA KOHUrypaLumn.
B okHe PepakTupoBaHue HacCTpPOEK KIIMEHTOB M3MeHuTe nMms (0bs3aTenbHO) U napa-

MEeTPbI KOH(Urypaumm (B criydae Heob6xoaMMOCTH) aHarnorm4Ho paboTe ¢ HOBOW KOHdUrypa-

n' 56

uunen (CM. pucyHku, HaumHaa ¢ Pasgen "va v onvcaHve 1 go Hactporku pacnucanus

109

obHoBrEHMSA ). Ecrm BHM3Y OkHa oTobpaxaeTcsa ctaTyc 3HaYeHUs BCcex napamMeTpoB
KOPPEKTHbI, HAXXMuUTe Ha KHOMKY MpuMeHnTb 45 4o6aBneHUs co3gaHHON KOHUrypauum;

B 0O6paTHOM Crydae M3MEHUTE HEKOPPEKTHbIE 3HAYEeHVsI NapaMeTpoB.

M3meHeHUe Tuna HacTpoek
YToObl M3MEHUTb TN HACTPOEK KIMEHTCKOrO KOMMOHEHTA, Nepenaute Ha BKMagky YCTpot-
cTBa_u cratychbl *°, BbI30BUTE KOHTEKCTHOE MEHI0 TPeBYeMOro KIMEHTCKOTO KOMMOHEHTa
NPaBOM KHOMKOW MblLLM 1 BbiGepuUTe OA4MH U3 NyHKTOB:
* Ucnonb3oBaTb HAaCTPOWKM NoapasaeneHus:
HasHaunTb KIMEHTCKOMY KOMMOHEHTY HAaCTPOVKM nogpasfernieHns, KOTOpOMY OH
NPUHAANEXNT.
* Ucnonb3oBaTb YaCTHbIE HACTPOMKMU:
HasHauuTb KIMeHTCKOMY KOMMOHEHTY YaCTHbIE HACTPOVIKM.
* OTnpaBUTb NOBTOPHO HAaCTPOMKMN KITMEHTY C NIOKaribHbIMU HAaCTPOMNKaMM:
HasHauutb krmeHTckomy kKomnoHeHTy SoftControl SysWatch, HacTponku koToporo

Obl/M M3MEHEHbI JOKanbHO, MOCMEOHIO KOHUrypauuio, 3agaHHyl0 C cepBepa
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SoftControl Server.

Mcnonb3oBaHMe YacTHbIX KOH(Urypaumm
UTtobbl 4OGaBUTL HOBYIO YACTHYIO KOHUrypauuto 1 Ha3HaunTb €€ KIIMEHTCKOMY KOMMOHEH-
Ty, Nepeiiaute Ha Bkrmagky KmveHnTbl **, BbI30BUTE KOHTEKCTHOe MeHio Tpebyemoro
KIMEHTCKOrO KOMMOHEHTa NpaBOW KHOMKOW Mbium K Bblibepute nyHkT Ucnonb3oBaTb
YacTHble HacTpouku. B oOkHe BbIGOp 4YacTHbIX HACTPOEK HaXMUTE Ha KHOMKY

[Jo6aBuTb 019 CO34aHMs HOBOW YaCTHOW KOHdwurypauum (puc. YnpassfieHWe YacTHbIMU

HacTpoiikamu >).

Bribop YaCTHBIX HACTpOEK

Crnmcox AOCTYNHbBIX H3CTHBIX HACTROSIC

YactHan koHEurypauna 2

PucyHok 48. YnpaBneHune 4acTHbIMM HaCTpoOMKamm

B okHe PegakTupoBaHMe HaCTPOEK KITMEeHTOB 3aJanTe napameTpbl KOHUrypaumm (Cm.

n! 56

pUCYHKK, HauvHas ¢ Pasgen "ma n onucanve n go Hactporku pacnucaHus o6HoBIe-

Hms '), Ecrm BHU3Y okHa oToBpaxaeTcsl cTaTyc 3HayeHUs BCeX NnapameTpoB KOPPeKT-
Hbl, HXMUTE Ha KHOMKy MPUMEHUTb A4S [106aBMEHNs CO3AaHHOI KOHUrypaLwm; B 06-
paTHOM CIy4ae U3MEHUTE HEeKOpPEKTHbIe 3HaueHusi MapameTpoB. CosaaHHasi KoHbUrypa-
uuns Oyoet nobasrneHa B CNMCOK YaCTHbIX HACTPOeEK. Bbibepute B cnvcke eé nnm paHee co3-
[aHHYI0 KOHDUIYPaLMIO, MOCHE YEro HaXMUTE Ha KHOMKy OK [rsi MpUMEHEHs! KoHAUrypa-

LN K KITMEHTCKOMY KOMTIMOHEHTY.

YpaneHue koHdurypauumum

[nsa ynanenua koHdurypaumm Boibepute e€, Haxmute Ha KHonky Yaanutb (puc. Bknagka

n'5

"HacTpoikv krmeHToB" °2 ) nnoaTBepauTe yoaneHve B AManoroBoM OKHe.
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4.6.1 O6wme HaCTPOUKM

ﬂ,aHHaﬂ KaTeropmna HaCcTtpoeK BKIO4aeT B cebs obupe napameTpbl KOH(bMpraLlMM n HaCTpOIZKI/I

B3aMMOENCTBUA KIIMEHTCKUX NPUIOXEHUA C CEPBEPOM.

Ama n onucaHue
MMs1 KOHGUrypauum KImMeHTCKMUX NPUMOXKEHUA HEOBX0AUMO And OAHO3HAYHOM MAeHTUdUKa-
UMM onpedenéHHoro Habopa HacTpOEeK, onMcaHue KoHdurypaumm — Onss ero KpaTkown
XapaKTepPUCTUKMN.
Utobbl 3agatb MMA M onucaHume, B OOHOMMEHHOM pa3sgerne kateropum OOwme

HacTpouku Beeaute Uma n OnmucaHme B cooTBeTCTBYIOWLMX nonsax (puc. Pasgen "Uva m

onncaHve" °%).
Sl e T —
Xapr6ur Onucanme:
IP-aapeca cepeepa ‘
Homep nuuensnm OcrioBHoi Habop HAaCTPOEK KAMEHTOB
» SysWatch
» DLP
3Ha4EHNA BCEX NapPaMETPOE KOPPEKTHEI
Mpumene ” Ommena
PucyHok 49. Paspgen "Uma n onucaHue"
i Nmsa KOH(bMpraLlMI/I OOJDKHO ObITb YHUKallbHbIM U HE MOXET cOoBnaaatb C yXe Cy-

LLECTBYIOLLMMW KOHDUrypaLumsimu.

Xaptour
XapTtout, nrm mHTepBan obpalleHUst KIMEHTCKOro MPUIOXEHUA K CepBepy — napameTp

KIMEHTCKUX KOMMOHEHTOB, OTBEYaloLLMA 3a nepnogn4yHOCTb YCTaHOBKU CBA3UN C CEPBEPHbIM

EES—————————————————— .-
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komnoHeHTom SoftControl Server. Mo ymorMaHuio yctaHaBrwmBaeTca paBHbiM 60 c (1

MUHyTa).
¥ OBwmie HACTPOHKA Mepuog xapTbuTa (cek.): [20 l
WA v onucanne
JlepxaTh NOCTORHHOE CoeAMHERre ¢ CepencHbiM LleHTpom
IP-appeca cepeepa [ Crpuite cmyxby Windows
Homep avuensum
> SysWatch

> DLP

3HauyeHnA BCEX NapaMEeTPOE KOPPEKTHEI

[ Mpumerurs || Orena

=
PucyHok 50. Paspgen "Xaptout"

Ona wu3meHeHus napameTpa nepengute B pasgen XapTtout kaTteropvm O6wwme
HacTPOMKM UK ycTaHoBUTE 3HayeHve B none lMepuopn xaptburta (cek.) (puc. Pasgen
"Xaptéut" °").

BbictaBute ranoudky [lepkaTb NOCTOsiIHHOe coeauMHeHune ¢ CepBUCHbIM LieHTpowm,
ecrm Heobxogumo nopaepxveaTh coeguHeHne ¢ SoftControl Service Center B pexume
pearnbHOro BpeMeHM.

Kpome Toro, ranouky [lepkatb NocTosiHHOe coeauHeHue ¢ CepBUCHbIM LleHTpom
crenyert BbICTaBuUTb, ecrm and komnoHeHta SoftControl DLP Client Heo6xoamMmo BKounTb
3anucb Buaeo no TpeboBaHuio. HacTpowku 3anucu BUOeO CM. B pasgene Hactpouku
SoftControl DLP Client ™.

BbictaBute ranoyky CkpbITb cnyx06y Windows, ecrm cuctemHble crnyxbbl SoftControl

SysWatch (safensec.exe) n SoftControl DLP Client (eventsvc.exe) He [OJTKHbI MoKasbl-
BaTbCs B ocHacTke Cnyx6b1 OC Windows.

[MprmMeyaHme: CKpbITUE CUCTEMHBIX CIykb He paboTaeT Ha OC Windows XP.

[MpumeyaHve: ecrm cucteMHble CIyKObl CKpbITbl, TO ynpaBrieHne mmmn cpeactBamm OC

CTaHOBUTCA HEBO3MOXHbIM.
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IP-appeca cepBepa
3apaHve agpecoB cepBepa And MOAKMOYEHUSI CO CTOPOHbI  KIMEHTCKUX MPUIOXKEHWN

NPOV3BOAWTCS MAacTEPOM HACTPOIKM cepeepa 2.

[ns nameHeHusa cncka agpecos nepenaute B pasaen P agpeca cepBepa kateropum O6-

n! 58

wme HacTpoukm (puc. Pasgen"IP agpeca cepepa” >*). Utobbl fobaButb agpec B nepe-

YeHb, BBeauTe HoBoe 3HayeHve IP-agpeca nm NetBIOS-umveHnn B COOTBETCTBYIOLLEM MOSiE
N HAXXMUTE Ha KHOMKY [lo6aBUTb B cnUCcoK. YToObI yaanutb agpec U3 nepeyHs, Bbibepure

€ro " HaXXMuUTe Ha KHOTMKY YaanuTtb U3 cnucka.

P PegakiMpoBaHWE HACTPOEK KNMEHTOE Eg

¥ OBuwme HacTpoAKa BeeauTe HOBOE 3HaUEHNE:

Wz 1 onncanne [ ]

XaptBut

P ampecacepeepa

Homep nuuensim

» DLP

17216165

3HaueHVA ECEX NapaMETPOE KOPPEKTHEI

[ Mpmmerurs || Oruera

SSS——————
PucyHok 51. Paspen "IP apgpeca cepBepa”

Howmep nuueHsun
JTNLEH3NOHHBIN KoY onpegenseT yHKUUOHANbHOCTb KIMEHTCKMX KOMMOHEHTOB. 1o ymort
YaHWIO yCTaHaBMBaeTCA NpobHas mmueH3ns cpokom aencteus 30 gHen.
[Ona 3apanua kmova nepengute B pasgen Homep nuueHsunm kateropmm OO6wme
HaCTPOMKMW, BbIGepUTE TUM KIMEHTCKOrO KOMMOHEHTa B BbinagatowweMm cnucke (SysWatch,
DLP, DeCrypt), BBeguTe k/od B TEKCTOBOE MOSe M HAXMUTE Ha KHOMKy NMpoBeputb A5
BanmMgauMnm SMUEH3NMM N OTOBpaXkeHus €€ napamMeTpoB B Cliydae KOPPEKTHOrO Kroya

(pvic. Pasgen "Homep nuueHamm" °%).
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o
F PeakTMpoEaHIE HACTPOSK KNWEHTOR

¥ OBwwe HacTpoiikn

SysWatch : = %
Wnsa 1 onucanue ’ = E [hSYGQB GHRWES SETID
XapTBut

Tun anuessya: Mpobraa
Cpok peiictewnn (aneid): 30
CORE

AV_BD
* SysWatch SnSUpdate
> DLP RD

3HaueHUA BCEX NapaMETPOE KOPPEKTHE!

e [ —ome ]

PucyHok 52. Pasgen "Homep nuueH3un"

4.6.2 Hactpouku SoftControl SysWatch

[aHHaa kaTeropuss HacTpoeKk BK/OoYaeT B cebs KOHUrypaumio KIIMEHTCKOrO KOMMOHEHTa
SoftControl SysWatch, aHanornynyto 3agasaemon ¢ nomouwbto MMM SoftControl SysWatch, n
MOSMTUKM KOHTPOTS.

“ KOHTpPOSib aKTUBHOCTHU

B pasgene KoHTponb aktuBHocTM kateropum SysWatch yctaHoBute raxkm vy

Tpebyembix obracten KOHTPoOns (pyc. HacTpOMKM KOHTPOJIS aKTUBHOCTU = ):
U KoHTposnb aKTUBHOCTMU:

O MpunoxeHus;
U Cetb;
U dannoBas cucTtema;

U PeecTp.

— &
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P PegakmipoBaHine HacTpoeK KNMEHTOE A

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTpOnb akTMEHOCTIA

[V/] KonTpone aktweHocTH

¥npasneHne MHLMAEHTEMM Mpunoxerna

3awwmta naponem Cets
» Cranwposanue
» Ofoenenme Daiinosas cucTema
Hactpoiiku wHTepdeiica Peectp
Oryetel
OrrnrounTs Nnpodimas CMCTEMB
Onoeewerua
OpHopasossie Napoay 3anpeTuTe BHeluHES yNpaEneHne cryxBoii
» [MoanTuka KoHTpORR D I i pesxim sua MO
» DLP
CoxpaHATe MCTOPWID BKTMEHOCTI HEOTCNEXMBAEMBIX MPUAOKEHUIA M MHCTANAATOPOE
3anpeTuTh BLINONHEHWE CKPMNTOE
P Kp
Brarounte konTpons dll-mogyneii (; ] wa
o AY. PeOy f Py>
3anpetuth Ecem Mogudukanuio PE-gainoe (kpome HCTannaTopoE)
[T ¥aansts und JMFO © TIPMIC 1NX, HE 3aryC A Gonee (gred) 0 n
OTROXUTE 33MYCK CUCTEMHOMR Bt Ha (MurH.) 0
o EpEd

3anvceiBaTe OAHOTUNHEIE COBBITMA HapYyLWeHWA NOAUTUKW KOHTPOAR Nocne (cex) 60 a

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

Mpumersrre | [ Orera

=
PucyHok 53. HacTponkun KOHTponsi akTMUBHOCTU

Hwke oTMeTbTe HeobXxoauMMble [OMNOSHUTESbHbIE ONUMM MPOrpaMMbl U KOHTPOSS
aKTUBHOCTMU:
U OTknounTb NpodPunb CUCTEMDI:
OTKMIOUNTL KOHTPOSb UCTONHAEMBbIX dhanrnoB PE Ha KIMEHTCKOM XocTe.
U 3anpeTnTb BHewWHee ynpaBneHue cnyxoon:
3anpeTuTb BbIrpy3Ky cuctemHom cryxbbl SoftControl SysWatch ns O3Y knmeHTckoro
XocTa.
U Mob6anbHbIN pexum obHoBneHus MO:
3anyckaTb BCe MPUIIOXEHNS B PEXUME YCTaHOBKW.
Npun BKMOYEHUM JAHHOTO PEXMMa BCE NPUMOXKEHUA 3anycKaloTCa Kak MHCTarmaTop v
pobasnatoTca B npohunb (pexum obyydenns). Kpome Toro, B npodwis gobasnstorcs
BCe M3MeHeHus B ucnosHaemblx pannax PE. PekomeHayeTcsa ncnonb3oBaTh TOMbKO
Ha "uncTbIX" cuctemax, Bcé NO ana KoTopbiX ycTaHaBfmMBarsroch ¢ "3o0motoro" obpasa.
[ns BKMOYEHUS M BLIKMIOYEHUS pexumMa notpebyeTca nepesarpyska KIMEeHTCKOro
XocTa.
0 CoxpaHATb UCTOPUID AKTUBHOCTU HEOTCI/IeXMBaeMbIX NMPUIIOXKEHUA U UH-
CTaNNATOPOB:
ABTOMaATUYECKM BKIMHOYATb OMNUMW 3arnmMcu UCTOPUM aKTMBHOCTW NpW NEPBOM 3anycke

NPWIOXeHUs, OTCYTCTBYIOLLErO B Npodourie, Win nHctarnnatopa 6e3 SLIM.

— &

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

0 3anpeTnTb BbINOJIHEHNE CKPUNTOB:
3abroknpoBaTh BbINOMHEHE HEOOBEPEHHbIX CKPUMTOB MHTEprpeTaTopamu (Kpome
ckpuntoB, nognucaHHblx UM m3 Geroro cnucka ceptudukaToB). 3anpeLlgaroTcs
creytoLume npoLecchl:
— wscript.exe (Microsoft ® Windows Based Script Host);
— cscript.exe (Microsoft ® Console Based Script Host);
— java.exe (Java™ Platform SE binary);
— javaw.exe (Java™ Platform SE binary);
— javaws.exe (Java™ Web Start Launcher).
Ana 3anpeTta 3anycka onpedenéHHbIX MpOoLEeccCoB peKkoMeHayeTcs co3daBaTb

cooTBeTCTBYIOLME [NpaBuia NONMTUKN KOHTPONS .

U Bknrountb KOHTponb dil-moaynen (TpebyeTcs nepe3arpy3ka KNMeHTa):
AKTMBMpOBaTb KOHTPOSb LENOCTHOCTU AMHAMUYEeCKM NOoAKIoYaeMblx OumbrmoTek
(DLL), ncnonb3yemblX NCMOSTHAEMbIMU KOMIMOHEHTaMM.

KoHTtposnb 3anycka dll-moaynen paboTtaet cregytowmm obpasom. [Npu nonbiTke 3arpy-
3utb dll-6ubrmoTteky SoftControl SysWatch nposepsieT, nognucana v oHa SUIMN. Ecrm
oubrmoTteka nognmcaHa n Windows npusHaét OUI genctButensHon, TO 3arpyska
oubrmoTekn paspelaetcs (gaxe ecrm e€ HeT B npodune). Ecrm y Gubnmotekm
otcytctByeT UM, SoftControl SysWatch npoBepsieT, ectb i aaHHaa 6ubnmoTeka B
npocpurie. Ecrm ecTb, 3anyck paspeLliaeTcs; eCrivm HeT — OTKIOHSeTCS.

[MpumevaHve: He NoaaepKMBaeTCA 3anpeT Ha 3anyck BubrmoTek, B KOTOPbIX OTCYTCTBY-
eT Touka Bxoaa (bMbrmoTek, cogepaLmx TOfNbKO pecypchl, 6€3 MCnonHAeMoro koga).

U 3anpetutb Bcem moaucukaumio PE-channos (kpome MHCTannAaTopos):
3anpeTutb M3MEHEHM UCnoNHAeMbIX panros (exe, dil u T.n.) BCemMun NpuroxeHnaIMu,
Kpome paboTatowmx B pexmme obHosnerus MO.

O Yaanatb nHdopmMauuio o NnpunoXeHUsX, He 3anyckaBlumnxcs 6onee (aHewn):
Ypanatb u3 6a3bl agaHHbix SoftControl SysWatch 3anvicu 0 HeakTUBHbBIX NPUIOXKEHUSIX,
YOOBIETBOPSOLLMX 3aaHHOMY YCIIOBUIO (YMCHO aHEN 6e3 aKTUBHOCTN).

U OTNoOXWUTb 3anyCcK CACTEMHOM CINYX0bl Ha (MUH.):

YcTaHoBUTb MHTEPBar 3aepxku 3anycka cuctemHom criyxbbl SoftControl SysWatch.

U 3anucbiBaTb OQHOTUNHBbIE COOLITUA HapyLEeHUs MNOSIMTUKN KOHTPONS nocrne
(cek.):

YcTaHoBUTb nHTEpBar, Nno ncte4eHnm KoToporo oAHOTUMHbIE CcoObITKA 6y)1yT 3arnuncbl-
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BaTbCA B OTYET (N0 ymorMaHuo 60 cekyHn). CobbITUS HapyLLEeHUS MOSIUTUKMA KOHTPOSS
cunTarTcs 00HOMUIMNHbIMU WU HE BHOCATCH B OTYET, €CIM OAHOBPEMEHHO BbIMOMHAOT-
CS crefyoLupe ycrioBus:
® y cobbITUIA cCOBMagatoT:
o AENCTBUS;
o ucnosnHaemble anrnel;
O KOMaHOHbIE CTPOKW NPOLLECCOB;
o ngeHtudgukatopsl (PID) npoueccos;
® Bpewms, NpoLlejliee ¢ MOMeHTa 4o6aBnieHnst NpeablayLlero cobbiTns, MeHbLe 3a-
A@HHOTO 3HaYeHus.
Mpn 3TOM B fioKasbHbIN dhann oT4éTa Ha KnimeHTckoM xocTe ¢ SoftControl SysWatch go6as-

nsieTcs MHhopMaLumsi O TOM, CKOSbKO OAHOTUMHBLIX COOLITUIN ObINO NPOMYLLEHO.

YnpaBneHue HUMAEHTaMMN
B pasgerne YnpaBneHue uHumaeHtamu kateropum SysWatch yctaHosute raxok
Bknountb aBTOMaTU4YECKYHO OOpPaboOTKy MHLUMAEHTOB M 3aJanTe peakuumio Ha WHUU-
OeHTbl U3 nepeyHs CNMCOK MHUMAEHTOB B BbiNagalowem crucke PeweHue cornacHo

Tabn. 15 (puc. HacTpoiikv peakumm Ha MHUMAEHTLI 7).

2 PeaakTvpoBaHle HacTpOSK KNMEHTOE

»  Ofwmne HacTpoHKK B - ueckyro oBpad
¥ SysWatch

KOoHTpO/Ib AKTMEHOCTIA

¥npaenenne nHumgenTamm CMCOK MHUMAEHTOE

3awwTa naponem

» OBroBneHne -
3amyck HEeNoANMCAHHOM NPOrpaMMel YCTEHOBKM

Hactpoiiku uxTtepdeica
Hapywerue noauTukm konTpona
COryete
Cnoeewerua
CnHopasossble Naponu
* [MoanTika KOHTPORR
» DLP

YnpaeneHne wHUMASHTEMM

Pewenne: 3abnokupoeats (Mo ymonuaduo) n

|j 3anoMHuTE PEelWeHWe Ha CeCcCrio

3Ha4eHnA BCEX NAPAMETPOB KOPPEKTHbI

[ Mpumesvre |[ Orera

=
PucyHok 54. Hactponku peakumm Ha MHUMAEHTbI

———————.
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Ta6nuua 15. BoaMoXHble AeUCTBUA NPU UHUMOEHTaX

¢ BbLINONMHUTL B OFPaHUYEHHOM peXume
BbinonHeHne NpunoxxeHnst B U3onmMpoBaHHoN cpege ("necovHnue") nog y4€THOM 3anmcbio
nonb3oBatens «V.L.P.O.» ¢ orpaHuyeHHbiMn npuBunermamn. MNpyu atom gobaBneHus B
npodwmrb CUCTEMbI HE NPOUCXOANT, @ NPUIOXEHNE NOMELL aeTCs B OFPaHUYEHHYO 30HY.
MpunoxeHne MOXeET 3arpyxaTb JOYEPHUE MOAYN, KOTOpbIE Takke He BOMAYT B npodwmrb
cucTemsbl. [laxxe ecnu Takoe NpUIoXXeHne sIBMsSeTcst Bpe4OHOCHBLIM U BbINOSHUT YCTaHOBKY
Kaknmx-nmbo [OMnonHMTENbHBLIX KOMMOHEHTOB, TO WX nocnegywouwlas 3arpys3ka byaer
npegoTBpaLl eHa.
¢ BLINONHUTbL B OrPaHMYEHHOM peXnme nocrie NpoBepKu
3anyck 3anyck I'IpVIﬂO)KeHI/IVFI B OrPaHUYEHHOM pPEeXumMe, ecrnm npv aHTMBUPYCHOM CKaHUPOBaHUM
NPUNOXKEHUS He B NPUNOXeHUs He HangeHo BpeJoHOCHOro koga. B obpatHom cnyyae 3anyck Byaet 3abro-
npodune KMPOBaH.
¢ BbINONHUTL B pexume ob6HoBneHus MO
BbinonHeHne npunoxeHus nod Tekylien y4éTHou 3anuckbio 6e3 orpaHnyeHuin. MNpu atom
NpUNoXeHWe 1 BCce ero JoYepHue MOAy M NoMeLl aloTcs B Npodmnb CUCTEMbI U JOBEPEH-
HYI0 30HY.
¢ BbINOnNHUTL B pexume ob6HoBneHus MO nocne npoBepku
3anyck npunoxeHusl B pexxunme obHoBneHust MO, ecnn npy aHTMBMPYCHOM CKaHMPOBaHUM
NPUNOXeHUs He HangeHo BpeJoHOCHOro koga. B obpatHom cnyyae 3anyck Byaet 3abro-
KMPOBaH.
e 3abnokupoBaThb (MO yMOMYaHMio)
BrokupoBka 3anycka npunoxeHus.
e YcTaHOBUTb
BbInonHeHne MHCTannATopa noa TeKyLlen YY4ETHON 3anncbio 6e3 orpaHnyeHuii. MNpu aTom
rnocrne yCTaHOBKM MPUIIOKEHUE U BCE €ro AOYEepHUEe MOAy M NMoMelLalTcs B Mpodwmib
CUCTEMBI U OBEPEHHYIO 30HY.
* YcTaHOBUTb Nocne npoBepku
3anyck nHcTannaTtopa B pexumMe obHoBneHus MO, ecnv npyv aHTMBUMPYCHOM CKaHMPOBA-
HWW YCTaHOBLLIMKA He HawaeHo BpefoHOCHOro koda. B obpatHom cnydyae 3anyck GygeT
3anyck 3a6oKMpoBaH.
T ¢ YCTaHOBUTb B OrPaHUYEHHOM pexume ) o
T T BbinonHeHne wHcTannaTopa B M30MMpOBaHHOM cpefe ("necoynHuue") nopg  y4E€THOM
3anucbio nonb3osatens «V.I.P.O.» ¢ orpaHMyeHHbIMU npuBunernamu. Mpu 31om gobas-
NeHns B NpogmIie CUCTEMbI HE MPOUCXOAMUT.
¢ YcTaHOBUTb NOCMe NPOBEePKU B OrpaHUYE€HHOM pexume
3anyck uHcTannsitopa B OrpaHU4EHHOM PEXMME, ECIU NPU aHTUBMPYCHOM CKaHMPOBaHUM
YCTaHOBLL MKa He HanaeHO BpeLoHOCHOro kopga. B obpatHom crniyyae 3anyck Gyaet 3a-
OroKMpoBaH.
e 3abnokupoBaTb (MO YMOMYaHWUIO)
BriokupoBka 3anycka nHctannstopa.
e PaspewunTtb
PaspelueHre NpunoXxeHuno BbINOMHWUTL AeWcTBMe, coBnajarollee ¢ yCroBuamMun npasunal
Hapywenwne 3alaHHOMN MONUTUKN KOHTPOSS.
NONMUTUKN ¢ PaspewmnTb nocrne npoBepkKu
KOHTpOIst PaspelueHre NpunoXXeHno BbINOMHWUTL AecTBME, COoBMajarolee ¢ yCroBUsAMU npasunal
33jaHHOM MOMUTUKM KOHTPOMSA, €Crnv Npyv aHTUBMPYCHOM CKaHWPOBAHWW MPUIIOXEHUS He
HargeHo BpeaoHOCHOro koga. B obpatHom crnydae aenctBue Gyaet 3anpeLy eHo.
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e 3anpeTuTb (MO yMOMYaHWio)

3anpeTt NpunoXeHWio BbINOMHUTL AelCTBME, COBMajaroliee C YCnoBusAMK npasuna 3a-
AaHHOWM NOMUTVKM KOHTPONS.

e 3anpeTuUTb M 3aBepPLINTb NPUIOXKEHMUE

3anpeT NpuUnoXeHWo BbIMONHWTL AENCTBME, COBMajatlowee C yCroBuUsMW MpaBuna 3a-
[AaHHOW NOMUTUKN KOHTPONS, U NocneaytoLLee 3aBepLLeHNE NPUIIOXKEHNS.

Mpu ycTaHoBKe dnaxkka 3anOMHUTbL pelueHMe Ha CeCCUI0 yKalaHHble OeAcTBUS ByayT
BbINOIHATECSA MHOTOKPATHO B pamMKax Ceccuu, B 0OpaTHOM criyyae — O4HOKPaTHO.

Cb6pocbTe hriaxok BKnOUYMTL aBTOMaTU4YeCKYy0 06paboTKy MHLMAEHTOB, eCiv npea-
noriaraeTcs AernernpoBaTtb MOSHOMOYMS MO 06paboTke MHUMAEHTOB NOKanbHOMY MOJb30-

BaTeno SoftControl SysWatch.

3awuTta naposnem
UTtobbl yCcTaHOBUTL OOLWMM NApOSbHbIM LOOCTYN K WHTEpdency wumm JeuwHcTansaTopy
SoftControl SysWatch Ha krnmeHTCkOM XOcCTe, nepenaute B pasgen 3awurta naporsnem
kateropum SysWatch wn ycraHoBute draxok BknouuTb 3aWuTty naponem

(pvic. HacTpoliku naponbHoii 3aumtbl ).

ad PeaakTvpoBaHe HacTpOEK KNMEHTOR

»  Ofuwme HacTpoidkn BrAroumTE 3aLMTY Nnaponem
¥ SysWatch

KoHTponk akTMEHOCTH

Mapone:

¥npaenenne MHLMIEHTaMI Moareeg

(Jaupmarnaporem (" OBnacre peficrema )
> Cranmposanue M3meHeHue cEOACTE NporpaMmel
g OSHDM_EHME . ¥aaneHue nporpammel

Hactpoiiku uxTtepdeica

Oruete

Cnoeewerua

CnHopasossle naponu
* [MonnTika KOHTPORR

» DLP

3HaYeHVA BECEX NapaMETPOE KOPPEKTHEI

[ Mpumesure || Orera

SSS——————
PucyHok 55. HacTpoiku naponbHoM 3awmThbl

3apante Maponb n Beegute ero MoarBepxaeHue, Nocrie 4Yero oTMeTbTe obGnacTu

JeucTBus:
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U N3meHeHMe CBOUCTB NporpamMmbi:

3anpoc napons npu goctyne k NN SoftControl SysWatch.

U YpaneHue nporpamMmmel:

3anpoc naposns npu 3anycke yaanenua SoftControl SysWatch.

HacTpowku ckaHnpoBaHus

B paspene CkaHupoBaHue — OOGwme Hactpomku kateropmm SysWatch Hactpowite

ONLMM aHTVBUPYCHO NpoBepku (puc. OBLLyEe HACTPOVIKM CKaHMpoBaHus ),

P PepakTMpoBaHUe HACTPOEK KNWEHTOB x

»  OBume sacTpoikn
¥ SysWatch
KoHTpone axtweHocTi
YnpaEneHNne MHLMAEHTAMU
Jawuta naponem
¥ Cranwposatne
OBuwme nactpoifen
Hacrpoiiku pacnncanua
» OBHoensHWe
Hactpoiku uHtepdeiica
Oryetel
OnoceeweHwA
COaropasossie naponk
» [oauTika KoHTpOAR
» DLP

[ —— yrposy +

@) Bribop feficTEWMA aBTOMaTHHECKK
() Buifiop AeficTEMA MO CHOHUAHMWID NPOBEPKY

O 3anpoc peiicTEna

 Tune daiincs | | Mposepka cocTaeHeix paiinoe |

[:I Moutoskie Bazkl
[:I Apxrssl

@) Bee thafns

O Tonbko HCNOAHAEMEIE daidns

| TpoBepka CheMHEIX HOCUTENER

D ABTOMaTVuECKaA NPOBEPKE ChEMHBIX HocuTener

Cnpawweats o NPOEEPKE ChEMHbBIX HOoCWTEReH

| YueTHan sanuce 4ns ckaHepa |

D Wcnonbsosath yHETHYIO 3annce

WMma nonesosarens:
Mapone:

MoaTEepAUTE Naponk:

3HaueHuA ECEX NapaMEeETPOE KOPPEKTHEI

— —

PucyHok 56. O6wme HacTPOMKM CKAaHUPOBaHUS

B obrnactm Peakuusa Ha yrpo3sy Bbibepute oOvH M3 BapuaHTOB

oBHapyXeHU yrpo3 B NPOLIECCE aHTUBMPYCHOTO CKaHMPOBaHMA:

[0 Bbibop AencTBusA aBTOMaTUYECKMU:

OencTBUA  npu

O6e3BpeanTb MHPULMPOBAHHBIN OOBEKT UMM yOanMTb Ero, eCIv fieyYeHve He yoaéTcs.

O Bbi6op AenNCTBUSA NO OKOHYAHUIO NMPOBEPKMU:

3anpoc gencteua byaeT BbiBEAEH NokanbHOMY nonb3oBartento SoftControl SysWatch

No BceM oBHapyKeHHbIM Yrpo3aM Mo 3aBepLUEHMIO NMPOBEPKM.

0 3anpoc pencrBus:

3anpoc gencteua ByaeT BbiBeAeH rnokanbHoMy nornb3osarernto SoftControl SysWatch

NPV 0GHaPYKEHUN KaXKO0W Yrpo3bi.

B obrnactm Tunbl c¢annoB BbLiGepute Tunbl ¢annoB, KoTtopble OyayT NOABEPrHyTbI
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npoBepkKe:
O Bce ¢annsbi:
CkaHupoBaHue Bcex TUnoB hbairos, 3a UCKMKOYEHNEM COCTaBHbIX TUMOB, HE OTMEYEH-
HbIX B obractn lNMpoBepka cocTtaBHbIX dannoB (dprnaxkn MouytoBble 6a3sbl n
ApxuBbl).
O TonbKo ncnonHsaemblie hannbl
CkaHvpoBaHue Tornbko ¢anros coopmaTta PE.
B obractn MNMpoBepka CbeMHbIX HOCUTENen ycTaHoBuTe driaXok ABTOMaTuUYecKas
npoBepKa CbeMHbIX HOCUTerlen, ecriv Heob6x0aAMMO aBTOMATUYECKM 3anycKkaTb aHTUBW-
pyCcHOe ckaHvpoBaHue USB-HocuTenen nocne nx NoAKMoYeHNs K KIMEHTCKOMY XOCTY. YcTa-
HoBuTE (praxxok CnpawmBaTb O NpPoBepKe CbEMHbIX HOCUTenen and oTobpaxeHus
AManoroBoro OKHa C nNpeasioXXeHneM NPoBEPKM Ha KIIMEHTCKOM XOCTe.
B obrnactn Y4yeTHasa 3anucb ANA CKaHepa yctaHoBuTe riaxok Mcnonb3oBaTtb y4yeT-
HYH 3anUCb W BBEOUTE YYETHbIE AaHHble, ecrim TpebyeTcs ykasaTb YHETHYIO 3an1Cb, NOA

KOTopoW ByaeT NPOM3BOAUTLCS MPOBEpPKA, OTIIMYHYIO OT CUCTEMHOW Ha KIMEHTCKOM XOCTe.

B paspene CkaHupoBaHune — Hactpouku pacnucaHusa kateropum SysWatch MoxHo
YCTaHOBUTb pacnmcaHue aHTUBMPYCHOW NPOBEPKM, AN 3TOro yctaHoBuTe doriaxok 3agartb

pacnucaHue v HACTPOIiTe MapameTpbl (puc. HacTpoiikv pacnvcaHusi ckaHupoBanus ).

P PejakTMpOEaHWE HACTPOEK KNWEHTOB R

»  OBuwme HacTpoiin
¥ SysWatch

KoHTpone aktwaHocTi Tun pacnucanma: [ Mo gxam

3aaaTs pacnucaHne

¥NpaEneHue MHLMIEHTIMM
3awwta naponem YacToTa gHei:

¥ Cranwposanue

_;ﬂ

CBume HacTpoidkn Bpems sanycka: { 12:00:00
Hactpoiiku pacnucanva

*» OBHoBREHWE

Hacrpoiiku nhtepdeiica
Oruetel
CnoeeweHwA
Oanopasossie napoam
» TlonnTvka KOHTpoNA
» DLP

3HaueHUA BCEX NapPaMETPOB KOPPEKTHEI

[ Mpumerurs || Orera

SSS——————
PucyHok 57. HacTponku pacnucaHna ckaHMpoBaHUA
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B cuétunke YactoTa gHen yKaxure nepnoandHoCTb, C KOTOpOVI 6y,u,eT BbINOJHATbLCA 3a4a-

4ya, a B none BpeMﬂ 3anyckKa — BpeMsa Ha4vara BbINoJIHEHNA 3a4a4yn B cbopmaTe Y4:MM.CC.

HacTtponku obHoBneHusn
B pasgene O6HoBneHue — O6wume HacTponku kateropum SysWatch HacTpowite onumm

o6HoBneHus (puc. ObLLye HacTPOViK 06HOBREHNS °).

PeaakTMpOBaHWe HAaCTPOEK KNMEHTOR A

»  OBwmre HACTPOHKA
¥ SysWatch
KoHTponb BKTHMEHOCTIA MporpaMmMHble Mogynr

| Coctas ofHOBREHWA |

¥npaeneHne MHLMIEHTIMK AnTvEMpycHble Gasol
3awwTa naponem
»  CranuvpoBaHue CoeauHeHWE '
¥ OBroeneHne
T — [[] Mcnonesosats napametpr npokck-cepeepa
Wctounukun obHoBNEHWA Appec Mopr:

Hactpoiiku pacnucanma I I IS"J

Hactpoiiku uxTtepdeica
Oruetw [ ] Micnonbsosats asTopusaLio Ha mpokck
OnoeewesHuA . ~

Wms nonesosatens: laponk

Caropasossie naponw

» [oauTuka KoHTpOAR [ ] [
» DLP

{n

o7 no,

ATGEPAACHNA

[] 2anpawmsars noareepxaenme nepes oBHoBNEHMEM

| CGop npodwns |

[[] Benoanwts obHoEaeHme BHTWBMpYCHBIX Bas nepeg, cbopom npodmna

3HauyeHnA BCEX NapaMEeTPOE KOPPEKTHEI

[ Mpumerurs || Orena

PucyHok 58. O6bwme HacTponkn o6HOBNEeHUA

B ob6rnactm CoctaB o6HoBneHun Bbibepute Tpebyemble koMMnoHeHTbl SoftControl
SysWatch ana o6HoBneHus:

U MporpamMmHbie moaynu;

U AHTMBUpPYCHbIE 6a3bl.
B obrnactn CoeamHeHune yctaHoBute riaxxok Ucnonb3oBaTb napameTpbl NPOKCU-
cepBepa ¥ ykaxute HeobXxoamMmble HACTPOVKK, eCiv AN COeQUHEHNS C UHTEepHeT-cepBe-
pOM 0BHOBEHUI UCNOSb3YEeTCS NPOKCU-CEPBEP.
B o6nactn MNoarBepxaeHuMe OT nonb3oBaTensl yCTaHOBUTE (riaXok 3anpawiuvBaTb
noaTBepXaeHue nepen oo6HoBNeHUeM, ecrim TpebyeTca otobpaxkaTb guarnor ¢ 3anpo-
COM MOATBEPXKOEHUS OnepaLmn Ha KIMEHTCKOM XOCTE.

B obnactn C6op npocduna yctaHoBute ¢riaxok BbInONMHUTL OOHOBNEHMe aHTUBMU-
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pPyCHbIX 6a3 nepea c6opom npocduna, ecrim Tpebyetca obHOBUTL 6a3sbl nepen cbopom

NPoduUna Ha KIMEHTCKOM XOCTe.

B pasgene ObHoBneHne — UCTOYHUKN OOHOBIEHUN MOXHO BblOpaTb cnocob oOHOB-
NeHvs:
o O6HOBUTL Yepe3 CepBUCHbIN LleHTp — 0B6HOBEHNE NOCPENCTBOM BHYTPUCETEBO-
ro cepsepa 06HOBIEHWI;
o OBGHOBUTbL Yepe3 UHTepHeT — 0OHoBIEHNE Yepel cepBep obHoBrneHun Safe’N'Sec
Corporation, gOCTYnNHbI NOCpeacTBOM ceTu MHTEpPHeET.
B o6nactm UcTo4YHMK OOHOBNEHUN YKa3biBalOTCS agpeca, C KOTOpbIX NpoussBoautcst 06-

HOBIIEHVE iapa NPOAKTVBHOW 3aLLyThl U 6a3 aHTUBUPYCHBIX KOMIMOHEHTOB.

P PejakiMpoBaHWE HACTPOEK KIMEHTOE -~

»  OBuwme HacTpoikn (@) OBHoBwTs wepes Cepaucheii Llentp
¥ SysWatch () OBroBwTs YEpEes MHTEPHET

KoHTponk akTweHocTH Wetounuk obHosneHmi:

¥npaeneHne MHLMIEHTIMK i T ]
-
JawwTa naponem H

» CranvpoBaHue

¥ OBHoeneHne AVE
OBuwe HacTpoidn
Wctourmuikn oBHOBNEHMIA
Hactpoiiku pacnuncanma

Hactpoiiku uHTepdeiica

Oryetel

Cnoeewerua

CaHopasossie Naponm
*» [onuthka KOHTpOAA
» DLP

3HauyeHnA BCEX NapaMEeTPOE KOPPeKTHEI

[ Mpmmerurs || Ormera

=
PucyHok 59. HacTponku nctouyHMKoB o6HoBNeHUA

B pasgene O6HoBneHne — Hactpounkn pacnucanuma kateropmm SysWatch moxHo yc-
TaHOBUTb pacnvcaHne 0OHOBIIEHUS1, 419 STOro yCTaHOBUTE (hriaxok 3aaaTbh pacnucaHue

W HacTpoiire napameTpbl (pvic. HacTpoiiku pacnvcanus obHosrenus °®). B cuétumke

YacToTa gHeMn ykaxuTe nepuoamyHOCTb, C KOTOpOW ByaeT BbINOMHATLCS 3afada, a B nose

BpeMFI 3anyckKa — BpemMsd Ha4aria BbIlNOoJIHEHUA 3aayn B (bopmaTe Y4.MM.CC.

— &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pykosodcmeo adMuHUcmpamopa

LleHmpanusosaHHoe yripasneHue CUB]

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTponb aKTMEHOCTA
YnpaeneHne WHUMEHTaMK
3awmta naponem
» Cranwposanue
¥ OBHoensHWe
CBwme HacTpoikn

Wctournkn obHosneni

Hactpoiiku uHtepdeiica
Oruets
CnoeeweHrA
COpanopasossle napoau
» Monutiaka KOHTpoRR
» DLP

PucyHok 60. HacTpoikn pacnucaHusi ooHoBneHus

~ HacTtpouku nHtepdenca
B pasgene Hactpoukn mHTepdenca kateropum SysWatch Bbibepute Heobxoanmble

onumm wHTepgpenca SoftControl SysWatch Ha kmmeHTCckmMx xoctax (puc. HacTtporikm

MHTeQQeVlca):

»  OBuwme HacTpoidin
¥ SysWatch
KonTpone aktwsHocT
¥NpaEneHne MHLMAEHTAMM
3awmra naponem
» Cranwposanue

» OBHoBREHWE

OrueTa
Onceewerva
Opaxopazoesle napoau
» MonuTika KOHTpoRR
» DLP

PucyHok 61. Hactpoiku uHtepdenca
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U Moka3biBaTb 3HA4YOK NporpamMmbl B 0651acTn yBeOMIEHUN:
oTobpakeHue 3Hadka SoftControl SysWatch B o6nactv ysegomneHumi.
U BknounTb 3ByKOBOE COMPOBOXAEHMUE:!

COMPOBOXAaTb YBEAOMIIEHMS MPOrPaMMbl 3BYKaMMU.

OTyeTbl
B pasgene Ot4yeTtbl kateropum SysWatch Hactponte napameTtpbl SoftControl SysWatch
MO MNPOTOKOSMPOBAHMIO B TEKCTOBble OTYETbI W perucTpauwm cobbitin B WMI

(pyc. HacTponkm 0T4ETOB 70 ).

B obrnactn OTyeTbl ycTaHOBUTE (hriaxxok DopmMnpoBaTb OTHYETbI, YTOObLI BKIMOUUTL (PYHK-
LU0 BeAEHMA TEKCTOBbLIX OTYETOB, U BblbepuTe Byabl COBbITUM Ars NPOTOKONMPOBAHWA:
U O6HOBRNEeHue;
U MposBepka,;
U CucrteMHbIN:
U Yrposwbil;

U Cnyx06bl n Henoao3puUTerbHbIE NPUNOXKEHUS.

F PeaskTMpoBaHWe HACTPOEK KNMEHTOR

»  OBuwme HacTpoHKa ( Orero—)
¥ SysWatch : :
KoHTponb akTMEHOCTH DopmuposaTs oTHeTE!
¥npaenenwne MHLMAEHTaMK ObHoBneHKE
3awwTa naponem MNposepka
» CraHWpoBaHUE CucTemHBIi
» OBroBneHne Vrposs
Hactpoiiku wrTepbeiica [T Cryx611 v HenoaospUTEABHBIE NPUACKEHNA
PopMApPOBaTE OTHETE (B AHAX): 30
Cnoeewerun e —a
Caropasossie naponw ———————————
| PoTauyws otueToE |
» [MonauTuka KoHTpoRR e
» DLP BKNOYNTE POTALMIO
Crpannuenne no Bpeuenu:[ 1] T [ ek E
Crpannuenne no pasmepy: [ 10 T [ MiB E
Konv4ecTeo XxpaHnMbixX OTHETOE 0 a
‘ Peructpauua cobemmi 8 WMI '
BratounTb perncTpaumio cobeimiii 5 WMI
Pasmep wcropun WML 10 a
3Ha4EHWA BCEX NAPAMETPOB KOPPEeKTHbI
[ Mpumernte ] [ Omena

PucyHok 62. Hactponku ot4éToB

BeicTtaBute raJiouky Cﬂy)l(ﬁbl n Henono3puTesribHble NMPUITOXEeHUS, 4yTOObI BKMHOYUTH

3anucb cobbiTvi 3anycka/octaHoBa cryxkb. CriyxkObl, KoTOopble OblM 3anyleHbl [0
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cucTeMHon crnyxbbl safensec.exe, ByoyT nomevyaTbCs B OTYETAx Kak Oblia 3anyujeHa
paHee.
B cyéTtumke PopmupoBaTb OTYETbI (B AHSAX) YCTAHOBUTE KONMYECTBO OHEW, 3@ KOTOPbIE
COXpaHsaeTCca UCTopus cobbITUN.
B obrnactm PoTtauusa OTY4ETOB MNpu HeoOBXOOMMOCTU yCTaHOBUTE (priaxok BkrmouuTb
poTauuio N yKaxute napameTpbl poTtaumm (OOMH WM HECKOSbKO), OrpaHuy4MBaroLme
KOSMYECTBEHHbIE XapaKTEPUCTUKN TEKCTOBbLIX OTYETOB:
* OrpaHu4yeHuMe No BPEeMEHM:
BBEOUTE B AAHHOM Mofie BPEMEHHOW NMMUT O4HOro damrna oTtdyéTta u Bbibepute
€VH1LbI BENMMYMHBI B BbiMafatoLLeM Cnmcke (CEeKyHObl, MUHYTbI, Yachbl, OHN).
¢ OrpaHuyeHue No pasmepy:
BBEAMTE B [aHHOM MoOfie NMMUT MO pa3Mepy ofgHoro danna oTtyéTta u Bbibepute
eMH1LbI BeNMYMHbI B Bbinagatowem cnucke (b, Kub, Mvb).
¢ KonnyectBO XpaHUMbIX JIOrOB:
BBEAUTE B AAHHOM MOJie MakCMMaribHOE YUCIIO XPaHUMbIX YacTeun banrioB OTYETOB.
B obnactn Pernctpauunsa cob6bitun B WMI yctaHoBuTe chriaxxok Bknountb perncrpa-
uuio cobbiTun B WMI ons BKMOYEHUss COOTBETCTBYIOLLEN PYyHKLUMM U ykaxuTe Pasmep

ucrtopumn WMI B ogHOMMEHHOM Morie.

i [ns npegoTtepalleHns Npobsiem ¢ NOBbILWEHHLIM NOTPEONeHeM CUCTEMHBIX pecyp-
COB He peKkoMeHayeTCHa 3afjaBaTtb pa3mep nctopum paBHbiM 6onee 100 cobbiTui,

onTumansHasa BermdrHa — ot 10 go 50 cobbITun.

OnoBeweHuns
B pa3gene OnoBeweHus kateropmm SysWatch yctaHosute donaxok NokasbiBaTb ono-
BelweHusa Ons oTobpaxkeHus rokanbHbix onoBeleHun SoftControl SysWatch Ha knveHT-

CKUX XOCTax un Bbl6epI/1Te Heobxoaumble Tunbl COOOLLEHWMI (pI/IC. HacTtpovka nokasrnbHbix

onoseLLeHn ):
U Cratyc 3awuThl,
U O6HoBMNEeHMe nporpaMmmbl;
U MpoBepka koMnblOTEPA;
U OTtyeThl;

U JIuueH3us;
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U YcraHoBKa (yaaneHue) nporpamm;

U BnokupoBaHue Moayneun nporpaMmmsbli;

U OrpaHu4yeHune NpUNoXeHUn.

Pykosodcmeo aOmMuHUCmpamopa

B~ Penakposanie Hactpoek knnerTos

»  OBuwme HacTpoidin
¥ SysWatch
KoHTpone aktvaHocTi
¥NpaEneHue UHLMIEHTIMM
3awwra naponem
» Cranwposanue
* (OBHoEnEHME
Hactpoiiku mHTepdeiica
OrueTe
Onceewenva
COnaHopazossle naponu
* [MonnTika KOHTPORR
» DLP

MokasLIEaTE ONOEELLEHWUA

[ Crarye sauparsi

[] OBHosnetme nporpammsi

[T] Nposepxa komnsrotepa

[ Cruere

[ Nuuensns

[ ¥eraroska (yaaneHue) nporpanmm

[ Broxmposatne mogyneit nporpaMmel

DO[ HW4EHWE NPUAOKEHNI
pa B

3HaueHWA BECEX NapPaMETPOE KOPPEKTHb

[ Mpmerurs || Orera

PucyHok 63. HacTpoika nokanbHbIX onoBeLleHUmn

OpHopa3soBble naponu

B paspene OgHopa3soBble naponu kateropmm SysWatch ycraHosute craxok Bknro-

YUTb OQHOpPA30BbIe NAPOSIN M HAXMUTE Ha KHOMKY & (CreHepupoBaTb KNY) Ans Bbl-

paboTkun 256-6UTHOrO KrtoYa, Ha OCHOBE KOTOPOro GyayT BbIYMCISATLCS OAHOPAa3oBble na-

porm (puc. HacTpoiikv ogHopa3oBbIxX naporneit ' ).

9 .
l CwmeHa kniova genaeTt HedencTBUTENbHbIMU BCe npebiayupe naposu.

—_———
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P PegakmipoBaHine HacTpoeK KNMEHTOE A

»  Ofwme HacTpoiiKa
¥ SysWatch
KoHTpONb aKTMEHOCTI

BrArounTh 0AHOPa30BLIE NAponw

¥npasneHne MHLMAEHTEMM
3awwmta naponem Kniou ana reHepauin naponed ([CMeHa Kioua AenaeT HegeRCTEUTENLHEIMM BCe
» Cranwposanue npeaEyIMe Naponu):

» OBHoBneHWe

| 6EEZhzB2TZDOSTSMENK2y WHujmwNnT + 1WDPKV1cmZ6Y= | &

Hactpoiku uHtepdeiica
Oraerst Bnokwposats knaswatypy
Onoeewerua
OpHOPa30BELIE MapoK
* [lonnTika KoHTponA
» DLP

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 64. HacTtpoiiku ogHopa30BbLIX naponeu

[ns GnOKMPOBKM KraBmaTypbl Ha KIMEHTCKOM XOCTe BbiCTaBuTE ranoyky BnokupoBaTtb
knaBuaTtypy. [locrne Toro kak SoftControl SysWatch nonyunt HacTpovkn, knaBmaTypa Ha
KIMEeHTCKOM xocTe byaeTt 3abrokvpoBaHa. [ns CHATMA GSIOKMPOBKM HEOBXOOUMO BBECTU
naposnb. SoftControl SysWatch npoBepseT Bce BBeAEHHbIE NOSMb30BaTENEM nocrenoBa-
TEeNbHOCTU CUMBOJSIOB, M KaK TOMbKO pacno3HaeT naposb, 6rokMpoBKa KraBuaTypbl CHUMa-
etca. Kpome TOro, GriokMpoBKa CHMMaeTCsi Mpu OTKIHOYEHMN U nepesarnycke CUCTEMHOM
cnyxbbl safensec.exe.

Ecrm knaBmnaTypa He ncnosb3yeTcst B TedeHre 15 MyHyT, oHa cHoBa GriokupyeTcs.
HenocpeactBeHHasi reHepauusa OAHOPA30BbIX MAposSie OCYLECTBIIIETCA Ha BKragke

Moppasnenexus > .

Monutuka KoHTpons: YcTponucTea
B pasgene NMNonutuka koHTponsa — YctpouctBa kateropum SysWatch HacTponte npa-

BWnMa MCMNoJib30BaHUA Creayroupyx BHELHNX yCTpOVICTB N NOPTOB CUCTEMbI Ha KIMMEeHTCKUX

xocTax (puc. MonmTuka KOHTPOMs yeTpoiicTB '+ ):

* USB-ycTtponctaa,;
e CD/DVD-ycTtpowcTBa;
¢ | PT-nopThbl;
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* COM-nopThl.
Urtobbl onpepermtb npaBa goctyna k USB-ycTtponcTBam, 3agante nx COOTBETCTBYOLYMU
doraxkamu B ctonbuax YteHue, 3anucb 1 YaaneHue ana tuna USB-ycTtponcrsa.
JononHuTensHO MOXHO 3afaTb UCKMoYeHus — Gernbii cnncok USB-ycTponcTts, Ana KoTo-
pbIX HA3HAYeHHOE NpaBwUno AencTBoBaTb He ByaeT. [159 3TOro HaxXmuTe Ha cebifiky flonon-
HUTENbLHO U B MOSIBMBLLEMCS OKHE HaXMUTE Ha KHOMKY “+* (lobaBuTb) (puc. VicknoyeHns

ana USB-yctponcts ™).

4 PeskTMpOBaHWE HACTPOEK KAWEHTOR

»  OBuwme HacTpoiikm Ycrpoiicteo * UTeHue Janu ¥ YaaneHve
¥ SysWatch COM-nopTh ) ) ]
KonTtpons akmsHocma LPT-noprsi ] ] v
YnpaeneHne WHUMIEHTAMW CD/DVD-ycrpoiicrea [ (v v
Sowrs aprs T S S
* CranwposaHne
» OBHoBAEHWE
Hacrpoitkn nHTepdeiica
Oruetsl
CnoeeweH1A
Oanopasossie naponn
¥ [loauTika KoHTpOAR
Yerpoidctea
Mogyam
Dalinosan cucTema
CrcTemHelid peectp E
Carn [V] 3anpetuTs asTOZaMYCK ANR BCEX YCTPOACTE
Tpynnei npasin
Mpusuneruu npoueccos
BsavmoaefcTEME NpoLECCos
CepTvdukatel
> DLP
MNonb30EaTENN M MHTEPEANLI HonoaHuTensHo
3 BCEX rr
S

PucyHok 65. Monutuka KOHTPONSA YyCTPOUCTB

F Benwiid cnmcok USE ycrpoiicte

AxtveHo | ID nocraswwmka | ID npoaykTa Pegunzua Cepuitbii N2 Urenne « 3anuce Ypanenne

Kingston DT_101 G2 PMAP 001CCOC61220EA9044200183 ([ ¥ vl

MprmeHuTE ] I Ommena

PucyHok 66. UcknrouveHusa ana USB-yctpoincts

Beeaure napameTpbl USB-ycTponcTBa B COOTBETCTBYHOLYX MOSsIX. [ony4ntb AaHHbie na-
pameTpbl USB-ycTponcTBa MOXHO criegytowym obpasom:
1) BctaBbTe Hocutens B USB-nopT koMnbloTepa.

2) Otkpowrte ocHacTky [iucnetyep yctpoucts (Device Manager) NaHerm ynpasrieHus

- 7T
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Windows.
3) PasBepHute kateropuio AinckoBble yctpounctBa (Disk drives) n asaxagpl Haxmute
NeBOM KHOMKOW MbILLM HA UMeHn nckomoro USB-Hocutens.
4) B nosiBuBLLEMCS OKHE nepenauTe Ha Bkragky CBeaeHus (Details).
5) B Bbinagatowem meHo Bbibepute ceovicteo Pogutens (Parent). B none 3HavyeHune
(Value) otobpasutcs cTpoka Buaa:
USB\VID_<ID nocmaswuka>&PID_<ID npodykma>\<CepuliHbit No>,
roe ykasaHbl COOTBETCTBYHOLLME YMCIIOBbIe 3HavYeHua napameTpos ID nocTtaBwuka, ID
npoaykra n CepunHbin Ne (nokasaHbl B YrioBbiX CKOBKaX).
6) B Bbinagatowem meHo Bbibepute csoricteso U o6opynoBaHua (Hardware Ids). B
none 3HayeHue (Value) otobpasnTca cnncok annapaTHbiX WAEHTUMKATOPOB, nep-
BbI U3 KOTOPbIX HEOBXOAMMO UCMOMb30BaTh B KadecTBe napameTpa PeBusus.
Mocrne BBOOA napameTpoB Bbibepute npaBa AOCTyna And AaHHOrO YCTPOWCTBa B COOT-
BeTcTBYOLWX cTOMbuax YteHue, 3anucb 1 YaaneHue. Ytobbl BKMHOYUTL YCTPOUCTBO B
6ernblii CNMCOK, YCTaHOBUTE (Pria>koK B CTOSOLE AKTUBHO.
YToObl yoanutb YCTPOWCTBO U3 CMMCKa, HaXKMUTE Ha KHOMKy & (YaanuTb).

I'Ipanu'la COXPaHAKTCA NOCJie HaXXaTuA Ha KHOMKY anMeHMTb.

[ns USB-ycTponcTB MOXHO Takke 3aaTb BPEMEHHbIE MHTEpBasbl 1 Nonb3oBaTenien, 4ns
KOTOpbIX OyayT gencTtBoBaTh BbiOpaHHbie npaBa AocTyna. [1ns 9TOro HaXXMmUTe Ha CCbISKy
NMonb3oBaTtenu u MHTepBanbl. B NOABUBLLEMCS OKHE YKaXKUTe BpeMeHHble UHTepBarbl U

nobaBbTe nonb3oBaTesnien ¢ NoMoLbo kHomnkn [lo6aBuTb (pyc JobaBreHne BpeMEHHbIX

MHTEpBAsiOB_ U1 MNofb30BaTenen And npaswia & ) UTtobbl M3MEHEHMS BCTYnrm B CUIy,

HaXXMUTE Ha KHOTMKY anIMeHVITb.

-_— (® ]
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Monssoeatenu u WHTEPEQNLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KOTOpeix ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano KoHey

[194728 | [20:47:28

[ NobBasute l [ Yaanute l

[Mpmuerrs | [ oruera

PucyHok 67. [lobaBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTeNien AnsA npaBuna

Utobbl 3abrokmpoBaTtb goctyn k CD/DVD-yctponcteam, COM-noptam wm LPT-nopTam,
cbpocbTe nodon ns graxxkos B ctonbuax YteHue, 3anucb v YaaneHue 411 COOTBETCT-

BYHOLLYIX TUMOB YCTPOWCTB (Mpwv 3TOM ByayT cOpoLLeHbl BCe (oriaxku st 4aHHOro Tvna).

i Ana nameHeHus npas goctyna k noptam (COM, LPT) gononHutensHo Heobxoavma

nepes3arpyska CUCteMbl Ha KIMMEHTCKNX XOCTaxX.

OTmeTbTe onumio 3anpeTUTb aBTO3anycK ANA BCeX YCTPOUCTB, ecrm Tpebyetca 6so-

KnpoBaTtb aBTo3arpy3ky Bcex USB- n CD/DVD-ycTponcTB.

Monutuka koHTpons: Moaynu
B pasgene NMonutuka koHTtpona — Moaynu kateropmm SysWatch Bbl MoxeTe 3agaTb

npaswra anda otaeribHbIX I'IpI/IJ'IO)KeHI/II‘/'I, YCTAHOBJIEHHbIX HAa KITMEHTCKUX XOCTax (pI/IC. MNormtn-

Ka_koHTpons moayren ™). Mo ymorMaHiio AaHHasi BO3MOXHOCTb OTKIKOYEHa; ANA BKIOYe-

HWA BbICTaBUTe ij'la)KOK Mcnonb3oBaTb YacTHbIe HaCTpOﬁKM Aansa Monyneﬁ.

i Mpu BbicTaBneHHoM oriaxke Mcnonb3oBaTb YacTHbIe HAaCTPOMKM ANA Moay-
nen nocrie NPUMEHEHNA HAaCTPOEK Ha KIMEHTCKMX XOCTax BCe JoKarnbHble HacTpon-

K1 O6yayT yoaneHsl 6e3 BO3MOXHOCTU BOCCTaHOBIIEHNS.
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F PeaakTMpoBaHWe HACTPOSK KAWEHTOE

» DLP

»  OBwme HacTpoiikn
¥ SysWatch
KoHTpons akTMEHOCTH
Y¥npasneHne WHUWEHTaMW
3awwmta naponem
» Ckanwposanue
» OBHosneHWe
Hactpoifku wHTepdeiica
OrueTsl
OnoeeweHua
OaHopasocesle Naponu

¥ lMonnTvka KoHTPONA

YeorpodcTea

Mogyam

DaAncean cucTema
CrcTemHbIi peecp

Cets

Tpynnsl npasin
Mpwsunernn npoueccos
BzaumoaefcTEME NPOLECCOs

Cepmmdmkatai

@ Menonbsosate YacTHele HAaCTRORKK ANA Momyneid

[ET S o

wuauclt.exe
alg.exe
SMSs.ExE
3 C5rs5.eXe
winlogon.exe
services.exe
svchost.exe

Isass.exe

MSCOrsvw.exe
wupdmgr.exe
wuapp.exe
drvinstexe
dinotify.exe

ComExec.exe

trustedinstaller....

OMMEHTADMIA

Windows Upadate

30Ha EBINONHEHWA

JoseperHbIE NpUROXEHNA

Application Layer Gateway Service [loEepeHHBIE NPUACKEHNA

Session Manager Windows NT
Client Server Runtime Process

Windows NT Logon application

Services Control Manager

[Josepertbie NpunoxeHna
JosepenHbie npuioxkeHna
[osepesHbie NpUnoxeHUa

,ﬂOEEpEHHb\E NPUACKEHNA

Generic Host Process for Win32 Ser... [osepertbie npunoxeHna

LSA Shell

Windows Modules Installer
.NET Runtime Optimization Service
Windows Update Manager for NT

Windows Update Application Laun...

Driver Installation Module

‘Windows Device I

JloseperHeie Npuao#eH1a
JoEepeHHBIE NPUNOXEHNA
JoseperHbie NpuaoXeHna
Jlosepertele NpUAoHEHUA
JNoseperHele Nnpuno#eHna
,ﬂOEEpEHHb\E NPUACKEHNA

Hosep

CCM agent service

1BIE NPt 1A

Jlosepertele NpUAoHEHUA

A
=

TSManager.exe CCM TSManager JNoseperHele Nnpuno#eHna
sdbinst.exe Application Compatibility Datab JoseperHbe npu. Ao
3 BCEX PP
[ n 11— om |
I

PucyHok 68. MNonuTtuka KoHTponsi moayrnemn

Mo ymorMaHuio okHo cogepxut pag mogynen OC Windows. Ytobbl 4o6aBuUTbL B CAMCOK HO-

Bbll MOAYIMb, HAaXMUTe Ha KHorky “+ (Jo6aBuTb). NMosiBmBLUIEEecs okHO (puc. Co3gaHune

NpaBuUN Ans Moaynsa ) COAEPXUT pA/ BKIaJoK Ans AobaBneHns HpopMaLmm o Moayre

3aJaHuAa npaBun and Hero.

Mpaeuna ana peectpa Mpaeuna ana ceti Mpuennernn npouecca

O6uwme HacTpoikK

” Mpaeuna anA darnosoli cucTembl

MasHTMdMKaLMeHH e JaHHBIE MOIYAR

HMma moaynn Kommentapui
[CcmExec.Exe ] [CCM agent service
Myt alince
#5YSTEM32#CCM “
( Mogpobro :l
Haszsanme opranuMsaLm:

BryTpeHHee uma daiina:

Cnncanme:
ABETopckMe npaga:
Bepcun:

Job5aEnTh AaHHbIE W3 daina

OK

==

PucyHok 69. CozpgaHune npaBun ans mogyns
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Ha Bkrnagke UpaeHTU(PUKaLMOHHBbIE AaHHble MOAYIIA YKaXuTe 00LLy0 MHopMaumio no
MOAYIo:

* Uma moayna — obs3aTterbHbln napameTp;

* NMyTn hannos — MHOXECTBO BO3MOXHbIX NyTeN K panry; nosie MoXeT BblTb MyCTbIM;

¢ KommeHTapum — KkpaTKoe onncaHne Moayrs.
B none Mytun ¢pannoB mMoryTt Mcnosnib3oBaTbCA MacKM — MHCTPYMEHT 3afaHus npaBun ans
nobasngemMbix 06beKTOB. Hanpumep, ¢ NOMOLLBI0 MaCOK MOXHO 3a4aTb YacTb NyTU K dhan-
ny. Hwke npvBedéH CUHTaAKCUC MacCoK:

* #*# — 3ameHseT Noboe KoNM4eCcTBO CUMBOJIOB, KpoMe cumBorna '\

* #*# — 3ameHseT Moboe KoNM4eCcTBO CUMBOJSIOB;

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.
B obrnactn Moapo6HO MOXHO ykasaTb CreaytoLLyto AOMOSHUTENBHYH MHOPMaLMo Mo MO-
Aynio (nonst MoryT ObITb NYCTbIMK):

* HazBaHue opraHusauuu;

* BHyTpeHHee umsa channa;

* OnucaHwue;

* ABTOpCKME NpaBa;

* Bepcus.
Takxke Bbl MOXeTe BblbpaTb MOAYSb, LLENKHYB MO ccbifke [lobaBUTbL AaHHble U3 danna

(puc. CosgaHve NpaBun A8 MOAYnA ~) 1 yKka3as B MOSIBMBLLEMCS OKHe TpebyeMbiin chann.

[aHHble Ha Bkrnagke MaeHTUMKaLUMOHHbIE AaHHbIe MOAYNA B 3TOM ciydyae OyayT 3a-
NOSTHEHbI aBTOMAaTUYECKN.
Mpy npUMeHeHUM HaCTPOEK Ha KIMEHTCKOM XOCTe UCMOSHAEMble MOAYIM COMOCTaBIIATCA
C 3aJaHHbIMN UOEHTUPUKALMOHHBIMU JaHHLIMK Crieaytomm obpasom. VcrnonHaemblin Mo-
Ayrb cyuTaeTcsa CoBMafaloLyM C OnncaHneM, ecriv Bce 3aaHHble B MOEHTU(MKALMOHHBIX
AaHHbIX MO COOTBETCTBYHOT AAaHHOMY Moayrito. [pu aTom:
— ecrnmansg Mmoaynsa 3agaHo HECKOSbKO NyTen, 4OCTaTOYHO COBMafeHus Noboro u3 Hux;
— eCIv MHopMauusi 0 BepcumM Moayna npeactaBsfieHa B pecypcax Ha pasHbiX s3bl-

KaxX, TO 4OCTaTO4YHO NOJIHOIro coBnageHna onmcaHna Bepcun Ha nobom si3bike.

Ha Bknagke O6LMe HACTPOMKM YKaXXUTE YCIIOBUSI BbINONHEHUST MOAYS.

B o6ractn 3oHa BbINONHEHUs BblOepuTe 30HY, B KOTOPOW AOSTKEH 3anycKkaTbCst MOAYIb:

-_— (& ]
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® OrpaHu4YeHHble MPUNOXEHUS;

¢ 3a6NOKMpOBaHHbIE NPUNIOXEHUS;

¢ [loBepeHHblIe NPUITOXKEHMUS.
BbicTaBute ranoykm Bknountb pexum obHoBneHus MO, ecrim moayrnb OOSTKEH 3anyc-
KaTbCs B AaHHOM pexvme (Tonbko And [JoBepeHHbIX npurioxkeHuii), 1 CoxpaHATb UCTO-
puvIo 3anycka 415 3anMcy UICTOPUM akTUBHOCTU MOAYIS.
B rpynne HasHayeHue y4yeTHOM 3anucu BbiGepute, No4 Kakom YYETHOM 3annCbio 3amnyc-
KaTb AaHHOE NpurioxeHue (TonbKo Ans OrpaHnyeHHbIX MPUIoXEHN):

* U3onupoBaHHbIN nonb3oBartenb V..P.O,;

* He ucnonb3oBaTb Ha3Ha4YeHUe y4EeTHOM 3anucu.

Ha Bkragke MpaBuna gna ¢pannoBomn cucTeMbl 3a4a0TCA NpaBwna Ana AocTyna npuro-
XeHns K obbekTam hanroBon cucteme (aHarnormdHo Hactpowmkam B pasgernie [lommtuka

koHTpons: Pannosas cuctema >).

Ha Bknagke MpaBuna gna peectpa 3ajaloTcs npaBuia Ans OOCTyna MPUIIOXKEeHUst K

obbeKkTaM CUCTEMHOro peecTpa (aHarorMiHo HacTporkaM B pasgerne MNonmTyka KOHTPOMA:

CucTeMHbI peecTp 22).

Ha Bkrnaake MpaBuna ansa ceTu 3agatoTca NpaBuUria KOHTPOMS CETeBOW aKTUBHOCTM AJA

MPUNOXEHVS (aHAMOrMYHO HACcTpoiikaM B pasaere MormTuka koHTpors: CeTb 7).

YUToObl M3MEHUTb OaHHble MOAYNs, HAaXMUTE Ha KHOMKY -~ (M3MeHUTb) un aBaabl LLENK-
HUTE MO HEMY M HACTPOWTE NapameTpbl aHarlorMyHo AENCTBMAM Npu 4o6aBrieHn Moayrs.
YUtobbl yoanMtb MOAyrb M3 CNMCKa, HaXKMuTe Ha KHonky & (YpanuTtb).

MpaBura coxpaHsoTCs Nocne HaxaTus Ha KHomnky MpUMeHUTb.

Monutuka KoHTpons: PannoBas cuctema
B paspgene Monutuka koHTponsa — dPawunoBas cuctema kateropmm SysWatch
onpegenmTe npasuna 4oCTyna NPUoXKeHU K 06 bekTam hanrnoBon CUCTEMbI Ha KITMEHTCKMX

xocTax (pvc. MonmTuka KOHTPOns anroBom CUCTEMBI ° ):

* Urtenve danna um katarora;
® 3an1cb B dhann unm Kkatarsor (co3gaHve/msmeHeHne danra um katarsora);

* YnaneHue hanra wm katarsora.

- (W]
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»  OBwme HacTpoiikn Mpasina Ana soHs!
¥ SysWatch
KOHTPOAS AKTHEHOCTH [ OrpaHUYEHHEIE MPUADKEHWA E
¥npasneHne nHumMaEHTaMA H ~ H ‘7 \_\_—5
3awmTa naponem o » . =52
* Cranuposanue ) Yrenne @ Janwuce  Ypanenwe Tpynna  Axma
»  OBHoEASHWME .
100 #SYSTEM32#DRIVERS). Paspewwrts3anpetute anpetwte No group Va
Hactpoifku wHTepdeiica M
or (2 101 #SYSTEM32#**##M0... Paspewwts3anpetuts 3anpetute  No group /|
HETH
102 #WINDIR##™% PaspewwTs 3anpeTuTs 3anpetite| Mo group ¥
OnoseweHus
103 #WINDIR##*% #MODE... Paspewwnts 3anpetuts Janpette| No group ¥
Canopasossie naponu
¥ Monnrika koHTpons 104 #WINDIR#WIN.INI Paspewwrs 3anpetute anpetute| No group %
YorpoicTea 105 #WINDIR£SYSTEMINI Pazpewwts 3anpeTute 3anpetuts | No group |
Mogyan 106 #WINDIRZCONTROLINI Paspewwts3anpeTute 3anpetvte| Mo group ¥
Dafincean cucTeMa 107 #WINDIRETASKS\AT#*... Paspewwts3anpetuts Janpetnte| No group |
Cuctemnnlid peectp 108 #CA*BOOTINI PazpewwTs 3anpetuts 3anpetvte | No group ¥
Cetn 109 2CAEAUTOEXEC.BAT Pazpewwts 3anpeTute 3anpetuts | No group ¥
Tpynnel npaswn 110 #CA#MSDOS.SYS PaspewwTs 3anpetuTs 3anpetite| Mo group ¥
Mpwsunernn npoueccos 111 #PERSOMALEE™# Paspewwnts Janpeturs Janpetvte Group_rule_1
BsaumoaefcTEMe NpoLeccos 112 2ANYSTARTUP&#==# Paspewwrs 3anpeturs Janpetute Group_rule_2
Cepmdmkatnl 114 | g EMODEXT# Pazpewwts 3anpeTuts 3anpetuts Group_rule 2
> DLe 502 #SNSDIRF=*2 PaspewwTs 3anpetus 3anpetite | Mo group W
- "] »
3Ha4YEHWA BCEX NAapaMETPOE KOPPEKTHBI
Mpumerute ] [ Ommena
==

PucyHok 70. Monutuka koHTpons cannoBomn cucTe Mbl

MpaBuna pasaeneHbl No cnickam A51st NPUIIOXKEHWA 13 CIieAYHOLLMX 30H BbIMOSHEHMS:
* [loBepeHHbIe NMPUIOXKEHUS;
* OrpaHU4YeHHble NPUIIOXEHUA.
[nsa nepekmnoyeHnss mexay Cnmckammn Bblbepute COOTBETCTBYIOLLYKO KaTEropuio B Bbina-
Aatowem cnvcke NMpaBuna gnsa 3oHbl. Ecrm TpebyeTca nepemecTutb NpaBWio B CMMCOK
ON9 MPUIOXEHU 13 OPYron 30Hbl BbINOMHEHNS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBura u
BblOepuTE OOVH 13 BapUAHTOB:
* Bce — co3gaTtb NpaBwrio 451 06enx 30H BbINOSIHEHMS, €CIM NPaBUo HAXoAMUTCS TOSb-
KO B OAHOM CTIMCKE;
* OrpaHU4eHHble — NeEPEMECTUTb NPaBWIIO B CMIUCOK NpaBun 4511 OrpaHUYeHHbIX NPUIio-
KEHU;
* [loBepeHHble — NepeMeCcTuUTb NPaBuUo B CNMCOK NpaBun A AOBEPEHHbIX NPUIioxXe-
HUN.
Kaxxgoe npaBurio npeacTtaBnsieT cobon 3ancb B JIMHEMHOM CMMCKE Y UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. O6bekTbl NPpUMEHEHMA YKa3biBatoTCs B cTtorbue Pecypc, npaBa
AoCTyna K HAM — B cTtonbuax YreHune, 3anucb 1 YpaneHue. Onaxok B cTornibue AKTUBHO
yKasblBaEeT, AENCTBYET M JAHHOE NpaBwUIio.

Ecrm Heckonbko npaswi MMEKOT NepeceKkarLpmecd obractn gencTeus, To NPUOPUTET Bbl-

— &

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

MOSHEHUSI B TAKOM Crlydae MmeeT NpaBurio, pacrosioXeHHoe B cnvcke Havbornee Hu3ko. Mo-
NOXEHWE NpaBura B CNMCKe M3MEHSETCS C MOMOLLBIO kHomok & (BBepx) u ¥ (BHuK3).
Ctpoka B ctornbue Pecypc npeacrasndeT coboun nytb A0 o6bekTa uim o6beKToB npume-
HeHVa npasura. B gaHHOM CTpoke MOryT UCMOMb30BaTbCs MacKM — MHCTPYMEHT 3adaHus
npaBun 4nsa rpynnbl 06bHEKTOB (hainoBor cuctembl. Hanpumep, ¢ NOMOLLBEI0 MacoK MOXHO
cosfaTb NpaBwrio A5 Katarnora u Bcex 00bEKTOB BHYTPU HEr0 WM NpaBurio Ana onpege-
NEéHHbIX TUMNOB (pacLmpeHui) hairnos.

Hwke npuBeaéH CUHTaKCUC MacoK:

* #*# — 3ameHseT Nboe KOMYECTBO CMMBOJIOB, KpoMe cumBoria '\' (B crydae pasmelle-
HWS1 B KOHLLE CTPOKM pacrnpoCTpaHAeTCs TONMbKO Ha dainbl KOPHEBOW ANPEKTOPUNY);

* #**# — 3ameHsaeT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLEHMs B KOHLIE CTPO-
K/ pacrnpocTpaHaeTca Ha dhalrbl KOPHEBOW AVPEKTOPUM, NOSOVUPEKTOPMU U hanrbl
NOAAVPEKTOPUN);

* #?# — 3ameHsieT poBHO 1 nMo6ow cMMBON.

UTtobbl co3gaTth NpaBwUio, HAXKMUTE Ha KHOMKY “* (lo6aBUTL).
B nosiBMBLLEMCA OKHE BBEAMTE MOSHbIN NYTb 40 06bEKTa (harioBON CUCTEMbI WM MAcKy B

nore ®aitn unu katanor (pvc. CosgaHvie npasBuna Ans o6bekTa aiinoBoi cuctemMbl o).

Bbl MOXeTe ykasbiBaTb Kak nankum Ha flokarbHOM XECTKOM AWCKEe, TaK U CeTeBble Marku.
[Mpu co3gaHum npaBuna Ais ceTeBbIX Manok NyTb ykasbiBaeTca B Buae \\<ums_cepesepa>
\<ums_nanku>. BmecTto cumBorna '\\' MOXHO ucnonb3oBaTb Macky #**#; B aTom criyyae Oy-
OyT NPOBepPSATbCA U CeTeBble, U JfloKalbHble nanku. Kpome Toro, MOXHO ykasbiBaTb IP-

agpec KoMmnbloTepa ¢ CeTeBOW NAnKow.

i Ecrm B npaBune ykasaH IP-agpec komnbioTepa, To npaBuro 6yaeT AencresoBaTh,
TOMBbKO ecrm nofib3oBaTterb Npu JOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [M03TOMY ecrm He0H6X0aUMO KOHTpOormMpoBaTh A40CTyn 1 no IP-agpecy, v no

ceTeBOMY NyTuW, Co3faiTe ABa OTAeNbHbIX NpaBurna.

-,
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Pain unw katanor (NoAHBIA NyTe KA Macka)

[Eae=aLOG#2.TXT ]

BmiBepure rpyniny: [ Group_rule_1 E

| YUreHue || Januce || YaaneHwe

e E—

] Axrwro

| ok || omwena |

PucyHok 71. Co3aaHue npaBuna ans ob6bekta cdannosomn
cUcTeMbl

Bbi6epute rpynny Ans npasura > B COOTBETCTBYIOLLEM BbiNaAatoLLEM CrCKe.

3ameyaHune. YCTaHOBUTb WM CHATb (pria>kok AKTUBHO MOXHO TOSMbKO B criydae Bbibopa
rpynnbl no ymordanuo (No group). Npu Beibope robon gpyron rpynnbl Npasun, co3aaH-
HOWM MoSib30BaTeNieM, AaHHOE Mofie CTAaHOBUTCHA HEaKTVBHBLIM, U €ro 3HaveHve coBnagaet
CO 3Ha4YeHMeM COOTBETCTBYHOLLUEro nosns B pasgene Monutuka KoHTpona — pynnbl
npasun.
B obrnactax YrteHue, 3anucb n YpaneHue Bbibepute B BbiMagatolyx CrncKax
COOTBETCTBYIOLLYME MpaBa JOCTyna K O6bekTy:

* PaspewinTb — NO3BOSUTb NPUIIOXKEHMIO BbIMOSHATL onepaumuio Hag 06 bekToMm;

¢ 3anpeTuTb — 3a6OKMPOBAaThL BbIMOSHEHVE NPUMOXEHNEM ONepaLmn Hag 0O BHEKTOM;

* 3anpoc — BbIBOAUTb 3anpoc Mpu COBMageHWn OeNCTBUA Hag OO6beKTOM C ycrioBveM

npasuna.

YT0o6bl BKMOYNTE CO3AAHHOE MPaBWUIo B CMMCOK U cAenaTb ero JeNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXXMuUTe Ha KHOMNKy OK.
UToObl M3MEHUTb MPaBWUIo, HaXXMUTE Ha KHOMKY & (U3MeHUTb) WM ABaxabl HAXMUTE Ha
Hero n HaCTpouTe NapameTpbl NpaBua aHarorMyHO ENCTBMSM NPU €ro CoO3aaHuN.
YUtoObl 3agaTbh BpeMs AeCTBUA NpaBuria 1 nonb3oBaTtenemn, K KOTOpbIM OHO NPUMEHSAETCS,
Ha)XMUTE Ha KHOMKY ¢ ([loMONMHMTENbHO). B NOSIBMBLLEMCS OKHE YKaXUTe BPEeMEHHbIE
nHTepBarnbl n gobaBbTe nosnb3oBaTternen ¢ NoOMoLpo KHomku flo6aBuTb (puc JobasreHve

BPEMEHHbIX MHTEPBASIOB M NOJib30BaTeNEN AN npasuna 2 ) UTo6bl N3MeHeHUs BCTynun B

CuIy, Ha>XKMUTE Ha KHOTKY anMeHMTb.

——————
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F Monssoeatenu u WHTEPEQNLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KOTOpeix ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano KoHey

(194728 | [20:47:28

[ NobBasute l [ Yaanute l

[Mpmuerrs | [ oruera

PucyHok 72. [lo6aBneHue BpeMeHHbIX UHTEPBAJiOB M Nonb3oBaTernien Ans npaBuna

YTobbl yoanutb npasuro, HaXxXmute Ha KHonky 2 (YaanuTtb).

i B Habope normtuk koHTpona SoftControl SysWatch cogepxaTtca npegycraHoBreH-
Hble MpaBwura, PacnpoCTPaHAOWMECS HA CUCTEMHbIE KaTariorn u o6bekTbl pacno-
NOXEHMA KOMMOHEHTOB NMpoaykTa. 3ameHeHne nmm yganeHne npenyctaHoBIIEHHbIX
npaBun MOXET MoBfeYb 3a COOOM HapyleHne 3aupTbl LENIOCTHOCTU CUCTEMBbI

KIMMEHTCKOro XocTa.

MonunTtuka KoHTponsa: CucteMHbIN peecTp
B pasgene NMonutuka koHTponsa — CuctemHbin peecTp kateropum SysWatch onpege-

nMTe npaBwia OOCTyrna NPWIOXKEHUA K OObeKTaM CUCTEMHOIO PeecTpa Ha KIMEHTCKMX

xocTax (puc. MonmTuKa KOHTPOIIS CUCTEMHOTO peecTpa oo ):

® 3anuncb B KoY Unm napameTp peecTpa (CO3,E|,aHI/Ie/I/I3MeHeHVIe Krno4a nnn napameTpa);

* YparieHvie Krova unm napameTpa peectpa.

— &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

»  OBwme HacTpoiikn Mpaswna 4na soHs!
¥ SysWatch
[ CrpaHu4eHHEIE NPUIOXKEHNA E
KoHTpans akTvBHOCTI

¥npasneHne nHumMaEHTaMA HEIA_LI:I ~ H ‘t ‘7 =
3awmTa naponem Cl . =3

» Ckanwposanue

Januce  Ypanedue [pynna | AxTiEHO

» OBHosneHWe

»

508 \REGISTRY\MACHINE\SOFT.. 3ampetume 3anpervms  No group

Oraers 509 \REGISTRY\MACHINE\SOFT.. 3ampetume 3anperars  No group
3an 3a N

Onosewenns [ 510 \REGISTRY\MACHINE\SOFT... 3anperurs 3anpers  No group

511 \REGISTRVMACHINE\SOFT... 3anpemwms 3anperams  No group

51

Hactpoifku wHTepdeiica

<K

CaHOpascBsle Naponu
\REGISTRY\MACHINE\SOFT... 3anpetute 3anpetwre  No group

\REGISTRY\MACHINE\SOFT... 3anpetute | 3anpeture  No group
\REGISTRY\MACHINE\SYST... 3anpetuts 3anpetwte  No group
\REGISTRY\MACHINE\SYST... 3anpetwte 3anperate  No group
\REGISTRY\MACHINE\SYST... 3anpetute 3anpetwre  No group
\REGISTRY\MACHINE\SYST... 3anpetute | 3anpeture  No group

R

¥ lMonnTvka KoHTPONA

[

YerpoidcTea 51

S

Mogyam 51

in

DainoBan cucTeMa 51

o

CrcremHbIA peecp 51
Cete 51

~

Tpynnsl npasin 518 \REGISTRY\MACHINE\SYST... 3anpetute 3anpetvte  No group
Mpwsunernn npoueccos 519 \REGISTRY\MACHINE\SYST... 3anpetute 3anperwre  No group
BzaumoaefcTEME NPOLECCOs 520 \REGISTRY\MACHINE\SYST... 3anpetute 3anpetwre  No group D
Ceprudnkats 521 \REGISTRY\MACHINE\SYST... 3anpetute 3anpemwrs  No group

> b 522 \REGISTRY\MACHINE\SYST... 3anpetuts 3anpetwie Nogroup

o AL

IR RRRRARRR

-«

3HaueHwA BCEX NApaMETPOB KOPPEKTHLL

[ Mpumesure |[ Orena

I
PucyHok 73. NonuTMKa KOHTPOJIS CUCTEMHOIO peecTpa

MpaBuna pasaeneHbl No cnickam A51st NPUIIOXKEHWA 13 CIieAYHOLLMX 30H BbIMOSHEHMS:
* [loBepeHHbIe NMPUIOXKEHUS;
* OrpaHU4YeHHble NPUIIOXEHUA.
[nsa nepekmnoyeHnss mexay Cnmckammn Bblbepute COOTBETCTBYIOLLYKO KaTEropuio B Bbina-
pawowem cnvcke MNMpaBuna ana 3oHbl. Ecrim TpebyeTcs nepemMecTUTb NpaBurio B CAUCOK
ON9 MPUIOXEHU 13 OPYron 30Hbl BbINOMHEHNS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBura u
BblOepuTE OOVH 13 BapUAHTOB:
* Bce — co3gaTtb NpaBwrio 451 06enx 30H BbINOSIHEHMS, €CIM NPaBUo HAXoAMUTCS TOSb-
KO B OHOM CMUCKE;
* OrpaHU4eHHble — NeEPEMECTUTb NPaBWIIO B CMIUCOK NpaBun 4511 OrpaHUYeHHbIX NPUIio-
KEHU;
* [loBepeHHble — NepeMeCcTuUTb NPaBuUo B CNMCOK NpaBun A AOBEPEHHbIX NPUIioxXe-
HUN.
Kaxxgoe npaBurio npeacTtaBnsieT cobon 3ancb B JIMHEMHOM CMMCKE Y UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. O6bekTbl NPpUMEHEHMA YKa3biBatoTCs B cTtorbue Pecypc, npaBa
[0CTyna K HAM — B cTonbuax 3anucb 1 YaaneHue. draxok B cTondoLe AKTUBHO yka3blBa-
€T, JeVCTBYET M AaHHOE NpaBuro.

Ecrm Heckonbko npaswi MMEKOT NepeceKkarLpmecd obractn gencTeus, To NPUOPUTET Bbl-

-

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

NOSIHEHMSI B TAKOM CIlyMae UMeET NpaBwusio, PacrosioXXeHHoe B cnucke Hambornee Huako. [Mo-
NOXEHWE NpaBura B CNMCKe M3MEHSETCS C MOMOLLBIO kHomok & (BBepx) u ¥ (BHuK3).
Ctpoka B ctornbue Pecypc npeacrasndeT coboun nytb A0 o6bekTa uim o6beKToB npume-
HeHVa npasura. B gaHHOM CTpoke MOryT UCMOMb30BaTbCs MacKM — MHCTPYMEHT 3adaHus
npaBun 4nsa rpynnbl 06bEKTOB CUCTEMHOIO peecTtpa. Hanpumep, ¢ NOMOLLL0 MacoK MOXHO
cos3gaTb NpaBurio A pasgerna peecTtpa v Bcex 00bekTOB BHYTPU HErO.

Hwke npuBefEH CUMHTAKCUC MACOK:

* #*# — 3ameHsaeT Noboe KoMYECTBO CMMBOJIOB, KpoMe cumBosia '\' (B criydyae pasmelle-
HWS1 B KOHLLE CTPOKM pacnpoCTpaHaeTCHa TONMbKO Ha NnapameTpbl pasgerna);

* #**# — 3ameHseT Noboe KOMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLeHMs B KOHLe CTPO-
K1 pacnpocTpaHaeTca Ha napamMeTpbl pasgena, nogpasgaerbsl n napaMmeTpbl nogpasge-
roB);

* #7?# — 3ameHsieT poBHO 1 no6on cMMBON.

YTobbl co3aaTh NpaBuIo, HAXMUTE Ha KHOMKY =~ (lo6baBUTb).
B noaBuBLIEMCS OKHE BBeAMUTE MOSHbIN MyTb 4O OOBbEKTA CUCTEMHOIO peecTpa UM Macky

B none Knroy unu napamMeTp peecTpa, (pVIC. Co3gaHue npaBuna ans obbekTa CUCTEMHO-

ro peectpa **), Npu 9TOM KOpHeBble pasaerkl peecTpa B 3a4aBaeMoOM MyTW AOMKHbI BbITb
yKasaHbl criegyroLym obpasom:
* \REGISTRYWMACHINE\SOFTWARE\CLASSES\- paspgenHKEY_CLASSES_ROOT;
* \REGISTRY\WMACHINE\ - pazgpen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\ - pa3gen HKEY _CURRENT_USER gns nonb3oBartens ¢
yKasaHHbIM ngeHTudrkatopom 6esonacHoctn (<SID>);
* \REGISTRY\USER\ - pa3gen HKEY_USERS.

Knrou unm napametp peectpa (NyTe MM Macka)

I \REGISTRY\MACHINE\TESTKEY\#**# ]

EmBepure rpynmy: lNo group ﬁ]

| Janwce || ¥paneHwe

PazpewnTe n ‘ JanpeTuts ﬂ

AKTHEHO

[ OK |[ Cancel |

PucyHok 74. Co3gaHue npaBuna ansa o6bekTa CUCTeMHOro peecTtpa

_ @@ s
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1
Bbl6epVITe rpynny and npaBura 2 B COOTBETCTBYIKOLLEM BbliNagaolEeM CnnCKe.

3ameyaHve. YCTaHOBUTb WM CHATb doriaxkok AKTUBHO MOXHO TONMbKO B crydae Bbibopa
rpynnbl no ymordaHuo (No group). MNpu Beibope ntobor gpyron rpynnbl NpaBur, co3gaH-
HOW MoSib30BaTesNieM, AaHHOe Mofe CTaHOBUTCH HEeaKTVBHBLIM, U €ro 3HaveHve coBnagaet
CO 3Ha4yeHMeM COOTBETCTBYOLEro nosisi B pasgerne MNMonutuka KoHTpons — pynnbl
npasun.
B obrnactax 3anucb 1 YaaneHue BbiOepuTe B BbiMagaloLmx CrMcKax COOTBETCTBYIOLLME
npaea AocTyna K 0O6beKTy:

* Pa3pewnTtb — NO3BOSIUTE MPUIOXKEHMIO BbINOSHATE Onepaunio Hag 06 bekToM;

¢ 3anpeTuTb — 3a6OKMPOBATbL BbINOSHEHVE MPUMOXEHNEM ONepaLmn Hag 06 BHEKTOM;

* 3anpoc — BbIBOAUTL 3anpoc Mpu CoBMageHun OenNCcTBuA Hag 06beKkToM C ycroBvemM

npasurna.

YT06bI BKMIOYNTE CO3AaHHOE MPaBWUIo B CMUCOK U cAernaTb ero AeNCTBYIOLWYM, YCTaHOBUTE
doraxok AKTUBHO U HaXXMUTE Ha KHOMKy OK.
UToObl M3MEHUTL MPaBWUO, HAXMUTE Ha KHOMKY  (MU3MeHWUTb) v gBakabl HaXXMUTE Ha
Hero 1 HacTpowuTe NnapameTpbl NpaBura aHarorM4yHO AeCTBUAM NpPW ero Co3aaHun.
UTtobbl 3agaTb BpeMsi AeNCTBMSA NpaBuria 1 nofb3oBaTesien, K KOTOPbIM OHO MpUMEHSAEeTCS,
HaXKMUTE Ha KHOMKY & (JONONHMTENbHO). B NOSBMBLUEMCS OKHE YKaXUTE BPEMEHHBLIE UH-
TepBansl 1 gobaBbTe nofb3oBaTenen ¢ nomowpio KHonkn flo6aButb (puc JobasreHve

BPEMEHHbIX HTepPBAarioB v norb3osarenei ana npasuma ). Utobbl M3MEHEHUsS BCTYNUIM B

CUIy, Ha>KMUTEe Ha KHOTKY anMeHMTb.

MonbzoEaTens u WHTEpEaNDLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KoTOpEIX ByaeT AelCTEOBaTE AAHHOE MPABKAD.

Hauano Koney

(194708 | (204728

[ NotaenTte l [ VYoanute l

| Mpumerurrs | | Omvena |

PucyHok 75. [lo6aBneHue BpeMeHHbIX UHTepBasioB 1 Nonb3oBaTenen Ans npaBuna

UTto6bl yaanMTb npaBurio, HaXXMUTE Ha KHOMKy & (YaanuTtb).
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i B Habope nosmtuk koHTponsa SoftControl SysWatch cogepxatcs npeaycTaHoOBIEH-
Hble NpaBura, pacrnpoCTPaHAIOLWMECS Ha KIOYM 1 NapameTpbl peecTpa, Brmsiioupme
Ha paboTy cucteMbl U KOMNOHEHTOB NMpoaykTa. MiameHeHne wm yoaneHve npegyc-
TaHOBJIEHHbIX NPaBUI MOXET MOBJiEYb 3a COOOM HapyLLeHe 3almTbl LLeNOCTHOCTU

CUCTEMbI KIMEHTCKOI'O XOCTa.

Monutuka koHTpons: CeTb
B paspene NMonutuka koHTtponsa — Cetb kaTeropum SysWatch onpegerure npasuna

KOHTPONS CEeTEeBOW aKTMBHOCTU MPWUMOXEHWA HA KIMEHTCKMX XocTax (pwuc. [lormTuka

KOHTPOIS CETEBOM akTUBHOCTH °):;

* [lpuém gaHHbIX,;
* [lepegada AaHHbIX.
MpaBwuna pasaerneHbl N0 cnncKam A1 NPUIOXKEHWA U3 CreyHoLX 30H BbIMOSHEHWS:
* [loBepeHHbIe NMPUITOXKEHUS;
* OrpaHU4YeHHbIe NPUIIOXKEHUA.
[na nepeknioveHns mexagy cnuckamm Bblbepute COOTBETCTBYIOLLYIO KaTeropuio B BbiMa-
natowem cnvcke MNMpaBuna ana 3oHbl. Ecrim TpebyeTcss nepemMecTuTb NpaBurio B CMUCOK
ANA NPWIOXEHWUA U3 OPYTrON 30HbI BbIMOSIHEHUS, BbI3OBUTE KOHTEKCTHOE MEHIO MpaBuia u
BblOepuTe 0QuH U3 BapuaHTOB:
* Bce — co3gaTtb NpaBwrio At 06emnx 30H BbINOSIHEHMS, €CIM NPaBUNo HAXoOOUTCS TOJb-
KO B OHOM CMUCKE;
* OrpaHU4YeHHble — NEPEMECTUTb MPABWIIO B CMIUCOK NMpaBuWn A1 OrpaHUYeHHbIX NPUIio-
XeHun,
* [loBepeHHble — NepeMeCTUTL NPaBUo B CNIMCOK NpaBun AN AOBEPEHHbIX NPUIioXe-

HUWA.
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ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

»  OBwme HacTpoiikn Mpaswna 4na soHs!
¥ SysWatch
[ CrpaHu4eHHEIE NPUIOXKEHNA E

KoHTpans akTvBHOCTI

¥npasneHne nHumMaEHTaMA H E;_FI ~ u f ‘ =,
* _.-.‘1.-,
3awmTa naponem =

= -
* Crarmposanue jiv} Hassanue lpynna  AktueHO Hanpasnetue TMpoTor

»  OBHoEREHWE
300 | Any network activity  No group Bxoprwee/Wexopaee TCP/UL

HacTpoiiku wrtepdeiica
P i 3| 10000 10800 portblock  Group rulel [ Bxogawee/Mowopawee  TCP

Oruetel
10001 | Vielator block Group_rule_2 Bxoaswee TCP
OnoseweHus

Canopasossie naponu
¥ [MonnTuka KoHTpOAR
YerpoidcTea
Mogyam
Qainocean cucTEMa
Cucremnnii peecp
Ceta
Tpynnsl npasin
Mpwsunernn npoueccos
BzaumoaefcTEME NPOLECCOs
Cepmdmkatnl
» DLP

- "] »

3HaueHwA BCEX NApaMETPOB KOPPEKTHLL

Mpumerrs | [ Oruera

==
PucyHok 76. Monutuka KOHTPONSA ceTeBOM aKTUBHOCTHU

Kaxxgoe npaBurio npeacTtaBnisieT cobon 3anncb B JIMHEMHOM CMMCKE U UMEET CBOW YHVKaSlb-
HbI noeHTudrkaTop ID. MNMapameTpbl npaBuna ykasaHbl B ctonbuax Hassanue, Hanpas-
nexHune nlMpotokon. PaspelleHve nmm 3anpeT ceTEBOro cCoeAVHeHUs1 yKkasblBaeTcs orax-
Kom B cTonbue PaspelweHune; HeobxoammocTb 06paboTku cobbiTus, B Criydae ero HacTyn-
NeHvs, NokarnbHbIM nonk3oBartenem — B ctonoue MoaresepxaeHune. drnaxok B cTonodue
AKTUBHO yKasblBaeT, AeUCTBYET M AaHHOE NpaBuro.

Ecrnm HeckonbKko npaBun UMEKT nepecekarlmecs obnactn oencTems, TO NPUOPUTET Bbl-
NOSHEHUSI B TAKOM Criydae MMeeT NpaBurio, pacrosioXeHHoe B Cnvcke Hambornee Hu3ko. Mo-
NOXeHne NpaBuria B CNMCKe M3MEHAETCS C MOMOLLBbIO KHoMoK & (BBepx) n # (BHU3).
YTobbl cO3aaTh NpaBuUIo, HAXMUTE Ha KHOMKY -+ (lo6baBUTb).

B nosiBvBLIEMCSI OKHE 3apaiTe napameTpbl npaBuna (puc. Co3gaHve npaBuia KOHTPOIS

ceTeBoil akTuBHoCTU )

¢ HazBaHue — HauMeHoBaHWe NpaBuna.
* HanpaBneHune — HanpaBreH/e CEeTEeBOW aKTUBHOCTM, onpedensaiolliee WHMLMaTopa
coeVHeHus:
— Bxopsiee — ceTeBoe coeayHeH1e, MHALMMPYEMOe yaarnéHHbIM XOCTOM;
— Ucxopsiwee — ceTeBoe coeanHEHNE, MHALIMMPYEMOE KITMEHTCKMM XOCTOM;

- Bxopgawee/cxopswee — noboe 13 HanpasrieHU.

88
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* [MpoToKon — TN NPOTOKOSA Nepeaayn AaHHbIX MO CETU:
—-TCP;
- UDP;
— TCP/UDP — nto60# 13 NpoTOKOJSIOB.
Ha Bknagkax JlokanbHbIM agpec 1 YaaneHHbIN agpec 3a4al0TCs KOHEYHbIE TOUKW, MEX-
Ay KOTOPbIMW OCYLLECTBIIAETCA Nepefada AaHHbIX, Ha KIMEHTCKOM M yaanéHHOM XOCTax Co-
OTBETCTBEHHO. B 06enx Bknaakax BbibepuTe, Ha Kakne ceTeBblie agpeca 1 NopTbl pacnpo-
CTpaHseTca AencTBue Nnpaswna, U BBEAUTE 3HAYEHUS] B COOTBETCTBYIOLLME MONs Npu HEOb-
XOAVMOCTW:
* Aapec — IP-agpec y3na ceTu:
— Jlrobon apgpec;
— OnpepeneHHbIN aapec;
— Omnana3oH agpecos.
* [lopT — ceTeBOW MOpPT:
— lro6bom nopr;
— OnpepeneHHbIN NOPT;

— Onana3oH nopToB.

HazeaHue I HTTP incoming connection \
Hanpaeaetne I Exopnuee E
MpoTokon I TCP E

PazpeweHune
D MoateepwaeHmne

AxTHEHO
Buibepute rpynny: [_No group E
J NokansHulid agpec | | YpaneHHuid agpec |
Agpec [J"Iroﬁoﬁ agpec ﬁ]
Mepr [Onpe,u,enEHHmﬁ nopT E
o NE |

| ok || canca |

PucyHok 77. Co3gaHune npaBuna KOHTPOJisi CETeBON aKTUBHOCTU

ﬂ,J'IFI pa3peleHnda ceteBoro coegnHeHnda C yKa3aHHbIMU NMapameTpamMun yCTaHOBUTE (bna-

— &

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

ok PaspelweHue, ons 3anpelueHns — copocbTe ero. Ecrm npegnonaraetca o6paGoTtka
COGbITUIA CEeTEBOWN aKTVBHOCTM MPUIOXKEHWIA NOKamnbHbIM MOMb30BaTENEM Ha KIMEHTCKOM
xocTe, ycraHoBuTe drnaxok MoarBepxpeHue (Mpu 3TOM [0IPkKHA ObiTb OTKIHOYEHA

aBTOMaTU4eckas obpaboTka MHLUMOEHTOB ).

UToObl BKNOUATL CO3AaHHOE NPaBWIO B CMMCOK U cAenaTb ero AeNCTBYIOLYM, YCTaHOBUTE
doraxok AKTUBHO 1 HaXxxmuTe Ha KHorky OK.

Bbibepute rpynny Ans npasurna °- B COOTBETCTBYIOLLEM BbINafatoLLEM CrI1CKe.

3ameyaHune. YCTaHOBUTb WM CHATL (hbriakok AKTUBHO MOXHO TOSbKO B criyqae Bbibopa
rpynnbl no ymordanuo (No group). Npu BeiGope nobon gpyron rpynnbl NpaBwur, co3aaH-
HOW nonb3oBaTeneMm, AaHHOe Mosie CTaHOBUTCH HEaKTUBHbLIM, U €ro 3HaveHve coBnajaeT
CO 3Ha4yeHMeM COOTBETCTBYIOLEro nosis B pasgerne lNonutuka KoHTponsa — [pynnbl
npaswun.

Uto6bl M3MEHUTb NpaBwurio, Haxkmute Ha KHOMKy < (U3MeHUTb) UM ABaXadbl HAXMUTE Ha
Hero 1 HaCcTpouTe NapameTpbl NpaBuria aHasrlorMyHO ENCTBUSIM NPU €ro Co3aaHun.

YUtobbl 3apgaTh BpeMa AeCTBUA NpaBuria 1 nonb3oBaternem, K KOTOpbIM OHO NPUMEHSAETCH,
HaXMWUTEe Ha KHOMKy & ([lonONMHMTEeNbHO). B NOSBMBLUEMCS OKHE YKaWTe BpPeMeHHble
MHTEepBanbl 1 AobaBbTe Nonb3oBaTtenen ¢ NomoLpo kKHomnku flo6aBuTb (pyc. JobasneHue

BPEMEHHbIX MHTEPBAJIOB M Mosib3oBaTesnen ans npasuna = ) YtoObl n3MeHeHus BCTYyNnuin B

CWIy, HaXXMUTE Ha KHOMKy MpUMEeHUTD.

Monssoeatenu u WHTEPEQNLI

Monesosatenn BPEMEHHbIE WHTEDEANBI

Brifepute EpeMeHHbIE MHTEPBaNL), B TEUEHWE
KOTOpEIX BYAST AeACTEOBATE A3HHOE NPABKAD.

Hawano Koney

[194728 | (204728

[ NobBasute I [ Yaanute I

[Mpwmernms | | Omera |

PucyHok 78. lo6aBneHne BpeMeHHbIX UHTEePBaJiOB U Nofib30oBaTesien ANA NnpaBuna

UTo6bl yoanutb NpaBurio, HaXXMuTe Ha KHornky & (YaanuTb).

MonuTtuka KoHTpons: Npynnbl npaBun

B pasgene NMonutuka koHTponsa — MNpynnbl npaBun kateropum SysWatch mMoxHo cos-

— e &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB

AaBaTb rpynnbl npaBus. [laHHasi BO3MOXHOCTb No3BoNdeT 06beanHUTL pa3nnyHble npaBu-

ria KOHTPOIA aKTUBHOCTM B rorydeckme rpynnbi (puc. Mpynnbi npasmn ).

- PeaakTMpOBaHWe HAaCTPOEK KNMEHTOR

»  OBMe HACTPORKM H E]:’EI ~ E @ % ‘E%
¥ SysWatch - o S 35
KoHTponk akmueHocT - [ m
¥npaEneHne MHLMAEHTAMMK
3awwTa naponem Nogroup
» Cemmmmonsmne b
» OBroenshne Group_2
Hactpoiiku uHTepdeiica
OTueTsl
OnoeeweHwA
OpHopazossie Napou
¥ [loanTvka KoHTponR
YerpodcTea
Maogyam
Daiinosan cuctema
CrcTemHbIA peectp
Cetn
Ipynnel npaswn
MpUEKNETMM NPOLECCOB
EsaumopeiicTene npoueccos
CepTudmxathl
» DLP
BLEX PP
4 . MpumernTe ’ [ Omuena

PucyHok 79. lNpynnbl npaBun

Mo ymMOm4aHMo OKHO COAEPXMT Hemamensiemyto rpynny (No group), B KOTOPYIO BKITHOYEHSI
BCe npaBwra Ans (hannoBon cUCTEMbI, CUCTEMHOIO peecTpa, CETU U MOAYIEN, UMetoLLyeCSs

B COOTBETCTBYIOLLMX pa3geriax okHa HacTpoekK (CM. pUCYHKM [onmtuka KOHTporns dannosom

CUCTEMDbI 79, [MonuTrKa_KOHTPONA CUCTEMHOrO peecTtpa 83, [MonuTKka_KOHTPOSIi ceTeBOw

7

aktveHocTM ®” 1 MonmTtrka KoHTpora moaynen ' ). Mpasura aTon rpynMbl He noanexar pe-

OaKTUpoBaHWIO 1 yaaneHuo, 0aHako X MOXXHO OTKIMHOYUTb MpU HeO6XOLI,I/IMOCTVI, CHAB cbna—

XOK B cTONbue AKTUBHO (CM. puc. ['pynna_npasun no yMom4aHuo o ). Ans npocmoTtpa uH-

dopmMaLmm No rpynne ABaKabl HAXKMUTE HA HEE UIn HaXKMUTE Ha KHoMKy @ (MpocmoTp).

-_— F ]
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Mpasuaa rpynne No group
Mpasnna ana Gaitnosoid cucremel | Mpaeuna ans peectpa | MNpaswna ana cetw | Moayan

Yrerne 3anuce  Ypganenwe [pynna npasmn  Aktveno
100 #SYSTEM32#DRIVERS\ETC\hosts | Paspewute | 3anpetute  3anpetvrs No group :
101 #SYSTEMIAZ#E# #MODEXT2 Pazpewute | 3anpetute |3anpeturte Ne group
102 #WINDIR##"# PaspewwuT | 3anpetute 3anpemwts|  No group
103 FWINDIR##"# #MODEXTE Paspewwute | 3anpetute  3anpemats|  No group
104 | #WINDIR#WIN.INI Pazpewute | 3anpetute |3anpeturte Ne group
105 | #WINDIR#SYSTEM.INI Pazpewuts | 3anpeTuts | 3anpetits No group
106  #WINDIR#CONTROLINI PaspewwuTt | 3anpetute 3anpemwts|  No group
107 | #WINDIR#TASKS\AT##.JOB Paspewwute | 3anpetute |3anpetvte Ne group
108 | #CAFBOOT.INI Pazpewute | 3anpetute |3anpeturte Ne group
109 | 2#CA\=AUTOEXECBAT Paspewuts  3anpetwte 3anpetvts|  No group "
110 | #CA#FMSDOS.5YS Paspewuts  3anpetate |3anpetvte No group
111 #PERSONALES 2 Pazpewute | 3anpetute |3anpeturte Ne group
112 | 2ANYSTARTUP#zE==# Pazpewuts | 3anpeTuts | 3anpetits No group
114 #*#2MODEXT# Paspewuts  3anpeTate |3anpetvte No group
502 #SNSDIREE™# Pazpewuts | 3anpetute 3anpemwts|  No group 3
[ 0K ] [ Ommena ]

PucyHok 80. Npynna npaBun no ymonyaHuio

YTo0Obl co3gaTh HOBOE MPaBWUIO, HAXXMUTE Ha KHOMKY +* (lo6aBuTb). B nosBmBLLIEMCST OK-

He 3agauTe ums rpynnbl (pyc. Cosganue rpynnsl npasun ).

EeepuTe MMA rpynnkl

’ New_group

PucyHok 81. Co3gaHue rpynnbl npaBuin

Y100bI O06aBUTL NPaBUIo oNpeaenéHHOoN KaTeropum B CO3aaHHyIo rpynmny, BbIMOSHUTE Crie-
ayroupe aencTeua:

1. MNMepengute B cooTBETCTBYIOLMN pa3aen HacTpoek SoftControl SysWatch.

2. Cospante HOBOE NpaBurio UM OTKPOWUTE Ha pefaKkTUpOBaHME CYLLECTBYIOLLEE.

3. B okHe co3gaHusa npaswuna Bblbepute Tpebyemyto rpynny B BbinagatoLweM Crmcke (CM.

pucyHkn Cosganve npasura ans obbekTa dannoson cuctemsl 2, CosaaHve npasura

Ans 06bekTa cucTtemHoro peectpa ', CosgaHve npaBunia KOHTPOSS CeTEBOM aKkTVB-

Hoctn *%).
4. Haxkmute Ha kHonky OK.
Utobbl yoammtb 13 rpynnbl NpaBurio OnNpeaenéHHoOn Kateropum, nepengute B COOTBETCT-
Bytomn pasgen Hactpoek SoftControl SysWatch n BbinonHUTe CTaHgapTHY0 onepauumio
yOoaneHus B 3ToMm pasgere.
YTo0Obl NepermMeHoBaTh rpynny, HaxxmMuTe Ha kHorky - (MepenmeHoOBaThb) U B NOSIBUBLLEM-

CS1 OKHe 3afaiiTe HoBOe UMsI rpynnbl (pyc. CosgaHve rpynnbl npasun 2).

Ona npocmoTtpa uHdOpMauMM No BbiGpaHHOM rpynne MnpaBWl HAXMUTE Ha KHOMKY ®

N—————
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(MpocMoTp). B nosiBMBLLEMCA OKHE YyKasaHa noApoGHas wHgopmauus no rpynne,

pasfeneHHast Mo KaTeropusim npasur (cM. puc. [pynna npasurn no ymorHaHuo ).

Uto6bl coxpanutb rpynny npasun B XML-dain, Haxxmute Ha kHonky *: (QkcnopT). B okHe
AKCNopT M UMNOPT rpynnbl Bbibepute 0AHy Ui HECKOSBbKO rpynr, KOTOpble He0BXoaMMOo

JKCNopTnpoOBaThb (pI/IC. SKCI'IOpT M UMMNOPT rpynnbl npaBun 9 ); 3ateMm B CTaHOapTHOM OKHe

BblbOpa danna ykaxute uma n nytb kK XML-cbanny.

SKCNOpPT U MMMIOPT FPYTING

No group
Group_rule_1
Group_rule_2

Bnibepure rpynnmy{bi):
Group_rule_3

OO0 EO

MNew_Group

PucyHok 82. 3kcnopT u MnNopT rpynnbi npaBun

3ameyanue. Ecrm gns akcnopTa 6bisio BbIGpaHo HECKOSBLKO rpynn, ux npasura 6yayT cox-
paHeHbl B oauH XML-cpawn.

Utobbl 3arpy3uTb rpynny npaswun n3 XML-caina, Haxmute Ha KHorky +: (MmnopT). B okHe
Bblbopa channa ykaxute nmsa XML-cbanna; 3aTem B OKHe QKCNOPT M UMNOPT rpynnbl OT-

MeTbTe Tpynnbl, KOTOpble TpebyeTcs MMMNOpTUpPOBaThb (PWUC. DKCMOPT M MMMOPT rpynmbl

npasun **), n HaxmuTe Ha kHorky OK.

Ecrm rpynna npasun ¢ BbIGpaHHLIM UMEHEM YK€ UMEETCS B TEKYLLMX HACTPOMKaX, BblAAET-
cs1 coobLeHre 06 owmbke, n Nnpouecc npepbiBaeTCs.

Ecrm umnopTtvpyemas rpynna npaBun COOEpPXUT MOAYIMb, UMS U UOEHTU(PUKALMOHHAsS UH-
dopmaumsa KOTOPOro NOSIHOCTLH COBMAAAT C COOTBETCTBYHOLLYIMU AAHHBIMW MOAYIA B Te-
KYLLMX HACTPOWKaxX, TO MpaBuria UMNopTMpyeMoro Moaynst 4o6aBnaTCa K NnpaBuiam Moay-
NSt B TEKYLLMX HAcTporkax. Ecrm Takue gaHHble coBMaAalT YacTUMYHO, BbIAAETCS COOOLLe-
HMe 06 owmbke, 1 NpoLuecc NnpepbiBaeTcs.

Uto6bl yoanute rpynny npaBws, HaXXMuUTE Ha kHorky B (YaanuTte). Ecrm Bxogauwe B rpynny
npaBwura HeobX0AMMO COXpPaHUTb, B NMOSIBMBLLEMCS OKHE BbliGepuTe rpynmny, B KOTOPYK OHU

ByayT NepeHeceHs!, U HaxmuTe Ha kHorky [a (puc. Yaanerue rpynnbl npaeun *°); B npoTue-

HOM Crly4ae HakmuTe Ha kHornky HeT — Torga Bce npaBwnia 6yayT yaaneHsbi.

— e &

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

¥nanenwe rpynnsi

Meperectn npasuna & gpyryte rpynmy? MNpu enibope eapuanta ‘Het'
NpaE1na rpynmnsl YAANATCA.

Bribepure rpynny: [Groun ule 1 i V]

fa Her I [ COtmeHa ]

PucyHok 83. YoaneHue rpynnbl npaBun

Monutuka koHTpons: NMpueBunernm npoueccos
B pasgene Monutuka koHTponsa — lMpuBunerumn npoueccoB kaTteropmm SysWatch

HaCTpOVITe orpaHm4eHna Ha UCnoJsib3oBaHue npoueccamm crieyroupx ananerMﬁ Windows

Ha KIMEHTCKUX XocTax (puc. MormTvka KOHTPOIS NpUBMMEruii NpoLeccos *):

* ApxmBauus (banroB 1 KaTasroros;

* O6x04 NepeKkpeCTHOWN NPOBEPKY;

* Cospanve rnodanbHbIX OObEKTOB;

¢ CosgaHve danrna nogkayky;

* OTnagka nporpamm;

* /iIMyTauus KnmeHTa rnocrie npoBepPKM Nofb3oBaTens;
* YBenmieHue npuoputeTa BbINOHEHWS;

* HacTtponka KBOT NaMATu A4sna npoLecca,;

® 3arpyska 1 Bblrpy3ka apaviBepoB YCTPOWCTB;

* BbinonHeHme 3agad no o6CnykxMBaHMO TOMOB;

¢ [lpodurnmpoBaHme o0gHOro npouecca;

¢ [MpuHyauTenbHoEe yaanéHHoe 3aBepLieHne paboTol;
® BoccTaHoBreHve hanrnoB 1 KaTasioros;

* YnpaBrieHve ayamtoMm 1 KypHanom 6e3onacHocTy;
* 3aBepLieHre paboTbl CUCTEMDI;

* /IameHeHve napamMeTpoB cpenbl M3rOTOBUTESS;

* [MpochnrmpoBaHne NPon3BOANTENLHOCTM CUCTEMBbI;
* /IaMeHeHVe CUCTEMHOIO BPEMEHMY;

* CMeHa BriagernbLueB hannos 1 gpyrmx o0bLeKToB;

* OTKMtOYEHNE KOMIMbHOTEpPa OT CTbIKOBOYHOIO yara.

- (T ]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3sosa+Hoe yripasieHue CHB
R

»  OBwme HacTpoiikn B Bce npusunerum
¥ SysWatch Apxvsalma $aiinoe v KaTanoros
KoHTponks aktwsHoCTH OBxoa nepekpecTHOM Nposepku
Y¥npasneHne WHUWEHTaMW CozgaHue rnofansHelx 08weKTOE
3awmTa naponem Cosgarne daitna nogxa-km
» CranwposaHne Qrnaagka nporpamu
» OBHoeneHue MMWTaLUMA KMEHTa NoCne NPOBEPKA NOANMHHOCTI
Hactpoifku wHTepdeiica YeeanueHne NPUOPUTETE BEINOAHEHUA
Oryeta HacTpolika KEOT NaMATM ANR Npouecca
Onoeewenus Jarpysxa v BuIrpy3ka ApaiBepos YCTPOWCTE
OaHopasocesle Naponu BiNoAHeHWE 33434 No OBCAYMMEAHWID TOMOE
¥ [MonnTuka KoHTpOAR Mpodmanposanve cagHoro npouecca
YerpoicTea MpuHys Bt oe P paboTul
Moaynn BoccraHoEnEHME (aifinos W KaTanoroe
Daiinoean cuctema ¥npaeneHune ayanTom W xypranom BesenacHocTi
CucremHbiil peectp JaseplueHie paBoTsl CUCTEMEI
Cetn KsmeHerne NnapaMeTpos Cpeapl MIrOTOBMTENS
Ipynnel npasun Mpoduauposanie NPoU3BOAMTENEHOCTI CHCTEME!
Mpwsnnernn npouyeccos WIsMEHEHWE CUCTEMHOTO BPEMEHK
BsaumogeficTene Npoueccos Cwmena saagenbues $aiinos u gpyrux obvexTos
Cepmudmrathi OTiNFoUEHME KOMMNBIOTEPa OT CTRIKOBOUHOMD Y3Na

» DLP

Jononkurensto
3Ha4YEHWA BCEX NAapaMETPOE KOPPEKTHBI
[ Mpumerute ] [ Ommena l
==

PucyHok 84. NMonuTtuka KOHTpPONA NpUBUNErvi NpoLeccoB

YcrnoBue: npaBuna pacnpoCTpaHaTCA Ha BCE MNPWIOXKEHUS W3 OrpaHUYEHHOW 30Hbl
BbIMOSIHEHUSA.

Mo ymorMaHuio, NpuroxkeHus (npouecckbl) obragatoT BCEMM BblLLEyKa3aHHbIMU NpUBUNers-
MW, HO MPKU 3TOM MOryT BbiTb orpaHndeHbl OC. YToObl orpaHNyMTL NPUBUIENMM BPYUHYHO,
cbpocbTe doraxkm y TpebyeMbiX NPUBUNErvin.

Onucanve npvBuriern wn obractm WX NPUMEHEHUS NPeACTaBfieHO B pasgene

[ononHuTensHas uHdopmMaums o .

Utobbl 3apgaTh BpeMa AeCTBUA NpaBuria 1 nonb3oBaternen, K KOTOpbIM OHO NPUMEHSAETCH,
HaXMWUTE Ha KHOMKY = (loNONHUTENbHO). B NOSIBMBLLEMCS OKHE YKaXKUTE BPEMEHHbIE UH-
TepBarnbl 1 gobaBbTe nonb3oBaTtenen ¢ NoMowbio kHorkn flo6aBuTb (puc. JobasreHve

BPEMEHHbIX MHTEPBAJIOB W Mosib3oBaTenen ans npasuna = ) YtoObl n3MeHeHus BCTYyNnuin B

CWIy, HaXXMUTE Ha KHOMKy MpPUMEeHUTD.

— e &
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F Monssoeatenu u WHTEDEANLI

Monezoeatens BpEMEHHbIE WHTEPEaNE

BrifepuTte EpeMeEHHLIE MHTEPBANL), B TEUEHWE
KOTOpeix ByAeT AefCTEOBATE AaHHOE NPaEMAD.

Hauano KoHey

(194728 | [20:47:28

[ NobBasute l [ Yaanute l

[Mpmuerrs | [ oruera

PucyHok 85. [lobaBneHue BpeMeHHbIX UHTEPBAJIOB M Nonb3oBaTenien AnsA npaBuna

= MNMonutnka KOHTponsa: Baanmogencreme npoueccoB
B pasgerne Monutuka kKoHTpons — Bs3aumopencrtBue npoueccoB KaTteropum
SysWatch HacTtponte paspeleHus ana B3aummogenctsusi npoueccoB (pwuc. Monutrka

KOHTPOJIS B3aMMOZECTBUS NpoLeccoB 22 ):

¢ [locTyn npurioxeHus Kk 6ydepy obmeHa;
® YcTaHoBKa NpuroxeHnem rrobanbHbIX NepexsaTyvKoB;

® [loCTyn K NPOLECCY U ero noTokam u13BHe.

™ Penaxrvpogarine HacTpoek KnueHToR

> OBume HacTpoiikm

OrpaHuyeHina ANA NPOUECCOE, 3aNyCKaeMbLY B P 0l cpepe: HCTEME
¥ SysWatch MPOLECCOE € CUCTEMOI, p ccHoe icTEne.
KonTpons aktvsHocTi
Joctyn Kk Bydepy ob
¥npaenesne uHUMAEHTaMN K ’ Py
Ye rnob. D UMKDE

3awwTa naponem j],ocryn K MPOUECCY W Ero NOTOKaM W3BHE
» Cranwposanne

» OBHoBREHWE
Beibpantbie o6uMe orpaHAYeHA M paspelleHinn paboTaloT ToNLKD ANA OrpaHMYEHHBIX

Hactpoitku nHTepdeiica =
NPUACKEHIA

Oruetel

CnoseweH1a

Oanopasossle napoau

¥ [MonuTika KOHTPOAR
Yerpoictea
Moaynm
Dainosan cucTema
CucTemHell peectp
Cemn
Tpynnel npasmn
Mpusuneruu npoueccos
BsavmogefcTene npoueccos
CepTudukatel
» DLP

(oo [ om |

AAEESSSSa———
PucyHok 86. Nonutuka KOHTpoOns B3aumMoae uCTBUSA NpoLeccoB

Ycriove: NpaBuia pacnpocTpaHsitoTCs Ha BCE NPUMOXEHNS U3 OrpaHUYEHHON 30HbI BbIMNOS+

— e &
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HEHWs1, 3anyLUeHHble oA YYETHOM 3anuckto nonb3osatens «V.L.P.O.».

Urtobbl 3agaTh BpeMsi AEVCTBMSA NpaBunia 1 nonb3oBaTerNien, K KOTOPbIM OHO MPUMEHSAETCS,
HaXXKMUTE Ha CCbISKy [lonoNMHMUTEeNbHO. B NosSiBMBLLEMCS OKHE YKaXXUT€ BPEMEHHbIE UHTEpP-
Banbl n gobaBbTe nosib3oBaTternien C NoMowkl kHomnku Jo6aBuTb (puc. JobaBreHve

BPEMEHHbIX MHTEPBASIOB M NOJfib30BaTeNEN AN npasuna = ) UToObl M3MEHeHUs BCTYNnuin B

CuIy, Ha>KMUTe Ha KHOTKY anIMeHVITb.

Monssoeatenu WHTEPEANLI

Monesosarenn BpEMEHHbIE WHTEDREANBI

BrifepuTe EpeMeHHEIE MHTEPEANE!, B TEYEHWE
KOTOpEX ByAeT ASfCTEOESTE A3HHOE NPABMAD.

Hauano Koney

[194728 | [20:47:28

[ JofasuTh I [ Yaanuts I

| Mpmaerurrs | | Omwera |

PucyHok 87. [lobaBneHne BpeMeHHbIX UHTEPBAIOB U NoJfib30oBaTesNien ANA npaBuna

Monutuka koHTpons: CepTudunkarsbl
B paspgene NMonutuka koHTpona — Ceptudukarbl kateropmm SysWatch onpegenvre

Benbin cnncok ceptudukatoB AL Ansg AONOMHUTENBHOrO KOHTPOSS akTUBHOCTU Mpouec-

COB Ha KIMMEHTCKMX xocTax (puc. Benbin cnncok ceptudmkatos °7).

Mpu 3anycke npuroxerus SoftControl SysWatch aBpuctudeckn onpegensaeT, asnsaetca fm
OHO WHCTasriTOPOM WM CKpUnToMm. o ymMonmYaHMIO MHCTamnSToOp 3anyckaeTcsl B pexume
obHoBnenua MO, ecrm uveet gencreutensHyto LM, NoMmmrmo aToro, BO3MOXXHa 4OMNOSHK-
TenbHas npoBepka ceptudukaTa SUIM Ha Hammume B Gernom cnucke ceptudumkaToB. [ns
3TOro yctaHosute riaxok Ucnonb3oBaTb 6enbin cNUCOK cepTudukaToB 1 chopmu-

pyvTe CMUCOK.
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- PeaakTMpoBaHWe HACTPOSK KAWEHTOE

»  OBwme HacTpoiikn

¥ SysWatch
KoHTponks aktwsHoCTH
¥npaenenne MHYMAEHTaMN
3awmTa naponem

» Ckanwposanue

OBHosneHNe

Hactpoifku wHTepdeiica

OrueTsl

OnoeeweHua

OaHopasocesle Naponu

¥ [MonnTuka KoHTpOAR

YeorpodcTea
Mogyam
DaAncean cucTema
CrcTemHbIi peecp
Cets
Tpynnsl npasin
Mpwsunernn npoueccos
BzaumoaefcTEME NPOLECCOs
Cepmmdmkatnl

» DLP

Wenonesosate Genwid cincok cepTudnkaTos

Hazeanue ~ CepwiHmii Homep md5
WeriSign Class 3 Public Primary Certification Authority - C02965295a89486d009b8185¢!
VeriSign Class 3 Code Signing 2010 CA 53457f9620861e149c2201441
Protection Technalogy, Ltd. abf061c3213086475def45710€
32549657ea535f09c8c705767
Protection Technology, Lid. 2e24f15473dd7fd28faab8bec(
»
COMODQO Time Stamping Signer 2112329c61f5cd01f63ead752:
(Class 3 Public Primary Certification Authority 160a6b895f58ad99%bdal36az

Protection Technology, Ltd.

o — >

lobasute Yaamate

ECEX Nap T PP

e

PucyHok 88. Benbiii cnucok ceptucdmnkaToB

N3HavanbHo SoftControl SysWatch coaepxut 6a30BbIn Cnncok cepTudukaTtoB AOBEPEH-

HbIX Npou3BoAUTENEN, B TOM yucrie Tpu ceptudmkata Protection Technology, Ltd. YTtobbl

[06aBUTb HOBbI cepTUdUKaT, HAaXXMUTE Ha CCbifky Jlo06aBUTb U yKaXkuTe NPUIioXeHue, UH-

CTanATOp WM cueHapui, nognmcaHHbin ALIMN, cepTudunkat KOToporo TpebyeTcs BKIOYUTb

B Nepe4veHb, Nocrie 4ero HaxxmmTe Ha KHOMKY OTKprTb. B noasuBLIEMCS OKHE CO CMUCKOM

cepTudoukatoB AL BbIGpaHHOro thanna yctaHoBute draxkm B ctorbue Job6aButb A5

Tpebyembix cepTudurkaToB M Haxmute Ha kHonky OK (puc. Beibop cepTtudmkaToB ans

JobasneHus = ). YcTaHoBuTE oriaxok B cTtosidoue [loBepAaTb 4515 JOOaBEeHHbIX cepTudun-

kaToB (puc. Bernbii crcok cepTudukaTos ).
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Bribepure cepudukatel Ann gobaeneHun

TMepeTAHUTE CIOAA MbILLKOH 3ErONOE0K KONCHKH ANA TPYNMMPOEKMA A3HHIX N0 He#
Hazsanue Jobaewme | [lata okoH4aHHA
Microsoft Time-Stamp PCA O 4/3/2021
Micresoft Code Signing PCA (] 9/1/2020
} | Microsoft Corporation 8/11/2018
Microsoft Time-5tamp Service [:I 97772018
Co )

PucyHok 89. Bbibop cepTucdunkatoB ansa goéaBneHus

Ecrm HeobxoayMo MCKMOUMTb cepTudpmkaT 13 nepeyHs AoBepeHHbIX 6e3 ero yaaneHus,
cbpocbTe driaxok B ctorbue JoBepATb. [1ns nonHoro yaaneHus ceptudukarta us cnmcka

BbIGEPUTE €ro N HaXXMUTE Ha Cebinky YaanuTtb (puc. Benbin cnncok ceptudmkaTos ).

4.6.3 Hactpounku SoftControl DLP Client

[aHHaa kaTeropuss HacTpoeKk BK/OYaeT B cebs KOHUrypaumio KIIMEHTCKOrO KOMMOHEHTa
SoftControl DLP Client.

CO60p AaHHbIX
B pasgene Co6op aaHHbIX kateropmm DLP yctaHoBute dhriaxxok CobupaTtb AaHHbIe U

OTMeTbTe Heobxoaumble obriactn cobupaemon wuHgpopmaumm (puc. Hactponku_cbopa
100)

OaHHbIX " ):
U Bpems paboTbl C NpUNoOXeHUeM;

U4 Ucnonb3oBaHue USB-ycTpouncTB,;
U MeyaTb 4OKYMEHTOB;

U NMepecbinka 4OKYMEHTOB MO NnoyTe;

U BBop TekcTa ¢ KnaBmaTtypbl.

1 3

i HabrniogeHve 3a chaiinosoii_cuctemoii !, cucteMHbIM_peecTpoM ' 1 ceTeBbiM

Tgaqgl/lKOM 1% aKTMBHO Mpun BblCTaBfIEHHOW ONUMA COGMpaTb AaHHble N 3aJaHHOM
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ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pykosodcmeo adMuHUcmpamopa
LleHmpanusosaHHoe yripasneHue CUB]

npaBwure (NpaBwuax) B COOTBETCTBYHOLLWMX NyHKTax pasaera HabnoaeHume.

»  OBuwme HacTpoidkn
> SysWatch
v DLP
OnNTUMKU3aLKA
» Hafnogerwe

OBHOBREHKNE

PucyHok 90. HacTtpoinku coopa AaHHbIX

= OnTuMM3auma

B pasgene Ontummsauma kateropmm DLP 3agaloTca  BpeMEHHbIe

napameTpbl
peructpaummn cobbliTum (puc. Hactporikm OI'ITVIMI/I3aLI,VIVI).

»  OBuwme HacTpoidin
» SysWatch
¥ DLp

Chop aaHHBIX

»  Hafnwogexue

Q6HoEREHNE

PucyHok 91. Hactponku ontummsauumn
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B cooTBeTCTBYIOLWMX MOMsSIX 3agavTe BpPeMeHHble WHTepBanbl Bpems perncrpauum
npocros no ucrevyeHum (mc.) 1 He pernctpmpoBaTb OQHOTUNHbIE COOLITUA, ecnu
nepuop BpeMeHU MeHblLUe, YeM (MC.) B MUIIMCEKYHOAX.

[MpumeyaHve: onuua He pernctpupoBaTb OAHOTUNHbIE COObLITUA, €CITN NMPOMEXYTOK
BPeMeHN MeHblue, YeM (MC.) NpMMeHsieTCs TOSbKO Mpu HabrnogeHn 3a pecypcamm
annoson cuctembl. Onuusi Bpems peructpaumm npocTtoss nNo UCTeYeHUu (Mc)
paboTaeT npu BKMOYEHHOM onuum Bpemsa paboTbl ¢ npunoxeHuem (CM. puc. HacTpoiku

c6opa_daHHbIX ') U yuuTbiBaeT BpeMsi MPOCTOS aKTVBHOTO MPUMOXeHUs, Koraa

nornb3oBaTtellb HE HaXMMaeT Ha KHOMKM U HEe OBUraeT MbllbHO B TE€YeHWEe YKa3aHHOro

BPEMEHM.

HabnrogeHune: ®annoBas cucrtema
B paspene HabnwoaeHune — ®dawunoBas cuctema kateropum DLP ocyuwecTtBrsietca

BbIGOp 06BHEKTOB (hannoBor cuctembl ana HabrnogeHus (puc. Hactporikn Habmogenvs 3a
- 102)

¢annoBomn CUCTEMO

Ytobbl 4OGaBUTL OOBLEKT AN HAbMOAEHMS, HaXXMUTE Ha KHOMKY “+ (lo6baBuUTb) 1 BBEauTe

MOSHbIVA NyTh [0 HErO B MOSIBUBLLEMCS OKHe (puc. O6bekT HabrogeHus ™).

Bbl MOXeTe ucrnonb3oBaTb MACKM — MHCTPYMEHT 3aZaHusi NpaBun A4S rpynnbl 00bEKTOB
hannoBon cuctemMbl. Hanpvmep, C NOMOLWBLI MacOK MOXHO cO3daTb NpaBwio And
kaTarora M BCeX OOBLEKTOB BHYTPU HEro WM npaBwnio Ans Onpedeni€HHbIX TUMoB
(pacumpenui) banrnos. Hwke npuBeaEH CUHTAKCUC MACOK:

* #*# — 3amensieT nmoboe KOMMYECTBO CMMBOJSIOB, Kpome cumBoria '\' (B criyyae
pasMeLlEHNs1 B KOHLIE CTPOKM pacnpoCTpaHseTcsl TOMbKO Ha dhanrnbl KOPHEBOW
ONpPEKTopUN);

* #**# — 3ameHsieT MOOOE KONMMYECTBO CMMBOJSIOB (B Crydyae pasMeLeHMs B KOHLE
CTPOKM pacnpocTpaHaeTcs Ha dainbl KOPHEBOW OUPEKTOpWMM, MOSOAUPEKTOpUM U
danrbl NOAANPEKTOPUR);

* #7?# — 3ameHsieT poBHO 1 nMo6on cMMBON.

Hanpumep, 4tObbl yCTaHOBUTL HabnOAeHVWe 3a KaTanoroM M BCEMWU  BIIOXEHHbIMU

obbektamn, gobaBbTe cumBOSbI #**# B kOHel CTpoku. Haxmwute Ha kHonky OK ans

nobaBneHnsa ykazaHHOro o6bekTa B CMMCOK.

Bbl moxeTe YKa3blBaTb KakK Mnarnkun Ha JiokalribHOM XECTKOM OMuCKe, TaK U CeTeBble Marnku.

- (]
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Mpu co3gaHum npaBuna Ais ceTeBbIX Manok NyTb ykasbiBaeTca B Buae \\<ums_cepesepa>
\<ums_nanku>. BmecTto cumBorna '\\' MOXHO ucnonb3oBaTb Macky #**#; B aToM criyyae Oy-
OyT NPOBepsATbCA U CeTeBble, U JfloKalbHble nanku. Kpome Toro, MOXHO ykasbiBaTb IP-

agpec KoMmnbroTepa ¢ CeTeBOW NAnKow.

i Ecrm B npaBure ykasaH IP-agpec komnbioTepa, To npasBwuro GyoeT AencresoBaTh,
TOMBbKO ecrm nofib3oBaTterb Npu JOCTyne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [M03TOMY ecrm He0H6X0aUMO KOHTpOrmMpoBaTh A40CTyn 1 no IP-agpecy, v no

ceTeBOMY NyTu, Co3aaiTe ABa OTAEeNbHbIX NpaBura.

Utobbl M3MEHUTb NyTb K OObEKTy, BbiGEpUTE €ro B CNUCKE U HAXMUTE Ha KHOMKY
(U3meHunTb). [Ana yoaneHna obbekTa u3 nofd HabnogeHus BbibepuTe ero U Haxmute Ha
KHOMNKY @ (YaanuTb).
[na kaxxpgoro o6bekta BO3MOXEH BbIOOP Crieaylowpx onepauui, Kotopble AOMKHbI ObiTb
3apernucTpmpoBaHbl B OTYETaX:

U YTteHue;

U Co3pnaHue;

U YaaneHue;

U NMepenmeHoBaHue,

U U3meHeHue.

i B cnyvae nepenmeHoBaHus 06beKTa Ha KIMEHTCKOM XOCTe AarbHeliee HabrnoaeHve

3a HMM He Npon3BoauUTCA.

-_— (7B ]
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ad PefakTMpoBaHue HACTPOEK KNWEHTOB
»  Ofwme HacTpoiiKa H I;‘:F‘ \ E
» SysWatch (¥

¥ DLP
Chop panHsix

OnTumMKUzaLMa

CrcTemHbIA peectp

HTTP

Teneeoe KONWpOE3HKe
Hacrpoliku 3anvcu snaeo

O6HoBneHne

OGbext Habnogenua
CAWindows'\System32\#=#
C\TestFolder\file_to_read.txt

T 3 Cisoadauptrent |
Daiinosan cucrema iyt it

C:\TestFolder'\file_to_write.tat

Pykosodcmeo admuHUcmpamopa

Llenmpanu3oeaHHoe yrpasneHue CUB|

Yrerwne Cosganme  Ypanenwe

@ @ M -
@ ] ]
2 O

] ] ]

[ tomerus J[ omera |

PucyHok 92. Hactponku HabnogeHus 3a cpannoBon cucte Momn

YiamomTe obwekT HabnoaeHWA

CAWindows\System32\#™=#%

PucyHok 93. O6beKT HabnoaeHus

Mpwn yctaHoBKe onumm TeHeBas KonuAa OyaeT OCYLLECTBIATLCS COXpPaHEHUE pe3epBHOM

konun Habniogaemoro obbekta neped ero moguduvkauven, B Criydae  BKIIHOYEHHOW

rno6anbHOM ONuUMM TEHEBOrO_ KOMUPOBaHWS

6

W BbICTaBfIEHHOW rasfioyke B MOSsax

YpaneHue vnim UameHeHume. NMpu yctaHoBKe onuuv 3anucb Buaeo GyaeT NpousBoanUTLCS

COXpaHeHne CHMMKOB 3KpaHa KIMMeHTCKOro XoCrta C 3adaHHbIMU NapamMeTpamMmim 199 B MOMEHT

BO3HUKHOBEHUS HabnMogaemoro cobbiTuS.

= HabnrogeHune: CucreMHbIn peecTtp

B paspene HabnropeHne — CuctemHbin peectp kateropum DLP ocyuwecTtBnsietca

BbIGOP 06BLEKTOB CUCTEMHOIO peecTpa Ana HabnoaeHus (pyc. HacTpoiiku HabmoaeHus 3a

CHCTEMHbIM peecTpoMm ).

EEE———————————— -
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»  Ofwme HacTpoiiKa H EIA_FI ~ W
» SysWatch = .
v D O6wexT HabnogeHna Yrerwne Cosganme  Ypanenwe
Céop panreix
o oA YREGISTRY\MACHINE\SOFTWARE##
NTUMK3aLUA
#| \REGISTR\USER\SOFTWAREVTESTVTEST_KEY [ N i
¥ Habnrogerwe
Daiinosan cuctema
CrcTemMHLIA peecTp
HTTP
Teneeoe konMpoBaHIe
Hacrpoliku 3anvcu snaeo
OBroeneHne
3HaueHmA BCEX NapaMeTPOE KOPPEKTHE
[ Mpumerute H Omvena ]

PucyHok 94. HacTtpowku HabnoaeHUs 3a CUCTE MHbIM peeCcTpomMm

YT1obbl 4OBaBUTL OOBLEKT AN HAbMAEHWS, HaXXMUTE Ha KHOMKY * (JlobaBUTL) 1 BBEauTe

%) npu atom

MOMHbIA NyTb A0 HEro B nosiBuslLemMcst okHe (puc. O6bekT HabnoaeHns
KOPHEBbIE pasferbl peecTpa B 3a4aBaeMOM MyTU OOSDKHbI ObiTb yka3aHbl CrieayroLym
obpasom:
* \REGISTRYWACHINE\SOFTWARE\CLASSES\ - pasgen
HKEY_CLASSES_ROOT;
* \REGISTRYWACHINE\ - pazpen HKEY_LOCAL_MACHINE;
* \REGISTRY\USER\<SID>\ - pa3gen HKEY _CURRENT_USER gns noneb3oBatens ¢
yKasaHHbIM naeHTudmkaTopom 6esonacHocTn (<SID>);
* \REGISTRY\USER\ - pa3pen HKEY_USERS.
Bbl MOXeTe ucnonb3oBaTb Mackv — MHCTPYMEHT 3a4aHua npaBun 4fa rpynnbl 06bEKTOB
CUCTEMHOrO peecTpa. Hanpumep, C MOMOLLBI MACOK MOXHO C€O34aTb MpaBWIo AN
pasgena peecTtpa u Bcex 0O6beKTOB BHYTpU HEro. Hwke npuBegéH CUHTaKCUC Macok:
\' (B cnyvae
pasMeLLEHNSA B KOHLLE CTPOKU PacnpoCTPaHAETCs TOMbKO Ha NapaMeTpbl pasgena);

* ## — 3amensieT nMoboe KOMMYECTBO CMMBOJSIOB, KpOME CUMBOSA

* #**# — 3ameHsieT OOOE KONMYECTBO CMMBOJSIOB (B Crflydae pasMeLlieHuMs B KOHUE
CTPOKM pacnpoCTpaHAeTCs Ha napameTpbl pasgena, nogpasgefibl U napameTpbl

nogpasaernos);
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* #?# — 3ameHsieT poBHO 1 nto6on cumson.
Hanpumep, 4ToObl yCTaHOBUTL HabMoAeHUe 3a KIlo4YOM peecTpa M BCEMU BIIOXEHHBIMN
obbektamn, fobaBbTe cuMmBOSblI #*# B KOHel cTpoku. Haxmute Ha kHormky OK ans

AoGaBreHns ykasaHHOro 06bekTa B CrMCOK.

¥xamoTe obwekt HabnaeHMA

NREGISTRYWMACHINENSOFTWARE\E &

PucyHok 95. O6eKkT HabnogeHus

UToObl M3MEHUTbL MyTb K OOBLEKTY, BbibepuTe ero B CNUCKE W HaXMWUTE Ha KHOMKY
(U3meHuTb). [1n9 yoaneHuss obbekTa u3 nog HabnogeHus Bbibepute ero 1 HaxmmTe Ha
KHOMKY @ (YpanuTsb).
[nsa kaxgoro obbekta BO3MOXEH BbIOOP crieayrouyx onepawmin, KoTopble OOSTKHbI BbiTh
3aperncTpmMpoBaHbl B OTYETAX:

U YteHwne;

U Co3paHue;

U YpaneHwue;

U MepenmeHoBaHue;

U U3meHeHue.

i B Clydae nepemMeHoBaHUA obbeKTa Ha KIMEHTCKOM XOCTe AarnbHenwee HabnogeHne
3a HAM HE nNpoun3BoauTCA.

|_|pl/l YCTaHOBKE onuun TeHeBas konua 6y,u,eT OCYyLLEeCTBIIATLCA COXpaHeHune pesepBHO|7|

Konun Habriogaemoro obbekTa nepen ero mMogudukauven, B Crydae BKMHOYEHHOM

6

rmo6ansHoM onuuM TEHEBOro_ KOMUPOBAHMA 10 N BbICTaBfIEHHOW rasfioyke B MOSsX

YaaneHue v UameHeHue. |_|pl/l yCTaHOBKe onuun 3anucb Buaeo 6yp,eT nponsBoanTbcA

COXpaHEeHVe CHUMKOB 3KpaHa KIMEHTCKOTO XOCTa C 3afaHHbIMU NapameTpamu > B MOMEHT

BO3HUKHOBEHUS HAbnogaemMoro coodbITus.

HabnwopeHune: HTTP-Ttpacduk
B paspene Ha6nwpeHne —» HTTP «kateropum DLP ocywectBnsetca 3agaHue

Habrnogaembix gaHHbIX B ceTeBOM Tpadmke (puc. HacTtponku HabnogeHus 3a ceTeBbiM

Tpadukom '),

EEE———————————we-
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»  Ofwme HacTpoiiKa Hl;lll;l ~ E
» SysWatch .
v D OGbext Habnogenua *  3anwce EMAED
Chop gaHrHbIX
P malware D &
iexplore.exe
¥ Habnrogerwe P
Daiinosan cuctema
CrcTemHbIA peectp
HTTP
Teneeoe konMpoBaHIe
Hacrpoliku 3anvcu snaeo
O6HoBneHne
3 BCEX PP
{ TMpumerute ][ Ormena ]
=

PucyHok 96. HacTtpoiiku HabnoaeHus 3a ceteBbiM Tpad KoM
Urtobbl 06aBUTL AaHHble A1 HAbnaeHUs, HaxXMuTe Ha KHOMKY <+ (lo6baBuTb) 1 BBEaUTE

106

CTPOKY B nosBmBLIeMCS OkHe (puc. ObbekT HabnogeHna ). Hanmumne ykasaHHOro Tekcta

ByneT oTcrnexuBaTbCsa Npu nepeaade AaHHbIX no npotokony HTTP. B Tom yncne aTo moryTt
ObITb 3anpockl Mosfb30BaTENs B MOWCKOBbLIX CUCTEMAaX Yepes MHTepHeT-Opay3ep um nms
anna, nepegaBaemoro no cetn. Haxwvure Ha kHonky OK ana pobaBreHust CTpOku B

CMNNCOK.

¥anoTe obwekT HabnaeHMA

PucyHok 97. O6eKT HabnoaeHus

YTo6bl U3MEHUTL OTCMEXUBAEMbIV TEKCT, BblGEpUTE CTPOKY B CMIUCKE M HAXKMUTE Ha KHOMKY
£ (U3meHuTb). NS yaaneHust TekcTa u3 nod HabrnoaeHust Bbibepute CTPOKY B CMUCKE U
HaXXMuTe Ha KHOMKy @ (YaanuTtb).

Npu yctaHoBKe onummn 3anucb Buaeo Oyaet NponsBoaUTLCH COXpaHEHWE CHUMKOB dKpaHa

KIMMEHTCKOIro XoCta C 3adaHHbIMU FIZEID?:\MGTDaMI/I107 B MOMEHT BO3HUKHOBEHUA

HabnogaemMoro coobiTus.

= HabnwopgeHue: TeHeBOe KOoNupoBaHue

E————————————aw-

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

B paspene HabnropeHne — TeHeBoe KonupoBaHue kateropum DLP ocywecTtensieTca

HacTpOMKa COXpaHEeHUs TEeHEBbIX KoM Habnogaembix 06BLEKTOB (puc. HacTpownku

TEHEBOro KonupoBaHusi ).

P PejakTMpOBaHWE HACTPOEK KNWEHTOB R

»  OBuwme HacTpoidin

» SysWatch
v DoLp JlokanoHbiiA MyTe COXpaHEHKA KONWA Garfnos

BiAIOUNTL TEHEBOE KOMMPOBaHUE

Chop AaHHBX I l

Cnrummsauns
¥ Habnwogexwe
Daiinosan cucTema
Crctemnnlid peectp
HTTP
Tenesoe konvposaHne
Hactpoiiku 3anuck snaeo

CBHoBEREHNE

3HaueHWA BECEX NapPaMETPOE KOPPEKTHb

[ Mpmerurs || Orera

PucyHok 98. HacTponku TeHeBOro KonmpoBaHus

YcTaHoBUTE (priaXkXok BKMHOYUTL TeHeBOE KOMUpOBaHWE S BKMOYEHUS OYHKLMN

COXPaHEHVs1 pe3epBHbIX KOMWA HabriogaeMbix OOBLEeKToB (alinoBOM  CUCTEMBI ' U

3

CUCTEMHOrOpeecTtpa '® B crydae ux v3MeHeHns. WHaveuayarbHasi HacTporka Mo

BKIMIOYEHWIO AaHHOW ONuumM AN OTAENbHbIX OOBbEKTOB 3a4a€TCs B CBOMCTBAX HAGMoaEHMS.
TeHeBble koMM OOBLEKTOB MepedarTcsi Ha CepBep W OOCTYMHbl 4Yepe3  KOHCOSb
ynpaerieHrsi. OHM Takke COXPaHAKTCA JIOKarbHO Ha KIMEHTCKMX XOCTax C YCTaHOBJIEHHbLIM
SoftControl DLP Client no nytn, ykazaHHoMmy B rosie JlokanbHbIX MYyTb COXpPaHEeHUs

Konumn ¢panoB WM B CeAYIOLMA KaTaror Mo YyMOoHaHuio, eCIi NyTb He YKasaH:

<kaTanor ycTtaHoBku SoftControl DLP Client>\Backups

Ha6nopgeHue: HacTtponku 3anucu Bugeo
B pasgene Hab6bnwpeHne — Hactpomkm 3anucu Bupgeo kateropum DLP
OCYLLECTBIIIETCA HACTpoOWMKa COXPaHEeHMS CHUMMKOB 3KpaHa Mpu  BO3HWKHOBEHUM

o < 107
HabroaaeMbix cobbITUiA (pyc. HacTpoiiki 3anucn BUugeo ).
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P PegakmipoBaHine HacTpoeK KNMEHTOE A

»  OBuwwe HacTpoikn o -
» SysWatch |POACAXUTENLHOCTL 3aNKUcH (cex.)

¥ DLP YacToTa kaapos (Mc): 200

Céop panreix
OnTuMMzaLna Upunia kanpa (px): 00
¥ Habnropenwe .
Daiinosan cucTema
CycTemHsIi peectp Tun pacnmcanma:
HTTP

Texeeoe KonupoBaHIe Hacrora yacos:

{ Mo yacam

Hacrpoiiku 3anvcH Bnaeo

OB6HoBAsHWE Bpema sanycka: {00:0’0:00

_BIQJ

3HaueHWA BCEX NApPaMETPOE KOPPEKTHE

[ Mpumesure || Oruena

PucyHok 99. HacTtpowku 3anucu Bugeo

3apgavTe criegyoume napameTpbl 3anmcu:
* MMpoAOMKUTENBbHOCTbL 3anUCU — OSMTENBHOCTb COXPaHEHUSs CHUMKOB 3KpaHa,
HayMHas C MOMeHTa BO3HUKHOBEHMSA cOObITMA (OMana3oH 3HaveHui: 5-60 c);
* YacTtoTta KagpoB — BPEMEHHOW WHTEpBan Mexay COXpaHeHVeM CHUMKOB 3KpaHa
(avanasoH 3HaveHun: 50-500 mc);
¢ lLinpuHa Kagpa — WpuHa CHUMKa 3KpaHa B nvkcenax (ananasoH 3HayveHnun: 0-1920).
UTto6bl Ha4YaTb 3anMCb BUOEO B peXUME pearbHOro BpeEMEHW, LWENKHUTE NPaBOW KHOMKOW
MbILLM Mo Tpebyemomy krmeHTckomy npuroxenno SoftControl DLP Client Ha Bkragke
KrmeHtbl *° 1 B KOHTEKCTHOM MeHIo BbibepuTe komanay HauaTk 3anuck Buaeo.
Bbl MOXeTe BKMOYMTbL 3anncb BMOEO MO pacnucaHuio, BbICTaBMB rasnoudky 3apaThb
pacnucaHue. B aToMm cryyae 3agaute criegyloupe napaMmeTpbl 3anucu:

* Tun pacnncaHusa — rno gHAM 1M rno 4acam;

* Yactota gHen/MactoTta 4yacoB — MNeprvoanM4HOCTb, C KOTOPOW OyaeT BbINOSHATHCS
3ajava;

® BpeMﬂ 3anyckKa — BpemMsd Ha4aria BbIlNOoJIHEHUA 3aJayn B cbopmaTe Y4.MM.CC.

HacTponku o6HoBneHus

EEE————————————— -
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B paspene O6HoBneHue kateropum DLP MOXHO ycTaHOBUTb pacnucaHve OBHOBEeHus,
Ona  9Toro yctaHoBute drnaxok 3apaTb pacnmMcaHMe W HacTpowuTe mnapamMeTpbl

(pvic. HacTpoliku pacnncanusi o6HoBrieH!s ).

Bbibepute tvn pacnucanna — Mo gHam wwm Mo vacam, B cuétumke Yactorta gHewn/
YacTtoTa 4acoB yKaxute NepuoanMvHOCTb, C KOTOpOW OyaeT BbIMOSMHATLCS 3ajadva, a B

none Bpems 3anycka — Bpemsi Hayarna BbIMONHEHVs 3a4a4n B oopmaTte Y4y:MM:CC.

P PeaakTMpoEaHWe HACTPOSK KNWEHTOE

»  OBwme HacTpoiK

» Sys\Watch
¥ DLP Tun pacnmcaHua:

3agats pacnucarne

{ Mo gram

Chop ganHeIx

OnTuMKUzaLmMa YacToTa gHei:

* Habarogerwe

O6HoEneHNE Bpemn sanycka: { 10:00:00

3HayeHWA BCEX NapPaMETPOE KOPPeKTHLI

[ Mpumesure || Oruena

|
PucyHok 100. HacTtpoikn pacnucaHms o6HOBrneHus

4.7 3apaun

Bkragka 3apaym no3BosrsieT co3gaBaTh 3adayvv Ans KIMEeHTCKUX I'IpI/IJ'IO)KeHVI17I n oTCcrexmeaTtb

[eTanu vx BeinonHeHus (puc. Brriagka "3agaun” ).

Ha Bknaake npeacTaBrieH CNMCOK BCEX 3ada4 U UX napaMeTpbl.
OcCHOBHblE onepauum ¢ 3agadaMu OCYLLECTBIISIOTCS C MOMOLLbIO rpadou4ecknx KHOMOK BKIAOKW,

npeagHa3Ha4vyeHmne KoTopbiX npuBeaeHo B Tabn. 16.

Tao6nuuya 16. AnemMeHTHLI ynpaBneHus BKnaaku "3agaun”

|:| ’j [o6asuTb CospaHuve 3a4a4m ana KNMeHTCKUX KOMMOHEHTOB.

«: 44 |MoapoBHas

MpocMoTp OT4éTa O BLINOMHEHUN BblIOpaHHON 3adaqu.
—.  |vHdopmaums

— e &
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% OTmeHuTs OTmeHa 3agaun, HaxoAsiLLencs B cTaTyce oxXuaaHue.

¥ SoftContral Admin Console

®alin  Bug Ounetpsl O nporpamme

28 Ay [OkN | @0 i Bl
-

[ 28R

Cosgana ~ Bpewma zanycka Craryc
11 Céop npoduna 08.11.2018 20:15:55 08.11.2018 20:15:55 Buinonunetcs 4
10 CxanuposaHne 08.11.2018 20:00:49 08.11.2018 20:00:49 Buinonunetcs
9 ObHoeneHne 08.11.2018 19:57:25 08.11.2018 19:57:25  Oxuaarme
13

7 ¥npaenexne npodunem 12.04.2018 21:11:34 12.04.2018 21:11:34  3asepwena

6 ¥npaenexne npodunem 12.04.2018 21:08:21 12.04.2018 21:09:21  3asepwena

5 Céop npaduna 12.04.2018 20:52:41 12.04.2018 20:52:41  3aeepwena

4 CranvposaHne 12.04.2018 14:16:39 12.04.2018 14:16:39  3asepwena

3 CranvposaHne 12.04.2018 13:52:40 12042018 13:59:40  3asepwena

2 ¥npaenexue npodraem 11.04.2018 20.28:08 11.04.2018 20:28:08  3asepwena

1 ¥Ynpaenexue npodrnem 11.04.2018 20:26:58 11.04.2018 20:26:58  3asepwena

; :
PucyHok 101. Bknapgka "3apaun”

lMepeyeHb nonewn BKNagky NpuBeaéH B Tabn. 17.

Tab6nuua 17. Nons Bknagkm "3agaun”

WaoeHtmdwmkartop MopsiaAKoBLI HOMEP 3aayn.
Tvn 3apgayn:
Tun 3agaymn * ¢6op npochuns;
® cKkaHupoBaHwue;
* obHoBneHue.
CospgaHa [ata n Bpemsa cosgaHus 3agayv.
Bpems 3anycka [aTta n Bpems 3anycka 3agayu.
CraTyc 3aBepLUeHus 3agauu:
® OXuAaHue — BbINOMHEHVE 3a4adun He Havamn HX OOMWH KIMEHTCKUA KOMMOHEHT,
Crayc ¢ OTMeHeHa — 3afadva Obia OTMeHeHa [0 Havara BbINOSHEHUS;

¢ BbIMOJIHAETCA — BbINOJIHEHNE 3aa4y Ha4aTO Kak MUHUMYM OOHUM U3 KITMEHTCKUX
KOMIMOHEHTOB,

¢ 3aBepLlleHa — 3aga4va BblnonHeHa BCeMU KIMEHTCKUMUN KOMMOHEHTaAMW.

OcHoBHble OENCTBUS, BbIMOSNHAEMbIE HA JAHHOW BKIagKe:

= Co3pgaHue 3agauu

- (W]
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Uro6bl f06aBUTL HOBYIO 3aaavy, HaXkMUTE Ha kHorky CosaaTh (puc. Bknaaka "3amaun’ ).

B okHe HoBas 3apayva 3agavite napameTpbl 3aa4M B 3aBUCUMOCTU OT €€ Tuna (CM. puUCyH-

w112 n(116 115)_

KW, HaumHas ¢ LWar "Tun 3agayun n po LWar "KnmueHtbl B pa3gene O6HoBrieHWe

* c6op npodpunsa Z;

* QHTMBMPYCHOE CKaHMpoBaHue '

® o6HOBREeHue 7.

= MpocmoTp noapobHOCTEeN BbINONIHEHUA 3af4a4um
UTto6bl NnpocMoTpeTb NOAPOBHOCTM BLINOMHEHNA 3a4a4yu, BbibepuTe €€ 1 BbINONHUTE OOHO
13 CcreayroLmx AeNCTBUN:

® Haxxmute Ha kHorky [logpobHas wuHcopmauma B rpynne KHOMOK BKragku

(pvic. Bknagka "3agaumn” °);

® NBaXabl HAXXMUTE NEBOW KHOMKW MbILLM HA 3a4ave.
B nosiBvBLLENCS OONOMHUTENBLHOM BKMagke 3apava: nogpobHO npuBegeHa getarnbHas
nHpopmMauma No 3agave U Xo4 BbIMONHEHWUS AN KaXKOoro KIMEHTCKOro KOMMOHEHTa B

oTaenbHocTy (puc. MoapoBHOCTM BINONHEHNS 3a4a4m ).

¥ SoftControl Admin Console

Qaiin  Bua Ounetpe O nporpamme

e | Fisay | DO @ ] 9% B @l
-

Moapo6Haa uHdopmayma no 3agave:

Tun CxannposaHne

Cospana 12.04.2018 14:16:39
Bpems sanycka  12.04.2018 14:16:39
Cratyc 3asepwena

MapameTpoi 3agaun
CXaHVpOBaHUE NaMATA
CKaHVpOBAHIE 3arPY30UHbIX CEKTOPAE
CKaHVPOBAHUE BLEX MECTKAX IMCKOE
CKanMpoBaHUE BCEX CBEMHBILX HOCUTENER

Cratyc 3agaun Ha KIMEHTaX:

MNepeTrHWTE CHOAA MEILIKOH 3aTCAOEOK. KONOHKW ANR TPYNMMPOEKA AaHHbIX 110 HE

Cratyc Bpewms okoHuaHus

Tun kaneHTa

MoapasaeneHie Wus knuerta

Southern WIN-MG2LKINUPAL SysWatch 3asepwena 12.04.2018 14:21:33

.

PucyHok 102. Moapo6HOCTU BbINOJIHEHUA 3a4auun

- W]
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MomMumo ocHoBHOM WHGoOpMmaumMm (Tabn.17) n napameTpoB 3adayn, Ha BKragke
oTobpaxaeTtcsa gononHuTensHasa Tabmmua CtaTtyc 3agadm Ha KnMeHTax, onvcaHue nosnen

KOTOpow faHo B Tabn. 18.

Tao6nuua 18. NMona Tabnuubl “C'raic 3aJaydm Ha KnueHTax"

MoapasgeneHve MoppaspeneHune, K KOTOPOMY OTHOCUTCS KIMEHTCKMIA KOMMOHEHT.

Nmsa knneHTa NetBIOS-1Ms KIMeHTCKOro xocTa.

CTaTyC 3aBeplleHnda 3agaydn gna AaHHOro KIMeHTCKOro KOMMoHeHTa:
® OXupgaHue — BbiNoJIHEHWE 3aJa4yn He Ha4aTo,
® 3anycCK — KITMEHTCKOMY KOMMOHEHTY yCnewHOo oTnpaBJieHa KoOMaH4a Ha
3anycCkK 3agavu;
e owmbkKa 3anyckKa — KIMeHTCKUA KOMMOHEHT He CMOT NPon3BeCcTU 3anyck

3agauuy;
Cratyc ¢ BbINONHAETCA — 3aa4a HaxoaUTCS B NPOLECCE BbINOMHEHUS KIIMEHTCKUM
KOMMOHEHTOM;
* OLWKMOKa BbINOMIHEHUA — B NPOLIECCE BbINOSIHEHNS 3a4a4M BO3HMKNA
ownbka;

® OTMeHeHa — 3a7a4a Obirna OTMEHEH3;
¢ 3aBepleHa — BbIlONIHEHEe 3a4a4un 3aBepLUEHO;
e owmbkKa 3aBepleHunsa — npu 3asepLieHnn 3agadn BoO3HMUKINA ounbka.

BpeMFl OKOHYaHuA BpeMFI 3aBeplleHnd 3agaydm Ha aHHOM KITMEHTCKOM XOCTe.

YTobbI NPOCMOTPETb OTYETHI HenocpeacTBeHHO Nno BbIMOJIHEHHLIM OonepaundaMm, nepe|7|,1:|,|/|Te

Ha Bkragky Jlor v npumenuTe punbTpbl >0 ANS COOTBETCTBYIOLLMX TUMOB OrnepaLyi.

4.7.1 C6op npochuns

1) Ha ware Tun 3apaum BbiGepute CO60p npocunsa B BbiNaZalOWEM CMMCKE U HAXMUTE Ha
kHorky Bnepea (pvc. LLiar "Tun sagaun” ).

LWarn

Twn 3agaun

Tun sagaus BribepwTe TN 384344 ¥ 3348ATE NapaMeTpel ANA EbibpaHHora
Bpenn sanycka T

Knnerms

[ Cop npotuns =]

PucyHok 103. War "Tun 3apgaun”

- (7B ]
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2)Ha ware Bpemsa 3anycka Bbibepute onumo Cenvac And HEMEANEeHHOro 3arnycka 3agaun

nocrne eé nobaeneHus, Mbo BbIGepuTe onuuio YKasaTb Bpemsi U onpedenvre aaty U Bpemst

3anycka (puc. Lar "Bpewms 3anycka" ''°)

LWarin

. Haxxmute Ha kHornky Bnepep 4na npoaostkeHus.

Bpema 3anycka
Tan sapaum + BribepuTe 4aTy 1 Bpema 3anycka 3agasn
Bpemn sanycka
Knventsi

() Ceiiuac

© Yxasars epews:

10042015 1200 g

I <Hazag ” Brepes> ] [ CtmeHa

PucyHok 104. WWar "Bpemsa 3anycka"

3) Ha ware KnueHTbl OTMETbTE KIMMEHTCKME KOMMOHEHTLI, Aris KOTOpPbIX Heobxoaumo cospaTb

" 113).

3agavy (pwvc. War "KnmeHTbl Mpn BbIGOpe TuNa krmenta SysWatch 3apjava Oyget

Ha3Ha4yeHa BCEM KIMEHTCKMM KOMMOHEHTaM, Nnpu Bbl60pe nogpasaerneHnda — BCeM KIMEHTCKUM
KOMMNOHEeHTaM noAapasaesieHnd. Haxmute Ha KHOMMKY FoToBoO, 4TOOLI co3aaTth 3agavy, Wwim Ha

kHonky Hasapg, ecrv TpebyeTcsa n3MeHUTb NapaMeTpbl 3afaquun.

LWarin

KnneHto!

¢
Tn sapaun BHIBEpHTE KAKEHTOS, HA KOTOPSIX Bbl XOTHTE BBINO/HATS 33434

Bpemn sanycka +

Knvermel + 4 [ SysWatch

“ Cesepo-sanagsiii dunvan
VM-AS-WS1ENX86

4 [0 Uentpansrisi duanan
[ vM-AS-WS1RUXEE

I <Hazag ” lotoB0 ] [ COrmeHa

PucyHok 105. LWar "KnueHTb!"
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4.7.2 AHTUBUPYCHOE CKaHUpOBaHue

1)Ha ware Tun 3apauu Bbibepute CKaHMpoBaHMe B BbiNagarLEeM CMUCKE N OTMETbTEe

0obracTn KIMIMEHTCKOro XocTa A1 aHTUBMPYCHOM npoBepku (puc. Lar "Tun 3agaym

U CkaHnpoBaHue namaTu;

" 114)

U CkaHupoBaHue 3arpy304HbIX CEKTOPOB;

a CKaHMpOBaHVIe BCeX XXeCTKUX ANCKOB;

U CkaHunpoBaHue BCeX CbEMHbIX HOCUTErNEN.

Haxmute Ha KHOTMKY Bnepen OJ1A NPOOOJITKEHUA.

LWarn

Tun sagaun <
Bpea sanycka

Kanenmsl

Tun 3agaun

Beibepye TUN 38134 v 33aaiiTe NapaMeTpsl 418 BsI6paHHOMO
Tuna

[ Cranposarne =]

{ OBAaCTW CKBHWPOEaHHUA

CKaHUpOEaHME MaMATA
CKaHMPOBaHINE 3arpPyS04HBIX CEXTOPOS
CKaHUPOEEHIE BCeX ECTKUX AKCKOS

[] CrarrposaHie scex ChemHsix HacuTenei

PucyHok 106. LWar "Tun 3agauun”

2)Ha ware Bpemsa 3anycka Bbibepute onumo Cenyac And HeMeAreHHoro 3arnycka 3ajauyu

nocre eé gobasnenus, Moo BbiGepuTe onuuio YKasaTtb BpeMs 1 onpegenire gaTty u Bpems

3anycka (puc. Lar "Bpemsi 3anycka

LWarn

Tun 3agaumn ¥
Bpenn sanycka ©

Kanenmsl

Bpema zanycka

Beibepure gary n Epema sanycka sagasn

. Ceifivac

@) YkazaTe Bpema;

10042015 1200 =],

| <Hean || Boepesr | | omewa

PucyHok 107. LWWar "Bpemsa 3anycka"

. Haxxmute Ha KHOTMKY Bnepe,q O NPOOOJIPKEHUA.

- W]
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3) Ha ware KnueHTbl OTMETbTE KIMMEHTCKME KOMMOHEHTbI, ASs KOTOPbIX Heobxoammo co3gaTtb

3apavy (pvc. LLar "Knmenrtbl" ).

LWarin

KnneHto!

w #
Tun 3agaum BribepuTe KAMEHTOS, Ha KOTOPEIX Bbl XOTHTE BLINOAHMTS 33434y

Bpemn sanycka +

Knuenmel 4 [T sysWatch

“ Cesepo-sanagrsiii dunuan
VM-AS-WS1ENX86

4 [0 Uentpansrisi duanan
[ vM-AS-WS1RUXEE

I <Hazag H lotoB0 ‘ [ COrmeHa

PucyHok 108. LWar "KnueHTb!"

Mpn BbIGOpe TUnNa kmmeHta SysWatch 3agauya Oymetr HasHaueHa BCEM  KIMEHTCKUM
KOMMoOHeHTaM, npu Bbibope noapasgeneHuss — BCEM  KIMEHTCKMM  KOMMOHEHTaMm
nogpasgeneHusi. Haxxmurte Ha kHonky FoToBO, 4TOObLI co3aaTth 3agadvy, WM Ha kHonky Hasag,

ecim Tpe6yeTCFI M3MEHUTb NMapaMeTpbl 3ada4yn.

4.7.3 ObHOoBRneHue

1)Ha ware Tun 3apaun Bbibepute OOHOBNEHMe B BbiNAJAlOWEM CNMCKE UM OTMETbTE

HeobxoauMble KOMMOHEHTbI 4111 OGHOBEHMS U napameTpbl 3agaum (puc. LWar "Tun 3agayn” 115):

U MporpammMHblie mMoaynu — OOHOBIfiEHVE MNPOrpamMMHbIX MOZyfen KOMMOHEHTOB Turna
SysWatch n DLP.

U AHTUBUpPYCHbIEe 6a3bl — 0OHOBIIEHNE aHTUBMPYCHBbIX a3 KoMnoHeHToB Tuna SysWatch.

U BbIinonHUTb nepesarpy3Ky KNMeHTOB — rnepesarpyska KIMeHTCKUX XOCTOB MO OKOHYaHUM
obHoBrenna. Ecrm pgaHHas onuust He BblibpaHa, TO Ana 3aBeplueHusi OOHOBIEHWs
NpOrpaMMHbIX MoAyrnen nepesarpysky HeobXxoauMO BbIMOSHUTL JIOKaNbHO BPYYHYHO Ha
KIMEHTCKOM XOCTe, 4To oTobpaxaeTcs B cTaTyce KOMMOHeHTa Ha Bkragke Kmmentsl ** u

COBbITUSAX OBHOBIIEHUS B OTUETAX .
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LWari
Twn 3apaun

Tun sagaun BriBepyTe TH 334244 W 33830TE NEPaMETPE! ANA BaiBpaHHEM0
Bpewma sanycka mns

KnnenTsl

[ OBHoEReHWE g]

| Cocras obHosneHuii |

TporpauMHEle MoaynA
AnTenpycHbie Bazsl
BLinoAHATE Nepe3arpysky KANEHTOS

PucyHok 109. LWar "Tun 3apaun”

HaxmuTe Ha kHornky Bnepep ans npogormkeHus.
2)Ha ware Bpemsa 3anycka Bbibepute onumio Cenvac And HeMEeAreHHOro 3anycka 3ajaudu

nocrne e€ gobaenenus, 6o BbIGepuTe onuuio YKasaTb BpeMs 1 onpegermre gaTty U Bpems

3anycka (puc. LLar "Bpemsi 3anycka" ''°). Haxxmute Ha kHornky Bnepes Anst npoosikeHus:.

LWarn

Bpema 3anycka
Tun zagaum & BribepuTe aTy W EDEMA 3aMYCKa 33434M
Bpewn sanycka
Knuentei

() Cetiuac

(@) YkasaTs Bpems:

10042015 1200 =]

| <Haan || Bnepes> | | Ouera

PucyHok 110. LWWar "Bpems 3anycka"

3)Ha ware KnueHTbl OTMETbTE KIMEHTCKME KOMIMOHEHTHI, AN KOTOPbIX HEOOXoauMO co3gaTb

n 116)

3agavy (puc. War "KrveHTbl . MNpn BbIGOpE TMNa kmeHTa 3agadva OyaeT HasHayeHa BCeM

KIMMEHTCKMM KOMMOHEeHTaM AaHHOro Ttuna, npuv Bbl60pe nogpasgerieHna — BCeM KIMEHTCKUM
KOMIMOHEeHTaM noapasaeneHua. Haxmute Ha KHOMKY FoTtoBoO, 4TOGOLI Co3aaThb 3agavy, Wi Ha

KHOIMKY Hasapg, ecrm Tp96yeTC‘iI M3MEHUTb NapaMeTpPbl 3adayn.
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L
am KnuneHtsl

un
Tun 3apaum BribepuTe KAMEHTOS, Ha KOTOPEIX Bbl XOTTE BLINOAHMTS 33434y

Bpemn sanycka #

Knuentel ~ 4[] SysWatch
a Cesepo-zanagrsii duavan
VM-AS-WS1ENX86
# [ Uentpansrsii dunan
[ wM-AS-W51RUXE6
a DLP
- Cesepo-3anagHeli dunvan
VM-AS-WE1SENX64

| <Hean || ooz | | Oruewa

PucyHok 111. WWar "KnueHTb!"

4.8 MpocMoTp OTYETOB

[na npocMoTpa OTYETOB KIMEHTCKUX MNPUIMOXEHWA B arpervpoBaHHOM Buae 4vepe3 KOHCOSb
ynpaernenuss SoftControl Admin Console npegHasHadeHa Bkrnagka Jlor. OHa nossonseTtr B
pearnbHOM BPEMEHM OTCreXMBaTb COObITUS HA HECKOMbKMX KIMEHTCKUX XOCTaxX OQHOBPEMEHHO U

npon3BOaNTb BbI60pKy HEOBXOOUMbIX OAHHBIX C MOMOLLBIO MMOKOro MexaHnsmMa duibTpaumm 129.

Ha Bknagke aaMUHUCTPATOpP nosry4vyaeT OOoCTyn K crieaylouym gaHHbIM B y,EI,O6HOIZ (bopme:

= OtuéThl SoftControl SysWatch";
= Otyéthl SoftControl DLP Client '**.

ﬂonyquHble OTYETHI MOryTt OblTb BbIBEAEHbI_HA NeYaTb WM 3KCMOPTUPOBAHbLI B 3MEKTPOHHbIN

cdopmat .
4.8.1 OTtyéTbl SoftControl SysWatch

Bknagka Ilor npegoctaBnsieT BO3MOXHOCTU MO AeTanbHOMY MOHUTOPUMHIY cobbiTuiA Ge3onacHoc-

T, pernctpupyemblix SoftControl SysWatch Ha knnmeHTCckux xoctax (puc. Bkriagka "Jlor" ons komno-
117
)-

HeHTa SoftControl SysWatch

- W]
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¥ SoftControl Admin Console

O nporpamme

[ClientD]In (2) PepakTvpoBate ¢rasTp
TepeTAKMTE CHAa MEILIKOW 3aro/OE0K KONOHKN ANA TRYNMMPOBKN ABHHEIX N0 HEW
Tun cobbiman 3 pe BaxHocTs Tun kanerTa Pewenve  fletana
-2 WIN-MG2LKIN... Craryc 16.10.2018 15:51:32 Buicoxan
670 WIN-MG2LKIN... KowTpons axtueHocTu 16.10.2018 15:42:17 | Kpwmaueckan  SysWatch
669 WIN-MGZLKIN... Wsmenerue nacTpoex 16.10.2018 15:42:17 Buicoxan SysWatch
-1 WIN-MG2LKIN... Craryc 16.10.2018 15:14:08 Buicokas
-2 WIN-MG2LKIN... Cratyc 16.10.2018 15:12:08 Buicokan
-1 WIN-MG2LKIN... Cratyc 16.10.2018 15:11:08 Buicokan
668 WIN-MGZLKIN... Beooa nonezosatens 16.10.2018 15:09:52 OBblunan
-2 WIN-MG2LKIN... Cratyc 16.10.2018 15:09:08 Buicokan
667 WIN-MG2LKIN... Hapywenue noautuku kontpona | 16102018 15:06:42 | Kpumaueckan  SysWatch 3anpewer  (ACE 502 = #SNSDIR##**#)
666 WIN-MG2LKIN... Hapywenue noautuku kontpona | 16102018 15:06:42 | Kpumaueckan  SysWatch 3anpewer  (ACE 502 = #SNSDIR##**#)
665 WIN-MG2LKIN... Hapywenue noautuku kontpona | 16102018 15:06:42 | Kpumaueckan  SysWatch 3anpewen  (ACE 502 = #SNSDIR##++#)
664 WIN-MG2LKIN... Hapywenue noautuku kontpona | 16102018 15:06:42 | Kpumaueckan  SysWatch 3anpewen  (ACE 502 = #SNSDIR##++#)
663 | WIN-MG2LKIN... HapyweHue NoAMTUKY KOHTPONA 16.10.2018 15:06:42 | Kpumwueckan  SysWatch 3anpewer | [ACE_302 = #SNSDIR##™"#)
AR2 WIN-MGE2IKTN | Hamauewis nanemaes kostasna 1610 2008 15:06:47 | Knumuuaceaa  SvsWatch 2annamen | [ACE 502 - #SHSOIREE™#
v
Crparmua Ne1{nocnegnss) Mpowno spemer: 00:00:02

It CmeHa napons

PucyHok 112. Bknagka "Jlor" ana komnoHeHTa SoftControl SysWatch

MonHbIN nNepeyeHb
Tabn. 19.

nonen Bkrnagku Jlor ans komnoHeHta SoftControl SysWatch npvBenéH B

Taonuua 19. Nonsa Bknagku "Jlor"” ana SoftControl SisWatch

Nma

NetBIOS-umMs KnnMeHTcKoro xocTa.

WoeHmdwmkaTtop cobbitus

YHUKanbHbIN naeHtMgmkaTop cobbitusa. Ecnm nponcxoaut npuém cobbitua ¢ oyonmpo-
BaHHbIM uaeHTMdmkaTopom, Aybnnpyemas cTpoka noMevaeTcsi KpacHblM LuBeTom. B
crnyyae HapyLueHuWsl LienoCTHOCTY nopsigka MaeHmAdmMKaTopoB (pa3pbiBbl B MOCNEA0Ba-
TenbHOCTW), B OTYET CEepBEPHOro KomnoHeHTa B ypHane Windows 170 sHocutcs coot-
BETCTBYIOLL €e NpeaynpexaeHue. VicknoyeHmem aBnsoTca cobbitusa Tuna Cratyc, ans
KOTOpbIX AaHHbIA NapameTp NPUHUMAET 3HaYeHWs -1 unm -2,

YHuKanbHein ID ycTponcTBa |eTcs emy npy NepBoM oBpaLy eHun KnneHTckoro npunoxenus SoftControl SysWatch

YHMKanbHbIN I/I,Cl,eHTI/I(*MKaTOp KIMMEeHTCKOro XocTa, KOTOprIZ aBToMaTM4eCckn npuceamBa-

cepepy SoftControl Server.

Tun cobbiTns

Tun cobbiTnsa 6e3onacHOC™ (MHUMAOEHTA):
* HapylweHue NOSIMTUKN KOHTPONS;
® KOHTPOJb aKTUBHOCTMH;
¢ OGHOBNEHUe KNUeHTa;
® 3anyck npouecca;

* aHTUBMUPYC;

* U3MeHeHue HacCTpoek;
® cTaTyc;

e BXop Nonb3oBaTens;
* BbIXOZA NMofib3oBaTenNs;
e co6biTna DeCrypt.

Bpewms

[ata n Bpemsi peructpaumm coobitus.
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BaxHoCTb (MpropuTET) COBBITUSI C TOYKU 3PEHMST Yrpo3bl MHOpMaLMOoHHOM Be3onacHocC-
TV KIIMEHTCKOro XocTa:

® 0bBbl4Hag,;

® BbiCOKas;

® KpUTUYECKas.
KaxxgoMy ypoBHIO NproputeTa COOTBETCTBYET CBOM LIBET SAYENKM.

BaxHocTb

[OelictBue B cny4vae cobbiusi TMNa HapyleHUe NOMIMTUKU KOHTPONS:
* yTeHue chamnna;
* n3meHeHue chaunna;
* nepeuMmMeHoBaHue ¢anna;
e ypnaneHue cdamna;
® OTKpbITUE KaTasora;
* yaaneHue KaTanora;
® OTKpbITUE KIll0Ya peecTpa;
® co3faHue KIK4ya peecTtpa;
* yaaneHue Krova peecTpa;
® U3MeHeHue 3Ha4YeHUsi peecTpa;
* yaaneHue 3HaYeHUs peecTpa;
e 3arpy3ka DLL-moayns;
e BBeJeH HeBepHbIA Naponb.
[JelicTBre B cny4ae cobbls TMNa 3anyck npouecca (OdaHHble BLIBOASATCA B OOQHY
CTPOKY):
¢ UHcTtannAaTop: na/Her,
¢ B npodoune: fa/HeT (OTCYTCTBYET, €CMNM Ha KIMEHTCKOM XOCTE OTKIMOYEH NpodmIib
CUCTEMbI UM ecnm B HacTpoiikax %2’ B pasaene KOHTpOmnb akTMBHOCTM CHSAT
dnaxok MpunoxeHus);
¢ UmeeT penctButenbHyto AUIM: ga/HeT (TONbKO 4K UHCTANNATOPOB);
[OelictBue e Benbi cnucok cepTUcMKATOB BKNKOUYEH: Ja/HET (TONMbKO AN MHCTanmsaTopoB);
e CepTtudukaTt B 6enom cnucke: ga/HeT (TONbKO A9 MHCTaNIATOpOB, U ecnm
BKIOYEH 6enblii CNNCoK);
¢ nMobGanbHbIN pexnum o6HoBneHus MO BKNOYEH: ga/HeT (TONbKO 451
WHCTannsaTopoB);
e Bbin nu oTcnexuBaeMbIM: fa/HeET;
e 3anyck B pexume o6HoBneHus MO: ga/Her.
[encTtBue B crnyvyae cobbivsi TMNa aHTUBUPYC:
® 3anyck cKkaHepa;
® 3anyck coopa npocuns;
* 3aBeplUeHUE CKaHUPOBaHUA;
e npocunb cobpaH;
® cKkaHUpOBaHMe OOGbLEKTa.
[OencTtBue B cnyyae cobbitvs TMNa oGHOBMNEHMe:
® 3anycKk oOHOBMNeHUN;
e OOHOBNEeHNe 3aBepLIeHO.
[HelictBMe B cnyyae cobbiusi TMNa U3MeHeHUe HacTpoek:
® HaCTPOWKU U3MeHeHbI NTIOKaNbLHO;
® HaCTPOWKU U3MEHEeHbl CepBEPOM.
HencTtBue B cny4vae cobbims Tvna cobbitna DeCrypt:
e NOTIFY-DEV0;3arpy3ka, Bce YCTPOUCTBa HalAeHbI;
e NOTIFY-PRETEST;3arpy3ka ¢ He3awwungppoBaHHbIM KOHTE MHE POM,;
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¢ NOTIFY-ERROR;Own6Gka npu 3arpyske;
e NOTIFY-PW;3arpy3ka ¢ naponew;
e NOTIFY-DEV1;3arpy3ka, o4HO U3 YCTPONCTB He HalUAeHO;
e NOTIFY-DEV2;3arpy3ka, agBa ycrpoucrtea He HangeHbl (KPUTUYHHO);
e NOTIFY-ACTION: DEV-GET;3anpoc cnucka HangeHHbIX YCTPOUCTB;
* NOTIFY-ACTION: DEV-CHANGE;O6HOBUTL CNUCOK YCTPOMCTB;
e NOTIFY-ACTION: PW-CHANGE;U3mMeHUTb Naponb;
e NOTIFY-ACTION: DISK-ENC STARTED;LLIucppoBaHue aucka Ha4aTo;
e NOTIFY-ACTION: DISK-ENC FINISHED;LLIndbpoBaHMe ancka 3aBepLUEHO;
e NOTIFY-ACTION: DISK-DEC STARTED;Jewmnd poBaHne gucka Ha4yaTo;
e NOTIFY-ACTION: DISK-DEC FINISHED;Jewumc poBaHMe ancka 3aBepLleHoO;
e NOTIFY-ACTION: BOOT-PREPARE;YCcTaHOBUTb CUCTEMHbIN 3arpy34uKk;
e NOTIFY-ACTION: BOOT-CLEAR;YaanuTb CUCTEMHbIN 3arpy34uK.
Cratyc genctsus B criyvyae cobblvs TMna aHTUBUPYC:
® cKaHep 3anyLieH;
e owmnbka Nnpu 3anycke cKkaHepa;
e cKkaHep Oblfl OCTAaHOBIEH;
® ycneLHo;
* HeyaauHo.
Cratyc geinctBusi B cnyvae cobbitnsi Tuna o6HOBNeHMe:
* npouecc OGHOBMEHUs 3anyLUeH;
Cratyc penctsus * owmbKa 3anycka;
®* HOBbIX OOHOBNeHMI He HaWOeHo;
¢ OGHOBNEHWe NpepBaHO Nosfb3oBaTeneM;
® OGHOBNEHUA yCNEeLwWHO YCTaHOBMEHbI;
® HyXXHa nepe3arpy3ska cucTeMbl;
¢ OOHOBNEeHue 3aBepLIeHO C owMnbKkamu.
Cratyc genctBusi B cny4vae cobbimst Tuna cobbitusa DeCrypt:
e SUCCESS;
e FAIL.
CraTyC 3aperncTpMpoBaHHOrO KIIMEHTCKOro KOMMOHEHTA:
® aKTUBEH;
Cratyc KknueHta ® OCTaHOBIEH;
e pab6oTa cnyx6bl Oblna npepBaHa;
e owwmnbka crtaTyca. HeBepHbIA cTaTyC.
[MpunoxeHne UM MHCTaNNSAToOp, Bbi3BaBLLAs COOLITUSI TUMOB HapyLUeHUE MONIUTUKMU
KOHTPOJSi UMK 3anycK npoLecca.

McnonHaembin dpann

— KomaHga, Bbi3BaBLLasi cobbiTMe TMNa 3anyck npouecca.
— WMma obbekTa ¢annoBon cuctembl/peecTpa, B OTHOLLEHUM KOTOPOro NPom3oLLSio cobbl-

KomaHgHas ctpoka
TMe TMNa HapyLeHne NoJIMTUKN KOHTponsa, nunn uva DLL-mogyns, 3arpyxaemoro

npouecca
NpOLIECCOM, BbI3BaBLUMM COObITVE HapyLUeHME MOSIUTUKU KOHTPOSIS.
— HeBepHo BBeAEHHbBIN Naponkb.
Y4éTHasa 3anvcb, NoA KOTOPOW NPOoU3oLwn cobbiTis TMNOB 3anyck npouecca unm
Monb3oBaternb
M3MeHeHUe HacTpoek.
30Ha BbINOMHEHNS NPUIOKEHUS:
* foBepeHHble (paspelléHHbIe);
3oma Aosep (pasp )

® 110 YMOJTYaHUIO (OrpaHNYeHHbIE);
* GriokMpoBaHHbIe (3anpeLleHHble).

e .
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VpeHmdwmkaTop npouecca

YHuKanbHbI nopsakoBbin naeHmdwmkatop npouecca (PID) B OC anst cobbitua mna
3anyck npouecca.

VoeHmdwmkaTop
pOANTENLCKOro npouecca

YHUKanbHbIA NOPSAKOBLIN naeHTMdmkatop pogutensckoro npouecca (PPID) B OC ans
co0bITS TMNa 3anycK npouecca.

Pogutenbckui npouecc

HanmeHoBaHune poanTeENIbCKOro npouecca ana cobbInst TMna 3anyck npouecca.

Pewenne

PelueHuve no 3anycky NpunoxeHus:
® paspelleH;
® 3anpeLleH.
Kaxxgomy pelueHnio cooTBETCTBYET CBOWN LIBET SYENKN.

MpoBepeHo 06BLEKTOB

KonnyectBo 06bEKTOB, NPOBEPEHHbIX B npouecce aHTMBUPYCHOIro CKaHNMpoBaHUA.

Yrpo3 HangeHo

KonnyecTBo HalieHHbIX Yrpo3 B NPOLECCE aHTVBMPYCHOMO CKaHMPOBaHWSI.

Yrpo3 06e3BpexeHo

Konnyectso 06€3Bpe)l(eHHbIX Yrpos3 B npouecce aHTmBnpyCcHOro CKaHmpoBaHus.

BcTpoeHHble cepmdmkaTsl

KonnyectBo BCTPOEHHLIX cepudmkaTtoB, 0GHapyXeHHbIX B NpoLecCe aBTOMaTMHECKON
HacTpoikm (cbopa npodwmnsi).

CepmdmkaTsl KaTanoros

KonnyecTBo ceptudmKkaToB KaTanoroB, oGHapyXeHHbIX B NpoLecce aBToMaTM4eCcKon
HacTpowkmu (cbopa npodwmnsi).

MpunoxeHns

CTaTyc KOHTPOISi aKTUBHOCTU MPUMNOXEHWIA:
® aKTUBHO;
* HeaKTUBHO.

dannosas cuctema

Cratyc KOHTposnsi ¢haifioBON CUCTEMBI:
® aKTUBHO;
® HeaKTUBHO.

CuncTeMHbIN peecTtp

CTaTyC KOHTPOJ1d4 CUCTEMHOIO peecTpa:
® aKTUBHO;
® HeaKTUBHO.

Cemb

CTaTyC KOHTPOJ1A CeTeBON aKTMBHOCTU:
® aKTUBHO;
¢ HeaKTUBHO.

Mmsa BowieaLero
nonb3oBaTens

Y4yéTtHasa 3anucbk, Nnoa KoTopon npousolwén Bxoq B OC KNMEHTCKOro xocTa.

Mmsa BbilegLuero
nonb3oBaTtens

Y4éTHas 3anucb, NoA KOTOpoW npousoLén Bbixod 13 OC KNMEHTCKOro XocTa.

Owwnbka

Kop ownbkn B 6a3e gaHHbIX Ha cepBepe.

Tvn KnNueHTa

Tun KNneHTa, ANs KOTOporo otobpaxkaeTcs OTYET. [Ans 06w ux cobbitun (SysWatch n
DLP) none nmeet nyctoe 3Ha4YeHMe.

[eTtann

Vnoenmdwmkatop (UID) npaBuna, B OTHOLLIEHUM KOTOPOrO NMPOU3OLLISIO HapyLUeHWe Monm-
TUKN KOHTPOSSI.

Nmsa cry>x6bl

CucTtemHoe ums cryx6bl, koTopas Obina 3anyLL eHa/ocTaHOBMEHa.

OTobparkaemoe nms

HassaHune crnyx6bl B ocHacTke Cnyx6b1 OC Windows.

CobbIne cnyx0bl

Cratyc cnyx6bl:
¢ ServiceStarted;
e ServiceFoundRunning;
e ServiceStopped.

Crepytowme cobbiTva cogepxat B cebe pacLLMpeHHyto MHdopmaumio 06 nHUmMaeHTe:

- (]
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CoObiTve aHTMBMPYCHOrO CKaHepa MO3BOSIET MpocMaTtpvBaTb MOAPOOHbIM OTYET O

pe3synbTatax nposeaeHnd aHTUBUPYCHOIO CKaHMpOBaHUA 14

KIMMEHTCKNX XOCTOB.

Otkponte cnmcok cobbiTi Ha Bkriagke Jlor ana komnoHeHta SoftControl SysWatch n

Bbl6epI/ITe cobbiTne TUNa AHTVIBVIpyC C OencTBveM 3aBep|.ueHMe CKaHUpoBaHuA.

UTto6bl BbI3BaTh OTYET C AOMNOSHUTENLHON MHCpOPMaLMEN, BbINOSHATE OOHO M3 CrieaytoLLmX

aevcteui ansa Bbl6paHHOro cobbitvs:

® ABaXObl HAXXMUTE NEBOM KHOMKN MbILLM HA COBbITUW,

® BbI30OBUTE KOHTEKCTHOE MEHI0 Ha)XaTuem I'IpaBOI7I KHOMKA MbIlLM Ha COObITUM W

BblOepute komaHay [MokasaTb A[ononHUTeNbHYKW WHOpMauu cobbiTUs

aHTUBUpyca.

i OTUYET ¢ AonoNHUTENbHOM MHGOPMaLUmen ByaeT OTKPbIT TONIbKO B TOM Crlydae, ecrm

B pe3yribTate aHTUBUPYCHOIo CKaHMpOBaHUA HangeHb! Yrpo3bl (HeHyJ'IeBOIZ CHEeTHUK

B none Yrpo3 HamageHo) WM B Crydae Hammums HeoOe3BpEXEHHbIX Yrpo3 Mnpu

npeablayLwer NpoBepkKe.

B nosasuBLieics gononHutensHow Bkrnagke CkaHep npeactaBneHbl Bce 06bekTbl, coaep-

Xaupe obHapyKeHHble yrposbl no pesynbtatam nposepku (puc. Bknagka "CkaHep

F SoftControl Admin Console.

Daiin  Bug d)wwpu O nporpamme

" 122).

Cobutve A Bupyc

b B Myre: C\TestVirus

Hﬁi MH\Lﬁ@E“\H@ B 8|2l
[ [mrmﬁw]ﬂww}ﬂmw © | Msuenen ; -

JeiicTEne

08e32b20.EXE Backdoor.BifroseTQ
0a7b9215.EXE Gen:Trojan Heur.PT.hrXaaBx0tNai
16¢6ffed.EXE ‘Generic.Hupigon.YQA.BOEDE398
1E1152FF.EXE Backdoor.Kingos.A

1493744 exe Backdoor. Delf.ACF

3c541338.EXE Backdoor.Hupigon.AHE
ACES1BB4.EXE Backdoar.Cmjspy.AM
6c7eTbi0.EXE Backdoor.DelfRZ

8dbcecl0.EXE BackdoorZarniec &
9ddf0Zec.EXE Backdoor.Hupigon.CN

Zapaen
Zapasen
3apaxeH
Zapasken
Zapawen
3apamen
3apameH
Sapawen
Sapamen

SapaxeH

WNzneuen
Wzneuen
Mznsusr
WNzneuen
W3neuen
Wzneuen
Waneuen
WNzneuen
WMzneuen

Wznsuen

I"Mm napons !I

PucyHok 113. Bknapka "CkaHep"
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MonHbIM NepeyeHb nonewn Bkagku npyeeaér B Tadn. 20.

Ta6nuua 20. Nons BKNagku "CKaHei "

CobbiTne [ata n Bpemsa oKOHYaHWs aHTUBUPYCHOrO CKaHMPOBaHMS.
My KaTtanor pacnonoxeHusi obbekta B (banioBovi CUCTEME KITMEHTCKOrO XOCTa.
dann Vms obbekTa.
Bupyc HanmeHoBaHMe BpegoHOCHOrO KoAa, KOTOPbIM 3apaXKEH OOBLEKT.
PesynbTaT aHTMBUPYCHOro CKaHMPOBaHWS:
e Yucr;
e 3apaxeH,;
PesynbTar ¢ Mopo3purteneH;
e OwwunbKa;

e Owunbka neyeHus;
e OwmnbKa nepemMeLLeHUs;
e Ownbka yaaneHwus.

[encTtBue, BbINOMHEHHOE ANA AaHHOro obbekTa no pe3ynibTataMm aHTMBUPYCHOIo CKaHnpo-
BaHUA:

e U3sneueH;
Oenctsue ¢ epemelleH;
¢ MponyueH;

* YpaneH;

e HeT pencrBus.

CoObITEe N3MeHeHNs HacTpoek

CoObiTve M3MeHeHust HaCTPOEK MNMO3BOJIAET NMpoCcMaTpmBaTb MOSHbIN CMNUCOK U3MEHEHUA B

koHdurypaumm SoftControl SysWatch. Hactponkun SoftControl SysWatch moryt 6biTb
M3MEHeHbI crieayroLymm cnocobamu:

* agMuHMCTpaTopoM Yepes SoftControl Admin Console

® flokasibHbIM NOSb30BaTESNIEM C MNOMOLLBIO:
— ' nporpammel;
— MPUMEHEHUST KOHPUrypaLMOHHOro danna.
Otkponte cnmcok cobblTn Ha Bkriagke Jlor ana komnoHeHta SoftControl SysWatch n
Bblbepute cobObiTe Tuna WM3meHeHuMe HacTpoek. YTobbl Bbi3BaTb OTY4ET C

OOMNOSNHUTENBHON  MH(bOpMaUMen, BbINOMHATE OOHO M3  Criedyloumx OevcTBuA  Ons
BblIOpaHHOro cobbITKA:

® ABaXObl HAXXMUTE FIEBOM KHOMKN MblLLN HA cobbiThK;

® BbI3OBUTE KOHTEKCTHOE MEHI0 Ha)XaTuem npaBon KHOMKW MbILLM Ha COObITUM W
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Bbl6epVITe KOMaHOy Moka3aTb AONOJIHUTEeNIbHYHO MH(bOpMaLIVII-O cobbITUA

N3MEeHEeHUNA HAaCTpoOeK.

@aiin  Bug Ounetpel O nporpamme
= o 3 o oA | 8 L mY 3
g8 @iy O [0 o B
m Wamenennsie HacTpoiiin hd
TMepeTanuTe C1oa MBILLIKOR 33TONOBGK KODHKM AR FPYNNMPEEKN A3HHEIX N0 Hed
WMuma HacTpoiiki 3HaueHMe HacTpoikn
[ JKoHTpons akmeHocTu/Paiinosan cuctema Brarouel Y
Kentpons akmeHocT/CeTs Brmoueno
KonTpone akmveHocTu/Mpunoxenna Braroueno
Kontpone akmveHoct/Peectp Brarouero
Karmpans axmsHocra/Braiosmms Brnrosens
WHumaeHTE Bratounts asTomaTnueckyo oBpabotky Brarouero
WHumaeHTE/BraounTs TaliMayT anepTa 3anycka NPMASKEHUS HE B npagune Boikmoueso
WHumaeHTE 32Ny CK NPUACKEHUA HE B Npoduae 3a6noKkMpoBaTs (NC yMOAYEHNIO)
WHuMaeHTE/ A AMTeNbHOCTL aNepTa 3aMycka NPUNOXEHUA HE B Npodune 1
WHumaenTal/BiirounTs TaliayT anepra 3anycka HENOANMCAHHOM NPOTPaMMEI YCTaHOSKY Briknioueno
WHumMaeHTEY 3amyck HEMOANMCEHHOR NPOTPaMMEl YCTEHOBKN 3a6n0kMpoEaTs (MO yMONYaHNID)
MHUMARHTLY AMTeNLHOCTL aNepTa 3aMycka HEMOANNCAHHOHA NPOTEaMMEl YCTaHOBKM 1
WHumaeHTe/BrarounTs TaliMayT anepTa HapyWeHHa MOAMTMKA KOHTPOAR Brikntoueno
WHumnaenTe/Hapywenne NoaAuTHKK KOHTPONS 3anpeTute
MHUMAeHTEY [INMTENBHOCTS NEPTE HAPYLWEHVA NOMUTUKKN KOHTPONRA 1
KoHTpone akTMEHOCTA/YAZAATE UHGOPMALIWIO O NPHUACKEHNAY, HE 3aNYCKasWMxcA Bones (gHed) o
Bawa naponew/Visuerenie csoiicTs nporpansl Buiknioseno
3awwTa naponem/YAaneHMe Nporpammel BrarousHo
DeCrypilicense 4D35A4QU-PWS2V763
YcrpodcTea/3anpeTiTe 3ETO3aNYCK ANA BCEX YCTPOHCTS Brixntoueno
KoHTposb akmeHoCT/3anpeTiTs Bcem Mogndukauuio PE-dainos Boixnouero
KorTpase aktsHocTa/3anpeTih spinonHeHme CKpUNTos Buiknioseno
KDHTEOAb awEHQGM‘SEHEETWTh Shewnee vopaeactve cn@oﬁ Brarouero E
=

PucyHok 114. Bknagka "M3aMeHeHHble HaCTPOUKKN"

B nosiBuBLIENCA AOONOMHUTENBbHOW BKragke W3meHeHHble HACTPOMKWU MpeacTaBlieH

nepevyeHb Hactpoek SoftControl SysWatch ¢ ykasaHnem wux HOBOro COCTOSHUA

(pvc. Bkrnagka "Vi3meHeHHble HacTporku'" '2%).

MonHbIN NepeYeHb Nonen BKNaaky NnpuBeaéH B Tabn. 21.

Taonuua 21. Nonsa Bknaaku "UsMeHeHHbIe HaCTioﬁKM“

Mmsa HacTponku HasBaHue HacTponKu.

3HayeHne HaCTPOViKM 3HauyeHne HacTPOMKK, Ha KOTOPOE OHO BbINo M3MEHEHO B pedyrbTaTe coBbITUs.

4.8.2 OTtueTtnbl SoftControl DLP Client

Bkrnagka Jlor npenoctaBnsieT BO3MOXHOCTb MPOCMOTPA OTYETOB MO AaHHbIM, COOMpaeMbIiM

SoftControl DLP Client Ha kreHTCcknx xocTtax (puc. Bkrnagka "llor" ana komnoHeHta SoftControl
DLP Client ™).
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e e |
-
Pepaktvposate dunsTp
MepeTannTe C1048 MbILIKOH 3arONOB0K KONOHKA AAR TPYNNMPOBKN AGHHLIX N0 HeR
Tun cobbitna -~  BaxHocms Tun Knventa ‘Onucanue npouecca IMyTe k npoueccy
1 FA..  Monutop knasuatypel 20.04.2017 19:32:36 Bricokan DLP MposoaHux CAWINDOWS\EXPLORER.EXE (;
2 FA.. | Bpewms paBotel 20.04.2017 19:35:18 Bricokan DLP MposoaHux CAWINDOWS\EXPLORER.EXE
3 FA.. Bpems paBote 20.04.2017 19:35:30 Buicokan DLP Safe’'n'Sec @ Client Module CAPROGRAM FILES\SOFTCONTRO..,
4 FA.. Bugeo 20.04.2017 19:39:10 OBeiunan DLP
5 FA.. Bpems paBotm 20.04.2017 19:39:14 Beicokan DLP Aucnetuep sagas Windows | CAWINDOWS\SYSTEM32ATASKMG...
6 FA.. |Bpemn pabota 20.04.2017 19:39:34 Buicokan DLP Mposoanuk CAWINDOWS\EXPLORER.EXE
7 FA.. |Bpema paBotul 20.04.2017 19:39:36 Beicokan DLP Aucnetuep sagas Windows | CAWINDOWS\SYSTEM32ATASKMG...
8 FA.. | Bpems paBoTt 20.04.2017 19:44:55 Buicokan DLP Safe'n'Sec ® Client Module CAPROGRAM FILES\SOFTCONTRO...
9 FA..  Bpems paBoTwl 20.04.2017 1%:53:47 Buicokan DLP Safe'n'Sec ® Client Module CAPROGRAM FILES\SOFTCONTRO...
10 FA.. | Buaeo 20042017 20:00:00  Obemmwan  DLP
11 FA.. Bpems paBiott 20.04.2017 20:01:51 Buicokan DLP 3actasxa "Bxon B cuctemy” CAWINDOWS\SYSTEM32\LOGON....
12 FA.. |Bpewms paBotw 20.04.2017 20:06:51 Buicokan DLP Awcneryep sagas Windows CAWINDOWS\SYSTEM3Z2ATASKMG...
13 FA.. |Bpews paBotm 20.04.2017 20:15:39 Buicokan DLP 3acrasxa "Bxon B cucremy” CAWINDOWS\SYSTEM32A\LOGON....
14 FA.. | Bpewms paBotw 20.04.2017 20:15:43 Buicokan DLP Awcneryep sagas Windows CAWINDOWS\SYSTEM3Z2ATASKMG...
15 FA.. |Bpewms paBotm 20.04.2017 20:16:03 Buicokan DLP Safe'n'Sec & Client Module CAPROGRAM FILES\SOFTCONTRO...
v
[VI[Tan knuera] = 'DLP'» 28
Crparsga N1 (nocneguss) Npowsno spemeru: 00:00:12

; |cuena rapora |

PucyHok 115. Bknagka "Jlor" ana komnoHeHTa SoftControl DLP Client

MornHbIn nepedeHb nornen Bkragkm Jlor ons komnoHeHta SoftControl DLP Client npuBegéx B

Tabn. 22.

Taonuua 22. Nonsa Bknaaku "Jlor" ana SoftControl DLP Client

Nma

NetBIOS-umsa knnmeHTcKoro xocta.

WoeHmdwmkaTtop cobbitms

YHUKanbHbI naeHmdmkatop cobbitusa. Ecnm nponcxoaut npuém cobbitna ¢ oyobnmpoBaH-
HbIM MaeHTUdMKaTopoM, AybnMpyemasi CTpoka NomMeyaeTcs KpacHbiM LiBeToM. B criyyae
HapyLUeHWs1 LieNoCTHOCTY Nnopsiaka MaeHmdmMKaTopoB (pa3pbiBbl B MOCNEA0BATENBHOCTH),
B OTYET cepBepHOro KoMnoHeHTa B XXypHane Windows 179 BHocuTcs cootBeTcTBytOL €€
npegynpexgexuve. VicknioveHnem aBnaoTcs cobbltust Tuna CraTtyc, AN KOTOpbIX AaH-
HbI MapamMeTp NPUHUMAET 3HavYeHns -1 unm -2.

YHukaneHbi ID
yCTponcTBa

YHUKanbHbIA NOeHTMMKaTop KMMEHTCKOro XOCTa, KOTOPbIA aBTOMaTU4ECKUN MprCcBavBaeT-
csa emy npu nepeom obpal eHnmn knneHTckoro npunoxkenns SoftControl DLP Client k cep-
Bepy SoftControl Server.

Tun cobbiTns

Tun cobbiTnsa cbopa AaHHbIX:
* no6aBreHo yCTPOMUCTBO;
* BrOXeHue;
e chann;
e HTTP;
® MOHMTOP KnaBuaTypbl;
® MpPUHTEP;
* peecTp;
® YCTPOWMCTBO OTCOEAUHEHO;
e BpemMA paboThbl.

Bpems

[aTta n Bpemsi pernctpaumm coodbitus.
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BaxHoCTb (MpropuTET) COOLITUSI C TOYKU 3PEHMS YTrPO3bl MHOPMALIMOHHOM Ge3onacHOCT!
KIIMEHTCKOro xocTa:

® 0bOblvHasg;

® BbICOKas;

® KpUTMYeCKas.
Kaxgomy ypoBHIO NpuoputeTa COOTBETCTBYET CBOWN LIBET AYENKM.

BaxHocTb

CraTyc 3aperMcTprpoBaHHOrO KIIMEHTCKOrO KOMMOHEHTA:
® aKTUBEH,;

CraTtyc knueHTa ® OCTaHOBIEH,;

e paboTta cnyx6bl Oblna npepBaHa;

e owmbKa cTaTyca. HeBepHbIA cTaTyc.

MyTs K npoueccy, BbidaBaBweMy cobbive Tvnos cdaun, peectp, HTTP, moHuTOp
KnaBuaTypbl, BpeMsl paboTbl, NPUHTEp, BNOXeHUe.

OnuncaHue npouecca, Bbi3BaBLLero cobbivme Mnos ¢ann, peectp, HTTP, MoHuTOp
KnaBuaTypbl, BpeMs paboTbl, NPUHTEP, BIOXEHUE.

MyTs K npoueccy

OnucaHne npouecca

Y4éTHas 3anvcb nonb3oBaTens, Nog KOTopoK Obin 3anyLyeH NpoLuecc, Bbi3BaBLUMIN COObI-

Monb3oBaternb e vnoB ¢phann, peectp, HTTP, MoHUTOp KNaBnaTypbl, BpeMsi paboTbl, MPUHTEP,
BJIOXEeHMUe.
P IP-agpec HasHaueHus HTTP-3anpoca gns cobbima una HTTP.
Url URL HasHaveHus HTTP-3anpoca ans cobbitna una HTTP.
3aronoBok 3aronoBok HTTP ans cobbitns Tmuna HTTP.
Tun onepauun Hag HabnogaembiM 06bEKTOM A8 cobblviA TMNOB ¢hann 1 peecTp:
® yTeHwue;
® 3anuchb;

Macka goctyna
* ynaneHwue;

® fMepenmMeHoBaHuUe,;
® U3MeHeHue.

JlokankeHbI NyTb K TEeHEBOW Konuu Habmogaemoro oobekta ¢ MmeHeM Buaa <[osHoe
PesepsHas konus umsi opueuHarnbHo2o obbekma>_<N>.bkp, roe N — nopsaaKoBbIn HOMEpP COXpPaHEHHOM
Konuu, ans cobbimmin TMnos doann n peectp.

MyTs Kk danny-BrnoxeHuto B No4toBoM kimeHte Microsoft® Outlook® 2003 gnsa cobbims
TMNa BMNoXeHwue.

MyTe K danny-BnoXxeHuo

My Kk danny Myt kK HabnogaemoMy kaTanory unm danny gns cobbimst Tuna dpann.

Tun HocuTens, Ha KOTOPOM pacnosnaraeTcs Habnaaembln Katanor unn dann ans cobbl-
™s TMna dann:

® nokasbHbI HOCUTEb;

® CbeMHbIM HOCUTETb.
MyTb kK HAbnogaemMomy pasfeny peecTpa Unu napameTpy pasferna peectpa Ans cobbivs
TvNa peecTp.

Tvn gucka

Betka peectpa

BpeMFI 3anmcu cobbitns [aTa 3anucu BBOAAa C KnaBuatypbl And cobbiTMs Mna MOHUTOP KNnaBUuaTypbl.

TekcT, BBeOEHHbIN Nonb3oBaTenem ¢ Knasuatypbl, Ans cOObITUsi TMNa MOHUTOP
KnaBuaTypbl.

Oetanu OnncaHue UCToYHMKa nevyam Ans cobbiTMA TMNa NPUHTEP.

ID nepudpepuitHoro yctponcTea Ans cobbimuii TMNOB fo6aBneHO YCTPOMUCTBO U
YCTPOMCTBO OTCOEAUHEHO.

3anucaHHble gaHHble

ID ycTtpoiictBa

Knacc nepudepuinHoro yctponcTtea ans cobbimiii TMnoB Jo6aBneHo yCTPOMCTBO 1
YCTPONCTBO OTCOEAVHEHO.

- (]
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OnvcaHune nepudepuiitHOro ycTporcTea Ans cobbimiii TMNoB A06aBeHO YCTPOMUCTBO U

OnwncaHuve ycTtponcTea .
YCTPOMCTBO OTCOEAUHEHO.

Bpems ctapta Bpems Hauyana paboTsl ¢ NpuroxeHnem Ans cobbiusi TMna Bpems paboThbl.
BpeMsi okoHYaHus BpeMsi okoHYaHMsA paboTbl C NPUIOXeHWEM A5 cobblIUs TUNa BpeMsi paboThbl.
MpogormkutensHOCTL MpopomkutensHOCTL paboTsbl C NPUNOXEHWEM AN cobblTMa TUNa BpeMsi paboThbl.
WHoekc danna WHpekc dranna ansa cobbitn Tuna HTTP.

Tun knneHTa, ANa KoToporo otobpaxkaeTca oT4ET. [Ans obwyux cobbimmn (SysWatch n

Tun knueHTa
DLP) none nmeeT nyctoe 3Ha4yeHve.

CobbiTua TvnoB ¢hann, peectp M HTTP BbigenaoTca B OTYETAX LBETOM, €CIM cogepxart B cebe

AonoJiHuTerbHble OaHHbIe (BI/ILI,eO3aI'II/ICI/I, TEHEBbLIE KOI'II/II/I) (pVIC. KOHTEKCTHOE MeH cobbiTus ¢

[ONOMHUTE b HBIMU AaHHbIMU 27).
| | |
o’ Buaeo DLP
Epemn patoTe 5 Bricokan
Teneean konwa DLP
MoHWTop KnasraTy] 0 Bricokan

PucyHok 116. KoHTeKCTHOe MeHI cCOObLITUA C
[OMNONHUTENbHbIMU AaHHbIMU

MpocmoTp Buaeosanucen
SoftControl DLP Client coxpaHseT nocrnegoBaTenbHOCTb CHUMKOB 3KpaHa KIMEHTCKOro
XOCTa, KOTopas MOXeT ObiTb BOCMNPOU3BEAEHA KaK BMOEO3aNNCb B KOHCOSM yrpaBrieHus.
Ona cobbiTvin TvnoB dann, peectp u HTTP goctyneH npocmoTp Buageo3anucen, ecrm B
HacTponkax Habriogaembix OObEKTOB BbICTaBfieHa onuus 3anucb Bupeo. Boizosute
KOHTEKCTHOE MEHIO HaXXaTveM NpaBOW KHOMKM MbILLM Ha COBbITvM 1 BbiBepuTe NyHKT Buaeo

DLP, u4tobbl OTKpbiTb Buageosanucb  (puc. KOHTEKCTHOE ~ MeEeHH  cobbiTua €
127)

AOornoJIHUTESTIbHbIMW AaHHLIMW

B nosiBMBLIEMCSI OKHE MpPOMWrpbiBaTENA HaXXMUTE Ha KHOMKY 3arpy3uTb W yrpaersiunte

BOCMpPOU3BEAEHEM C MOMOLLBIO KHOMOK (puc. [NpourpeiBaTtens_sugeosanvcen SoftControl

DLP Clientm), npegHasHavyeHne KoTopblix NpmMBeneHo B Tabn. 23.
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I MNpourpeisatens DLP sugecsanuceii

A

PucyHok 117. MpourpbiBaTenb Buaeosanucen SoftControl DLP
Client

Taonuua 23. AnemeHTbl yripaBrieHUSA BuaeonpourpbiBsaTens

File Ed#t Format View Help
wWrite some data 1

LleHmpanusosaHHoe yripasneHue CUB]

' |Bocnponsec BocnpousseaeHue 3anmcy.
@ |Naysa Mayaa BOCNpPOM3BEAEHMS.
Q) |[Cron OcTaHOBKa BOCMPON3BEaEHs.

i [ns koppekTHo 06paboTkm 3anmcen cepBepHbiM kKoMnoHeHToM SoftControl Server
B OC Microsoft® Windows® Server 2008 R2 n Microsoft® Windows® Server

2012 / 2012 R2 Heobxoavmo npenBapuTenbHO YCTAHOBUTH LOMOSHUTENbHBIN

CUCTEMHbIN KOMMOHEHT BosmoxHocmu paboyezo cmorna (Desktop Experience).

YKazaHusi Mo YCTAHOBKE AaHbl B MPUMOXEHN .

= MpocMoTp TeHeBbIX KONUK

[ns cobbiTui TMNOB ¢hann 1 peecTp AOCTYNEH NPOCMOTP TEHEBbLIX KON OOBEKTOB, €Crm

B HaCTpOVIKaX HabrniogeHuss ons AaHHbIX O6BLEKTOB BbICTaBsfieHa onums TeHeBas KOMUA.

BbI30BUTE KOHTEKCTHOE MEHIO HaXkaTuem I'IpﬁBOI7I KHOMKN MbILLM Ha COObLITUN, Bbl6epI/ITe
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MNYHKT TeHeBas konua DLP (pI/IC. KOHTEKCTHOE MEHK cobbiTiA C A0NOMHUTENbHBIMUN

nanHbIMK 2’) 1 B nosiBuBLLEMCS OkHe MpocmoTp TeHeBoit konun DLP Haxmute Ha

KHOMKYy OTKpPbITb, 4TOObI MPOCMOTPETb COXPAHEHHYD KOMWUIO YyKasaHHOro obbekTa

Ha6roaeHus (puc. TeHeBas konvsi 0GbekTa HabrogeHVs =)

MNpocmoTp TeHescd konww DLP

Ob6bekt Habawgersua: CATESTFOLDER
WFILE_TO_WRITE.TXT

PucyHok 118. TeHeBas konusa o6bekTa
HabnioaeHus

4.8.3 PnnbTpaumsa codobITUN

CTpaHu4yHOe oToOpaxeHue

MHCbOpMaLI,I/IFI Ha Bknagke Jlor 0To6pa>KaeTc9| B MOCTPaHM4YHOM peXnme. Orpan-leHvle

MaKCMMarsibHOro KOfM4ecTBa CoObITUM Ha CTpaHuue 3adaéTca B HAaCTpoMKax uHTepdpenca

SoftControl Admin Console **' (no ymordaHuio — 10 000 cobbITuii).

i He pekomeHayeTcsi BbICTaBMsATb 3Ha4YeHNe napameTpa Pasmep cTtpaHuubl
co6biTnn 6onbumm 100 000 cobbITHI Ans NPeaoTBPALLEHNST CHDKEHNS

npom3BoauUTESIbHOCTU.

3anucn B Tabmmue BKNaaku ynopAaao4deHbl Nno ctpaHnuam B MPAMOM XPOHOJIOrM4eCKOM
nopdake, 1.e. CtpaHuue C HanbOob LLMM HOMEepPOM COOTBETCTBYET MNocreaHAAa no BpemMeHn
nopuu4a COObITUI. |_|pl4 OTKPbITUMN BKIMAaQKN 3arpyxaeTcAd nepsas ctpaHuua. ,D,J'IFI HaBurauumnm
no cCTpaHvuam VICI'IOJ'Ib3yl7ITe COOTBETCTBYIOLLME KHOMKN B HWKHEN 4acTuU BKIlagku

129

(pyc. HaBurauma_no ctpaHuuam ). llepexon ocywecTBndeTcs TOSMbKO Ha cocefHue

CTpaHnubl.

[ Mepean cTpaHULa | [ Mpeabaywans cTpaHULE l Crpanuua N22(nocnegHan)

PucyHok 119. HaBurauusa no ctpaHuuyam

MpynnupoBKa AaHHbIX

MHdopmauma Ha Bkragke Jlor MOXeT rpynnMpoBaTthbCs Mo BCEM MNOssM (KaTteropusam) ans

NI =.

ww w .safensoft.com


http://www.safensoft.com

Control Service Center Bepcus 4.6.5 Pykoeodcmeo adMuHucmpamopa

Llenmpanu3osaHHoe yripasneHue CUB|

yoobctBa oTtobpaxeHusi. [onsmu (kaTeropusamu), no KOTOPbIM BO3MOXHO MNPOM3BECTU
rpynnNMPOBKY Ha AononHUTENbHOW Bkragke CkaHHep, aBrsotca MyTb (M0 ymomHaHuio),
Bupyc, Pesynbtat 1 [encrtBue. [na rpynnupoBKM MO KaTeropusam nepetaumre
3arosioBOK KOJIOHKM Ha MaHesb, PacnosioXXEeHHY0 Mexay 3aroflioBKOM Tabrmubl 1 rpynnom

KHOMOK BKIMaJKu (CM. pUCYHKM, HaunHasa ¢ Bknagka "Jlor" ana komnoHeHta SoftControl DLP
124

Client"® n po TeHeBas_konus o6bekTa HabmofeHus > B pasgerie Bbile 2*). Ecrm

rPynnMpoBKa MPOU3BOAUTCS MO HECKOSIbKMM KaTeropusim, TO MpUopuTeT (BIIOXEHHOCTb

KaTerole|7|) YMEHbLAETCA CrieBa HanpaBo B 3aBUCUMOCTU OT PacCrnoJioXKEeHUA Ha NaHes .

PunbTpaumsa ¢ UCnosib3oBaHMEM NpeayCcTaHOBNEHHbIX (pUNbLTPOB
B SoftControl Admin Console npeaycMoTpeHbl BCTPOEHHble (UrbTPbl AN BblIOOPKK
CcobbITUI.
UTto6bl NPUMEHUTL MPEAYCTAHOBSIEHHbIE B NporpammMme obuype ounbTpbl, OTKPOUTE MEHIO
®dunbTpbI 1 BbIGEPUTE OOVH U3 BAPUAHTOB:

* [To ymon4yaHuio — otobpaxkeHe BCeX TUNOB COObITUI MO NOSAM, HECYLLUM OCHOBHYHO

MHOPMaLMIO (MPUMEHSIETCS MO YMOSHAHMIO MPWU OTKPbITUM BKMAAKK).

* [MonHbIN BNA — oToOpakeHne Bcex TMNOB COObITUIA MO BCEM BO3MOXHbLIM MOJISIM.

» Ctatyc — oTobpaxeHne cobbITUN NO UBMEHEHMIO CTaTyCa KIMEHTCKMX NPUSIOXEHWN.

= OGHOBNEHMe KnueHTa — OToOpaxeHne cobbiTui Mo OOHOBMIEHWMIO KITMEHTCKMX

NP UIIOXEHNI.

YTtoObl MpUMEHUTb MNpeayCcTaHOBIEHHbIE (PUIbTPbl, COOTBETCTBYIOLLME TUNAM COObITUM
KrmeHTckoro komnoHeHTta SoftControl SysWatch, oTkpoiite meHio PunbTpbl — PUNbLTPLI
co6biTun SysWatch v Bbibepute oavH 13 BapmaHTOB:

= Bce;

» HapylieHune nosIMTUKN KOHTPONS;

* KOHTPONb aKTUBHOCTMH;

= 3anyck npouecca;

* AHTUBUPYC;

* A3MeHeHUue HacTpoeK;

= Bxoa nonb3oBartens;

* Bbixoa nonb3oBaTens;

= Co6bITUe CNyXObl.

UTtoObl MpUMEHWUTb NpeaycTaHoBIieHHble UIbTPbl, COOTBETCTBYIOLME TWUNaM COObITUN

EE———————————— -
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KnmeHTtckoro kommnoHeHta SoftControl DLP Client, oTtkponte MeHO ®PunbTpbl —
®dunbTpbl cobbiTUN DLP 1 BbIGEPUTE OOVH U3 BApUAHTOB:

= Bce;

» lo6baBNeHoO yCTPOUCTBO;

= BnoxeHue;

= dann;

= HTTP;

* MoHMTOp KNaBuaTypbl;

* MpuHTeEp;

= PeecTp;

* YCTPOUCTBO OTCOEANHEHO;

* Bpemsi paboThbl.

L .
l cDVIJ'IpraLI,I/IFl NMPUMEHAETCA TOJIbKO K 3anncAM TEKYLLEN CTPaHULbI.

Mpwn Harm4mMm 6ornbLIOro KonmyecTBa cobbliTu BO BpeMs paboTtbl unbTpa oTobpaxaetcs

MHOWKATOP BbIMNMOJIHEHUA. I'IpM HeO6XO,E|,VIMOCTI/I npouecc MOXHO OCTaHOBUTb.

®dunbTpaums ¢ MCnonb3oBaHWEeM NONb30BaTENbLCKUX (PUNbTPOB
BO3MOXHO CaMOCTOATENbHO HACTPOUTL MapameTpbl BbIBOPKM 1 COXPaHUTL WX B Ka4eCTBE
HeCTaHOapTHOro  urbTpa, KOTOPbIM BbI3bIBAETCA W3 MeHlo  ®PunbTpbl  —>
Monb3oBaTenbckue UNbLTPBI.
[ns no6aBrieHnst HOBOTO MOMs B TabrLYy TeKyLLEit BKIaAKW HaxMuUTe KHOMKy BbiGpaTh Ko-
NOHKM 1 nepeTalyTe Tpebyemoe nore 13 okHa Bbi6op KonoHok (puc. BuiGop kornoHok ')
B HeobXooMMoe MecTo 3arorioBka Tabmmubl. [NA yganeHus CylecTBYIOLEro Mons

nepetaumrte ero B okHo Bb160op KOnoHoK, nMbo 3a npegenbl 3arorioBka Tabnmubl.

- (]
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Buibop konoHok

i
BoipoetHkie cepTHbMKATH
AelcTene

CATOP C

Wasnmudukatop cobbimaa

WmMs Bomeauiero nobso...

[T

CepTdiiKaTel KaTanoros

C

c
>
Ceth

PucyHok 120. Bbi6op KONOHOK

[ns Toro 4yTobbl OThUNbTPpOBaTh BbIGOPKY MO 3HAYEHUAM MOSIEN, NepemMecTuTe Kypcop
MbILLW Ha Ha3BaHWE MOSS N HAaXMUTE NIEBOW KHOMKOW MbILM Ha MOSIBUBLLEMCS 3HAYKe
Krtoya, nocrie Yero ykaxute Kputepuin BblOOpKM B BbiMagarowem cnmcke (puc. PunbTp no

nomio '%?).

dunbTpaumio BbIGOPKN MOXHO MPOU3BOAUTL MO HECKONMbKUM MONSM OOHOBPEMEHHO. B
3arorioBKax rnosen, no KOTopbIM NPOU3BOAMTCH UNbTPaLUS, 3HAYOK Krtoda oTobpaxaeTcs

NOCTOAHHO.

(Mycroe)
(He nycTae)
Bricokan

Kputnueckan

ObmuHan

PucyHok 121. ®unbTp no nonio

B SoftControl Admin Console cylecTByeT BO3MOXHOCTb TOHKOW NOACTPOVKN NapamMeTpoB
BblOOpkM C nomoukto cpeactesa Pepaktop dunbTpa. Ecrm Ha Bkragke Jlor
npou3BOAMTCA uUrbTpauma NO KakoMy-rMbo U3 Monen, B HWKHEW YacTu BKIALKK
oTobpakaeTcs CTpoKa napameTpoB purbTpa.

[lns BbI30Ba OKHa pefakTtopa HaxXmute KHOMky PegaktupoBatb (hunbTp B NpaBon YacTu

cTpoku napameTpoB. OKHO peaakTopa nokasaHo Ha puc. Pegaktop dunbTpa 2.

R N—————
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ME

Tun cobwmua Paeen PolicyViclationEvent €

Epema Mexcay 01.10.2012 17:30:00 v 01.10.2012 18:00:00 &

[ OK ][ OTimeena H MpumenuTs

PucyHok 122. Pepaktop chunbtpa

B nepBo cTpoke pegakTopa KpacHbIM LIBETOM yKa3aHO florMyeckoe ycrioBue, no KOTopomy
obbeauHaTCA napameTpbl purbTpa. [Ana UsMeHeHUs1 fIorMY4eCcKoro YCrioBUS HaXXMUTE Ha
HEro neBOW KHOMKOM MbIWM, NP 3TOM B BbiMagaloWEM MEHIO OOCTYMHbl cregyloume
riornyeckme onepaTopsbl:

° [/|;

* NN,

* He U;

* He UJN.
Ona pobaBrnenvs HOBOro napameTpa unbTpa BblibepuTe nyHKT MeHio [lo6aBuTb
YcnoBue, ibo HaXXMUTE Ha 3HAYOK NIKocCa OKOSIo fiorndeckoro ycrnosus. [ns ngobasreHns
napameTpa punbTpa, COCTOSALLIErO U3 HECKOMbKMX NapamMeTpoB, 06 beaANHEHHBIX MO CBOEMY
FIorM4yeckomy ycrioBumio, Bblbepute nyHKT MeHio flo6aBuTtb Mpynny. PaboTta ¢ anemeHTamu
rpynnbl aHanornmdHa pabote ¢ anemeHtamm obwero cnvicka. Bo3amoxHo cosgaHue
BJIOXEHHbIX rpynn. Ona o4nucTkM unbTpa BbiGepute NyHKT MeHio OYMCTUTL BCE.
Haxmute OK, 4yTobbl cOXpaHuTb napameTpbl hurnbTpa.
CuHTakcuc CTpokn napameTtpa unbTpa BbIMMSAWT cregylouwmm obpasom: <mose, 110
Komopomy rpoudsooumcs unbmpayusi> <ycriogue> <aHadyeHue>. Kaxgbln anemeHT
CTPOKMN NapamMeTpa MOXHO M3MEHUTb, HaXKaB Ha Hero. BapmaHTbl ycrioBms aBToOMaTUYECKM
onpeaenanTca UCXOAs U3 TvMna Mnons.

ﬂ,J'IFI ynopaaovnBaHnAa AOaHHbIX B Ta6n|/|u,ax BKIMaaokK Mo OI'Ipe,D,eJ'IéHHbIM noyiiM Haxmute

- (]
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NeBOoWi KHOMKOW MbILLK Ha TpeByeMOM Nore 1 OAMHOYHLIM HaXkaTueM 3ajJaiTe HanpasBneHve
COPTUPOBKU, KOTOPOE 0603HaYaEeTCs CTPENKOW NpaBee HasBaHUsA Nons.

YUToObl COXpaHUTL NOTyYEeHHY0 C NapameTpaMu Nonb3oBaTens BblOOPKy AN AanbHewero
UCMOMb30BaHUsA, Haxmute Ha kHonky CoxpaHWTb HAcTPOWKM Buaa, BBeauTe UMS

burbTpa B NOSIBUBLUEMCS OKHe U HaxkmuTe OK (puic. CoxpaHermne hunbtpa ).

CoxpaHnTe HACTPOWKK TEKYLIETD EMAA

BeeguTe uma puabTpa: Monesosatensckuil dunep 1| l

| ok || omena |

PucyHok 123. CoxpaHeHue ¢unbTpa

9 o
l (DI/I.I'IpraLlI/IFI NPUMEHAETCA TOJTbKO K 3alncAaM TeKyLLen CTpaHuubl.

Mpwn Hamm4mMm GonbLUOro KormdecTBa cobbiTUA BO Bpems paboTbl hurnbTpa oTobpaxaeTcs

MHOWKATOP BbIMNMOJIHEHUA. I'IpM HeobxoanmocTn npouecc MOXHO OCTaHOBUTDL.

4.8.4 MNMeyatb 1 3KcnopT B (hannbl OTYETOB

B SoftControl Admin Console cylwecTByeT HECKOSbKO BO3MOXHOCTEN 3KCMOpTa HaKOMIEHHOM

MHpopMaLIM B OTHETAX KIIMEHTCKUX NPUMOXKEHUNA.

[na BbIBOAA OTYETa Ha NevaThb NpousBeanTe BbiIGOPKY C MOMOLLBI0 HEOBXOAUMbIX UMLTPOB 2% 1
HaxxmMuTe Ha kHorky Me4yaTb. B OTKpbIBLUEMCSH OKHE MpeaBapuTENbHOrO MPOCMOTPA MOXHO
3agate HacTtpouku cTpaHuubl M MacwTtab Cc NOMOWLI COOTBETCTBYIOLMX KHOMOK

(pvic. MpeaBapuTerbHbI NPOCMOTP nevaTn ).

- (]
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Mpeagaputenshrii MpocuoTp:

DB o HISE S SAC e @@ BBy -

[Tun cobemun Bpenn Baxnocrs

‘MM!I: VM-AS-W51ENX86

3anyck npougecca 16.07.2012 15:14:21 QBki4Han
3anyck npouecca 16.07.2012 15:14:20 Qfuiunan
3anyck npouecca 16.07.2012 15:14:20 Buicokas
3anyck npougecca 16.07.2012 15:14:16 OBki4Has
3anyck npouecca 16.07.2012 15:13:43 Buicokas
3anyck npouecca 16.07.2012 15:12:52 Qfuinas

KeHTpoAL akTMBHOCTA 16.07.2012 1 H Kputudeckan

KoHTpons axmusHocT 16.07.20 Kpumueckan

3anyck npouecca 16.07.20 OBtiuras

3anyck npouecca 16.07.2012 14:51:29 Ofbi4Has
3anyck npouecca 16.07.2012 14:15:29 Qfuiunas
3anyck npougecca 16.07.2012 14:15:13 OBki4Has
3anyck npouecca 16.07.2012 14:15:12 QBuiunas
3anyck npouecca 16.07.2012 14:15:11 Qftinas
3anyck npouecca 16.07.2012 14:15:09 OBkiuHas
4 m J

TpaHuLa: £3 Mpudnikerne: 100%

PucyHok 124. NpeaBapuTenbHbIA NPOCMOTP Ne4vaTy

Haxmute Ha KHOIMKY Mevatb Ona BbIBOAA CTaHOapTHOro OKHa HaCTpoOeK MnpuHTepa, mmbo Ha
KHOMKY BbICTpaﬂ neyatb 49 MrHOBEHHOM OoTnpaBKM Ha neYvyaTtb C yCTaHOBKaMW MpuUHTEpPA MNo

YMOJMHaHUto.

[na coxpaHeHuss oTy€Ta B Tabrmmuy Excel npousBegute BbIGOPKY C MOMOLLBI HEOBX0aMMbIX
bunbTpoB ¥ 1 HaxmuTe Ha KHonky AkcnopT B Excel. B AManoroBom OKHE COXpaHEHWs yKaxuTe

MECTO S COXpaHeHNs1 OTYETA U ero UMs, Nocrie Yero HaxkmmuTe Ha KHornky CoxpaHuTb (Save).

4.9 OnoBelweHnsa 0 CoOObITUAX

OnoBeleHus (HoTudUKkaummn) o cobbiTuax, pernctpmpyembix B CepBucHomMm LleHTpe, no3sonsawoT
aZMUHUCTPATOpPY OnepaTUBHO pearnpoBaTtb Ha BO3HUKAOLLME Yrpo3bl, Aaxe B Crlydae OTCYTCTBUA
3a wraTtHon paboyen CTaHUMEW C YCTAHOBIIEHHOW KOHCOSb ynpasreHus SoftControl Admin

Console.

MepBOHaYanbHO HEOBXOAMMO 3aAaTb KOHTAKTHbIE_AaHHble °° nomyyaTeneit onoBeLLeHW, nocre

4ero HaCTPOUTb MapameTpbl OTNPaBKM .

e ——————————————.——
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4.9.1 KoHTaKTbI

Ha Bkrnagke KoOHTaKTbl Npov3BOOUTCA 3afaHve ajpecaTtoB — rnosiydaternen HoTudvkauumi
(puc. Bknagka "Kontaktsl" °°).

)~ SoftControl Admin Console

g8 | & i | Ok | @ 15078 @
5.8 | &

Moapasaenenue | Mua

P KOsHBIA Obuuep GesonacHocTd duanana KomHbIR s_security@example.com ;

Mo ymonuakmo Oren no BopsBe ¢ kubepnpecTynHocTsio <_department@example.com
Cesepriii Amaunncrparop JIBC dunuana Ceseprsii n_net@example.com
Mo ymonsarro  Aamurincrpatop /IBC Cesepo-BocTounoro dunmana ne_net@example.com

HOro-BocTouHbil ¢ ALMAHWCTPETOP console_admin@example.com

A

Cuera napons

PucyHok 125. Bknapka "KoHTakTbI"

OcHoBHble onepaumm ¢ KOHTakTamMu OCYLLECTBIIAKTCS C NMOMOLLBIO rpadhmnyecKnx KHOMOK BKaOKw,
npeaHa3Ha4veHne KoTopbix NpMBeaeHo B Tabn. 24.

Tabnuua 24. AnemeHTbl ynpaBrneHusa Bknagku "KoHTtakTbl"

HasBaHue

I;:;:;I [obaButb Co3gaHne HOBOro KOHTaKTAa.
6. .
PepnaktmpoBsaTtb PepaktMpoBaHne CBOMCTB BbIGpaHHOrO KOHTaKTa.
-
E Ypanutb YpaneHue BbIOpaHHbIX KOHTAKTOB.
_I"
”_I MNepemecnTs Mepemel eHne BbIOpaAHHOrO KOHTaKTa B Apyroe nogpasaerneHue.

MepeyeHb nonen BKnagkum npuseaéH B Tabn. 25.

Taonuua 25. Nonsa Bknagku "KoHTakTbl"

MogpasgeneHue MogpasgeneHue, K KOTOPOMY NPUHAAMEXUT OaHHbIN KOHTaKT.
Ums Wms nonyyatens.
Mouta AQpec aneKTPOHHOro NOYTOBOrO fALLMKa nonyyaTens.
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Uto6bl 406aBUTb HOBOTO NOMyYaTENs!, HAaXMUTE Ha kHorKy Co3aaTh (puc. Bknagka "KontakTbl" ™).

B nosiBuBLLIEMCH OKHE YKaXXute OaHHble nojiydaTtenid B Nodx Uma n 3neKTpOHHaiI noyra “

HaXMuTe Ha kHomnky MpuMenuTs (puc. JobaBrneHre KoHTakTa ).

Wras:

’Od:-wuep GesonacHocm C-3 ¢mm1am]

ne HHaA nedTa: | nw_security@mailserver.com
= @mail

| Omera | | Mpumerums |

PucyHok 126. [lo6aBneHne KOHTaKTa

Ons npaBKn 1 yoaneHna KOHTaKToB BOCHOJ'Ib3yl7ITer COOTBETCTBYHOLLMMU KHOMKaMW.

4.9.2 Hotncpunkauummn

Bkrnagka YnpaBneHue HoTUudUKaLmMaMm npegHasHayvyeHa 49 HaCTPOVKM napamMeTpoB OTNPaBKn

OMNOBELLEHWA O COBbITUAX MOCPEACTBOM 3JfIEKTPOHHOM MOYThI

(puc. Bknagka
HoTudpmKaLmsMu" 7).

"YnpaBneHue

P softCantrol Admin Console

|e& | & 5ay | Ok | @8 047 Bl vl

¥npaenetne HoTHdUKILMAMK

-
~ “a
=20 s
LS )

Mogpasgenerine Mma ¥  AKTUE...

Bennbigar... | MHtepsan Mexay o..

Bpems nocneaHed HoTMdWKa... KoHTakTs!

CeepHyThL
(Ceseprbii OxoHuaHKe cpoka ASACTEWA... CyTrm 09.11.2018 13:39:52 Aamunnctpatop JIBC dunmwana Cesephuii
Mo ymon4ankio | OBHapyKEHO NOTEHUMANEHS.., Het 09.11.2018 13:42:49 Odpmuep Sesonacsoci dunana Kxaeli

Crraen no Bopebe ¢ knbepnpectynHocTe

Aamunnctpatop JIBC dunmwana Cesephuii

Cduuep GesonacrocTn duamana Kxssii

16.10.2018 15:51:48

Odwuep Besonackocm dunmana Kxeinli

Crpen no Gopebe ¢ kubepnpecTynHocTE

v

PucyHok 127. Bknagka "YnpaBneHue Hotudukaumamm™
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OcHoBHblE onepaumm C HOTI/I(bI/IKaLI,I/IFIMI/I OCYLLECTBJTAKOTCA C MNOMOLBHO l'paq)l/l‘-leCKI/IX KHOMOK

BKIAAKW, NpeaHa3HavYeHne KOTopbIX NpyBeaeHo B Tabn. 26.

Tabnuua 26. AnemeHTbI yNpaBrieHUs BKNagku "YnpasneHue Hotudukaumsamm"”

— Cospgatb CosgaHue HOBOW HOTUGMIKaLIMW.
~ ,
PepaktmpoBaTtb PepaktmpoBaHue BbIGpaHHOM HOTUAMKALMN.
[
[EI Yaamuts YpaneHne BblbpaHHbIX HOTUGWMKALIWIA.
é
= SMTP Hactporika SMTP-cepepa.

[MepeyeHb nonen BKNagkn npuBeaéH B Tabn. 27.

Ta6nuua 27. Monsa BKNagku "YniaBneHMe Homi mKaymammn"

MogpasgeneHue, K KOTOPOMY OTHOCUTCA AaHHas HoTudmKauums. Nepemell eHne HOTUAM-
Monpasnenexve Kauui mexay noapasgeneHnamu He nogaepxusaetcs. Kaxgon HomidwmKauum HasHa-
YyaeTcs To noapasferneHve, K KOTOpoMy NPUHaAANEeXuUT co3aaBLUni eé nonb3oBarerb.

s HaumeHoBaHWe HoTUdMKaumK.

AkmmBHa @ NaXxKoK COCTOAHUA HOTUAMKaLWN.

® naxkok, ykasblBaloLL Ui oTobpaxkaeTcs N BCNbiBaloLlee yBeJoMMNEHNE MNpU OTNpaBKe
BcnnbiBatoL ee coobLyeHne y P y P P

HOTUdMKaUmK.
WHTepBan mexay MwuHMManbHbLI BPEMEHHOW MHTEPBAN MOCe OTNpaBKM NpeablayLen Homdmkauum, no
oTrnpaBsKamu NCTEYEHUN KOTOPOro BO3MOXHA OTNpaBKa CriefytoLL en.

Bpems nocnegHen .
Bpemsi otnpaBku nocrnegHen Hotudmkaumm.

HOTUdMKaUMn
MpaBuro YcnoBusi cpabaTtbiBaHus OTNPaBKy HOTUdMKALMK.
KoHTaKTbI Cnucok agpecaToB 3NEKTPOHHOIO MMCbMa C HOTUGWMKALIMEN.

OcCHOBHble OeCTBUSA, BbIMONHAEMbIe Ha JaHHOW BKIaaKe:

Hactponka SMTP-cepBepa
Ona paboTbl HOTMMKaLMA HeoOXoAMMO nNpeaBapuTENbHO HACTPOUTL MapaMeTpbl
cepBepa ncxoasiwen noYTel no npotokosly SMTP, ana atoro Haxmute Ha kHonky SMTP

(pvic. Bkriagaka "YnpasneHve HoTudpmkaumsmu” 7).

B okHe HacTpoika noutoBoro cepBepa Beeaute B nore MoutoBbIN cepBep agpec
MOYTOBOrO CepBepa, C ANEKTPOHHOIO ALLKKa KOTOPOro npeanornaraeTca oTnpaBka HOTUMW-

Kauwi, a Takke Homep nopTta s otnpasku (puc. HacTporika_noutoeoro cepeepa '*°). B

- (]
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nonsix JloruH, Maponb n MoyToBbLIN AWMK BBEAUTE AaHHble YY4ETHOW 3anucy n agpec
MOYTOBOro SILMKA, C KOTOPOro npegnoriaraetcs OTnpaBka HOTUUKAUWMA. YCTaHoBUTE
draxok Ucnonb3oBaTtb SSL Ansa kpuntorpaduyeckomn 3aupmtsl Npy nepegade AaHHbIX.

Utobbl npoBepuTb paboTOCNOCOBHOCTb BBEAEHHBIX HACTPOEK, HAaXMUTE Ha KHOMKY

otn paBUTb TeCTOBOE NUCbMO.

> HacTpoiika noutoeoro cepeepa

NouYTOBLIA cepBep: [ smtp.mail.ru I
Homep nopra: 587

fNornn: [ notify_server l
Maponae: sessssanes

MouToski awuk: [ notify_server@mail.ru l

Wenonezoeats S5L

[ O’TI'IP-EBMTb TECTOEQE NUCHMO ]

| Omena || ok |

PucyHok 128. Hactpoika no4TtoBOro
cepBepa

Haxmute Ha kHonky OK ans npyMeHeHus HacTpoexk.

Co3paHune HoTUdUKauum

Urtobbl 0o6aBuTb HOBYIHO HOTU(MKaUMO, HaxmuTe Ha kHonky Co3paTtb (puc. Bknagka

"YnpaBnerue HoTudvkaumamu' 7).

B nosBueleMcA OkHe Ha Bknagke OOwwme ykaxute Uma HoTudumkauumm, Bbibepute

MVHMMATbHbI A MHTepBa.H Mexay oTnpaBKamMu B BbiNagarwolliemM Ccrnvcke, BBegute Temy

NMCbMa U yCTaHoBUTe doriaxok AKTUBUpPOBaTh (puc. OBLLye napameTpbl HOTUMKALN ).

e ————————————————.——e
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O6une | Mpasuna | Korrarrs |

nag: I HapyweHu1e noaMTUKY KOHTRCAR l
Wirepsan mexay ompaskamw: [opmuwc B
Tees AsTouamimieckos onosewenue Service Center |
Axrvenposats

n Tb Ben cooh

PucyHok 129. O6wme napameTpbl
HoTUd MKauumn

Urtobbl [lMokasbiBaTb BcCNNbiBarowee CcooOWweHue npu oTnpaBke HOTUUKALMK,
YCTaHOBUTE COOTBETCTBYIOLWA (priaxkok. B aTOoM crnydae nocrie oTnpaBkM HOTUMKaLMK

OynetT oTobpaxaTbCs BCMrMblBalOlEe YBEOOMIIEHME C  3arofloBKOM  OMOBELLEHUS

(pvc. BennbiBatowee ysegomnenve '),

e

Obpabotana HoTMGWUKaLKWA

Otuet no HoTWgmMEkauMK
MHUMASHTH HapyLWEeHKA
| shbinl el
{ ‘*) Mepwoa: 25 aerycra 2014 r.

12:53:12 - 25 asrycra 2014 r.

12:54:16, Yncno cobeiui,

YACENETEOPAIDLWMY NPasTy

HoTWDMKaLMu: 2

PucyHok 130. BennbiBarouwee

yBeaomrneHue

Ha Bknagke I'IpaBMna Bbl6epI/ITe ycrosue, npu HactyrnrieHmn KOTOoporo 6y,u,eT

NPOM3BOAUTLCA  OTMpaBka HOTUdMKaUMM (puc. YcroBus_ cpabaTbiBaHWs — OTNpaBKu

HoTucpmKaLm *°):

- (]
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| OBume " Mpaeuna | Kontaime! |

- VzmeHEHMe KOHTPONA BKTUEHOCTM

D Janyck npouscca sanpeweH

! TMpw ckasrpoBaHIM OBHAPYHKEHS YTPO3EI
! Hapywetine noauTMk1 KOHTpona

' Cpox AefcTENR MMULEHSWMW 33KAHHMEASTCA

-/ 3anmyck npouecca ¢ umenem Vms npouecca

PucyHok 131. YcnoBusa cpabaTtbiBaHuA
oTnpaBKU HOTUdMKaLMK

o U3meHeHne KOHTPONs aKTUBHOCTHU:

M3MEHEHNe CTaTyCOB KOHTPOSii akTUBHOCTM KomnoHeHTa SoftControl SysWatch no
nobown ns obrnacrten.

o 3anyck npouecca 3anpeLyeH:

peructpaumsa cobbiTva Tuna 3anyck npouecca komnoHeHTom SoftControl SysWatch ¢
peLleHreM "3anpeLLeHo".

o Mpwu ckaHnpoBaHUM OGHapPYyXeHbl Yrpo3bl:

obHapyxeHve Bpe4OHOCHOro Koaa B NpoLecce aHTUBMPYCHON NPOBEPKN KOMMOHEHTOM
SoftControl SysWatch.

o HapyweHne nonMTUKM KOHTPONS:

pernctpaums cobbltma Tuna HapylweHue nOoNUTUKA KOHTPONA KOMMOHEHTOM
SoftControl SysWatch.

o CpoK AeucTBUA NIMLEH3UN 3aKaHYMBaEeTCA:

00 KOHLA cpoKa AEWCTBUS JMLEH3NOHHOIO KIo4a KIMEHTCKOrO KOMMOHEHTa OCTaéTcs

MeHbLLe 10 gHen.

i PekomeHayeTcsl ycTaHaBmMBaTh 3HayeHre napameTpa MHTepBan Mexay

oTnpaBkKamMun Ond AaHHOM HOTI/I(*)I/IKaLlI/II/I He MeHee 4 YacoB.

o) 3al1yCK npouecca C MMeHeM:

perncTpaums cobbiTia Tuna 3anyck npouecca ¢ UMeHeM, 3afaHHbIM Mo ccbifike Ums

- ]
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npouecca, komrnoHeHToMm SoftControl SysWatch.

Ha Bknagke KoHTakKTbl OTMeTbTe agpecatoB OTNpaBku HoTudpvkaumm (puc. Boibop

nonyyaTtenei HotudmkaLmm )

- Mpasuna | KoxTakmsl

Bribepure koHTaKTL:

[} AgmvnncTpaTop

Oéuuep besonacHocTy dunmana FxHelA
Aamunncrpatop NIBC Cesepo-BocTtounore duanana
] Craen no Gopede © KMBEPNPECTYNHOCTEID

[} Aamunucrpatop NIBC dunavana Cesephuiit

PucyHok 132. Bbibop nony4yaTtenen
HoTuUd nkauum

Haxmute Ha kHornky OK, 4To6bl noaTBEpAUTL CO3h4aHNe HOTUdUKALIM.

MN3meHeHMe cBONCTB HOTU(UKaLMKN
UTtoObl M3MEHUTb CBONCTBA HOTU(MKaUMK, Bbibepute €€ 1 BbINOMHUTE OAHO M3 CrieayHoLLyX
JeucTBUI:

®* HaxkmuTe Ha kHONKy PepaktupoBatb B rpynne KHOMOK BKragkn (puc. Bknagka

"YnpaBneHue HoTudmkaunammn' 137);

® BaXkabl HAXXMUTE NEeBOW KHOMKM MbiLL HA HOTUOUKALMW.
B nosiBmBLLEMCS OKHE M3MEHUTE HeOoOXoaMMble NMapameTpbl aHarnornyHo paboTe ¢ HOBOW

HoTudbmKkaumen (puc. Obupe napaMeTpbl HOTUdMKaLMM >0, Ycrosusi cpabaTblBaHys

oTnpaskn HoTudmkaLum *°, Beibop nonyyartenemn HotTudukaumm #2).

Haxxmute Ha kHonky OK, ytobbl noaTBEPAUTL U3MEHEHUS.

OTknro4YeHue n yaaneHue Hotudpukaumm
Ecrm HeobxoaMMoO OTKMIOUUTL MOSydYeHne HoTuduKkaumm 6e3 eé€ yaaneHuss M3 Chnmucka,
BbI30OBUTE OKHO pedakTUpOBaHMA CBOWCTB, cOpocbTe dnaxok AKTMBUpPOBaTb Ha

Bkragke O6Lme 1 HaxxmuTe Ha kHorky OK (puc. O6Lye napameTpbl HOTUDMKALMM ).

- (7B ]
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[nsa yoaneHus HoTuUdMKauum Bblibepute e€, HaXxXmMutTe Ha KHonky YaanuTb (puc. Bkrnagka

" 137)

"YnpaBneHne HoTumKaLumsaMmm W noaTBepauTe yaaneHve B AManoroBoOM OKHeE.

4.10 CHUMKM KOHpUrypaumm

Bkrnagka CHUMKM KOHcuUrypauum npegHasHayeHa A9 CO30aHua CHYMMKOB KOHUrypauum
noBOro NOAKIMOYEHHOIO KIIMEHTCKOro xocta. CHUMOK KOHurypaumm — 310 Nnpocurnb KomnbroTepa
C YCTaHOBMEHHbIM KrmeHTckuM npuroxeHnem SoftControl SysWatch. SoftControl Admin Console

TaKXe Nno3soJiieT CpaBHUTbL CHAMOK C TEKYLLMM COCTOAHNEM Bbl6paHHbIX KITMEHTCKNX XOCTOB.

I ScftControl Admin Console

Qaiin Bua  Ounetpe O nporpamme

g8 @igay | DOQWSH @ nom @R
-

Crumgn:

v |G

Crmmox_1 Ha WIN-MG2LKINUPAL s 4/12/2018 €:09:51 PM

13 CHumok 2 Ha WIN-MG2LKINUPAL & 4/12/2018 6:12:04 PM

Crumok_3 Ha WIN-MG2LKINUPAL g 11/9/2018 1:10:28 PM

Jagsun cHiKos:

Bee | Saxpennerneie

Tun HMmA cHumMka Vima knverTa Coctoanue Bpewma Hauana BpemA OKOH4aHWA

Cozgarme cimmka | Crimox 3 WIN-MGZLKINUPAL Finished  09.11.2018 12:58:26 09.11.2018 13:10:28
A Cpasterue cHumKos  Crumok_2 WIN-MG2LKINUPAL Started 09.11.2018 13:16:43
CpasHeHue crumkos | Crumok_2 WIN-MG2LKINUPAL Finished | 09.11.2018 13:16:43 09.11.2018 13:16:59
Cpasrenue crmmkos | Crnmok_2 DESKTOP-VN2M&%0 Started 09.11.2018 13:16:43

PucyHok 133. Bknapgka "CHUMKM KoHdb urypauymmn®™

i KHonka CHUMKM KOHdMrypaumm JOoCTyrHa TONMbKO AN Mofb3oBaTerneid, Y KOTopbIX eCTb
BCE NepeuncrieHHble Hke paspelueHus: MpocmMaTpuBaTh KIMEHTOB, NOAKIMIOYEHHbIX
K cepBepy, Co3aaBaTb HOBble 3adauv Ansa knueHtoB, MpocmaTpuBaTh cyuwiecT-

Byuwiue nogpasgeneHus.

Bkragka cCoCTOUT 13 ABYX pa3aerioBs:

= CHUMKM *;

= 334341 CHUMKOB .

- (E ]
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4.10.1 CHUMKuK

OcHoBHblE onepauuwm co CHUMKaMu B pasgere CHUMKM OCYLLECTBJIAKTCA C NOMOLWBHO rpaq)w-lec-

KMX KHOMOK BKINaaKku, NpeaHasHavyeHme KoTopbiX NpMBeAeHo B Tabn. 28.

Ta6nuua 28. AneMeHTLI ynpaBneHus pasgena "CHUMKKN"

[ [obaButs CospgaHune HOBOro CHMMKa KOHGMry paumu.
[EI Ypanuts YpaneHve BbIGpaHHOro CHUMKA.
b.ﬁ CpaBHUTb CpaBHeHWe co3aHHOro CHMUMKa C NMPodmeM KNMEHTCKOro XocTa.

MepeyeHb nonen pasgena npuBeaéH B Tabn. 29.

Ta6nuua 29. NMons pasaena "CHUMKN"

Nvis HanmeHoBaHue 3agauun.
. TekcToBbIM KOMMeHTapuK. [1o ymMonyaHuio ykasblBaeTCa UMSA KIIMEHTCKOro XocTa U BpeMs CO3-
KommeHTapuii
[aHnsa CHUMKa.
FoTos VHovkaTop 3aBeplleHnsi 3agadn. B gaHHOM norne BbICTaBMAETCS ranodka Ans CHUMKOB Mocrie

norny4YeHna oTeBeTa OT KIMMEHTCKOro XocTa.

OcHoBHble OENCTBUSA, BbIMOMHAEMbIE HA JAaHHOW BKNadKe:

Co3paHue CHUMKa

YTtobbl co3gaTb CHUMOK KOH(PUrypaummn, HaXXMUTE Ha KHomky <+ (lo6aBuTb) (puc. Bkrnagka

" 143)

"CHUMKN KOHUrypaLmm . B nosiBvBLIEMCS OKHE yKaXuTe MMSi CHUMKa WU KOMMEHTapuK,

Bbl6€pI/ITe KITMEHTCKWUN XOCT, C KOTOpOro Tpe6yeT0ﬂ caenatb CHAMOK, U HAXMUTE Ha KHOTMKY

144

Co3spatb (puc. Cosganve cHumka ). [locrne aToro reHepupyeTcsa 3agada Nno co3gaHuio

7

CHUMKa, N B TaGHI/IHe 7 g pas3gene 3apgayuM CHUMKOB MOSIBISIETCS COOTBETCTBYHOLIAA

3anncb.

- (]
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Co3gaHue CHUMKa

Mnam cHmia:

I'CHM'MCHC_]. l

KommeHTapuii:

[ va SCLIENT_NAME 5 SCREATION_TIME ]

Bribepure knveHTa

I SysWatch

PucyHok 134. CozpaHue CHUMKa

B KOMMeEHTapum no ymoSMaHWiO WCMOMb3YTCS Credylolume Makpochl: $CLIENT _NAME u
$CREATION_TIME. lNpn co3aaHnm 3agayn OHM aBTOMaTUYECKM 3aMEHSAIOTCA Ha UMSI KIMEHTC-
KOro xocTa v Bpems Co3faHvs 3a4aum COOTBETCTBEHHO.

[o Toro kak 6ygeT nonyveH OTBET OT KIMEHTCKOro XOCTa, CTaTyc 3agayn B Tabnumue B pas-
nere 3apaum cHUMKOB (cM. Hwke) '’ nomevaeTcs kak Started. Mocre nonyyenns oteeTa
CHUMOK NomeyaeTcsi kak FoOToB (B COOTBETCTBYIOLEM CTOMBLIE Tabmmupl ' BbICTaBSIETCS
ranouyka), a 3agada no noslyYyeEHUO CHMMKA CTAaHOBUTCS 3aBepLléHHOM (B Tabrumue cTtaTyc

3agaum cmeHsieTcs Ha Finished).

CpaBHeHMe CHUMKOB KOHUrypaumm
UTo6bl CpaBHUTL CHUMOK KOH(pMrypaLmm ¢ TEKYLLIM COCTOSIHMEM BbIOPaHHOIO KIIMEHTCKOro

XOCTa, Bbl6epute CHUMOK N Hakmute Ha KHOMKy 6 (CpaBHUTL) (puc. Bknagka_ "CHuMKK

"%). B nosiBMBLLEMCS OKHE BbIBEpUTE KIMEHTCKMIA XOCT (MMM HECKOTbKO XOC-

145
).

KOHUrypaumm

TOB) N HXXMUTE Ha KHOMMKY Cos3paTb (pI/IC. BbIGOp _KMMEHCTKMX XOCTOB AJS11 CPaBHEHMS

Ecrm gna CcpaBHeHuA Bbl6paHO HECKOJIbKO KIMEHTCKMUX XOCTOB, OJ1A KaXgoro M3 HMxX CO3-

[aéTtca oTaenbHasa 3agadva CpaBHEHWUA.

- (]
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CCIBABHHE 3434 CpaBHEHHA

Bribepure knneHTOS

4[] SysWatch
4[] Noymonyarmo
I D Southern

PucyHok 135. BbIGOp KNMMEHCTKUX XOCTOB Ans
cpaBHeHuA

® [1na cpaBHEHWst MOXHO MCMONb30BaTh TOMLKO CHUMKM CO cTaTycoM MoToB.

YaaneHne CHUMKa
[ns yoanenns cHumka Bbibepute ero, Haxmute Ha kHonky @ (Ypanutb) (puc. Bknagka

"CHUMKY KoHdUrypauwmn® '*°) u noaTeepauTe yoaneHie B AManoroBoM okHe.

i Ypanutbe MOXHO TONbKO T€ CHUMKM, C KOTOPbIMU HE CBSi3aHa HM odHa 3apada. Ecrm
ANs aHHOrO CHUMKA MMEIOTCS CBAI3aHHbIe C HUM 3a4ayn, TO A4S ero yaaneHust Heoo-

XOOMMO CHauvarna yaarmTtb 3Tu 3adaun.

4.10.2 3agaym CHUMKOB

Pasnen 3apaym CHUMKOB COCTOUT M3 ABYX BKNagok: Bce 1 3akpenneHHble.
OcCHOBHblE onepauum ¢ 3aadaMu OCYLLECTBIIAOTCS C MOMOLLIO rpaduyeckmnx KHOMOK BKIAOKW,

npegHa3Ha4veHve KoTopbIX NpveeaeHo B Tabn. 30.

Ta6nuua 30. dnemMeHTLI ynpaBneHus pasgena "3a4avyM CHUMKOB", Bknaaka "Bce"

H Ypanut YpaneHne BbIOPaHHOrO CHUMKaA.
@ Mokaszatb MpocmoTpeTs pesynbTaTbl CPABHEHNSI CHUMKa KOHAwMrypauum n npodmns KiveHT-
pesynbTaThl CKOro xocrta.

- (5]
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lMepeyeHb nonewn Bkragky npuBeaéH B Tabn. 31.

Ta6nuua 31. Nons pasaena "3afa4YmM CHUMKOB", Bknaaka "Bce"

Tvn Tun 3agayn: Co3gaHue cHMMKa 1nn CpaBHeHUe CHUMKOB.
Nms cHumKa HammeHoBaHve 3agayu, 3agaHHoe B pasfene CHUMKMU.

Nms knneHTa HanmeHoBaHWe KnMeHTCKoro xocTa.

CocTosiHne CocTtosiHue 3apaun: Started, Finished

Bpemsi Hayana Bpemsi Hauyana 3agaun

BpeMFl OKOH4YaHuA BpeMFl OKOH4YaHuA 3agavun

[na 3akpennenua Tpebyemon 3agayum Bbibepute €€ B Tabrmue 1 WEMKHATE NEBOW KHOMKOW MbILLN
no neson (nycton) auenke Tabrmupbl. [ocre 3TOr0 B [A@HHOM SiYEViKe MOSIBMAETCH WKOHKa ¥,

3ajavya CTaHOBUTCA 3aKpemnneHHOW un nosiBrseTcs B Tabrmue Ha Bkragke 3akpenneHHble

(pvic. 3akpennéHHble 3agaun

). 3agauu, koTopble He Oblnn 3akpenseHbl, yaansatotca Yyepes 180
[OHeW rnocre ux 3aBepLieHVs.

= SoftControl Admin Console
®ain  Bug ®unetpe O nporpamme

e (A | OS5 0% Bl Qi

(s [T yE—

Crimmn:

I|'£PE |

Kommerrapuii

Cramox_1 wa WIN-MG2LKINUPAL 5 4/12/2018 6:09:51 PM
3
Chamax_3 +a WIN-MG2LKINUPAL 5 11/8/2018 1:10:28 PM

3aga4m CHUMKOE:

Bee || 3akpennenmsie

Wms cinmxa Wna knnerta CocroaHne

Bpews Hauana Bpena okarsars
4| Cpasmenue crumkos Cumiox 2 WIN-MG2LKINUPAL Started |00.11.2018 13:16:43

4% Cpasnerve crumkas  Crumor_2 WIN-MGZLKINUPAL Finished 09.11.2018 13:16:43 09.11.2018 13:16:59

PucyHok 136. 3akpennéHHble 3aaayu

UTtobbl NpocMOTpeTb pesyrbTaTbl CPaBHEHUS CHUMKA C TEKyLIEeW KOH(Urypaumen KrmMeHTCKOro
XOCTa, Bblbepute TpebyemMyto 3aady CpaBHEHUSA U HAXXMUTE Ha KHOMKY  (Moka3aTb pe3ynbTa-

Tbl). OTKprBLLIaFICFI BKnaaka Pe3yanaTbl CcpaBHeHUA coOepXut OBa NoJA: HponaBume

-— (W]
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3anucu v lNMosiBuBWMeECA 3anUcu (pl/IC. PesynbTaTtbl cpaBHEHWUsE CHVIMKOB).

7C1127C22D73B4F21FSDADBBEC... CHROMEDLL 48824664 31102018 17:16:21 \DEVICEHARDDISKVOLUMET\USERSYFA...

ELDF3B02E26D309421491C66C44... CHROME CHILD.DLL | 68474200 3110201817:16:23 \DEVICE\HARDDISKVOLUMELWSERSWFA.. P

PucyHok 137. Pe3ynbTaTbl cCpaBHEHUS CHUMKOB

[nsa npocmoTpa M3MeHeHUn 3a onpeaenéHHbin nepron BpeMeHn Bbibepute Tpebyemble aatbl B

norne ®unbTp. Bbl Takke MoXeTe yka3aTb B (OUNbTPE YacTb UMEHM hbarrna u Nyt K HEMY.

- (5]
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5. ObHoBneHne komnoHeHTOB CUB

SoftControl Service Center npegoctaBnsaeT BO3MOXHOCTb LIEHTParM3oBaHHOro OOHOBIEHMS BCEX
KOMMOHEHTOB CUCTEMbI C aBTOMAaTMYECKM Pa3BEPTLIBAEMOrO JiOKarbHOro cepBepa. Bkragka
OGHOBNEHNUA MO3BOSAET MPOM3BECTM HACTPOVMKY W MNPOCMOTPETb WCTOPMIO OBHOBIEHWN

(puc. Bknagka "O6HoBneHua" Ans nporpammMHbix moayrnen *°, Bkragka "O6HoBReHus" Ang aHTu-

BUPYCHbIX 633 ).

B BerHeﬁ 4YacCTW BKINagku npencrtassieHO ABE€ KaTeropum Hactpoek and OOHOBIEHMSI COOTBETCT-

BYHOLLX KOMIMOHEHTOB!

= [porpamMmHblie Mogyrm *;

= AHTVBUPYCHblE 6asbl .

B HWwKHEN YacTu BKMagKu npeacrtaBlieHa UCTOPUA 06HOBIEHMA, cogepxauwiaa Cnmcok BblIMNoJHAE-

MbIX onepauun. lNepeyeHs nonen cnicka NnpuBeaéH B Tabn. 32.

Tao6nuua 32. MNons cnucka MCTOiMM OOHOBNEeHUN

MocnegHasa nposepka  [[data n Bpemsa nocnegHer NpoBepKN Hanmynsa o6HOBMEHUI.

MocnepHee obHoBNeHWe [lata n Bpemsi NocreaHen yCcTaHOBKM OOHOBIIEHWIA.

KomnoHeHT HasBaHne obHOBNAEMOro KOMMNoOHEeHTa.

CocTosiHMe 0OHOBMNEHUS:
e OGHOBNEeHne He TpebyeTcs;
e [locTtynHO OOHOBIEHuUE;
e OGHOBNEHUE 3arpyxeHo;
e O6GHOBNEHWEe YCTaHOBNEHO;
e Owmnbka OGHOBNEHUSA.

Cratyc obHoBneHus

Paamep obHoBneHMA Paamep obHoBneHus B GanTax.
AkTyanbHas Bepcusi TekyLas Bepcusl yCTAHOBMEHHOTO KOMIMOHEHTA.
Hosas Bepcusi Bepcusi komnoHeHTa, OCTyNHas K OGHOBMEHUIO.
Oetanun [ononHutensHas nHdgopMaLums.

5.1 HacTpouka oGHOBIEeHUA NpOorpamMMHbIX Moaynewn

[aHHaga kaTeropua HacCTpPOEK MO3BOSIIET HAaCTpauBaThb M YNpaBnsTb OOHOBMEHNEM NPOrpaMMHbIX
moayrnen komnoHeHtoB SoftControl Service Center, a Takke peTpaHcrsuner 0O6HOBMEHUA NPO-
rpaMMHbIX Moayrnen kimeHTcknx komnoHeHToB SoftControl SysWatch n SoftControl DLP Client ¢

BHELLHX (VIHTepHeT) cepBepoB (puc. Briaaka "OGHOBIEHN" s MPOrpamMMHbIX Moayrien ).

- (]
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¥ SoftControl Admin Console

Qaiin  Bua  Qunetpe O nporpamue
& | Faay | QBN @0 s | Bl
-

MporpamMHble MogYAK || AHTUEMpPYCHEIE Baskl |

J»

| Pexum ofHoEneHMA :' | Mymn oBHoBAEHMI :' | Craryc obHoBAEHMA :' {_ DoctynHeie o6HOENEHUA
O Brnoseno URL ofHoEREHAR: Mocnepxss nposepka:  12.04.2018 06:13:22 Bepcun obHosneHna: HeT uHgop)
® Tonexo nposepxa
l http:/ffu pdate5-safenwltcorn/50HContmlz’Wﬂf’RLI PesynsTat nocneasero obHosnenus: Ombka yCTaHOBKM HOBOI Bepcim Pasmep obrosnenns: Het nhdop
) AsTomaraueckos oGHOENEHIE
" . . Manka 4na coxparenus oBHoEAEHH: A Mposepurs obHosnenus
HTepEan npoaspkn oBroBAEHMI (Mitn.): [Updates\Modulesy ] Mocreasee ycnewnoe obroenenme: 01112018 15:54:47 @
720
— =4 AxTyaneHas sepoaa cepsepa: 4.6.1.2
" =
ez e e AxTyansHas sepcns konconu: 4612
Agpec: [ ]
Mopr: 0

Wmsa nonezosatens:

Mapone:

Victopua oBHoBNEHUA

Meperasire Cioaa MeILIKOM 3aTOROBOX KQGHKY A1 FPYTMMPOBKY ASHKAIX 1O Hefl

Mocnearn nposepka  Mocreariee obroanerme | Komnonet Craryc obHosnenua Pasuiep obriosnenia  AxtyansHas sepcia | Hosan sepcna | Aerann

3

23.07.2018 20:17:02  23.07.2018 1%:17:56 Av4 Q6rosnenne He Tpebyerca 0 8.15.1.200 8.15.1.200 v
- ) »

S —

PucyHok 138. Bknagka "O6HoBneHua" ans aHTUBUPYCHbIX 6a3

Vima nonszosarens: console_admin

HacTtponka pexnma o6HOBneHusA
B cekuum Pexxum o6HOBRNEeHUs BO3MOXEH BbIGOp Tpex pexmmos paboTbi:

o BblikntoyeHo:
OGHOBEHME B aBTOMATUYECKOM PEXMME OTKIIIOYEHO.

o Tonbko npoBepkKa:
SoftControl Service Center aBToMmaTuyecku npoBepsieT Hamm4mMe OOHOBIIEHNN Ha BHELL-
HUX cepBepax C MepuoaMYHOCTbIO, yKa3aHHOM B cyeTyske WUHTepBan npoBepku
OOGHOBNEHNN (MUH.), HO HE 3arpyxaeT N He YCTaHaBIMBAET UX.

o ABTOMaTu4yeckoe o6HOBIEHMUE:
SoftControl Service Center aBTomaTnyecku NpoBepsAeT Harmmye 0GHOBIIEHUIA HA BHELLF
HUX cepBepax C MepUoaMYHOCTbIO, yKa3aHHOM B cyeTyvke UHTepBan npoBepku
OOGHOBNEeHMN (MUH.) N B Crydae HaxoxaeHust 6ornee HOBbIX BEPCUI, YEM YCTaHOBIIEH-
Hble, NPOVCXOAUT PeTPaHCauMa NnakeToB 0OHOBMEHW Ha cepBep. Ecrm HangeHa Ho-
Basi Bepcua SoftControl Service Center, N0 OKOHYaHWN 3arpy3kn YCTaHOBOYHbIX Make-
TOB MPOUCXOAUT aBTOoMaTudeckoe obHoBrieHne komnoHeHToB SoftControl Server u

SoftControl Admin Console B ¢oOHOBOM pexvMe Ha cepBepe.

EE—————————————————— -
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i Mpu otcytcTBUMM gocTyna B VHTEPHET mrM B Crydae BO3HWKHOBEHUA npobrem B
npouecce aBTOMaTU4MECKOro OOHOBIEHWUsi, BO3MOXHO oOHoBneHne SoftControl

Service Center B py4HOM pexume > mpy HaMMuMM YCTAHOBOYHOTO MakeTa Tpebye-

MOW BEPCUWN.

OBHOBIIEHME KIMEHTCKMX KOMIMOHEHTOB '°° OCYLLECTBINETCA C CO3AaHHOrO MOKarbHOro

«3epkana».

HacTtpo#ka nyten o6HOBRNEHUA N NnapamMeTPOB NMPOKcU-cepBepa
B cekumm NMyTn obHOBNEHUA 3aat0TCA Criedyoume napameTpsbl:
= Url oGHOBRNEHMUA:
Ccbinka Ha BHelwHun cepBep, no kotopon SoftControl Service Center nposepsieTt
Hanm4me obHoBneHWn. B Nyt Heo6Xxo0aMMO ykasaTb HOMEP TEKYLLEW NULEH3WN.
* [lanka gnAa coxpaHeHUss OOHOBNEHUMN:
lMyTb coxpaHeHus mnakeToB OOHOBMEHUSS C BHELWHWX CEPBEPOB OTHOCUTENBHO

avpektopum C: \ProgramData\softControl.

YctaHoBute briaxxok Ucnonb3oBaTb NMPOKCU-CepBEp, €CMM COeQUHEHVE C BHELLHUMMU
cepBepamu TpebyeTcsa OCyLLECTBIISATL Yepes3 NpoKcu-cepeep. B atom crnyvae 3agante ero
napameTpbl:
= Agpec:
IP-agpec i NetBIOS-nmsa xocTta npokcu-cepsepa.
* MoprT:
Homep nopta Ans CBA3WM C NPOKCU-cepBepoM (ECIM He yKasaH — UCMOSb3yeTCa NopT
80 no ymom4aHmo).
* UmAa nonb3oBaTens:
Mms nonb3oBartens Ans ayTeHTudukaLmm Ha NpoKcu-cepeepe.
* Maponb:

Maponb ans ayteHTUdMKaLMmM Ha NPOKcK-cepBepe.

- (]
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MoppepxuBaetca 6asoBbiv (Basic) Tun aBTopusaummn. Ecrm ayteHTUmKaums Ha
npokcu-cepeepe He TpebyeTcs, To nonda Uma nonb3oBatens u NMaponb crieayeT

OCTaBJIATb NYCTbIMU.

n

poBepka n o6HOBNeHMUe No 3anpocy

B cekuyun HOCTyHHbIe OOHOBNEHMUA BO3MOXHO BbIMNOSHEHNE OI'IepaLl,I/II7| no 3anpocy C

NOMOLLL IO CrieAYHOLLX KHOTMOK:

NMpoBepuTbL OGHOBNEHUA:

lMpoBepka Hammumsi OBGHOBMEHW MpOrpamMMHbIX Mogyren. B crnyvyae obHapyxeHus
obHoBreHWn otobpaxaetcs Bepcua obHoBneHua n Pasmep ob6HoBneHus (B
6anrax).

YctaHoBuTbL OobHoBneHua (ons cnyyas, korga SoftControl Server n SoftControl
Admin Console yctaHOBEHbI HA OAHOM KOMIMblOTEPE):

lMpoBepka w1, B criydae obHapyxeHus, peTpaHcnaumns naketoB 0O6HOBMEHUA C BHELLHUX
cepBepoB, ycTtaHoBKa obHoBrieHnn SoftControl Server n SoftControl Admin Console.
O6HoBUTBL cepBep (ana cnydas, koraa SoftControl Server n SoftControl Admin
Console yctaHOBrEHbI Ha pa3HbIX KOMMbOTEPAX):

lMpoBepka 1, B criydae obHapyxeHusl, peTpaHcraums naketoB 06HOBNEHUIA C BHELLHNX
cepBepoB, YyCTaHOBKa 0OHOBEHW cepBepPHOro KomnoHeHTa (SoftControl Server).
O6HOBUTbL KOHconb (ana cnydasn, korga SoftControl Server n SoftControl Admin
Console yctaHOBMEHbI HA pa3HbIX KOMMbOTEPAX):

lMpoBepka n, B criydae obHapyxeHusi, ycTaHOBKa OBOHOBMEHU KOHCOMM ynpaBrieHWs
(SoftControl Admin Console).

Mocrne oOHOBMeHVA nporpammMHbiX Mogyrnen Hactponku SoftControl Server un
SoftControl Admin Console, a Takke nonb3oBartensckue unbTpbl SoftControl
Admin Console coxpaHsatoTca. HakonneHHble cobbitna B SoftControl Admin

Console xpaHaTcs B B[1, noaTomy npu 0GHOBIEHUM He 3aTparmBatoTCs.

B cekuun

CTaTyC obOHoBNEeHus OOCTYynNHa I/IHCbOpMaLI,I/IFI rno TeKyLLBIZ BeEpCUMN " nocregHnm

NPoBeAEeHHbIM onepauusiM NPOBEPKM U YCTAHOBKN OBHOBEHWN.

[ns npUMeHeHVst UISMEHEHHbBIX YCTAHOBOK HAaXXMUTE Ha KHOMKY COXpaHUTb.

- (7B ]
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5.2 HacTtpownka oGHOBNEeHUA aHTUBUPYCHLbIX 6a3

ﬂ,aHHaﬂ KaTteropuda HaCTpoOeK No3BoJideT HaCcTpamBaTb U ynpaBJiATb peTpchmumeﬁ aHTUBUPYC-

HbIX 6a3 krmeHTckoro komnoHeHta SoftControl SysWatch ¢ BHewHux (MHTepHeT) cepBepoB

(pvic. Bknaaka "O6HoBeHWS" ANt aHTUBUPYCHLIX 6a3 '>°).

®aiin Bag Ouwastpe O nporpamme

g Foay [ BOWE |0 oo Bl
22 Oriosneni

Mporpammieie MOaYAA || AHTHBWpYCHBIE Gasbl ‘

| Pexxum oBHosnexma ‘ {_ MyTn obHoBncHMiA :' | Craryc obHoBAEHWA :'

O BuknoueHo

(O Toneka npoeepka

[ htpiffupdates.safensoft.com/avas

@ AsTomaTiueckos 0GHOEREHME

URL ofHoENEHKA: Mocnepnas nposepka:  20.11.2018 14:27:17 Bepcun obrHoenets: OBHoBREHWE He Tpeb))

Pesynstar nocneasero oBHosnenus: OBHOEneHMe He TpeByerca Pasmep obHosneHus: OBHOEREHUE He Tpeb)

Manka ana coxparena oBHOERERHT: Aeran: f

T —

YcranosuTe oBHOBNEHNA

J
[‘% Tl [Updaten\ava ] Mocneanee yeneuwnos obHosnenve: 20.11.2018 05:27:20 i
— AxTyanbHan BEPCMA aHTUBMPYCHbIX 6a3: 8.15.12.212
[C] Micnonesosats npokcu-cepsep
Agpec: I ]
Mopr: h

Vima nonbsosarens:

Maponk:

Wctopua obHoeaeHUiA

Meperasure Cioaa MeILIKOM 3aTOROBOX KOGHKY A1 FPYTMMPOBKY A3HHHIX 1O Hefl

TMocnearan nposepka | Mocneariee obrosnenne  Komnoent Cratyc obHosnenua Pasmiep obHoBnenuA  Axtyansnan sepcus  Hosan sepona | detan

13
20.11.2018 13:27:17 _ 20.11.2018 05:27:20 Ava Q6roenenne He Tpebyerca 0 8.15.12.212 8.15.12.212

v

-

] »

Vs nonsaosarens: console_admin | Panu: Cucreuseaii aqma-ucTpaTop, AaicTpaTopts |

cuera repon|

PucyHok 139. Bknagka "O6HoBRNeHus" ons aHTUBUPYCHLIX 6a3

HacTpownka pexxuma o6HOBNEHUA

B cekummn Pexxmum o6HOBNEeHUA BO3MOXEH BbIOOP TpeX pexvmoB paboTbl:

OBbIKNOYEHO:
OGHoBrEeHME B aBTOMATUYECKOM PEXUME OTKITHOUEHO.

OTonbko npoBepka:

SoftControl Service Center aBTOMaTuyeckn npoBepseT Hammyme OOHOBMEHVMM Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOGHOBMEHUMN (MUH.), HO He 3arpyxaerT uX.

OABTOMaTHU4eCcKkoe OOGHOBIEHMUE:
SoftControl Service Center aBTomatnieckn npoBepaeT Hanmume OOHOBMEHWA Ha
BHELLHUX CepBepax C NePUOANYHOCTBIO, yKa3aHHOM B cveTymke UHTepBan npoBepku
OOGHOBNEHUN (MUH.) N B Clydae HaxoxaeHust 6oree HOBbIX BEPCUK, YEM YCTaHOBIIEH-

Hble, MPOMCXOOUT peTpaHcrsauma obHoBrneHn ©6a3 Ha cepBep. O6GHOBREHWe

- (FF ]
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AHTUBUPYCHbIX 6as3 OCYLLECTBJIAETCA B paMKax OBHOBIIEHMS KIMEHTCKOro KOMMOHEHTA

SoftControl SysWatch™*® ¢ cosgaHHOro nokansHoro «3epkarnay.

Hactpownka nyTen o6HOBNeHus 1 napameTpoB NPOKCU-cepBepa

B cekumm MyTn o6HOBREHUs 3a4atoTcs crieaylouyie napameTpbl:

= Url oOHOBREHUSA:

Ccbifka Ha BHewwHun cepBep, no kotopon SoftControl Service Center npoBepsieT

Harm4me o6HoBeHWN. CCbINKN ANs pa3HblX aHTUBUMPYCHbIX 6a3 onmcaHbl B Tabn. 33.

Ta6nuua 33. Agpeca OGHOBNEHUN aHTUBUPYCHbLIX 6a3

A K ky Anti-|http: tes.saft ft.
.HTI/IBVIpyCHbIe 6a3bl Kaspersky Anti p://updates.safensoft.com/ Updates\KAV
virus <HOMep_ruueH3un>/kav
http://updates.safi ft. /
AHTMBMpPYCHbIe 6a3bl Avira PR e o] Updates\AV4
<HOMep_rmueH3un>/avd/

MpvmeyaHue. Homep MMUEH3UM HeOBX0AMMO YKa3aTb BPYYHYHO.

* [Tanka AnA coxpaHeHnsi OGHOBNEHUM:

|_|yTb COXpaHeHndA nakeToB OBGHOBIEHMA C BHELUHMX cepBepoB OTHOCUTESTbHO

anpektopun C:\ProgramData\softControl. lMankn Ana pasHblX aHTMBUPYCHbIX ©a3

onvcaHbl B Tabn. 33.

YcTaHoBUTE (priaxkok Ucnonb3oBaTb NPOKCU-CepBep, €CrM COeaUHEHME C BHELLHUMMU

cepBepamMm Tpe6yeTC$| OCYLLECTBJATb 4Yepe3 NPOKCU-cepBep. B atom cliy4yae 3agaunte ero

napameTpbl:

= Aapec:

IP-agpec nwm NetBIOS-nmsa xocta npokecu-cepeepa.

* [opT:

Homep nopTta Ana cBs3W C NPOKCU-CEPBEPOM (eCrm He ykasaH — UCTIoNb3yeTcs MnopT

80 no ymom4aHmio).

* Umsa nonb3oBaTens:

MmMa nonb3oBaTena Anis ayTeHTumkaumm Ha Nnpokcu-cepeepe.

* Maponb:

Mapornb ona ayTeHTUdUKaLMmM Ha NPoKCKu-cepBepe.

L .
B TloanepxwvBaetca 6asosbiit (Basic) Tvn aBTopusaumm. Ecrm ayteHtTudmKaumus Ha

- (]
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NPoOKCu-cepsepe He Tpe6yeTc9|, TO nona Amsa nonb3oBartens n Maponb cneayet

OCTaBJIATb NMYCTbIMU.

NMpoBepka n o6HOBNEHME NO 3anpocy
B cekumm [JocTynHble OOHOBMNEHUS BO3MOXHO BLIMOSHEHWE OMepauui no 3anpocy C
NMOMOLLBIO CrieAyHLLUX KHOMOK:
* [IpoBepnUTbL O6OHOBNEHUA (Kpome crnydast 6a3 Kaspersky Anti-virus):
lMpoBepka Hammuma OGHOBIiEHMW aHTMBMPYCHbIX 0a3. B crnydyae oOHapyxeHus
obHoBreHun oTobpaxaetca Bepcua obHoBneHuns n Pasmep ob6bHoBReHusa (B
BawTax).
* YcTaHOBUTb OOHOBJIEHMUS:
lMpoBepka n, B criydae ObHapyXeHUs, peTpaHCrsaumMa aHTUBUPYCHbIX ©a3 C BHELLHWUX

CepBeEpOB.

Mo ymorManmio B noctaeky SoftControl Service Center BXoguT NpO6HbIA NULLEH3VNOHHBIN

krtov kK 6aszam Kaspersky Anti-virus. MNocrne nctevenusa cpoka genctems NpobHOro Kroda
obHoBreHve 6a3 Kaspersky Anti-virus cTaHOBUTCHA HEBO3MOXHbIM. [10aTOMY nprobpeTtute
KoMmepyeckyto nmmueHsno KAV 1 nomectute nonydeHHbIn doann NMUEH3UM ¢ pacLumpeHn-
eM .key B CrieQytoLmin KaTarnor KOMMbloTepa C YCTaHOBIIEHHbIM KOMMoHeHTOM SoftControl

Server:

<KkaTanor ycTtaHoBku SoftControl Server>\Tools\Updates\Plugins\KAV\

B cekumm Ctatyc OoOHOBReHus O0OCTynHa WHOpMaums NO TEKyleW Bepcun M NocrieaHnM

NPOBeAEHHbIM onepauysiM NPOBEPKM U YCTaHOBKN OOHOBIIEHWI.

[ns npMMeHeHunA N3MEHEHHbIX YCTAHOBOK HaXXMUTE Ha KHOTKY COXpaHVITb.

5.3 OoHoBneHue SoftControl Server un SoftControl Admin Console B
PY4YHOM pexume

1) 3anyctute ycTtaHOBOYHbIN nakeT Service.Center.msi Bepcun, Ha KOTOPYK HeobGxoammo
npoun3BeCcTM OBHOBIEHNE.
2) B okHe YctaHoBka SoftControl Service Center Haxmute Ha kHonky [danee (puc. 3anyck

nporpaMmbl O6HOBREHMS =),

- (]
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ﬂ Ycranoexa SoftControl Service Center E

Bac NpUBETCTBYET MacTep YCTaHOBKH
SoftControl Service Center

MacTep yoTaHoBKM 0BHoBWT SoftContral Service Center Ha
KoMnbtoTepe, HawmuTe kHonky “Janee”, ytobel
MPOACIHUTE, MW KHOMKY "OTMeHE", YTobkl BEIfTHA M3
MECTEPA YCTEHOBKH,

Hazan i Hanee ] [ OTmeHa ]

PucyHok 140. 3anyck nporpamMmMbl 0GHOBEHUs

3)B Clnydae Baukero corracud, otMeTbTe Oonuuo A nNMpUHUMaKw ycnoBusa JNIMUEH3UOHHOro

COrnaleHus 1 HaxmuTe Ha kHorky [lanee (puc. JIMLEH3MOHHOe corratlerme ).

ﬂ Ycranoexa SoftControl Service Center E

JInueHznoHHoe cornalleHne

. SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

-
NULEEH3MOHHOE COTMALLEHME 3
1. TMpegmeT cornaweHWa

HacToAwee MWMUEH3SMOHHOE COrnaweHwe (ganee CoOrnaweHwe) ABNAETCA

HPWAMYECKMM AOKYMEHTOM, 38KAKYaEMBIM Mexay SAFE ‘N SEC Corporation
(nanee - Npasocobnagatens) v Bamu, BM3HYECHMM MAK KPUOMYECKUM AMUOM

(anee - TMonb30BaTens), NPaBOMEPHO  BABAEHIWMM  SHIEMAAAROM
nporpaMmmHore npogykTa rpynnel “"SoftControl” (ganee - MporpammHel i
npogykT).

YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] 4 MpMHMMaKS YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ Meuate ] [ Hazaa ][ Lanee ] [ OTMEHS ]

PucyHok 141. lluneH3noHHoe cornaiueHve

4) HaxmuTe Ha kHomky O6HOBUTb (pyc. TOTOBHOCTb K OGHOBREHMIO ')

ESS——————————————————— -

ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5 Pyxog0dcmeo adMuHUcmpamopa

O6HosreHue komroHeHmos CUBE

‘_'@ Yeranoeka SoftControl Service Center EI = @

Bce roToBo K ycraHoBke SoftControl Service Center SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '&'YUaHosuTb J [ OTMEHA ]

PucyHok 142. F[0TOBHOCTb kK OGHOBMNEHUIO

157
5) doxautecb OKOHYaHUs npoLecca obHoBneHus (puc. [Npouecc o6HoBEHMS 2 ).
ﬁ Yeranoska SoftCentrol Service Center E'Fl
Haetr obHoenenne SoftControl Service Center SofcControl

MopowanTe, NoKa MacTep yoTaHoekK obHoenaeT SoftControl Service Center.

CocToRHKe:

Hazan fanee OTHEHE

PucyHok 143. MNpouecc o6HoBNeHus

6) MNocne noasneHna coobwenuss YecmaHoeka SoftControl Service Center 3agepweHa Haxmute

Ha kHonky MoToBo (puc. 3aBeplueHne obHoBReH!s 7).
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‘_'@ Yeranoeka SoftControl Service Center EI = @

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan MoToBO OTmeHa

PucyHok 144. 3aBeplweHue 06HOBNEeHUA

5.4 OOHOBINEeHMe KNIMeHTCKNX KOMNOHEeHTOB

MNocne peTpaHcnaumm OBGHOBIEHMA C BHELLHUX cepBepoOB KIMMEHTCKMUE KOMIMOHEHTbI MOTyT ObITb

obHoBneHbl ¢ SoftControl Service Center cnegytowymm cnocobamu:

O lMNocrne nogkntodeHus Kk CepeucHomy LleHTtpy SoftControl SysWatch n SoftControl DLP
Client aBTomatmyeckn nepeknoyalTcsa B pexum obHoBneHun ¢ Hero. OGHOBrEHve
KOMMOHEHTOB MPOM3BOAUTCA MO 3anpocy MOCPeACTBOM CO3[aHuUA COOTBETCTBYHOLLEW

3agau ™’ M no pacnucaHuio, ecrim oHO HacTpoeHo arsi SoftControl SysWatch ®” /
SoftControl DLP Client '%.

0 Haxogsacb B aBTOHOMHOM pexume paboTbl, SoftControl SysWatch takke moxeTt 6biTb

obHoBneH ¢ CepBucHoro LleHTpa. [nsa aTOro B HacTpovkax WUCTOYHUMKOB OOGHOBIEHUS
SoftControl SysWatch 4epe3 uHTEpHET 3ameHuTe npenycTaHOBSEHHbIE agpeca Ha
cooTBeTCTBYIOLWME Tabn. 34 rokarnbHble agpeca Ana HeobXxoaMMbIX KOMMOHEHTOB. [opT

CBA3WN C cepBepoM Mo ymosMaHuo — 8088. lMocrne npyMeHeHus1 yKka3aHHbIX HacTpOeK

0OHOBEHME MOXHO NPOU3BECTM NO 3anpocy vyepes UTT.

Taonuua 34. Agpeca oo6HoBneHumn ¢ SoftControl Service Center

http://<IP-agpec cepBepa>:<nopT CBA3N C cepBepom>/api/

Core MporpammHble Mogynu
porp Ay updates/SNS
AV KAV AHTVBUPYCHbIE Gasbl http://<IP-agpec cepBepa>:<nopT cBA3N C cepBepom>/api/
- Kaspersky Anti-virus updates/KAV

http://<IP-agpec cepBepa>:<nopT cBA3n Cc cepeepom>/api/

AV-AV4 AHTUBMpPYCHBbIe 6a3bl Avira
updates/AV4
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6. YoaneHune komnoHeHTOB SoftControl Service Center

Ypaanenve SoftControl Server n SoftControl Admin Console: B lNaHerm ynpasnenns Windows B

pasgene MNMporpammel (Programs) — Mporpammbl U1 KoMnoHeHTbl (Programs and Features)
Bblbepute SoftControl Service Center n Haxmute Ha kHonky Yaanutb (Uninstall).

YpaneHue o4HOro U3 KOMMNOHEHTOB:

1) B lMaHerm ynpasneHns Windows B pasgene Mporpammbl (Programs) — [Mporpammbl m
koMmnoHeHTbl (Programs and Features) Boibepute SoftControl Service Center n HaxmuTe Ha
kHonky U3meHuTb (Change).

2) B okHe YctaHoBKa SoftControl Service Center Haxwvute Ha kHonky Oanee (puc. 3anyck

nporpaMmbl yaanenus *°°).

ﬁ Ycranoeka SoftControl Service Center EI = @

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl Service Center

MaCTep YCTaHOBKM NO3BONAET M3MEHMTE ocod yoTaHoBKM
WK yaaneHna komnoHeHTos SoftControl Service Center Ha
KOMNetoTepe, HaxmiTe kHomky "fanee”, uTofiel
MPOACIHUTE, MAKM KHOMKY "OTHMeHa", UTobbl BEIATH M3
MACTEPE YCTAHOBKN,

Hazan [ Janee ] [ OTMeHa

PucyHok 145. 3anyck nporpamMmbl yaaneHus

3) BuiGepuTe onepauyio U3MeHUTDb (puc. Turbl onepaumin ).

4) BbibepyTe KOMMOHEHT Ans yaanenus (puc. Beibop KOMNOHEHTOB Ans yaaneHus '°°): HaxmuTe

Ha NUKTOrpamMmy KOMIMoHeHTa U B BbliNMagalolEeM MEHKO Bbl6€pI/ITe onumo KoMnoHeHT 6yp,eT

MONHOCTLIO HeAocTyneH (puc. Onumv YCTaHOBKU KOMMOHeHTa »°). lMocrie Toro kak Bce

YCTaHOBKUM 3aBEpPLLUEHbI, HAXXMUTE Ha KHOTMKY Oanee.
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ww w .safensoft.com


http://www.safensoft.com

SoftControl Service Center Bepcus 4.6.5

Pykosodcmeo aOmMuHUCmpamopa

YoaneHue komroHeHmos SoftControl Service Cente

ﬁ Ycranoeka SoftControl Service Center

b=l = s

HaMeHeHne, BOCCTAHOBMEHHE WK YAANeHHe YCTAaHOBKH

SoftControl
BribepTe onepalyo, KOTOPYIO CeAYET BelMONHUTE,

WsMEHMTE

Mo3BoNAET M3MEHWTE NEPaMETPbI YCTaHOBKW KOMOOHEHTOE.

BoCCTEHOBMTE

Wcnpasnetve ownbok B nocnegHeR yCTaHOBKE NYTEM BOCCTAHOBNEHHA
OTCYTCTEVHOWMX W NOBPEXAEHHE!X hEHN0E, APMEIKOE W 3aNWMCEl peecTpa.

YaanuTe

¥YoaneHue SoftControl Service Center ¢ KomnbloTepa.

PucyHok 146. Tunbl onepauumn

ﬁ Yeranoeka SoftControl Service Center EI =1 @

BuibopoyHan yCTaHOBKA

SoftControl
YKEHNTE KOHDMMYPaLMID YCTSHOBKM KOMMOHEHT 0B,

ﬂl’lﬂ H3MEHEHWA N3APAMETPOE YCTaHOBKH KaKoro-nMbo KoMNoHEHTa WENKHUTE
COOTBETCI'BYIOLLLMﬁ 3HE40K B PACMON0HEHHOM HIKE OAEPEEBE.

- &9 ~| softControl Server SoftControl Admin Console
f— =) ~ | Microsoft SQL Server 20
EI SoftControl Admin Console

KomnoreHT ocsoboaunt 96ME Ha
HECTKOM JWCKE,

4 m 3

[ Chpoc ][ Wcnonb3oBaHue aucka ][ Hasan ][ lanee ][ OTmMeHa

PucyHok 147. BbiI6op KOMNOHEHTOB ANisl yAaneHus

=) bBynmeT yCcTaHOBNEH Ha NOKANBHbIA XECTKNA ANCK

8 KomnoHeHT ByAeT NONHOCTEHD YCTAHOBAEH HA NOKANEHBIN HECTKWA AMCK

=) KomnoHeHT ByaeT yCTaHoBAEH NPU HEOBXOAMMOCTH

X KomnoHeHT ByAET NONHOCTBIO HEAOCTYMEH

PucyHok 148. Onummn ycTaHOBKM KOMINOHEHTA

5) Haxkmute Ha kHornky U3mMeHUTb (puc. [0TOBHOCTL K yaaneHuo

160
).
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‘@ Ycranoeka SoftControl Service Center E' =] @

Bce rotoso K m3MeHeHno SoftControl Service Center SoftControl

HamiTe KHonky MameHnTs”, yTobbl HAYaTE YCTAHOBKY. HammiTe kHomky "Hasaan”,
YToBEI IPOBEPMTE MM M3MEHWTE NEPAMETPE! YCTEHOBKK, HaMMUTE KHonKy "OTHeHa",
yTobbl BEIATI M3 MECTEPE.

[ Hazaa ][ MsMEHMTE ] [ OTmeHa

PucyHok 149. l0TOBHOCTb K yaarneHuto

6) JoxauTeck okoHYaHWa npouecca yaanenus (puc. Mpouecc yoanenus ).
ﬁ Ycranoeka SoftControl Service Center EI’E‘@
MzMeHeHne SoftControl Service Center SoftControl

MoACHKAMTE, MOKE MACTED YCTAHOBKM M3MeHAeT SoftControl Service Center.

CocTosHme:

Hazan lanee

PucyHok 150. lNMpouecc yaaneHus

7) Nocne nosiBrieHusi coobwenna YcmaHoeka SoftControl Service Center 3agepuwieHa HaxmuTe

Ha kHonky FoToBo (puc. 3aBepluenme yaaneHus ).
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ﬂ Ycranoexa SoftControl Service Center E

YcraHoBka SoftControl Service Center
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 151. 3aBeplieHune yaaneHus

® B cnyyae, ecrm SoftControl Server 6bin yctaHoBrneH co BcTpoenHon CYB[, ynanexve

Microsoft® SQL Server® 2014 Express SP1 HeobxoamMmo npoumsBecTn BpydHyto. [ns
3TOro BbINOSNHUTE yaaneHve criegytlouyx anemeHtoB CYB/[] cTaHmapTHbIMK cpeacTBaMm
Windows:

* Microsoft SQL Server 2014,

* Microsoft SQL Server 2012 Native Client,

® Microsoft SQL Server 2014 Setup (English);

* Microsoft SQL Server 2008 Setup Support Files;

® Microsoft SQL Server 2014 Transact-SQL ScriptDom.

- (B ]
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7. JononHutenbHas uHdgopmauus

7.1 O cepTudukaTtax cepBepa

B HacTosiLem pasgene paccmaTpuBaloTCA HEKOTOpble BakHble acnekTbl KpunTorpadudeckoi
3auwnTbl kaHana cBasn mMexay CepBUCHbIM LIEHTPOM M KIMMEHTCKUMUW MpUIoXeHusmMu (aanee —

«KIMEeHTaMm»).

[Ons B3aumogenctsuss Mexay cepBepHbiM kKomnoHeHTom SoftControl Server u kmmeHtamu B
SoftControl Service Center ncnonebsyetca npotokon HTTPS. Bce aaHHble mexay cepBepoMm u
KOHEYHOM TOYKOM nepenaroTcs B 3almdpoBaHHOM Buae Mo 3aLMLEHHOMY KaHary, npyu 3TOM A4S

aBTOpPU3aLMM KIMEHTOB MCMOSb3YOTCA cepTudmkaTtbl cTangapTta X.509.
B npouecce pabotbl SoftControl Server reHepupyeT cregytouye Buabl CepTUmKaToB:

= KopHeBOW — faHHbIN cepTuUdmKaT SBseTcs cepTUdUKaToM yaAOCTOBEPSIOWEro LeHTpa B
pamkax CUB Ha ocHoBe CepsucHoro LleHTpa n nomewgetca B xpaHumwe Windows. Bce
ocTalbHble BUObl CepTUdUKATOB NPOAyKTa MOANUCAHbI KOPHEBLIM CepTUMKATOM, YTO
SABMAETCH OOHUM U3 KpUTEPUEB NX JOCTOBEPHOCTN.

= CepBepHbIN — cepTUdUKAT CEPBEPHON CTOPOHbI, UCMOSNb3YyEMbIN AN B3aUMOLEWNCTBUS C
KIMeHTamm n nomelwgemMoin B xpanmime Windows.

»  OOWMN KINEeHTCKUMN — cepTudmKaT KIIMEHTCKOM CTOPOHbI, UCMOSb3yeMbIN AnA pernctpaumm
KIMeHTOB Ha cepBepe. [aHHbIn cepTudukaTt sBnsseTcss odupm Ans BCeX HOBbIX KIMEHTOB WU

npeaHasHa4eH TomNbKo AJ19 NoAayn UMK NepBoro 3anpoca Ha cepBep. CepTudmkaT BCTPOEH B

3aLMPOBaHHbIi (aiin_KIMEHTCKUX HAacTpoek 2%, npUMeHsieMbln K KIMEHTY Ha KOHEeYHOW

TOYKe, a Takke BbIrpyKaeTcs B OTAESbHbIN dhaln no crieayroemMy nyTu:
C:\ProgramData\SafenSoft\Client.pem
* WHaMBuAyanbHbIW KIWEHTCKUA — CcepTUdUKaT KIMEHTCKOM CTOPOHbI, BblgaBaeMbIN

cepBeEpHbIM KOMMNOHEHTOM MOCIe NnoaTBepPXaeHNA_permcTpaumnm 44 aOMUWHUCTPATOPOM Yepes

KoHcosb ynpasrenuns SoftControl Admin Console. [aHHbin cepTudmkat yHuKaneH Aans
KaXkdoro KrmeHTa, YTto AefiaeT HEBO3MOXHbIM HECaHKLUMOHMPOBAHHBIA JOCTYM K KaHarny CBA3N
NPy HanM4MM y 3MOYMbILLNEHHWMKOB YKPaAEHHOro WHAMBMAOYanbHOro cepTudukaTa Apyroro
KrmeHta wrm obwero ceptudukata. B criyvae ecrm goBepue K MHOMBMOyarbHOMY
cepTudmrKaTy rno Kakom-rmbo npuumHe YyTEPSHO WM UCTEK CPOK ero AevCTBUS, CyLLecTBYeT

BO3MOXHOCTb Bblayn Opyroro CepTI/IC*)I/IKaTa (o6HOBNEHME 44) UM ero OT3blB (OTKIIOHEHWE

pervctpauum **).
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7.2 BoccTtaHOBNEeHMe CBSA3U C CepBepoM

B cucteme B3aumogencteus «knmeHT-cepeep» (B pamkax CUB Ha ocHoBe CepBucHoro LleHtpa)
CyLLeCTBYeT BEPOSTHOCTb BO3HUMKHOBEHMS CUTyauui, npu KOoTopbix IP-agpec cepBepa mMoxeTt
ObITb MBMEHEH aBTOMATUYECKK, HANPUMEP, NMPU BXOAE B CETb MNocre nepesarpysku. B aTom criyywae
KIMEHTCKME NPUIoXeHusl, B KOHdUrypauum KoTopbix NponMcaHbl Tonbko IP-agpeca koMmnbioTepa ¢
YCTaHOBIEHHbIM cepBepHbIM KomnoHeHToM SoftControl Server, a He ero ceTeBoe mms, TepsatoT
CBs3b C HUM. YTOGbI HE KOoppekTupoBaTb IP-agpeca Bpy4Hyl0 NOKanbHO B HACTPOMKaX KaXXOoro
KIMEHTCKOro KOMMOHEHTa, NpeaycMoTpeH (OyHKUMOHaN pe3epBHOro cepBepa BOCCTAHOBIEHWS.
[ns ero akTMBaLmm BbINOMHUTE Crieaylouye warmw:

1) OTkpowTe hbann KOHUrypaumm cepepa, PacnosioXeHHbIV MO CrieayroLLemMy nyTu:

C:\ProgramData\SafenSoft\Server.Config.xml
2) B anemeHTe RescueSettings 3ameHute 3HaveHvie coriara Active Ha True.

3) JobaBbTe B aneMeHT RescueSettings noganeMeHTbl CreyroLero Buaa:

<Address Uri="<HoBblli IP-agpec wnu NetBIOS-ums cepepa>" Port="<nopT cBasu>" /

4) CoxpaHnTe n3mMeHeHus B hawne KoHuUrypaumn.

5) Uamenute NetBIOS-ums komnbioTepa ¢ yctaHoBreHHbIM SoftControl Server Ha
screstore.

6) MNepesarpysute komnbloTep C yctaHoBreHHbIM SoftControl Server ana npumeHeHus
HOBbIX HACTPOEK 1 UBMEHEHNSI CETEBOIO MMEHM XOCTa.

7)Mocne 3anycka cuctemHon cryxbbl SoftControl Server nopt 8888 pna pesepBHOro
noaknodeHust byaet aBTomaTndeckun gobdasneH B 6paHamayap Windows.

8) Mo nctedeHun 10 HeygadHbIX NOMbITOK MOAKIKOYEHM MO CNMCKY agpecoB, 3adaHHbIX B
HaCTPOMKaXx, KIMEHTCKME KOMMOHEHTbI ByayT npeanpuHuMaTth MOMbITKY NOAKIHOYEHUS K
pe3epBHOMY cepBepy C UMeHem screstore Ha nopt 8888 (no ymorManwo). lMocne
YCNeLHOro nogKmoYeHns no AaHHOMY ajpecy, KnmeHtam byaeT nepefaH 3afaHHbln B
HaCTpOMKax HOBbIM CIMCOK aApecoB cepBepa M NpousBeaeHa aBToMaTndeckas 3amMmeHa
CTaporo crnmcka agpecoB Ha OOHOBMEHHbIN B HAcCTpoKKax. [locrne Toro kak coeauHeHve
CO BCeMM nogkroveHHbIMn K CepBucHomy LIeHTpy knmeHTammn Gyaet BOCCTaHOBIIEHO,

ceTeBoe NMA cepBepa MOXeT ObITb M3MEHEHO Ha U3Ha4arnbLHoe.
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7.3 Pe3epBHoe konupoBaHue SoftControl Service Center

B HEKOTOPbLIX ClydadXx CylwecTByeT HeobXoaAMMOCTb B CO34aHUM  pe3epBHOW KOI'Il/‘Il/‘I165

komnoHeHToB CepBucHoro LleHTpa, ¢ uernbio JanbHenero BOCCTAHOBIIEHMS ' MOMHOCTbLIO

paboTocnocobHom KoHUrypauum 6e3 noTepun CBS3M C KIMEHTCKUMU MPUIOXKEHNAMU Ha YOANEHHbIX

xocTax. Cryyau, K KOTOpbIM NPUMEHUMbI AaHHbIE OnepaLun:

= HeobxogumocTb nepeyctaHoBkn OC Ha komnbloTepe ¢ komnoHeHTamu SoftControl Service
Center;

*  HeobxogumocTb nepeHoca SoftControl Service Center Ha gpyron KOMNbIOTEP.

7.3.1 Co3paHue pe3epBHOW KONUU

PesepBHasa konus dgannoB SoftControl Service Center Bkmovaet B cebss Heobxogumblie Ons
BOCCTaHOBSIEHNS bairbl  KOHUrypaumm cepBepHoro KomnoHeHta SoftControl Server u

cepTUdMKaThl . Takke MOryT GblTb COXpaHeHbl MONb30oBaTENbCKMe urbTpbl - SoftControl

Admin Console (onuuoHanbHO). YToObl co3maTb PE3EPBHYKD KOMWUIO, BLIMOSHATE CREOYHOLLYHO
nocrneaoBaTernbHOCTb AENCTBUN:
1) B ocHoBHOM MeHo SoftControl Admin Console Bbibepute nyHkT Bua — Pe3sepBHoe
KONMUpOBaHwMe.
2) B nosiBvBLIEMCSA OKHE ycTaHOBUTE Pexxum konupoBaHuA B obractn @aunbl cepBepa

(pvic. Cosnanvie pesepBHOii ko '),

#~ PesepeHoe konMpoBaHue A

Daiinel cepeepa
IMyTb K AMpEKTOpMM TEHEEOTO KONMWPOBAHWA Ha CEpEEpE [ CreHepypoBaTL NogkaTanor |
[C:\SC backup'files\20140925121156848 l
| PeiM BOCCTAHOBNEHMA Konuposats
O/ PexkuM KOMMpOEaHMA
Dalinkl NoNLIOEATENLCKUX GUNLTPOS
TNokansHsli NYTh K AUPEKTOPUM TEHEEORD KONUPOEAHWA [ CreHepypoBaTk NOAKATANOR |
CASC backup\uf\20140925121417959 l
_ PeiM BOCCTAHOBNEHMA Konuposats
O PexkiM KONMpPOEaHMA
MNocnegras onepauws BwinonHeHa Ges ownbok 3aKphiTe

PucyHok 152. CozpaHue pe3epBHON Konuu

Beeoute nyTb OO0 KaTtariora, Kyda npeanosfiaraetcAad CoOXpaHUTb (ba|7|nb| pe3epBHO|7| Konun,

B cooTBeTCTBYloLLEe nore. Ecrm TpebyeTcs chopmMmpoBaTth NogkaTtasior C YHKabHbIM
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VI,EI,GHTI/I(bI/IKaTOpOM no BBeﬂéHHOMy nyTn, HaXXMHUTE Ha KHOIMKY CreHepMpOBaTb
noakaranor. Ecrm HaxaTb Ha YKa3aHHYy0 KHOTMKY Mpu nNycTtoM norsrie BBoAda, noakatasor

OygeT No ymoHaHuio pacnosiaratbCA B CrieaytoLen AMpekTopum:
C:\Windows\System32
Haxmute Ha kHonky KonupoBaTb, 4TOObl CcO34aTb pPE3EpBHYID KONWMIO dhanrioB Mo

BblGpaHHOMY nyTn. B HWKHeN YacTn okHa ByaeT oTobpaXkeH cTaTyc onepaumn.
3)[0na coxpaHeHus nosfb30BaTeNbCKUX PUbTPOB B OKHe Pe3epBHOe KonupoBaHue

(puc. Co3fanve pe3epBHOM komum') NoBTOpUTE AeCTBKSA M. 2 Ans obractu daiinbl

nosib30BaTeNbCKUX PUNLTPOB.

Ecrm HaxaTtb Ha kHOnKy CreHepupoBaTb nogkatanor rnpu nyctom nore BBOAA,
nogkaTarnor OygeT no ymorMaHuio pacnosnaratbCca B Avpektopum yctaHoBku SoftControl
Admin Console.

4)B cnyyae, ecrm B[] CepsucHoro LleHTpa pacnonaraeTcss Ha BHeELWHeM cepBepe
(OTrM4HOM OT KOMMbIOTEPA C YCTaHOBrEHHbIMKU KommnoHeHTamu SoftControl Service
Center), coxpaHaTtb €€ konuio He TpebyeTtcsa. B obpaTHOM crydyae co3ganTte pe3epBHYHO
konmo Tekywen b1 cpeactsamu Microsoft® SQL Server®.

7.3.2 BoccTaHOBIeHUEe U3 pe3epBHOU KON

[nsa BocctaHoBneHuns SoftControl Service Center n3 pesepBHON KONUU BbIMOSHUTE CrieayHOLLYHO

nocrnegoBaTelbHOCTb OENUCTBUI:

1) Y6eautechb, YTO Ha KOMMbOTEPE YCTAHOBIIEHO NPaBUIbHOE BPEMS.

2) YcraHoBute ° SoftControl Service Center Toit e BepCWM, YTO WCMOMb3OBANCst Ha
KOMMblOTEpPE, C KOTOPOro co3gaBariacb pes3epBHas Konus.

3) BbInonHuTe BOCCTaHOBIEHWE paHee coxpaHéHnHown B[. MNponyctute atoT war, ecrm B
Haxoguracb Ha ApYroM KOMMbIOTEPE U He yaansasnach.

4) Mpowv3BeaunTe NepBUYHYI0 HACTPOIKY cepsepa . Mpu HacTpolike ykaxute HoBoe Ums

6a3bl gaHHbIX, OTIMYHOE OT UMeHn ctapou B[], 4tobbl He NOBpeAUTb OaHHbIE B HEMN.
MNocrie BOCCTaHOBIIEHMSI U3 pE3ePBHON KONUM CepBep aBTOMAaTUYECKN NEPEKITIOYUTCS Ha
cTapyto 6a3y AaHHbIX.

5) B ocHoBHOM MeHo SoftControl Admin Console Bbibepute nyHkT Bug — Pe3epBHoOe
KonupoBaHue.

6) B nosBuBLEMCA OKHE ycTaHoBuUTE Pexum BoccTaHoBneHusa B obrnactm dannbl
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cepBepa (puc. BoccTaHoBreHMe 13 pe3epBHOM konum ). BBeauTe nyTb A0 KaTarnora ¢
paHee COXpaHEHHbLIMU (hanrammn pe3epBHOM KOMUN B COOTBETCTBYIOLLEE MOJSIE N HAXMUTE

Ha KHOMKy BoccTtaHOBUTL. B HKHE YacTu OkHa ByaeT oTobpaxkéH ctaTyc onepaumn.

#~ PesepeHOE KONWMPOBEaHWE ~

Daiinel cepeepa
MyTe k gvpekTopiK +] P Ha cepeep
[C:\SC backup'files\20140925121156848 l
| PeUM KOMMPOEaHHA
MepesanycTuTe cepeep U KoHCONL l
Dalinkl NoNLIOEATENLCKUX GUNLTPOS
NokansHsli NyTe K AMPEKTOPWIM TEHEEOTD KOMMPOEaHUA
CASC backup\uf20140925121417959 l
10 PexkiM EOCCTAHOBNSHUA
[ PexvM KOnMposaHna
Mocnegtas onepayus suinondesa bes owwbok. NepesanycTute caysxby U Ko

PucyHok 153. BocctaHOoBneHue us pe3epBHOMN Konuu

7)MNpn  HeobxoaMMOCTU BOCCTAHOBSIEHMS MOSb30BaTENbCKMX (PUMbTPOB B OKHE

Pe3sepBHOe KonupoBaHue (puc. BocctaHoBrneHWe 13 pe3epBHOM Kommm '’

166

) nosTOopUTE

fAevcteua n. 6 ana obnactn @annbl NoNb3oBaTeNbCKUX (pUNbTPOB.

8) Haxxmute Ha kHornky NMepe3anycTuTb cepBep U KOHCOJSb 415 nepesanycka CUCTEMHON
cnyx6bl SoftControl Server n npymMeHeHs BOCCTaHOBIEHHOM KOHpUrypaLumm.

MprMeyaHue: Ha HEKOTOPbIX CMUCTEMAax MOXET Takke MNoHagoOuUTbCs nepesarpyska
KOMMbloTepa.

9) Yoanmre BpemeHHyto 6a3y AaHHbIX, Co3aaHHyto Ha ware 4 ',

10) AsTopuayitteck ** B koHcorm ynpaenenns SoftControl Admin Console. MposepbTe

paboToCnOCOOHOCTb KOMMOHEHTOB.
7.4 TpuBunerumn npoueccos
B 1abn. 35 npegcrtasneHo onwucanve npvBunermi Windows, vcrnonb3yembix npoueccamu (CM.

Takke https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx u https://
docs.microsoft.com/en-us/windows/device-security/auditing/event-4704).

Tabnuua 35. OnucaHne npuBuUnNerM NpoLeccoB
YnpaBneHue ayautom u

[obaBneHune 3anucen B xxypHan 6esonacHocTv.
XypHanom 6e3onacHoOCT!

ApxvBaums gannos u BbinonHeHne onepauuii N0 pe3epBHOMY KOMMPOBAHUIO.
Kartanoros OTa npuBunerus 3actaBnseT cCMCTeMy BblaTb NpaBa Ha YTeHue noboro danna, Hesa-
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BMCMMO OT TOrO, YTO YKa3aHo B CMMCKe ynpaBreHust goctynom (ACL) ans atoro dianna.
JTto6on gpyron 3anpoc Ha 4OCTYN, KPOME YTEHUS, NO-NPEXHEMY OLIEHMBAETCS C NOMO-
wbto ACL.

Monb3oBatenb ¢ AaHHOW NpUBUMErnen MoXeT 006XxoauTb paspeLleHns dannos, nanok,
peecTpa 1 ApYrux NOCTOSIHHbIX OOBLEKTOB C LIENbI0 PE3EPBHOMO KOMMPOBAHUSI CUCTEMBI.

BoccTaHoBneHve dannos u
KaTtanoros

BbinonHeHve onepaunin BOCCTaHOBMEHWUS.

OTa npvBWnerns 3actaBnseT cMCTeMy BblAaTtb Npasa Ha 3anuck fnoboro danna, Hesa-
BMCMMO OT TOro, YTO yKasaHo B crmcke ynpasneHusi goctynom (ACL) ans atoro danna.
Monb3oBatens ¢ AaHHOW NpuBUernen MoxeT 06xoauTs paspeLleHns gannos, narnok,
peecTpa 1 ApYyrMx NOCTOAHHLIX O6BEKTOB MPU BOCCTAHOBIIEHUM GhaiioB 1 Nanok us pe-
3epPBHbIX KOMUA.

[JononHutensHO JaHHas NPYBUNErns No3BonseT Ha3Ha4YUTL NMBOro Nonb3oBaTens unm
rpynny ¢ 4encTeyoL UM naeHmdumkatopom 6esonacHoct (SID) Brnagensuem dianna.

M3meHeHne CUCTEMHOro
BpeMeEHU

MamMeHeHne CUCTEMHOrO BPEMEHMW.

Monb3oBatens ¢ gaHHOW NPUBUMNETNEN MOXET U3MEHSATL BPEMS U OaTy Ha BHYTPEHHMX
Yyacax komnbloTepa. [Nonb3oBaTenu ¢ TakuMm NpaBaMmy MOryT BIMSITb HA BUZ XKy pHarioB
cobbmin. Ecnn cuctemHoe BpeMsi UISMEHEHO, CODbITUS, KOTopble Obin 3anucaHbl, Oy-
AyT oTobpaaTb 9T0 HOBOE BPEMS!, a He pearibHOe BPeEMSs, B KOTOPOE OHU MPOU3OLLINN.

3aBepLueHne paboTsl
CUCTEMBI

3aBepLueHne paboTbl TOKanbHON CUCTEMBI.

3aBepLueHre paboTbl

MpuHyauTensHoe yaanéHHoe

BbikntoueHne cuctemMbl C MOMOLL bHO 3arnpoca rno cetun.

W ApYyrux oGLekToB

CwmeHa BnagensueB ¢ainos

MpuBunerns Heobxoguma, 4TobObl CTaTh BragenbLem oobekTa 6e3 nonyyeHus n3bmpa-
TeneHOro goctyna.

Monb3oBatens C AaHHOW NpUBUIErnen MOXeT cTaTb BriagenbLemM Noboro 3ay mil aemo-
ro obbekta B cucteme, Bknoyasa obbektol Active Directory, dannbl n nanku, npuHTEpPHI,
pasfenbl peectpa, NPoLEeCcChl U NOTOKM.

OTtnagka nporpamm

OTnagka n HacTponka NaMmsTu npouecca, KOTopbI NPUHAANEXUT OPYron yY4éTHOW 3anu-
cu.

Monb3oBatenb C gaHHOW NPUBUNETMEN MOXET NPUCOEANHATL OTNAAYMK K TOOOMY npo-
ueccy wunm 9apy. Paspabotimkam, oTnaxyBaioL M CBoOM COBCTBEHHbIE NMPUIOXEHWS,
3TO NONb30BaTeNbCKOE NPaBO He HYXHO. Paspabotinkam, OTrNaxmBaroLL, M HOBbIE KOM-
MOHEHTbI CUCTEMBI, 3TO NPaBO HYXHO. [laHHOe NpaBo AaeT NOMHLIN AOCTYN K YyBCTBU-
TeNbHbIM U KPUTUYHBIM KOMMOHEHTaM OnepaunoHHON CUCTEMBI.

MameHeHre napameTpoB
cpenbl U3rotoBUTens

M3meHeHve aHeproHesasucumon namsam (RAM) cuctem, KoTopble MCNOMb3YOT AaHHbIN
TN NaMAT AN XPaHeHWs MHGopMaLUmmn 0 KOHAMry paumm.

MpodmnuposaHne
NPOV3BOANTENBHOCTA
cucTembl

C6op npodwmnsa Bcen cucTeMbl.
Monb3oBatenb C AaHHOW NPUBUIIErMEN MOXET UCMONb30BaTb CcpeAcTBa HabnoaeHVs 3a
NPOM3BOANTENBHOCTLIO AN KOHTPONS NPOU3BOAUTENBHOCTU CUCTEMHBIX NMPOLIECCOB.

MpodmnmpoBaHne ogHOro
npowecca

C6op npodwmnsi No ogHOMY MpoLeccy.
Monb3oBatenb C AaHHOW NPUBUIErMEN MOXET UCMONb30BaTh cpeAcTBa HabnogeHVs 3a
NPOM3BOANTENBHOCTLIO A1 KOHTPONS NPOV3BOANUTENBHOCTA HECUCTEMHBIX NPOLIECCOB.

YBenmyeHue npuoputeTa
BbIMNOJTHEHNA

YBenuyeHne 6a3oBoro npuoputeTa npouecca.

Monb3oBatenb C AaHHOW NPUBUMIErMEN MOXET NCMOMb30BaTh NPOLECC C AOCTYNOM K
CBOWMCTBY "3anucb" Apyroro npouecca Ans yBenu4eHns NpUopuTeTa BbIMOSHEHWS], Ha-
3Ha4YeHHOro 3ToMy ApPyromy npoueccy. Takoi Nonb3oBaTerb MOXET U3MEHSITb 3annaHu-
pOBaHHbLI MPUOPUTET NpoLecca Yepes nonb3oBaTenbCKMn UHTepdeenc [ucnetyepa 3a-

nad
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LHononHumernbHas uHgopmayus

3arpyska v BbIrpyska
ApaviBepoB YCTPONCTB

3arpyska u BbIrpy3ska ApalriBepOB YCTPOWCTB.

Monb3oBatenb ¢ JaHHOW NPUBUIIErMEN MOXET OMHAMUYECKN 3arpyxaTtb U BbIrpyxaTb
ApanBepa yCTPOWCTB U APYron Kog B pexnmMe sgpa. 1o nNonb3oBaTtenbckoe npaso
He nNpuMeHseTcs K gparsepam ycTponcts Plug and Play.

Cospganue danna nogkayvkm

CospgaHuve dainna nogkayvku.
Monb3oBatenb ¢ JaHHOW NPUBUIIETMEN MOXET Co34aBaTb U M3MEHATb pasMmep dranna
noaKayku.

HacTpoiika kBOT namsv ns
npouecca

YBenuueHue KBOTbI, HA3HaYEHHOW NpoLeccy.

O6xopf nepekpecTHon
npoBepKu

Mony4yeHne yBegomneHni 06 M3MeHeHusX B dannax u gupektopusx. [NpuBunerusi Tak-
Xe 3acTaBnseT cMcTeMy MponycTUTb BCE NepekpecTHbIe NPOBEPKM Ha AocTyn. Mo
YMOIYaHUIO BKMIOYEHa ANS BCeX nonb3oBaTternen.

OTkntoYeHne KOMMblOTEPA OT
CTbIKOBOYHOrO y3na

OTCcTbIKOBKa HOyTOYKA.
Monb3oBatenb C AaHHOW NPUBUIErMEN MOXET OTKIIOUYNTL MOPTATUBHLIA KOMMbIOTEP OT
CTbIKOBOYHOTO Y3n1a, He BbINOSHSAS BXOA B CUCTEMY.

BbinonHexne 3agay no
ob6cnyXMBaHMO TOMOB

BkntoueHne npuBunernii no 06CnyXnBaHUO TOMOB.
Heobxoovma aons npoBeaeHvs 3agay no obcnyXMBaHWIo Ha TOMe, Hanpumep, yaanéH-
HoW aedparmeHTaumm.

MMuTaumsa knueHTa nocne
NpOBEpKM Nnosb3oBaTtens

Mmutaums knmeHTa.
Monb3oBatens ¢ gaHHOM anlemeereVl MOXeT UMUTUpoBaTL Apyrue yl-IéTHbIe 3anuncu.

Cospganue rnodanbHbIX
00BbEKTOB

Co3fgaHne nMeHOBaHHbIX OGBLEKTOB COMOCTaBMNEHNS pannoB B rnobanbHOM NpOCTPaHCT-
Be MMEH BO BpeMs yAanéHHbIX TepMuUHarbHbIX ceccui. Npusunerus no ymonyaHuo
BKIMOYEHa ANS agMUHUCTPATOPOB, CEPBUCOB M YYETHOM 3anncu LocalSystem.

7.5 UcTOoYHUKM

N cTOYHMKIM AoNOMHUTENbHO MHAbOpMaLIMM NpuBeaeHbl B Tabn. 36.

Ta6nuua 36. BcnomoratenbHas AOKyMeHTauus

Client

PykoBoactBo nonb3osatens SoftControl ATM

PyKOBOLCTBO MO YCTAHOBKE, HACTPOMKE U paboTe C KIMEHTCKUM
komnoHeHToM SoftControl ATM Client.

Endpoint Client

PykoBoacteo nonb3osatens SoftControl

PykoBoACTBO MO yCTaHOBKE, HACTPOMKE U paboTe C KIMEHTCKUM
komnoHeHToM SoftControl Endpoint Client.

SClient

PykoBogcTtBo nonb3oBatens SoftControl

PykoBOACTBO MO yCTaHOBKE, HACTPOMKE U paboTe C KIIMEHTCKUM
koMmnoHeHToM SoftControl SClient.

Client

PykoBogctso no yctaHoBke SoftControl DLP

PyKOBOACTBO MO YCTAaHOBKE U HAacTPOWKE KIIMEHTCKOTO KOMMOHEHTA
SoftControl DLP Client.

- (]
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HuazHocmuka npobnem

8. AmnarHoctuka npobnem

B cnyyae BO3HVKHOBEHUsI Npobriem npu pasBepTbiBaHMM W yHKUmoHnpoaHum SoftControl
Service Center, B nepByto odepenb obpatutecb k oT4é€Ty SafenSoft B xypHane cobbituii
Windows. [ins atoro oTkpowte lNMaHenb ynpasneHus Windows, Bbibepute pasgen Cuctema wm
6e3onacHocTb (System and Security) - AamuHuctpupoBaHue (Administrative Tools), B HEM
oTkpowuTte cpencteo NMpocmoTp cobbiTUM (Event Viewer). B oTKpbIBLLEMCSA OKHE B MaHenM cresa
pasepHuTe kateropuo XXypHanbl npunoxeHun n cnyx6 (Applications and Services Logs) n B
Hel BblbepuTe xypHan SafenSoft. [pn aHanm3e owwmbok, npegynpexaeHun n yBeaOMIEHWA B
AaHHOM OT4ETe MOXeT ObiTb HalgeHa npuyMHa, Bbi3BaBLUAs COOM MpW yCTaHOBKe, 3arnycke u
YCTaHOBIEHUM COEMHEHUA Mexay KOMMoHeHTamu. Ecrm onpegenmTb NpudrMHY CaMOCTOSTENbHO
HEBO3MOXHO, NPUIOXUTE palribl TEKCTOBbLIX OTYETOB KOMMOHEHTOB K 3arnpocy B TEXHUYECKYHO

nognepxky Safe’N’'Sec Corporation’”. Criicok Heo6xoanMbIx daiinos npvBeaeH B Tabn. 37.

Taonuua 37. TekcToBble oT4éThbl KOMNoHeHTOB SoftControl Service Center

Bug oTy4éTa KOMNOHEHTa MyTb Kk channy otyérta

OT4éT no paboTe KOHCOMM
ynpasneHus SoftControl <KaTanor ycTaHoBku SoftControl Admin Console>\logs\ConsoleDetailedLog.txt
Admin Console

OT4éT no pabote
CEepBEepHOro KOMMoOHeHTa <KaTanor yctaHoeku SoftControl Server>\logs\ServerDetailedlLog.txt
SoftControl Server

OC Microsoft® Window s® XP, Microsoft® Window s® Server 2003:
C:\Documents and Settings\All Users\Application Data\S.N.Safe&Software\Safe'n'Sec

CuCTEMHBIN OTYET \Reports\system_<Aag.Mm.rr>_<44.MM.CC.MMM>.txt
KIMMEHTCKOro KOMMOHEHTA OC Microsoft® Window s® 7, Microsoft® Window s® Server 2008, Microsoft® Window s® 8, Microsoft®
SoftControl SysWatch Window s® Server 2012:

C:\ProgramData\S.N.Safe&Software\Safe'n'Sec\Reports\system_<an.mm.rr>_
<Y4Y.MM.CC.MMM> . txt

[Mpumeyanve. [na ot4éta no paboTe cepBEpPHOro KOMMOHEHTa MoAadep’kaHa poTaums danros,
no3BosioLAas KOHTpormMpoBaTb pasmep hanrnoB oTY4ETOB. PoTauma nossonisieT hopMmpoBaThb
OTYETLI, aBTOMATHUYECKM pa3buBaemMble Ha OEHTUYHBIE MO CBOUM NapamMeTpam 4YacTv Buga
Log.000, ..., Log.N,

npy 3TOM MOCIIeaHVA N0 BPEMEHN OTYET MMEeET MaKCuMarsibHbIM MHOEeKC. HoBbINM hann co3gaéTtcs

Kaxabl pas, korga pasmep OCHOBHOro gawura ¢ otdétom (ServerDetailedLog.txt) npeBbliwaeT
200M6.

- (@ ]
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HuazHocmuka rpobrem
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TexHu4eckasi moddepxka

9. TexHUYecKasa nogagepxka

Mpn BO3HMKHOBEHMM BOMPOCOB MO YCTaHOBKe, HacTpoike n pabote SoftControl Service Center Bbl

MOXeTe 00paLaTbCs B TEXHUYECKYHO NOAAEPXKKY MO SMEKTPOHHOM noyTe support@safensoft.com.

- (B ]
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10. MpunoxeHue

10.1 YctaHoBKa n HacTpomnka Microsoft® SQL Server® 2008

Hwke npvBeaeHa MHCTPYKUUst o yctaHoBke M HacTponke CYB[ Microsoft® SQL Server® 2008

AN €€ COBMECTHOro NpUMeHeHUst ¢ nporpammMHbiM npoayktom SoftControl Service Center.

MopgrotoBka Kk yctaHoBKe Microsoft® SQL Server® 2008

I'Iepe,q yCTaHOBKOIZ y6€LWITer, YTO CUCTeMa yaosrieTtBopAaeT MUHUMAlTbHbIM TpeboBaHuAM

K_obopyooBaHnio 1 MO ana yctaHoBku M 3anycka Microsoft® SQL Server® 2008 u, B

Clnydae Hann4usA HECOOTBETCTBUM 3asiBfIEHHbIM Tpe6OBaHVIFIM, yCTpaHute uxX OO0 Ha4vara

YCTaHOBKMW.

YctaHoBka Microsoft® SQL Server® 2008
1) 3anyctute yctaHoBO4HbIN haiin Microsoft® SQL Server® 2008.
2) B okHe LleHtpa yctaHoBkn SQL Server (SQL Server Installation Server) otkpoure

pasgen Installation n BbiGepute TUN yctaHoBkn New SQL Server stand-alone

installation or add features to an existing installation (pvc. Pasgen "Installation

n 173).

T4 SQL Server Installation Center

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

Fb §6T Server2008

[P | e | O

Lﬁ Mew SOL Server stand-alone installation or add features to an existing installation

Launch a wizard to install QL Server 2008 in a non-clustered environment or to add features
to an existing SQL Server 2008 instance.

LH Mew SQL Server failover cluster installation

Launch a wizard to install a single-node SQL Server 2008 failover cluster.

” im‘ Add node to a SQL Server failover cluster
=
s

Launch a wizard to add a node to an existing SQL Server 2008 failover cluster.

ﬁ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before
you upgrade, you should run the Upgrade Advisor to detect potential problems.

_il Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.

PucyHok 154. Paspgen "Installation™

- (]
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3) B pasgene Setup Support Rules BbINonHseTca npoBepka Ha BO3MOXHbIE NMPOBrembl,
KOTOpbl€ MOryT BO3HUKHYTb MpPW YCTAaHOBKE BCMOMOraTesibHbiX )anrioB YCTaHOBKM
Microsoft® SQL Server® 2008 (puc.[lpoBepka__ npobrnem npwu ycTaHOBKe

174
).

BCromorartesbHbiX _dannos Ouwmbkn porpkHbl  ObITb  UCMpaBrieHbl  Nepea

NPOAOITKEHNEM YCTaHOBKW. Ecrm npobnem HeT, To Haxkmute Ha KHorky OK.

%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

e detas <<

View detailed report

Rule Status

@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Paszzed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on SQL Server installation media Passed
oK ] [ Cancel ] Help

PucyHok 155. NMpoBepka npo6nem npm yctTaHOBKe BCrnoMmoraTesnbHbIX ¢pannos

4)B pasgene Product Key Bbibepute BapuaHT Enter the product key, BBegute

NMUEH3NOHHBIN Krtod ans Microsoft® SQL Server® 2008 n Haxmute Ha kHonky Next

(pvic. Pasgen "Product Key" ™).

- (]
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75 SQL Server 2008 Setup =N =20 o)
Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify a free edition of SQL Server or provide a SQL Server product key to validate this instance of
SQL Server 2008. Enter the 25-character key from the Microsoft certificate of authenticity or product
packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

Setup Support Files expiration. To upgrade from one editicn to ancther edition, run the Edition Upgrade Wizard.

License Terms

() Specify a free edition:

Enterprise Evaluation

@ Enter the product key:

< Back l Mext > ] l Cancel

PucyHok 156. Paspgen "Product Key"

5) MNpouunTanTte ycroBms MMUEH3NOHHOro cornawenns (License Terms) u, ecrmm Bbl ¢ HUMn

corracHbl, To yctaHosute doriaxok | accept the license terms n Haxmute Ha KHOMKY

Next (pvic. Pasgen "License Terms" ™).

75 SQL Server 2008 Setup =N =20 o)

License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms.

Product K -
S MICROSOFT EVALUATION SOFTWARE LICENSE TERMS F
R MICROSOFT SQL SERVER 2008 EVALUATION EDITION

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

* updates,

* supplements,

+ Internet-based services, and

* support services

53 :
Copy  Print

I accept the license terms.

| <Back || New> || Concel

PucyHok 157. Paspgen "License Terms"
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6) B pasgene Setup Support Files Haxwvute Ha kHornky Install (puc. Pasgen "Setup

" 176).

Support Files

4 SQL Server 2008 Setup =& &=
Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:

License Terms Feature MName Status

SelpEupputbles . Setup Support Files

[ <Beck || msal || concel

PucyHok 158. Paspen "Setup Support Files"

7) B pasgene Setup Support Rules BbiNnonHseTcs npoBepka Ha BO3MOXHbIE NMPOGnembl,
KOTOpble MOryT BO3HUKHYTb MNPV YCTAHOBKE BCMOMOraTesbHbiX (halnoB YCTaHOBKM

Microsoft® SQL Server® 2008 (puc. Paszgen "Setup Support Rules". Moapo6Hbie

176
)

JaHHble . Oumbkn OOrKHbI ObITb ncnpaslieHbl nepen npoAoJpkeHWeEM YCTaHOBKW.

Ecrm npobrem HeT, To HaxkmuTe Ha kHomnky Next.

- (D]
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%3 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Disk Space Requirements

Error and Usage Reporting Hide details <<

Installation Rules View detailed report

Feature Selection

Ready to Install
Installation Progress Rule Status ol
Complete Fusion Active Template Library (ATL) Passed

Unsupported SQL Server products Passed
Performance counter registry hive consistency Passed

Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed

m

Previous CTP installation Passed
Consistency validation for SQL Server registry keys Passed

Computer domain controller Passed

Microsoft MET Application Security Passed

LIS

Edition WOWG4 platform Passed

< Back l Mext > ] l Cancel ] l Help

PucyHok 159. Paspgen "Setup Support Rules". Noapo6Hble AaHHbIe

8) B pasmene Feature Selection Haxwvute Ha kHOnky Select All, ykaxute nyte Ang

yctaHoBku B nosie Shared feature directory n Haxxmute Ha kHonky Next (puc. Pasgen

"Feature Selection""").

% SQL Server 2008 Setup =N =20 o)
Feature Selection

Select the Standard features to install. For clustered installations, only Database Engine Services and Analysis Services can

be clustered.
Setup Support Rules Features: Description:
ot Salectin Instance Features * | Server features are instance-aware and have
Instance Configuration Database Engine Services their own registry hives. They support
Disk Space Requirements SQL Server Replication multiple instances on a computer.
Server Configuration FuI!-Text .Search
. . . Analysis Services
Database Engine Configuration Reporting Services
Analysis Services Configuration Shared Features =
Reporting Services Configuration Business Intelligence Development Studio
Error and Usage Reporting Client Tools Connectivity
. ntegration Services
Installation Rul [ Integration Servi
nstallation Rules
Client Tools Backwards Compatibility

Ready to Install Client Tools SDK i
Installation Progress SQL Server Books Online
Complete Management Tools - Basic

Management Tools - Complete -

Select Al || Unselect Al |
Shared feature directory: C\Program Files\Microsoft 5QL Server', E

’ < Back ” Next > ” o ” Help ]

PucyHok 160. Paspen "Feature Selection”
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9) B pasgerne Instant Configuration Bbibepute napametp Default Instance n Haxvute

Ha kHorky Next (puc. Pasgen "Instance Configuration” ™®).

¥4 SOL Server 2008 Setup |

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules @ Default instance
JEdine e ©) Named instance: MSSQLSERVER
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID: MSSQLSERVER
Database Engine Configuration
e ST G e Instance root directory: C:\Program Files\Microsoft SQL Server', E
Reporting Services Configuration
EnpgandlPsaneReparig ol S e CAProgram Files\Microsoft SQL Server\MSSQLL0. MSSQLSERVER
Installation Rules X X X X X
Analysis Services directory:  C\Program Files\Microsoft SQL Server\M5AS10.MS5QLSERVER

Ready to Install

. Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSR510.MSSQLSERVER
Installation Progress
Complete Installed instances:

Instance Features Edition Version Instance ID

[ < Back H Next > H G H Help

PucyHok 161. Paspgen "Instance Configuration™

10) B pasgerne Disc Space Requirements Haxxmute Ha kHonky Next (puc. Pasgen "Disc

Space Requirements" '*®).
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1 SQL Server 2008 Setup |

Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:
Feature Selection =-{2 Drive C: 2684 MB required, 20694 MB available
Instance Configuration Systern Drive (C:\): 1256 MB required

Shared Install Directory (C:\Program Files\Microsoft SQL Server\): 784 MB required

Disk Space Requirements i
- Instance Directory (C:\Program Files\Microsoft SQL Server\): 644 ME required

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

[ < Back H Next > H G H Help

PucyHok 162. Paspgen "Disc Space Requirements”

11) B pasgene Server Configuration Ha Bknaagke Service Accounts HaXXMUTE Ha KHOIMKY

Use the same account for all SQL Server services (puc. Bknagka "Service Accounts”

pasgena "Server Configuration" ™).

B oTkpbiBLIEMCS OKHE BbIOepuTe yyeTHyo 3anuce NETWORK SERVICE v HaxwvuTte Ha

kHornky OK (puc. YuéTHas 3anvch '2°).

Ha Bskragke Collation gna komnoHeHToB Database Engine n Analysis Services

yctaHoBute napameTp Cyrillic_General _Cl_AS (pwuc. Bknagka_"Collation" pasgena

"Server Configuration" '®).
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% SQL Server 2008 Setup =[] = |

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

e rneeanTntanon Microsoft recommends that you use a separate account for each SQL Server service. =
Disk Space Requirements Service Account Name Password Startup Type
Server Configuration Manual

Database Engine Configuration SQL Server Database Engine Automatic
Analysis Services Configuration SQL Server Analysis Services Automatic
Reporting Services Configuration Sql Server Reporting Services Automatic E
Error and Usage Reporting SQL Server Integration Services 1. | NT AUTHORITY\Metw... Automatic
Installation Rules § . . |
Ready to Install -
Installation Progress Use the same account for all SQL Server services

Complete

These services will be configured automatically where possible to use a low privilege account.
On some older Windows versions the user will need to specify a low privilege account. For
meore infermation, click Help. il

< [T G

[ < Back H Next > H G H Help ]

PucyHok 163. Bknagka "Service Accounts” pasgena "Server Configuration”

Use the same account for all SQL Server 2008 services

Specify a user name and password for all SQL Server service accounts,

e e T AUTHORITYAMETWORK SERVICE] - T

Pazoword:

ok || caneel |

PucyHok 164. YyéTHaa 3anucb
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75 SQL Server 2008 Setup =N =20 o)

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

Instance Configuration paEaEE

Disk Space Requirements Cyrillic_General_CI_AS

Server Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Database Engine Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Analysis Services Configuration ol el

Reporting Services Configuration T
y :

Error and Usage Reporting
Installation Rules Cyrillic_General_CL_AS
Ready to Install Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

. insensitive
Installation Progress

Warning: The Database Engine and Analysis Services collations are not the
same.

Complete

[ < Back H Next > H G H Help

PucyHok 165. Bknagka "Collation"” pasaena "Server Configuration”

Ana atoro Haxmute Ha kHonky Customize ana komnoHeHta Database Engine, B
OTKPbIBLLEMCSI OKHe YycTaHoBuTe nepekrodvatens B noroxeHne Windows collation
designator and sort order, B Boinagatowem criucke Collation designator Boibepure
napametp Cyrillic_General, yctaHoBute ¢raxok Accent-sensitive n Haxmute Ha

kHorky OK (puc. YcTaHoBka napameTpoB "Collation” ans "Database Engine" ™).

- (]
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Customnize the SQL Server 2008 Database Engine Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General T
[ Binary [] Binary-code point
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

(0) SQL collation, used for backwards compatibility

5QL_Hungarian_CP1250_CI_AS -
5QL_Hungarian_CP1250_C5_AS L
SQL Icelandic_Pref_CP1_CLAS (u
SQL_Latinl_General _CP1_CI AL

Collation description:

Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode
Data, 5QL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

oK ] [ et

PucyHok 166. YctaHoBKa napameTpoB "Collation” ana "Database
Engine"

Haxxmute Ha kHonky Customize ana komnoHeHTa Analysis Services, B OTKpbIBLLEMCSA
okHe B Bbinagawowem crucke Collation designator Bbibepute napametp
Cyrillic_General, yctaHoBute drnaxok Accent-sensitive 1 Haxmute Ha kHornky OK

(puc. YcTtaHoBka napameTtpoB "Collation" gna "Analysis Services" 182).

- (7B ]
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Customnize the SQL Server 2008 Analysis Services Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: [Cyrillic_General hd
Binary Binary-code point
¥ Y P
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

| ok || conce |

PucyHok 167. YctaHoBKa napameTpoB "Collation” gnsa "Analysis
Services"

B pasgene Server Configuration Haxwmute Ha kHonky Next ans npoposrvkeHus
YCTaHOBKM.

12) B pasgene Database Engine Configuration Bbibepute napametp Mixed Mode v
3agaute naponb AnA yd4étHom 3anvcu Built-in SQL Server system administrator

account B none Enter password n ero noarsepxaenve B none Confirm password
n' 183

(puc. Pasgen "Database Engine Configuration" ™). Haxvute Ha kHonky Add Current
User n ybeguteco, 4to B cnvucke Specify SQL Server administrators otobpaxaetcs

TeKylaa cucteMHas y‘-IéTHaﬂ 3annCb, NOCJIiE Yero HaXXKMuUTe Ha KHOMKY Next.

- (B ]
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¥4 SOL Server 2008 Setup

(= | e | B

Database Engine Configuration

Specify Datalrase Engine authentication security mode, administrators and data directories.

Setup Support Rules
Feature Selection
Instance Configuration
Disk Space Requirements

Server Configuration

Datak Engine Config
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Account Provisioning | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mecde
(©) Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Built-in SQL Server system administrator account

Enter password: ssssssss

Confirm password: ®eeessss

Specify SQL Server administrators

admin (admin} SOL Server
administrators have
unrestricted access to

l Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 168. Paspgen "Database Engine Configuration™

13) B pasgene Analysis Services Configuration Ha Bknagke Account Provisioning

Haxkmute Ha kHorky Add Current User u ybeautecb, 4to B cnincke Specify which

users have administrative permissions for Analysis Services otobpaxaeTtcs

Tekylwas Y4ETHaa 3anucb, Nocre Yero Haxmute Ha kHorky Next (puc. Pasgen "Analysis

Services Configuration" '**).

- (]
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% SQL Server 2008 Setup =N =20 o)

Analysis Services Configuration

Specify Analysis Services administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories

Feature Selection

s e Era Specify which users have administrative permissicns for Analysis Services.

Disk Space Requirements admin (admin) Analysis Services

administrators have
unrestricted access to
Database Engine Configuration Analysis Services,

Analysis Services Config

Server Configuration

Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Add Current User ] [ Add... l l Remowve ]

[ < Back H Next > H G H Help

PucyHok 169. Paszpgen "Analysis Services Configuration™

14) B pasgene Reporting Services Configuration BbiGepute napametp Install the

native mode default configuration 1 Haxwute Ha kHOnky Next (puc. Pasgen

"Reporting Services Configuration" **°).

¥4 SOL Server 2008 Setup |

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup S rt Rul _
CLSs S @ Install the native mode default configuration.

Feature Selection
Setup will install the report server and configure it in Mative mode to use the default values. The

Instance Configuration
report server is usable as soon as Setup is finished.

Disk Space Requirements
Server Configuration () Install the SharePoint integrated mode default configuration.

e L o Setup will create the report server database in SharePoint integrated mode and configure the
Analysis Services Configuration report server to use the default values. However, integrated operations will not be supported until
Reporting Services Configuration a minimal installation of a SharePeoint product or technology is deployed on the report server
Erer o U R computer and the Beporting Services Addjin for SharePoint Technologies is ins.talled and
configured on the instance of the SharePoint product or technology you are using.

Installation Rules

Ready to Install (@) Install, but do not configure the report server.
Installation Progress Setup will install, but will not configure, the report server software. After installation is finished,
Complete you can use the Reporting Services Configuration tool to set options that are required to run the

report server.

’ < Back H Next > ” o ” Help

PucyHok 170. Paspgen "Reporting Services Configuration”
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15) B pasgene Error and Usage Reporting Haxxvute Ha kHornky Next (puc. Pasgen "Error
186
n ).

and Usage Reporting

1 SQL Server 2008 Setup

o] =

Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server. These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Microsoft Update to medify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

View the Microsoft policy for SQL Server privacy and data collection.

Read mere abeout Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server, This
setting only applies to services that run without user interaction.

Installation Progress
Send feature usage data to Microsoft. Feature usage data includes information about your

Complete
O hardware configuration and how you use Microsoft software and services.

’ < Back H Next > ” o ” Help

PucyHok 171. Paspgen "Error and Usage Reporting"

16) B pasgerne Installation Rules BbinonHaeTcs npoBepka Ha BO3MOXHble Mpobrnembl,

KOTOpble MOryT BO3HUKHYTb npu yctaHoBke Microsoft® SQL Server® 2008 (puc. Pasgen

n' 186

"Installation Rules" ™). Ecrm ouwmbok He HangeHo, To Haxkmute Ha kHonky Next.

ESSS——————————————————————
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% SQL Server 2008 Setup = | [
Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Setup Support Rules Operation completed. Passed: 11. Failed 0. Warning 0. Skipped 0.

e e =

Instance Configuration

Disk Space Requirements Hide details <<

Server Configuration View detailed repert
Database Engine Configuration
Analysis Services Configuration Rule Status nd
Reporting Services Configuration @ Same architecture installation Passed
Error and Usage Reporting @ Cross language installation Passed
Installation Rules @ Existing clustered or cluster-prepared instance Passed
Ready to Install @ Reporting Services Catalog Database File Existence Passed =
lcialltioplRieqiEss @ Reporting Services Catalog Temporary Database File Existence Passed
ComplEs @ SQL Server 2005 Express tools Paszzed
@ Operating system supported for edition Passed
() | FAT32 File System Passed b
@ SQL Server 2000 Analysis Services (64-bit) install action Paszzed
= -
l < Back ] l Mext > ] l Cancel ] l Help

PucyHok 172. Paspgen "Installation Rules"

17) B paspgene Ready to Install npoBepbTe coctaB ycTaHaBMBaeMbIX KOMMOHEHTOB U

HaXxMUTe Ha kHonky Install (puc. Pasaen "Ready to Install" ™).

] SQL Server 2008 Setup =n =S
Ready to Install

Verify the SQL Server 2008 features to be installed.

Setup Support Rules Ready to install SQL Server 2008:

Feature Selection = Summary i

Instance Configuration .. Edition: Standard

Disk Space Requirements - Action: Install i

ST T =N Gieneral Configuration —
- ] . [=)- Features

Database Engine Configuration .. Database Engine Services

Analysis Services Configuration - QL Server Replication

Reporting Services Configuration - Full-Text Search

Error and Usage Reporting - Analysis Services
- R rting Servi

Installation Rules SROTING SSrices _
- Business Intelligence Development Studic

Ready to Install - Client Tools Connectivity
Installation Progress - Integration Services
Complete - Client Tools Backwards Compatibility
- Client Tools SDK
« EAL Comio Dot At .

Configuraticn file path:

CA\Program Files\Microsoft SQL Server\1004Setup BootstraphLogh20120925 1502000 CenfigurationFile.ini

[ < Back H Tnstall ” o H Help

PucyHok 173. Paspgen "Ready to Install”
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18) B pasgene Installation Progress otobpaxaeTcsa npouecc ycTaHOBKM KOMMOHEHTOB

Microsoft® SQL Server® 2008 (puc. Pasgen "Installation Progress
%3 SQL Server 2008 Setup li“i“é‘

" 188)-

Installation Progress

Setup Support Rules Performing Windows Installer actions.

ki [

Instance Configuration

Disk Space Requirements Install_sgl_common_core_Cpu32_Action : Installlnitialize.
Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete

Mext > ’ Cancel ] ’ Help

PucyHok 174. Paspgen "Installation Progress”

[Mocrne OKOHYaHUS yCTaHOBKWM Haxxmute Ha KHornky Next.

[ns 3aBepLLeHns yctaHoBKM B pasgernie Complete HaxkmuTe Ha kHorKy Close

(puc. Pasgen "Complete" '%®).

188
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¥4 SOL Server 2008 Setup |
Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules Summary log file has been saved to the following location:

Feature Selection C:\Program Files\Microsoft SQL Server\1004Setup Bootstraphl ogh20120925 1502004Summary VM-

Instance Configuration AS-WEIRUXE6 20120925 150200.0¢

Disk Space Requirements i i i
Information about the Setup operation or possible next steps:
Server Configuration

eefeoae e Gt @Your SQL Server 2008 installation completed successfully.
Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

] Supplemental Information:
Installation Progress

Complete [The following notes apply to this release of SQL Server only.

»

Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the
Microsoft Update Web site <http://go.microsoft.com/fwlink/7Linkld=108409> at
http://go.microsoft.com,/fwlink/?Linkld=1084089.

[ Close H Help

PucyHok 175. Pasgen "Complete”

10.2 [Jo6aBneHune komnoHeHTa Desktop Experience

[MpumeyaHve: npogemMoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.
1) Otkpoute ocHacTky Server Manager u3 pasgeria Administrative Tools meHio Start.
Mepengute B pasgen Features n B obrnactn Features Summary Haxmute Ha kHornky Add

Features (puc. Ochactka Server Manager '®).

E. Server Manager 18 %(
Fie Acon View Help ‘
e slml I,
T Sene e (MRS 1B
5 Rales
&

3 Diagrostics View the status of features installed on this server and add or remaove features,

5if} Configuration &

4 storage

~) Features Summary [ Features Summary Help
~) Features: 0 of 41installed &b Add Features

8 Remove Features

£ Last Refresh: Today at 1:48 PM  Configure refresh

\
PucyHok 176. OcHacTtka Server Manager
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2) B nosismBwemca okHe Add Features Wizard yctaHoBute cdraxok y komnoHeHTa Desktop

Experience (puc. Bbi6op koMnoHeHTOB Anst fobaBnenvs ) (B Microsoft® Windows® Server

2012/2012 R2: User Interfaces and Infrastructure — Desktop Experience).
[uddreaweswzand =
."T[;.

Select Features

Features Select one or more features to install on this server.

Caonfirmation Features: Description:
Desktop Experience i
Progress ] .NET Framework 3.5.1 Features | Desktop Experience indudes features

of Windows 7, such as Windows

Results D Background Inteligent Transfer Service (BITS) Media Player, desktop themes, and

[[] BitLocker Drive Encryption photo management. Desktop
[[] BranchCache Experience does not enable any of the
[] Connection Manager Administration Kit Windows 7 features; you must

FEre e manually enable them.
D DirectAccess Management Console
|:| Group Policy Management
[] 1nk and Handwriting Services
[] internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
[] Message Queving
] Multipath 1j0
[ Metwork Load Balancing
[] Peer Name Resolution Protocol
[] Quality Windows Audic Video Experience
] Remote Assistance
[] Remote Differential Compression

Iﬂ ["] Remote Server Administration Tools | _'LI
4 »

Mare ahout feahires

< Previous | MNext = | Install I Cancel I

PucyHok 177. Bbibop KOMNOHEHTOB Ansi Ao6aBneHUA

3) Npu nossBrieHUM ananoroBoro okHa ¢ nHpopmaumen o HeobxoaMMocTn fobaBNEHNA CBA3AHHbIX

komrnoHeHTOB BbiGepute BapuaHT Add Required Features (puc. 3anpoc po6asneHus

190
CBA3aHHbIX KOMIMNOHEHTOB )
x
--"‘: Add features required for Deskitop Experience?
N =
— | You cannot install Desktop Experience unless the required features are also installed.
Features: Description:
[= Ink and Handwriting Services Ink snd Handwriting Services includes [nk
Ink Support Support and Handwriting Recognition.
| Add Required Features I Cancel |
Why are these features required?
@ are these features requi o

PucyHok 178. 3anpoc no6aBneHusi cBsi3aHHbIX KOMIMOHEHTOB

4) Y6eputecb, 4to komnoHeHT Desktop Experience BbiOpaH u Haxmute Ha kHOrky Next

(pvc. Bbi6op KOMMOHeHTOB anst Jo6asnerus ).

-— (]
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Add Features Wizard

ﬁ%l Select Features

Confirmation

Progress

Results

Select one or more features to install on this server.

Features:

Pykosodcmeo aOmMuHUCmpamopa

Description:

] .NET Framework 3.5.1Features

[] Background Inteligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] Branchcache

- Desktop Experience includes features
of Windows 7, such as Windows
Media Flayer, desktop themes, and
photo management. Desktop
Experience does not enable any of the

‘Windows 7 features; you must

|:| Connection Manager Administration Kit
— manually enable them.

|:| DirectAccess Management Console
D Group Policy Management
[E] 1k and Handwriting Services
[] Internet Printing Client
D Internet Storage Name Server
[] LPR Port Monitor
D Message Queuing
[] multipath 1j0
[ Metwork Load Balancing
[ Peer Name Resolution Protocol
[ quality windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression
ﬂ |1 Remate Server Administration Tools

| of

Mare ahout features

Next > I

< Previous Install I Cancel |

PucyHok 179. Bbibop KOMNOHEHTOB Ans Ao6aBneHuA
5)Ha ware Confirmation Haxwvute Ha kHonmky Next (puc.[logTBepxaeHve

gobasneHvsa

KOMMOHeHTOB '™ ).

Add Features Wizard

=i l Confirm Installation Selections

Features
Toinstall the following roles, role services, or features, dick Install.
1informational message below
Progress ®
Reslts @ This server must be restarted after the installation completes.

Desktop Experience

#) Ink and Handwriting Services

Ink Support

Print, e-mail, or save this information

Next > | Install I

(Preuiousl Cancel |

PucyHok 180. NoarBe pxxaeHne no6aBneHUss KOMMNOHEHTOB

6) JoxauTeck 3aBepLueHns yctaHoBkm (puc. Mpouecc yetaHoskn ™).

- (]
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lNpuroxeHue

Add Features Wizard

ﬁg,:?l Installation Progress
Features The following roles, role services, or features are being installed:

Confirmation
Desktop Experience

Ink and Handwriting Services

Results

3_

Installing...

< Previous | Next = | Install Cancel

PucyHok 181. lNMpouecc yctaHOBKMU

7) Ha ware Results HaxmuTe Ha kHorky Close (puc. 3aBeplieHiie 106aBeHs KOMIOHEHTOB ')

8)B ananoroBomMm OKHE C MnpearioXxeHnem rnepesarnycka CUCTeMbl Bbl6epVITe Yes, nocrne 4ero

cuctema OymeT oOTnpaBrieHa Ha nepesarpysky OS99 3aBeplLeHVs ycTaHoBKM (puc. 3anpoc

nepesarpysku '%%).

9)Mocrne nepesanycka cucteMmbl B nosiBuBleEMcss OkHe Resume Configuration Wizard

ybeautecb, 4TO BCe Tpebyemble KOMMOHEHTbl YycTaHoBreHbl YycrnewHo (Installation

succeeded) n HaxmuTe Ha KHorKy Close (puc. PesynbtaT go6aBneHns KOMMOHEHTOB ).

B
ﬁ%ﬂg Installation Results

Features
One or more of the following roles, role services, or features require you to restart:

Confirmation
! 2 warning messages below
Progress (.

1, ‘You must restart this server to finish the installation process.

#) Ink and Handwriting Services /1. Restart Pending

1\, You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

< Previous | MNext = | Close I Cancel |

PucyHok 182. 3aBeplieHne go6aBrneHUs KOMNOHEHTOB
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lNpuroxeHue

Add Features Wizard

@ Do you want to restart now?
This server must be restarted to finish the installation

process. You cannot add or remove other roles, role services,
or features until the server is restarted.

Yes Mo |

PucyHok 183. 3anpoc nepe3arpys3ku

Resume Configuration Wizard 5[

ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:

Progress
Results Desktop Experience @ nstallation succeeded
* Ink and Handwriting Services '@' Installation succeeded
The following features were installed:
Ink Support

Print, e-mail, or save the installation report

< Previous | Next > | Close Cancel |

PucyHok 184. PesynbTaT AO6aBNeHUs KOMNOHEHTOB
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