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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl DLP Client npegHa3HayeH ona KOHTPOSss AEWUCTBMI Monb3oBaTernien KoprnopaTvBHOM
cetn un obecneuvBaeT WHPOPMALMOHHYIO ©Ge30MacHOCTb KOMMaHMM MyTeM 3aumTbl  OT
nHcangepckmx nHumaeHTtoB. SoftControl DLP Client ocywectenaeT cbop gaHHbIX 06 aKTUBHOCTM
nosrb3oBaTenien, No3sondsa cryxbe 6e30MacHOCTM BECTM MOSHOLEHHBLIA MOHUTOPUWHI OOCTyna
nepcoHana K uvHopmauun, npeacTaBrAalOWEen  KOMMEPYECKyl  TauHy, W Opyrum
KOH(pmaeHUManbHblM  gaHHbIM.  [MofydeHHble  OTYEeTbl  MOTYT  CIYKUTb  WUCTOYHWMKOM 1S
PETPOCMNEKTUBHOIO aHarmsa 3awytbl OT yTevek WHopMauuW, KOHTposns 3ddeKTMBHOCTH

CMOSb30BaHMs paboyero BpeMeHn 1 ApYro aHanMTUKIA.

1.2 Bo3moxHocCTH

SoftControl DLP Client npegocTtaBnsieT criegytoupe 0CHOBHbIE BO3MOXHOCTM MO cOOpY AaHHbIX:
= HabnwpaeHue 3a pecypcamu panrioBon CUCTEMBbI, CUCTEMHOINO peecTpa U CeTeBOW
aKTVBHOCTbIO:
®* riorMpoBaHve JtOObIX onepauun (YTeHne, co3daHve, NepeuMeHoBaHVe, W3MEHEHVe,
yoaneHue) ¢ o6bektaMmm hannoBor CUCTEMbI U CUCTEMHOIO PEECTPA;
® forvpoBaHve aaHHbix B HTTP-Tpaduke;
® Cco3JaHve TEHEBbIX KOMu HabrmogaeMbiX 0ObEKTOB;
® 3axBaT CHYMKOB 3KpaHa npu BO3HWKHOBEHUM Habrogaemblx COBbITUNA.
*  MOHUTOPUHI BpeMeHU paboTbl C NPUIOXKEHUAMM:
® riorMpoBaHve BpEMEHU Hayarna u oKOH4YaHns paboTbl C NPUMOXKEHNEM.
=  MOHMTOPUHI nepucdepUUHbLIX YCTPOMUCTB:
® pervcTpauua nepedHs nepugepunHbIX yCTPOUCTB CUCTEMBI;
* riorMpoBaHue 4obaBreHust U yganeHns yCTPOWCTB 13 CUCTEMBI.
» 3anucb TeKcTa, BBEAEHHOrO C KflaBuaTtypbl:
® riorMpoBaHuve daTbl 3anncy 1 TEKCTa, BBEAEHHOIO C KIaBuaTypbl, B JIOO0M MPUMOXEHWN.
= OtcnexuBaHue channos, oTNpaBsiseMbiX Ha NevyaTb:
® riorMpoBanue Nyt K oanry, BpeMeHN neyaT 1 ONUCaHna UCTOYHUKA NeYaTu.
= OTtcnexuBaHue hannos, oTNpaBfsieMbIX NO 3NIEKTPOHHOW NnouTe:

® fiorMpoBaHve BpeMeHW OTMpaBKW U MyTU K oaiiny-BrioXkeHUio npu pabote B NOYTOBOM

- ]
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BeedeHue

krveHTe Microsoft® Outlook® 2003.

1.3 YcnoBHble 0603HAa4YeHNUA U TEPMUHBI

1.3.1 O603HauYeHudA

YcrioBHble 0603Ha4YeHUs1, NpUMeEHsiEMble B JaHHOM AOKYMEeHTe, NpvBeAeHbl B Tabn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHuUs

Mpuvep oGoanave s

1 BaxHas nHdopmaums.
Ycnosue YcnoBue BbINOMHEHNs, NpUMeYaHne, npumep.
— 3arorioBKM U COKpaLL eHus;
O6HOBUTL — Ha3BaHWSA SKPaHHbLIX KHOMOK, CCbINIOK, MYHKTOB MEHI0, APYrnX 35ieMeHTOB

nporpamMmMHoOro uHTepdenca.
— TEPMUHbI (OnpeaeneHust);
lNMonumuka KoHmMporss — nMeHa ¢alnnoB 1 Apyrux 0OLEKTOB;
— TEKCTbl COOOLL EHUIA, BLIBOAUMBIX MOSb30BATEN!O.

C:\Program Files\SoftControl [MyTn K darnam, kaTtanoram, Krnoyam CUCTEMHOro peecTpa.

AR Le RN /AN HI EPAVUIS T CIN Y CIWA| D parMeHTb! NPOorpaMMHOro Koga, KOMaHOHbIX Y KOHGMIY paumoHHbIX aiirios.

<katanor yctaHoBku SoftControl DLP
Client>

MpunoxeHue >

Mona ansa 3ameHbl (*)_/HKLJ,VIOHaJ'IbeIX Ha3BaHWN d)aKTVI‘-IeCKVIMVI 3Ha4YeHnAMN.

CcbInky Ha BHYTPEHHME pecypchl (pasaernbl JOKYMEHTa) C ykazaHMeM Homepal|
cTpaHuubl U Ha BHewHWe pecypcbl (URL-agpeca).

1.3.2 CokpaweHun

B pnaHHOM gokymeHTe ynoTtpebnatotcs 6e3 pacumdpoBkm crieQytoLLme COKpaLLeHUs :
% O3Y — onepaTvBHOE 3anoMyHaloLee YyCTPOMCTBO;
+» OC — onepaumoHHas cuctema,;

¢ UM — yeHTpansHbIN npoueccop.

1.3.3 MMoccapumn

Taobnuua 2. Fnoccapumn

TepmuH MosicHeHue

CpeacTBO  BbIMUCIMTENBHOW TEXHWKU (paboyvasi cTaHuusl, cepBep, TepMuHan
camoobernyxunBaHus), Ha koTopoM ycTtaHosrneH SoftControl DLP Client.

KnueHTtckun xocT

ISS———————————
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl DLP Client

Ta6nuua 3. MMHUManbHblIe cUCcTeMHble TpeboBaHUsA

O6bem
cBobogHoro
npocTpaHCcTBa Ha
)XeCTKOM OuUCKe

YacroTta LN

KnuneHTtckue one pPpaunNOHHbIe CUCTEeMbI:

Microsoft® Windows® XP (SP3) 32-pa3psidHas 800 MIMy 512 Mb
Microsoft® Windows® XP (SP2) 64-pa3psiOHasi 800 MI'y 512 Mb
Microsoft® Windows® XP Embedded (SP2 n Bbiwe) 800 MI'y 512 Mb
Microsoft® Windows® Embedded for Point of Senice 1.0 800 My, 512 Mb
Microsoft® Windows® 7 (SP1) 32-pa3psidHas 11Ty 1Tb
Microsoft® Windows® 7 (SP1) 64-pa3psdHas 1My 2Tb
Microsoft® Windows® 8 32-paspsidHasi 1My 1B
Microsoft® Windows® 8 64-paspsidHasi 1My 2Tb
Microsoft® Windows® 8.1 32-paspsidHas 1My 1B
Microsoft® Windows® 8.1 64-paspsiOHasi 11Ty 2Tb 20 MB
Microsoft® Windows® 10 32-pa3psidHas 1My 1B
Microsoft® Windows® 10 64-pa3psiOHas 1My 2Tb

CepBepHbLIe onepaLvoHHbIe CUCTEMBI:

Microsoft® Windows® Server 2003 (SP2) 32-paspsidHas 800 MI'y 512 Mb
Microsoft® Windows® Server 2003 (SP2) 64-paspsidHas 800 MI'y 512 Mb
Microsoft® Windows® Server 2008 R2 64-paspsidHasi 1,4TTy 512 Mb
Microsoft® Windows® Server 2012 64-pa3psiOHas 1,4 1Ty 512 Mb
Microsoft® Windows® Server 2012 R2 64-paspsidHasi 1,4T1Ty 512 Mb
Microsoft® Windows® Server 2016 64-pa3psioHasi 1,4 Ty 512 Mb
Microsoft® Windows® Server 2016 64-pa3pssiOHas (ANna BapnaHTa 1,41Ty 2Tb

ycTaHoBKM «CepBep ¢ paboynm CToNIoM»)

JononHuTtenbHble TpeboBaHUSA:
* [1na Windows 7 n Windows Server 2008 R2: obHoBnenve KB3033929 (nopmepxka
anroputma xaumpoBanuss SHA-256 npu nposepke LmcdpoBoOM nognmicu) um noboe ero

3ameLgroLLee.

SSSS————————————e—
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YcmaHoska u Hacmpotka SoftControl DLP Client

3. YctaHoBKa n Hactpouka SoftControl DLP Client

SoftControl DLP Client MoxeT 6blTb YCTaHOBIIEH Ha KIMEHTCKME XOCTbl KaK NoKanbHO ', TaK W

OLHVM 113 yaaneHHbIX LieHTPanm3oBaHHbIX ' cnoco6oB. Beibop noaxoasiuero crnocoba ycTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pasBepTbiBaHUSA.

B pmaHHOM paspgene Takke npvBegeHa uHdopmauus no peructpauum SoftControl DLP Client Ha

cepsepe *® SoftControl Service Center.
3.1 JlokanbHaa ycTaHOBKa

[aHHbii MeToa npefnoraraeT fiokarkbHyld YCTAHOBKY 3K3eMMisipa MNPUIOXEHUS Ha Kaabli

KIMMEHTCKMUI XOCT.
BoamoxHbl criegytolpe BapuaHTbl fokansHon yctaHoBku SoftControl DLP Client:

* B 06bIYHOM PEXUME (C UCMIONb30BAHWEM UHTEpdelica nonb3oBaTens) - ;

* B TVXOM pexume 2.

3.1.1 YcTtaHOBKa B OObLIYHOM pexume

1) 3anyctute yctaHoBouHbIV NakeT DLP_Client.msi.
2)B okHe YctaHoBka SoftControl DLP Client Haxwvute Ha kHonky [anee (pwvc. 3anyck

Nporpammbl YCTaHOBKM ).

# ¥Yeranoeka SoftControl DLP Client EI =] IEI

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl DLP Client

MacTep yCTaHoBKM yoTanoenT SoftControl DLP Client Ha
KOMMBKOTEPE. HawMuTe KHonky ~“Janee”, uTobil
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 1. 3anyck nporpamMmmbl YCTaHOBKU

- (7 ]

ww w .safensoft.com


http://www.safensoft.com

SoftControl DLP Client Bepcus 5.0.18 Pykoeodcmeo o ycmaHogke

Ycmanoska u Hacmpotika SoftControl DLP Client

3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO

COrnaleHms 1 HaxMmuTe Ha KHorky [lanee (puc. JluLeHavoHHoe corratuerme ).

‘_'@ Yeranoska SoftControl DLP Client El' = '@
JNnueHznoHHOe cornaleHne
. SofcControl
BHMMETENEHO NPOYMTEATE CNEAYIOWES NMUEHSMOHHOE COrNaLIEHHE
N
MALLEH3MOHHOE COMNAILLEHME |__|

1. TMpegmeT cornaweHWa

HacTodwee AWUEHSWOHHOE COrNaWeHWe (fanee CorfawWeHWe) ABNAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKIO4EEMbIM  mesgy Obwectsom ¢
OrpaHWY4EHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (panee -
MNpaeocobnagaTens) U Bamu, dUSHUECHUM AW KPUOMUECKMM AWLOM (aanee -
MoAs30BaTENE), NPEECMEPHO ENSASKWMM 3KIEMNAAPOM MPOTPaMMHONs
npogykTa rpynnel "SoftControl” (ganee - Nporpammueil npogykt).
YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] A MpMHMMaKD YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ Medyats ] [ Hazaan ][ Hanee ] [ OTmeHa ]

PucyHok 2. JluueH3noHHoe cornatueHue

4) Boibepute kaTanor ana ycraHosku SoftControl DLP Client (¢ nomowpso KHOMkn U3MeHUTb) n

HaXkMUTe Ha kHonky [lanee (puc. MyTb ycTaHoBKM ).

‘_'@ Yeranoska SoftControl DLP Client El' = '@

Koneunas nanka

. . SoftControl
HarmuTe khonky "fanee”; 4Tobbl BEINOMHWTE YCTAHOBKY B MENKe No yMo...

YerarosnTe SoftControl DLP Client s:

|C:\Program Files (x86)\SafenSoft\DLP Client!,

WsMeHHTE. ..

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 3. MyTb ycTaHOBKMU

5) Haxkmute Ha KHOrnKy YeTaHoBUTb (puc. [OTOBHOCTL K YCTAHOBKE 2 )-

ES————————————————— e
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YcmaHoska u Hacmpotka SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client EI = @

Bce rotoso K ycranoske SoftControl DLP Client SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '&IYCI'EHOBMTI: ] [ OTMEHA ]

PucyHok 4. loTOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS MpoLiecca ycTaHoBky (puc. Mpouecc yctaHoBku ).

‘_'@ Yeranoeka SoftControl DLP Client EI =] IEI

YcraHoeka SoftControl DLP Client SofctControl

MopowaWTE, NOKa MCTEP YCTaHOBKK yoTaHaenueaeT SoftControl DLP Client.

CocToAHKe:

Hazan fdanee

PucyHok 5. MNpouecc yctaHOBKU

7) Mocne nosiBnennsa coobweHus Ycmarnoska SoftControl DLP Client 3aeepweHa Haxmute Ha

kHorky MoToBo (pvic. 3aBeplieHre yCTaHoBKU 2 ).

S———————————————— e
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Ycmanoska u Hacmpotika SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client El' = '@
YcraHoBka SoftControl DLP Client
3aBeplleHa
HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

PucyHok 6. 3aBeplueHue yctaHOBKMU

8) B gvanoroBom OKHe C npensioxkeHvem nepesanycka cuctembl Bbibepute [a, nocrne 4ero
cuctema OyaoeT oOTnpaBrieHa Ha nepesarpysky Ans 3aBeplieHust YCTaHoBKM (puc. 3anpoc

nepesarpyski cucTembl 2 ).

‘_’5’ Yeranoeka SoftControl DLP Client 3

B YTobbl M3MEHEHMA HACTPOIKK "SoftControl DLP Client™
! BCTYNMAW B CUAY, HYKHO NEPE3ErPY3HTE KOMMBKOTED.
HamiTe kHonky “Aa” 4Tobbl BEINONHWTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 7. 3anpoc nepe3sarpy3ku cucrtembl

3.1.2 YcTaHOBKAa B TUXOM peXume

YcroBue: BCe Larn BbINOMHAKTCS NO4 YYETHOM 3anvcbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonmpywTe ycTaHoBOYHbIN NnakeT DLP_Client.msi B katanor C:\Temp KIMEHTCKOro XocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CriedyroLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo OKOHYaHWMM YCTaHOBKU cucTeMa OyaeT oTrnpaBrieHa Ha nepesarpysky aBToOMaTUYECKN.

3.2 YpganéHHas ycTaHOBKa

YnanexHas yctaHoBka SoftControl DLP Client nogpasymeBaeT ueHTpanM3oBaHHO ynpasriemMyto
YCT@HOBKY KIMEHTCKUX MPUIIOXKEHUA Ha rpynny XOCTOB, OObeAMHEeHHbIX B OAHy ceTb. Bbibop

onpegenieHHoOro BapuvaHta yCTaHOBKW 3aBUCUT OT cnocoba opraHmsaumn cetn, Ha KOHEYHbIX

- (W]
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Ycmanoska u Hacmpotika SoftControl DLP Client

TOYKaX KOTOpOVI npeanoraraeTtca pas3BepTbiBaHUE KIMMEHTCKUX np|/1r|0>|<eH|/||7| (pa6oqaﬂ rpynna,

AOMEH), 1 UCMOSb3YEMbIX CPEACTB aAMUHUCTPUPOBAHUS.

Bo3moxHbl criegytolme BapuaHTbl yOaneHHOW ueHTpanmiaoBaHHon yctaHoBku SoftControl DLP
Client:

* yepes JOMEHHYIO rpyNMNoOBYIO MOMMTUKY ' ;

® C MOMOLLBIO YTUIUTHI YOANEHHON MHCTaMSILmn > ;

® CTOPOHHVMV CPeACTBaMM1 aAMUHUCTPUPOBaHMS 2 .

3.2.1 YcTtaHOBKa Yepe3 AOMEHHYIO rPynnoBYIO NOSIUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTe ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunmncTpupoBaHve) meHto Start (Myck) B OC koHTposiepa JOMeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeHi0 U Bblibepute nyHKT New

Organizational Unit (puc. Co3aaHve HOBOro nogpasaeneHns JomeHa ).

3) B ananorosom okHe New Organizational Unit 3agante nmsa (Name) HoBoro nogpasgenenus u

HaxkmuTe Ha kHonky OK (puc. 3agaHve vMeHn nogpasaeneHns '2).

4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains

— <UMSA OOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHID CO30aHHOro nogpasgerneHvs u Bbl6€pl/ITe

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHve_HoBoro o6bekta

rPYNMOBON MOMMTUKN 2 ).
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Fz Server Manager )
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File Acton View Help
e=2|#ml0[Ec -d
5 Roles
El 5| Features Mars.local
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B & Domains | Link Order ~ | GPO | Erforced | Link E
oc 1 =/ Default Domain Policy Mo Yes
Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance
Group Policy Modeling Wizard...
anizational Unit
= i Search...
— — Group Palicy R Change Domain Controller. ..
* Diagnostics
=7} Remove
i Configuration Active Directory Users and Computers,
Storage Y PULETS...
View 3
Refresh
Properties
Help
4 o

Create a new Organizational Unit | |

PucyHok 8. CozpaHue HoBoro nogpasgerneHvs AOMeHa

Mew Organizational Unit

Mame:

x|

ISUﬂware deploymert]|

o]

PucyHok 9. 3agaHne nmeHu nogpasgeneHus

Cancel |

E: Server Manager N _l_l- =] 5'
File Acton View Help
nolts A0t e | = RNENER] ? N
ﬂ‘ Roles
=] ﬁ Features Mars.local
Bl |2 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhertance I Delegation | More Actions 3
=] _ﬁ Forest: Mars. local
B [ Domains Link Order ~ [ GPO | Enforced | Link E
Bl 53 Mars.local 1 =/ Default Domain Policy No Yes
i/ Default Domain Palicy
2| Domain Controllers
=
Group Palicy Objects Create a GPO in this domain, and Link it here. ..
o WML Filters Link an Existing GPO...
5] Starter GPOs Block Inheritance
& Sites
£5 Group Policy Modeling Group Policy Modeling Wizard...
'+ Group Palicy Results New Organizational Unit
_*!' Diagnostics Delete
] Fniinn e
? Refresh
Properties
Help
| i

Create 3 GPO in this domain and link it to this container | |

PucyHok 10. Co3aaHne HOBOro o6beKkTa rpynnoBow nosiuTuku
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5) B guanorosom okHe New GPO 3apainte uma (Name) HOBOro obbekta 1 HavasnbHbI 06beKT
rpynnosor normtukn (Source Starter GPO), ecrm TpebyeTcs HacrnegoBaTb CBOWCTBA OT
"LWabnoHHOM" rpyrnnoBOKn NOSMTUKN B HOBOM 0ObekTe, rnocre 4ero Haxmute Ha kHornky OK (puc.
3ajaHvie IMeHV 1 Ha4arbHOro 06BbEKTA FPYNMOBOMN MOSMTUKM - ).

newro x|

Mame:

Il:lients deploymert]|

Source Starter GPO:

I (none) j
ok |  Cancel |

PucyHok 11. 3agaHne MMeHM U HavasnbHOro o6bLeKTa
rpynnoBou NOMUTUKHK

6) PasBepHuTe co3maHHoe noapasaeneHne, Bbi30BUTE KOHTEKCTHOE MEHIO CO34aHHOrO oGbekTa

rpynnoson nosmtukn u Bblbepute nyHKT Edit (puc. PegaktnpoBanve obbekta rpynnoBow

nosmTKA ).

=8l x|

File Acton View Help

I EE

1 Roles
; ;ﬁ Features Software deployment Software deploy... &
Bl |5 Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance I Delegation | More Actions »
El _ﬁ Forest: Mars. local
= [ Domains Link Order ~ | GFO | Enforced [ Link E
El 4 Mars.local 1 ==/ Clients deployment No Yes
,.j Default Domain Policy
= | Domain Controllers
= & Software deployment
£l Clients deployment
=t Group Policy Objects
= WMI Filters Enbreed
& [5] Starter cPOs v Link Enabled
4 Sites Save Repart...
§E& Group Policy Modeling _
L Group Policy Results Delete
m Diagnostics Rename
jﬁ‘j Configuration Refresh
(5 Storage -
Help
«| |

Open the GPO editor [ [
PucyHok 12. PegaktupoBaHue ob6beKkTa rpynnoBoM NOSIMTUKN

7) B oTkpbiBLIEMCSA OKHE OcHacTkm Group Policy Management Editor (Ynpaenenve rpynnosom
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, Bbi30BUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(puc. [lo6aBrieH1e HOBOrO NakeTa YCTaHOBKU ).
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8)B oOTKpbIBLEMCA AOMAnoroBoM OKHe Bblbepute naket yctaHoBku DLP_Clientmsi,

pacronoXeHHbIN Ha CEeTeBOM pecypce, OOCTYNMHOM Ans KIMEHTCKUX XOCTOB, Ha KOTopbie

npeanoraraeTcs NPOU3BECTU YCTAaHOBKY, U HaxmuTe Ha KHonky Open (OTkpbITh) (puc. Beibop
nakeTa ycTaHoBKM ).

9)B Cliydae nosaBlieHUd npeaynpexnoeHnd, OOoMNoJIHUTETbHO YGe,D,I/ITer, 4yTO Bbl6paHHbIIZ nakeT
YCTaHOBKM AOOCTYNeH yaalreHHbIM KIMEeHTCKMM XOCTaM Mo CeTU, U HaXXMUTE Ha KHOMKY Yes

(puc. MNpepynpexaeHue Npy BbI6Ope MECTOHAXOXKAEHUS NaKeTa YCTAHOBKM 1 )-

B Group Policy Management Editor ' ] 4
File  Action View Help
€= 2m|E o= HE
_.EI Clients deployment [DEV-09.MARS.LOCAL] Palicy Version | Deployment state | Source |
[ &l Computer Configuration
b‘E". | Polices There are no items to show in this view,
B[] Softw
-l
| Administrative Template:
| Preferences
B ## User Configuration Paste
| Polices Refresh
| Preferences Export List...
Properties
Help
I — I
|Add5 a package. | |

PucyHok 13. [lo6aBneHne HOBOro naketa yCTaHOBKMU

x|
é()v | . = Computer - Local Disk {C:) - share - Iﬂ I Search share [.‘]
Crganize ~  MNew folder B~ O @
¢ Favorites MName “ | Date modified | Type
B Desktop 18! safenSoft_DLP_Client

3/1/2015 11:48 PM Windows Ins
& Downloads

= Recent Places

ﬁ' Safensoft_Syswatch

312015 11:48 PM Windows Ins
-4 Libraries
3 Documents
& Music

[ Pictures

B Videos
M Computer
‘?j Network

4

File name: ISafenSoFt_DLP_CIient

| 1]
j IWindowsInstaIIer packages (*.rj

Open I Cancel |

PucyHok 14. BbIGop nakeTa ycTaHOBKM

A
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C:\share\SafenSoft_DLP_Client.msi =l

Cannot verify path is a network location, If this package is not
% available from a network share, dients will not be able to install it.
~  Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. MNpegynpexageHue npu BbIbope MeCTOHaxXoXAaeHuUs
nakeTta ycTaHOBKU

10) B puanorosom okHe Deploy Software Bbibepute meton passeptbiBaHus Assighed u

HaxkmuTte Ha KHonky OK (puc. Bbibop MeToga pa3BepTbiBaHUS NPUIOKEHMS 15 ).

Deploy Software x|

Select deployment method:

= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkn Group Policy Management Editor (YnpasreHve rpynnoBOn NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nyHKT Properties (puc. IameHeHne

CBOVCTB pa3sBePTbIBAHWA MPUNOXKEHUA ).
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=10l

&= 70E k= HS

_.bf Clients deployment [DEV-09.MARS.LOCAL] Policy || Name =
El j& Computer Configuration [ SafenSec DLF Client
=[] Polices
B[] Software Settings
Software installation
| Windows Settings New 4
| Administrative Templates —————
_| Preferences . v
B ## User Configuration
" | Polices
| Preferences

e

Paste
Refresh
Export List...

0 ]

3.10

Version | Deployment state |Souroe |

Assigned C:\share\SafenSoft_DLP_Client.msi

|Open5 the properties dialog box for the current selection.

PucyHok 17. U3ameHeHMe CBOMCTB pa3BépTbiBaHUSA NPUIIOXKEHUN

12) B nosiBvBLIeMcA OkHe HacTpoek Software installation Properties nepengunte Ha BKragky

Advanced, yctaHosute craxxok Uninstall the applications when they fall out of the scope

of the management, ecrm TpeGyeTcs yganaTb NPUMOXEHWs, KOrda npekpalpeTcs aevicTeme

3a1aHHOM rpynnoBOW MOSIUTUKU B OTHOLLEHWUM KIIMEHTCKUX XOCTOB, U doriaxxok Make 32-bit X86

Windows Installer applications available to Win64 machines, ecrm npegnonaraetcs

ycTaHoBKa Ha KrmeHTckme xocTtbl ¢ OC, umerowen 64-6utHyio paspsgHocTb (puc. CBoncTBa

pa3BepTbiBaHNA NPUNOXEHMN ' ). [1NA BCTYNNEHUs U3MEHEHWIA B CUIy HaXMUTE Ha kHornkKy OK.
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"General Advanced I File Extensions | Categories I

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on &4-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
managemert.

™ Include OLE information when deploying applications.

32bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win64 machines.

[~ Make 32-bit X286 downdevel (ZAP) applications available to
Win&4 machines.

oK | camcsl | appy

PucyHok 18. CeoicTBa pa3BépTbiBaHUsA
NpPUNOXeHnn

13) B okHe ocHacTkm Group Policy Management Editor (YnpaBneHue rpynnoBOW NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies — Software Settings — Software
installation, B cnucke ycTaHaBrMBaeMbiX MNPWUIIOXEHUA cnpaBa Bbibepute Tpebyemoe
NPUroXXeHue, BbI3OBUTE KOHTEKCTHOE MeHK M Bbibepute nyHKT Properties (puc. MIameHeHne

CBOWICTB pa3BepTbIBaHWsl KOHKDETHOrO MpurioxeHus ).
_ioix

File  Acton View Help

L ElIENEEN 7 B

'=[ Clients deployment [DEV-09.MARS LOCAL] Policy | | Name =

Version | Deployment state | Source

=l Cgmpuber Configuration |5afen'sec DLP Client 3.10 Assigned C:\share\SafenSoft_DLP_Client.msi
=[] Po_licies . BUto-Install
=[] Software Settings Assign
Software installation Publish
| Windows Settings —_—
| Administrative Templates: Policy defini All Tasks 3
| Preferences
B ## User Configuration BRCSECSUNN
1 oloes

| Preferences —_—
Help |

N i

|Dpen5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus
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14) B nosiBMBLLEMCSI OKHE HacTpoek nepenaute Ha Bkragky Deployment u ycTtaHoBuTE dhriaxok
Uninstall this application when it falls out of the scope of management, ecrm TpebyeTcs
yoanaTb AaHHOE MpUIioXeHue, Korga npekpalwg|eTcs AencTBme 3a4aHHON rpynnoBOM MOSIUTUKAN B
OTHOLLEHUM KIMEHTCKMX XOCTOB (puc. CBOMCTBA PasBepThiBaHUS KOHKPEHTHOTO MPUIOXKEHUs ).

‘General  Deployment | Upgrades I Categories I Modifications I Secuﬁt)'l

r Deployment type
€ Published
' Assigned

r Deployment options

V| Aute-installthis application by file estension activation

¥ Uninstall this application when it falls out of the scope of
management

= Do nat display this package i the &dd/Femoye Programs contral
parel

= Imstall this application &t logon

r Installation userinterface options
€ Basic

&t aimum

Advanced... |

oK | Camcel | appy

PucyHok 20. CBoicTBa pa3BepTbiBaHUs
KOHKPEHTHOro NpunoxeHus

Haxwvute Ha kHorky Advanced v B okHe Advanced deployment options ycraHosute
drnaxok Make this 32-bit X86 application available to Win64 machines, ecmu
npegnoraraeTcsl yCTaHOBKa Ha KrMeHTckme XocTbl ¢ OC, umetrowen 64-6utHyto paspssgHOCTb

(puc. JononHuTenbHble_ceoiictea '%). [INA BCTYNNEHUS USMEHEHU B CUMY HAXKMUTE Ha KHOMKY

OK B 0601x OKHax HaCTPOMKM.

Advanced Deployment Options =

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

[V Make this 32-bit XB6 application available to WinG4 machines.

™| Include OLE clags and product infarmation.

r— Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZBD1 1ASE}

Deployment Count: 0

Script name: “Mars local’ SysVol'Mars local\Policies
“{36B7ETC3-CO39-45CC-AFOA-03ETCERASSRD}
“Machine"Applications
“{AADDI5EF-7BE6-4014-B93C-93115FDFDTEF} aas

oK I Cancsl

PucyHok 21. lononHnTenbHble CBOMCTBA
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15) 3akpowte okHa ocHacTok Group Policy Management Editor n Server Manager v otkpownte
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBatenm u
KoMMbloTepbl) U3 pasgerna Administrative Tools (AgmuHncTpuposaHue) meHio Start (IMyck).

16) PasBephute pasgen <umsa gomeHa> un Bbibepute pasgen Computers (puc. [NepeyeHb
XOCTOB joMeHa °).

B Active Directory Users and Computers ;Iglll
File Acton View Help
i - — £ o= =
&0 | Hn|dXE = HE(2 &Sy aR
: AFﬁve Directory Users and Comput | Name | Type | Description |
_| Saved Queries 1A DEVOL Computer
= & Mars.local i&DEvD2 Computer
| Builtin 1% DEVO3 Computer
_ Computers Computs
- Computer
2| Domain Controllers Computer
=l :‘Iore|gnsdegur|t\.’Pr:n:||:uaIs‘E 1% DEVOS Computer
£
- anage: ervice Accoun LLDEVDT Cnmputer
2| Software deployment
- 1 DEVOS Computer
_| Users
1A DEVDS Computer
Computer
1MDEVIL Computer
1MDEV12 Computer
1M DEV13 Computer
i&DEV14 Computer
1&DEVLS Computer
N — I

PucyHok 22. lNepeyeHb XOCTOB AOMEHA

17) Bblgenure B crnucke XOCTOB [AOMEHHOM CEeTW Te, Ha KOTOpble npennosiaraeTca ycTaHoBKa
KIMEHTCKMX NPUIOXeHU, 1 nepemectute nx B pasgen Software deployment. B nossusLuiemcs

OKHe NpeaynpexaeHvst BbibepuTe BapuaHT Yes (puc. MpeaynpexaeHre Npu NepeHoce XoCToB
B Apyroe nogpasgernexue ).

Active Directory Domain Services |

Moving objects in Active Directory Domain Services can prevent your existing
I ., system from working the way it was designed. For example, moving an

~ organizational unit (OU) can affect the way that group polides are applied to the
accounts within the OU,

Are you sure you want to move this object?

™ Don't show this warning while this snap-in is open.

Yes | Mo I

PucyHok 23. lNMpeaynpexaeHue npu nepeHoce XOCTOB B Apyroe
noapasaeneHue

18) OTkpowte pasgen Software deployment n ybeaurech, 4To HEOBXOOUMbIE KIMEHTCKME XOCTbI

pacnosioXkeHbl B MnepeyvyHe KOMMbTEePOB AAaHHONo noapasaerieHns (pI/lC. I'Iepel-leHb XOCTOB

- ® ]
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noapasgenenvs >°).

19) No ncTteyeHnn mHTepBana OBGHOBMEHUA FPYNMOBLIX MOSMTUK (OAHHBbINM NapamMeTp 3aBUCUT OT
HacTpoek Active Directory) cosgaHHaa norfmMTUKa MPUMEHSIETCA K KIMEHTCKMM  XOCTaM.
YcTaHoBKa BblOpaHHbIX MpuroxeHu GyoeT npou3BedeHa Mnocrie O4YepesHoro nepesarnycka
KIMEHTCKMX XOCTOB. 1519 MrHOBEHHOIO MPUMEHEHUA CO34aHHON rpynnoBOM NOSMTUKL 3anycTuTe
KOMaHZHy0 CTPOKY OT MMEHWN aaMUHUCTPATOPa Ha KIIMEHTCKOM XOCTE U BbINOSHUATE CreAyHoLLyo
KOMaHay:

Mo OKOHYaHUM BbINOSHEHMS KOMaHObl NOATBEPAUTE nepesarpysky CucteMbl kKomaHgon Y ang

npyMeHeHusi OBHOBIIEHHOW rpynnoBoM normTukKM  (puc. PydHoe obHoBreHve rpynnosowu

norwmukn 2%).

—loix]
File Action \View Help

= = = — ) e = o
9 2Elf0X0d=HE2a72%
: Active Directory Users and Comput | Mame | Type | Description |
~| saved Queries 1&IDEVoS Computer
El 3 Mars.local 1&IpEVS Computer

| Builin &EpEV1D Computer
_| Computers

2| Domain Controllers

~| ForeignSecurityPrindpals

| Managed Service Accounts

=

e

Software deployment

7| Users

2]

K — i
| | |
PucyHok 24. lNepeyeHb XOCTOB noapa3sneneHus

————.
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Bl Administrator: C:\Windows\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

m | »

C:=“UserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely before the next startup or logon for this user. and this may result in sl
ow startup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only »un during startup.

OK to Restart?. (Y- M)y

PucyHok 25. PyyHoe o6HOBRNeHue rpynnoBor NOMMTUKMU

3.2.2 YcTtaHOBKA C NOMOLbLI YTUNUTbI YAANEHHON MHCTaNNALUN

® JlaHHbI cNocob yCTaHOBKM paccymTaH Ha crydaun, B KOTOPbIX YCTaHOBKa Yepes rpynnoBble
NOJSMTVKM JOMEHa HEBO3MOXHA, HaNpuMep, Koraa ceTb U3 3alyLLaeMblX KOHEYHbIX TOYeK

opraHusoBaHa B pabouyto rpyny.

YTuruta KomMaHgHOW CTpokuM Srvrimp.exe noctaBngeTtcsa ¢ SoftControl Service Center wu
npeaHasHayeHa O yaareHHOW YCTaHOBKWM KIMeHTckmx npuroxenun Safe’N’'Sec Corporation.

YTunuta pacnoroxeHa B KaTariore yctaHoBKku komrnoHeHTa SoftControl Server.

[na yCI'IeLIJHOI7I YCTaHOBKM Ha yAalieHHbIX XOCTaxX AOJDKHbl BbINOJHATLCA MNpUBEOEHHbIE HWKE

yCroBusi.

YcnoBua ycTaHOBKU
* Ha cepBepe u yaaneHHbIX KOHEYHbIX TOYKaX CyLLECTBYET y4eTHasi 3anncb Morb3oBaTerns

C NoJHbIMU NpaBamMn agMUHUCTpPaTopa, C OAHUM U TEM Ke JIOTMHOM U NapoJieM.

= 3anyweHbl 1 padoTatoT crnyxbbl OC:
1) YoaneHHbIU peecmp (Remote Registry);
2) Y0aneHHbIU 8bi308 rpouyedyp (RPC);
3) Jlokamop ydarneHHo20 8bi308a rpouedyp (RPC Locator);
4) MIHcmpymeHmapul  ynpaeneHusi Windows (Windows Management

Instrumentation).

- (A ]
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» CuctemHas cnyxba Ycmanoswiuk Windows (Windows Installer) He oTkmtoyeHa n He

3abrokupoBaHa.

» OTkpbIT Aoctyn Kk obuym pecypcam \\host\C$, \\hosNADMIN$ Ha 4TeHue, 3anucb U

yOoaneHve.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownite ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) Mepengute Ha Bkragky Bug (View).
3) OTkntoumte onumio Ucnonb3oBaTb NpocTon obwmm goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) OTkpowite ocHacTky MapameTpbl nanok (Folder options) NaHerm ynpaBneHus

Windows.

2) Mepengute Ha Bkragky Bug (View).

3) Otknioumte onumo Ucnonb3oBaTtb Mactep obuwero pgoctyna (Use Sharing
Wizard).

4) Otkponte ocHacTky [lapameTpbl ynpaBneHUsi Y4YeTHbIMU 3anUCAMM
nonb3oBaTteneun (User Account Control Settings) MaxHerm ynpasnenua Windows.

5) OTknIoUMTE  KOHTPOSb YYETHbIX 3anucel, BbICTAaBMB MMOSIBYHOK C YPOBHEM
onoBseLLeHuAa B nonoxeHve Hukorpa He yBeaomnatbk (Never notify).

6) OTkpouTe creaytoLmin pasnen CUCTEMHOMO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO YKa3aHHOro pasaerna peecrtpa Bbibepure komanay Co3aaTb

(New) — MNMapamerp DWORD (DWORD Value) w»n BBegute wums
LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

8) B KOHTEKCTHOM MEHI0 CO3[4aHHOro napameTtpa Bblbepute komaHoy U3meHUTb
(Modify) n B nosiBuBLLEMCH OKHe BBeauTe 1 B none 3Ha4veHue (Value data), nocre
4yero HaxxmuTe Ha KHorky OK.

9) MNepesarpyanTte cuctemMy A5 BCTYMNNEHUS USMEHEHUA B CUIy.

» BKnoyeH obupii 4OCTyN CO CrieayloLMmmn napameTpamu.
Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

e N—————————————,
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1) Otkponite LleHTp ynpaBneHus cetamu u obwum pgoctynom (Network and
Sharing Center) NaHerm ynpasnenna Windows.

2) Y6egutecb, 4YTO XOCT MMeEET crefylllee ceTeBOe pasMelleHue: Ana pabdoyen
rpynnbl — JomawHaAa ceTb (Home network) unm Pabouvas cetb (Work network),
ana gomeHa — flomeHHas cetb (Domain network). [na n3ameHeHua Tuna cetu
HaX>XMUTE Ha CCbISIKY C Ha3BaHMEM TEKYLLErO CETEBOIrO pasMeLLEHUS.

3) Haxkmute Ha ccbifky U3MeHUTb pononHuTenbHble napameTpbl obuiero
poctyna (Change advanced sharing settings) n passepHute npodwuib A5
TEKYLLErO CETEBOrO pasMeLLeHs.

4) B pasgene O6wun aoctyn K c¢pannam n npuHtepam (File and printer sharing)
BbIGepuTte onumio Bknountb o6wmn goctyn K cpannam n npuHtepam (Turn on
file and printer sharing).

5)B pasgene MoakniouveHua pomawHen rpynnbl (HomeGroup Connections)
Bbibepute onumo WMcnonb3oBaTb Yy4YeTHble 3anucu nonb3oBaTenem u
naponv ans noaknyeHus K apyrum komnbtotepam (Use user accounts and
passwords to connect to other computers).

6) Haxxmute Ha kHonky CoxpaHuUTb uameHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOVMHOE HaXkaTue FieBOW KHOMKOW MbILWM Ha 3HA4Ke ceTu B obractu

yBEOOMIIEHUN.

2) Haxxmute npaBom KHOMKOW MbILLM HA MMEHWN CETU B MOSIBMBLLEMCS CMIUCKE crnpaBa U
BblOepuTe NyHKT BKNrovyeHue n oTknroyYeHne obwero gocrtyna (Turn sharing on
or off).

3) Bbibepute BapuaHT [a, BKNHO4YUTbL OOWMM AOCTYN M NOAKIHOYEeHMe K
yctpouncTtBam (Yes, turn on sharing and connect to devices).

4) OTtkpoute LleHTp ynpaBneHus cetsamu u obwum pgoctynom (Network and
Sharing Center) NaHerm ynpasnenua Windows.

5) Haxkmute Ha ccbifky U3MeHUTb pononHuTenbHble napameTpbl obuiero
poctyna (Change advanced sharing settings) n passepHhute ceteBon npodurb
YacTtHasn (Private).

6) B pasgene Obwun goctyn K dpannam n npuHtepam (File and printer sharing)
BblOepuTe onumio BknounTb ob6wmnmn aoctyn K cpannam n npuHtepam (Turn on

file and printer sharing).

—————.
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7)B pasgene MoakntoveHusa pomawHen rpynnbl (HomeGroup Connections)
Bbibepute onumo WMcnonb3oBaTb Yy4veTHble 3anucu nonb3oBaTenevm u
naponu ans noaknyYeHus K aopyrum komnbtotepam (Use user accounts and
passwords to connect to other computers).

8) Haxkmute Ha kHornky CoxpaHuTb uaMeHeHus (Save changes).

* [1pu BKktoveHHOM BGpaHamayape Windows paspelleHo Bxosiliee ceTeBoe MnoakroveHve
K cnyxbe O6wmm goctyn K channam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) Otkpowre 6paHgmayap Windows.

2) Boibepute Bknaaky UcknrouyeHus (Exceptions).
3) JobaBbTe B ucktoveHua (yctaHoBuTe doriaxok y npaswura) O6wmu goctyn K
c¢dannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) OTkpowite 6paHamayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpsbl (Advanced settings).

3) Boibepute MpaBuna ana Bxoaawmux noakntoveHun (Inbound Rules).

4) Bkrntounte npaswno Obwwun goctyn K dawnam v npuHTepam (BXOAALMN
Tpacdmk SMB) (File and Printer Sharing (SMB-In)) ons npoduna Ton cetu, B

KOTOpOI7I HaxoauTCdA XOCT.

» B ocHacTtke AgmuHuctpupoBaHue (Administrative Tools) — JlokanbHas nonuTuka
6e3onacHocTu (Local Security Policy) MNanerm ynpasnenns Windows BbiCTaBrEHbI
cregyroupe napameTtpbl: JlokanbHble nonutuku (Local Policies) — [MapameTpsbl
6e3onacHocTu (Security Options) — CeTteBOoM AOCTyn: Mogeslb COBMECTHOro
Aoctyna u 6e3onacHOCTM ANA NoKanbHbIX y4eTHbIX 3anucen (Network access:
Sharing and security model for local accounts) — OObl4Has - rnokKanbHble
nonb3oBaTenun yaocToBeparTcA Kak oHM camm (Classic - local users authenticate as

themselves).

MapameTpbl 3anycka yTUnIuThbI

- (& ]
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I'Iapameprl, npmHIMaemblie yTI/IJ'II/ITOIZ yuaneHHon WHCTan[umn, onucaxbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h Kpatkasi cnpaBka no npuHMMaembiM NapaMmeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHusa 0b6s3aTenbHbIX

- N .
Kno4yen n nx 3Ha4eHnn, onncaHHbIX HMXe.

Nmsa nomnb3oBatens, uMmelowlero npaBa agMuHucTpatopa Ha|

—-login=<ums>
yAarneHHoOM XocTe.

Mapornb nonb3oBaTtens, MMelLero npaea agMuHUCTpaTopa Hal

--password=<naporsib>
yAarneHHoM XocTe.

My k nakety yctaHoBkn SoftControl DLP Client. Ecnm dann
--client="<nyms K ycmaHosuwWuKy>" pacnonoxeH B Kartanore, OTKy[a Bbi3blBAeTCA YTUNUTa,
[0nycKaeTcs ykasblBaTb TONbKO UMs darina (6e3 kaBblvek).

[MyTs K KOHGMrypaunmoHHOMY duairly HacTpOoeK COefUHEHUs C
ynpaBnsiow MM cepBepoM. Tpebyetcsas Ansa aBTOMaTMYeCcKow

--config="<nymsp K ¢palry nogauum 3anpoca Ha peructpaumio 26 Ha cepeepe SoftControl
KOHgbuaypauyuu>" Senrver nocne OKOHYaHWsA yCTaHOBKM. Ecrmn dpann pacnonoxeH B

KaTanore, oTKyAa BbI3blBaeTCH YTUIUTA, AOMYyCKaeTcsl yKasblBaTb
TONbKO UMs davina (6e3 KaBblYek).

CnMcoK MMeH yJaaneHHblX XOCTOB, Ha KoTopble Tpebyetcs

--hostnames=<ums 1> <ums 2>...<ums N>
Npomn3BECTU YCTAHOBKY, pa3geneHHbIX npobenamu.

[onyckaeTcs Takke 3arnyck yTunuTbl 6e3 ykasaHusi UMEH KIoYel, pacrosioxvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <ums> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHourypauum>" <uma 1> <uma 2>...<uma N>

® Ecrwm Tpe6yeTC$-I YCTaHOBUTb KIMEHTCKUA KOMIMOHEHT B TOM YMCrie M Ha cepBep, 1O

yTurimta gospkHa 6biTb Bbi3BaHa M3 komaHnaHou ctpoku Windows, 3anylweHHon ¢

npaBaMu agMUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenve Installation successfully

completed on host <ums xocma>.

3.2.3 YcTtaHOBKa CTOPOHHUMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

Ons ynaneHnHon yctaHoBku SoftControl DLP Client moryT npumeHsTbCs CTOPOHHME CUCTEMDI
ynpasnenus [T-uHppacTpykTypon, Hanpumep, Microsoft® System Center Configuration Manager
(nanee — MS SCCM). MeToguka ycTaHOBKM B [aHHOM Crydae onpegenseTtcd, ucxoga ua

KOHKPETHOW CUCTEMbI U MPUHATLIMM B HE criocobamm pacnpoCTpaHeHUs MAKeTOB MHCTarvIA LMW,

R N————,
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3.3 PerucTtpauus Ha cepBepe

SoftControl DLP Client sBnseTca KiMMeHTCKUM KOMMOHEHTOM M NpefHa3HadYeH ToMbKo Ana paboTbl
B cBsA3ke ¢ SoftControl Service Center («CepBucHbIM LieHTpoMy ). UTobbl nogknounts SoftControl
DLP Client k CepucHomy LieHTpy, Heo6xoamMmo 3apermuctpypoBaTb ero Ha cepsepe SoftControl

Server. [1na 3TOro BbINONHUTE Crieayouye AeNCTBYS:

1) Ckonmpynte 3awmdpoBaHHbIn  KOHGUrypaumoHHeln  chamn  ClientSettings.xmlc ¢
HaCTpOMKaMm NoAKIMioYeHNa K cepBepy (CM. JOKyMeHT «PykoBoACTBO agMuHUCTpaTopa
SoftControl Service Center») B katanor yctaHoBku SoftControl DLP Client Ha
KIMEHTCKOM XOCTe.

2) BoinonHute nepesarpysky CUCTEMbl And NPUMEHEHUS KOHUrypaumoHHOro danra.
Y6eautecb, 4TO HACTPOWKN NMPUMEHUTMCb, — MOJSIHOE MMSI KOHGUrypauuoHHOro damna
AOJTKHO M3meHnnTbes Ha ClientSettings.xmlc_used.

3) NogTtBepante peructpaumto B koHcorm ynpaerieHuss SoftControl Admin Console Ha
Bknagke KnueHTbl (cM. gokymeHT «PykoBoactBo agmuHuctpatopa SoftControl Service

Center»).

—————.
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4. OoHoBneHue SoftControl DLP Client

SoftControl DLP Client MoxeT 6biTb OBHOBMEH HA KIMMEHTCKMX XOCTaxX Kak rokanbHo 2, Tak u
yaanenHo yepes SoftControl Service Center .

4.1 JlokanbHOoe OOHOBNEeHue

Iﬂ,aHHbIIZ MeTo npegnoraraeTt JioKalibHOe 0oBHOBEHME npuroXxeHna Ha KaXaoM KIMEHTCKOM

XOcTe.
Bo3MoxHbI criefytoume BapuaHTbl flokarnbHoro obHoeneHns SoftControl DLP Client:

* B 06LIYHOM pEXxXMME (C UCTMONb30BaHVEM MHTepdeiica nonb3oBaTtens) 2 ;

* B TMXOM pexmume % .

4.1.1 OGHOBMNEeHMe B OOLIYHOM pexunme

1) 3anyctute yctaHoBouHbi nakeT DLP_Clientmsi Bepcun, Ha KOTOpYl Heobxoammo
npou3BecT OOHOBIEHME.
2)B okHe YctaHoBka SoftControl DLP Client Haxwmute Ha kHonky [anee (pwvc. 3anyck

nporpammbl 06HOBNEHNs 27).

ﬁ Yeranoska SoftControl DLP Client EI = @

Bac NnpuBeTCTBYET MacTep YCTaHOBKU
SoftControl DLP Client

MacTep ycTanoskm obHoenT SoftContral DLP Client Ha
KOMNBOTEPE, HawmuTe kHonky “Janee”, ytobel
MPoAOMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa ]

PucyHok 26. 3anyck nporpaMmMbl 06HOBNeHUA

3) B cnyyae BalLero cornacusi, Bbibepute napametp 1 NpUHMMaK YCNOBUS NIMLIEH3UOHHOIO

cornalweHms 1 HaxmuTe Ha kHorky [danee (pvc. JlueHsvonHoe cormatexme ).

- (& ]
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‘_'@ Yeranoska SoftControl DLP Client EI = @

JInueHznoHHoe cornalleHne

, SoftControl
BHMMaTENEHD MNPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLEH3MOHHOE COMNALLEHME |_|
1. TMpegmeT cornaweHWa

HacTodwee AWUEHSWOHHOE COrNaWeHWe (fanee CorfawWeHWe) ABNAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKIO4EEMbIM  mesgy Obwectsom ¢
OrpaHWY4EHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (panee -
MNpaeocobnagaTens) U Bamu, dUSHUECHUM AW KPUOMUECKMM AWLOM (aanee -
MoAs30BaTENE), NPEECMEPHO ENSASKWMM 3KIEMNAAPOM MPOTPaMMHONs
npogykTa rpynnel "SoftControl” (ganee - Nporpammueil npogykt).
YCTEHEBAMBEA, HKOMMPYA, 3arpyitad WM MHeim obpasom  wononesyas =

[/] A MpMHMMaKD YENOBMA MMUEHSHMOHHOTG COrNALEHUA

[ Medyats ] [ Hazaan ][ Hanee J [ OTmeHa ]

PucyHok 27. JluueH3noHHOe cornalueHue

4) HaxxmuTte Ha KHOMKy OBHOBMTB (puUC. [OTOBHOCTb K 06HOBIEHIO 2).

ﬁ ¥Yeranoeka SoftControl DLP Client EI =] IEI

Bce roToeo k obHoenenmo SoftControl DLP Client SofctControl

Hammute kHonky "ObHosuTE ", 4Tobkl obHoBUTE SoftControl DLP Client Ha
KoMMstoTepe, HawMuTe kHonky "Hasaa”™, utofsl MpoBepuTE MM MSMEHWTE NaPaMETPEI
YCTEHOBKM. HaskMuTe KHOMKY "OTHEHE ", YTobkl BEINTH M3 MACTEPa.

[ Hazaa ][ '&'OEHOBMTIJ J [ OTMeHa

PucyHok 28. Nl0TOBHOCTb K OOHOBEHUIO

5) [loxauTecb OKoHYaHWst npoLecca obHoBreHust (puc. Mpouecc o6HoBrieHns 2%).

R N—————.
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15! Yerarosxa SoftControl DLP Client [=] @ |3

Wper obHosnenne SoftControl DLP Client SofcControl

MopowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl DLP Client.

CoCToAHKE:

Hazan Lanee E OTmeHa

PucyHok 29. MNpouecc o6HoBNeHusi

6) Mocrne nosieneHns coobeHns YectaHoBka SoftControl DLP Client 3aBeplieHa Haxvute Ha
kHorKy MoToBo (puc. 3aBepLueHre o6HoBeHns %)
ﬂ Yeranoska SoftControl DLP Client E

YcraHoska SoftControl DLP Client
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan ToToB0 OTmeHa

PucyHok 30. 3aBeplueHue o6HOBMNEHUSA

7) B OmarnoroBoM OKHe C MpearnoXeHneM nepesanycka cuctembl Bblibepute [a, nocne 4yero
cuctema OyaeT oTnpaBrieHa Ha nepesarpysky Ans 3aBeplueHusi obHoBreHust (puc. 3ampoc

nepesarpysku cuctembl 2%).

-
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‘_'E! Yeranoeka SoftControl DLP Client 3

Al YTobbl MsMEHEHWA HACTpOMKK "SoftControl DLP Client”
'0-' BCTYMWAN B CHITY, HY#HO NEPESArPY3MTE KOMMBKOTED.
= Hawmute kHonky "f1a" 4Tofibl BEINONHUTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 31. 3anpoc nepe3arpy3kum cucteMbl

4.1.2 OGHOBMEHME B TUXOM peXMME

YcroBue: BCe Larn BbINMOMHAKTCS NO4 YYETHOM 3anvcbio C NpaBaMmn agMuHUcTpaTopa.
1) CkonupynTte yctaHoBOYHbIN nakeT DLP_Clientmsi Bepcun, Ha KOTOPYH HeobGxoammo
npoun3BeCTM OBHOBIIEHME, B KaTarsor C:\Temp KIMEHTCKOrO XoCTa.

2) 3anycTute komaHaHyto cTpoky Windows v BbINOMHWTE CriedyroLLyt0 KOMaHAy:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo okoH4YaHUM YCTaHOBKU CUCTEMA 6yueT oTnpaBlieHa Ha nepe3arpy3ky aBToMmaTu4eCcKu.

4.2 YpanéHHoe OObHOBINneHue

O6HoBeHWe No TpeboBaHWMIO UK MO PaCciUCaHMI0 NPOU3BOAUTCA aAAMUHUCTPATOPOM yaareHHo 13
koHcorm ynpasnieHuns SoftControl Admin Console. Nogpo6Hoe onvcaHve npouecca yganeHHOro
3anycka no TpeboBaHWIO M HACTPOVKM OBHOBIEHWS MO pacnucaHuio MNpYBEAEHO B AOKYMEHTEe

«PykoBoacTtBo agmunmctpatopa SoftControl Service Centery.

— &
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5. YpaneHue SoftControl DLP Client

SoftControl DLP Client MmoxeT ObiTb AEMHCTaNTIMPOBAH C KIMEHTCKMX XOCTOB KaK JIOKaslbHO 3 tak

" oAHUM M3 yaalrieHHbIX LEHTPAaJIM30BaHHbIX 2 crnocoboB.

5.1 JlokanbHaa genHcTannNAUuns

Bo3MoxHbI criefytolpe BapuaHTbl flokanbHon genHetansumm SoftControl DLP Client:

* B 06LIYHOM pexmMe (C UCronb30BaHMEM MHTepdelica nonb3osatens) *';

32
® B TUXOM pexume .

5.1.1 YpaneHue B 0ObIYHOM pexume

1) Ans OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B NaHerm ynpasneHus

Windows B pasgene YctaHoBKa M yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepute
SoftControl DLP Client n Haxxmute Ha KHOMnKy Yaanutb (Remove).
O OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B Nanerm ynpaBnenns Windows B pasgene
Mporpammbl (Programs) — [lporpammbl M KomMmnoHeHTbl (Programs and Features)
BbIbepute SoftControl DLP Client n HaxxvuTe Ha kHorky YaanuTb (Uninstall).

2) B gmanoroBoM OKHE C MpeasioXeHnem nepesarnycka cuctembl Bbibepute [a, nocne 4yero

cuctema byaeT oTnpaBrieHa Ha nepesarpysky ANA 3aBeplUeHus AeuHcTansiumm (puc. 3anpoc
nepesarpysku cuctembl ).

SoftControl DLP Client EX

Yto6kl MaMeHeHMA HacTpolikK " SoftContral DLP
Client" BcTynvnm B cuny, HyYXHO NEPE3arpyYSHMTE
KomMnsioTep. HaxmuTe kroniy "Oa" 410661
BbINONHWTE NEpesarpysKy ceifdac, nuBo KHonky
"Het" utofiel OTNOXMTE €.

[ [t ]

PucyHok 32. 3anpoc nepe3sarpysku
cucTeMmbl

-,
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5.1.2 YpaneHue B TUXOM pexume

YcrnoBue: BCe Larn BbINOMHAKTCS NO4 YYETHOM 3an1cbio C NMpaBaMmn agMuHUcTpaTopa.
1) Ckonupynte ycTaHoBOuYHbIM nakeT DLP_Clientmsi Tekywen BepcuM B KaTtanor C:\Temp
KIMEHTCKOro xocTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

dwindir%\system32\msiexec.exe /x "C:\Temp\DLP_Client.msi" /quiet

Mo oKOoHYaHMM MpoLeaypbl AevHCTar\auMM cuctema OyaeT oTnpaBrieHa Ha nepesarpysky

aBTOMaTU4eCKW.

5.2 YpanéHHana geMHcTannauusa

YpanenHaa peuwHctansauma  SoftControl DLP  Client nogpasymeBaeT  ULeHTpanm3oBaHHO

yrnpasriemoe yaaneHne KnmeHTCKnX I'IpVIJ'IO)KGHVIVI C rpymnrbl XOCTOB, o6beanHEHHbIX B OOHY CETb.

Bo3MoxHbI crieayloume BapuaHTbl yOaneHHOW LeHTparmsoBaHHOW pevHctansuum SoftControl
DLP Client:

* yepes JOMEHHYIO rPYMMOBYIO MOMATUKY 2 ;

® CTOPOHHUMU CpeACTBaMU aaMUHACTPVPOBaHUS 7 .

5.2.1 YpaneHue 4yepe3 JOMEHHYIO rPpynnoBYH MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunnctpupoBaHue) meHio Start (Myck) B OC koHTporiepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <ums gomeHa>, pa3sepHute nogpasgerneHve Software deployment, BoizoBute

KOHTEKCTHOE MEHI O0bbekTa prI'II'IOBOI7I NOJITUKKN, CO30aHHOIo_paHee 1 ana pas3BepTbiBaHUA

KrmeHTckux npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve

06BbEKTA rPYNNOBON NOMMTUKM ).

——————.
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=] _ﬁ Forest: Mars.local
= [ Domains Lk Onder = | GPO Erforced [ Link E
=l 53 Mars.local 1 s/ Clients deployment No Yes
=/ Default Domain Policy
2| Domain Controllers
= (2] Software deployment
51l Ciients deployment |
= Group Policy Objects
% WM Fiters ERtEe
_ B [ Starter GPOs v Link Enabled
18 Sites Save Report...
si% Group Policy Modeling
= Group Policy Results Delete
{3 Diagnostics Rename
Cift configuration Refresh
=5 storage [
Help
I I

[Open the GPO editor [ [

PucyHok 33. PegaktupoBaHue o6beKkTa rpynnoBoM NOSIMTUKN

3) B oTkpbiBLIEMCSA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosowu
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnucke ycTaHaBnMBaemMbix MPUIOXeEHWM chnpaBa Bbibepute
Tpebyemoe npuroXXeHve Ons yaaneHusi, BbiI30BUTE KOHTEKCTHOE MeH0 U Bbibepute nyHkT All

tasks — Remove (puc. Bbi30B 3aa4v yaaneHust npurioxermust > ).

B Group Policy Management Editor =10l x|
File Acton Wiew Help
L 2 ol ERERENN 7N
|=] Clients deployment [DEV-03 MARS.LOCAL] Policy | Name Version | Deployment state | Source
) &/ Computer Configuration |safe’n'Sec DLP Client 3.10 Assigned C:\share\SafenSoft_DLP_Client.msi
=[] Policies v Auto-Tnstsl
[ ] Software Settings Assian
Software installation PUbe
| windows Settings —
| Administrative Templates: Policy defini All Tasks [d  Assion
| Preferences Publisfy
= 4% User Configuration ﬂ
| Policies Properties :
“ Preferences ————  Redeploy appication
Help
S| o
|Removes this package. [ |

PucyHok 34. Bbi3oB 3agaum yganeHus npunoxeHus

4)B puanoroBom okHe Remove Software Bbibepute MeTon AEUHCTAAUMM NPUIIOXEHWN
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve
MO ¢ komnbioTepoB) M Haxmute Ha kHornky OK (puc. Beibop meToga geuvHcTanmsumm
npunoxerus =),

IS———————————s—
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x

Select removal method:

" |mmediately uninstzll the software from users and
computers

£ AMlow users to continue to use the software, but prevert
new installations

| QK I Cancel

PucyHok 35. Bbibop mMeToga AeMHcTannsaumm

npunoxeHus

5) Mo ucteyeHum uHTepBana OOHOBMEHVA TPYNMOBbLIX MOMUTVK (OaHHbIM NapameTp 3aBUCUT OT

HacTpoek Active Directory), nameHeHHass MNOSfMUTMKA MPUMEHAETCS K KIMEHTCKUM XOCTaM.

YnaneHve BblbpaHHbIX NpuroxeHuin GynoeT NpovsBedeHO Mocrie o4YepenHoro nepesanycka

KIMMMEHTCKUX XOCTOB. ﬂ,J'IFI MIrHOBEHHOIO NMPpUMeHeHuA co3gaHHom prI'II'IOBOIZ NOJITUKN 3anyCcTute

KOMaHOHYO CTPOKY OT UMEHN aMUHUCTPATOpPa Ha KIMMEHTCKOM XOCTE U BbINOJTHATE CIeaytoLLyto

KoMaHay:

gpupdate /forcs

M0 OKOHYaHUM BbIMOSIHEHNS KOMaHObI noarsepaunte nepes3arpys3ky CUCTemMbl KoMaHgown Y ons

npyMeHeHus: OBHOBIIEHHOW rpynnoBoW normMTukn (puc. PydHoe obHoBreHVe napameTpoB

rPYNMNOBOW NOMUTUKA > ).

C=“\UserssJohn>gpupdate
Updating Policy...

llser Policy update has
Computer Policy update

The following warnings

letely hefore the next

0K to Restart?. (Y- M)y

EX Administrator: C:\Windows'\system32\cmd.exe - gpupdate /force EI@

Microsoft Windows [Uersion 6.1.76011]
Copyright (c? 2009 Microsoft Corporation. All rights reserved.

sforce

completed successfully.
haz completed successfully.

were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply

one or more settings because the changes must be processed before system startu
p or user logon. The system will wait for Group Policy processing to finish comp|

startup or logon for this user. and this may result in sl

ow startup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only run during startup.

PucyHok 36. PyuHoe oGHOBRNeHMe napamMeTpoB rpynnoBOW NONUTUKN

5.2.2 YpaneHue CTOPOHHUMU cpeACcTBaMU aAMUHUCTPUPOBaAHUSA

Kak n B crnyyae yctaHoBkW, ona yganeHHon pgewvHctannauum SoftControl DLP  Client moryt

NPUMEHATLCH CTOPOHHME CUCTEMbl yrpaBrieHua [T-uHdpacTpykTypon. Metoguka yganeHua B

.
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OaHHOM Cllydae onpegerndeTcd ncxogda m3 KOHerTHOVI CUCTEMDbI U MPUHATBIMU B Hen crnocobamu

pevHctansuum NO.
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6. JononHutenbHasa uHcgpopmauuns

6.1 UcTouyHUKM

M CTOYHUKM OONOSNHUTENbHOM MHpOpMaLmmM NpMBeaAEHbl B Tabn. 5.

Ta6nuua 5. BcnomoratenbHas AOoKyMeHTauusA

PykoBopctBo agmuHuctpatopa SoftControl Senice|PykoBoacTBo no paboTte ¢ UHCTPYMEHTAMU afMUHUCTPUPOBAHMWS
Center SoftControl Server n SoftControl Admin Console.

EE——————————————————_——————-

ww w .safensoft.com


http://www.safensoft.com

SoftControl DLP Client Bepcus 5.0.18 Pykoeodcmeo o ycmaHogke
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7. TexHn4yeckas noggepxka

Mpn BO3HWKHOBEHUM BOMPOCOB MO YyCTaHOBKe, HacTpouke u paboTte SoftControl DLP Client Bbl

MOXeTe 00paLaTbCs B TEXHUYECKYHO NOAAEPXKKY MO SMEKTPOHHOM noyTe support@safensoft.com.
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