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1. Testing procedure for the pilot project

1.1 Purpose of the pilot project

Purpose of the pilot project is to test the reported functional and operational characteristics of the
information security product SoftControl, to prepare the solution for deployment on the operational

infrastructure, and to provide personnel with the skills required for use of the software product.
The following tasks shall be accomplished within the pilot project:

* Compliance tests:
O Compliance with the hardware configuration on the devices
O Compliance with specific versions of operating systems installed on the devices
O Network compliance (check of operation of the client-server configuration with the net-
work equipment and of communication channels performance)
® Operational tests:
U Local and remote installation of the client components

QO Group control policies management

1.2 Organizational requirements for conduction of the pilot project

In order to conduct pilot testing of the Client's infrastructure, it is necessary to confirm compliance
with the Specifications for deployment of the three SoftControl components: the server module

SoftControl Server, the management console SoftControl Admin Console, and the client mod-

ule SoftControl SysWatch.

1.3 Procedure

Testing consists of the following successive stages:

1) Ratification of a testing plan, which defines responsible personnel within the participating
organizations
2) Software installation
3) Operational and functional tests
4) Counseling provided by both sides, final review, and signing of the checklist for the per-
formed tests
Results of the testing shall be submitted in form of a checklist. Each test described in the pilot pro-

ject plan shall be carried out for each client component within the pilot zone. Outcome of all per-

- ]
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formed tests shall be included in the checklist.
Results of the testing may be used for the following:
* To confirm compliance of the product with the reported functional and operational characterist-
ics.
* In the process of deploying and operating the software product on Client's network of devices.

In this case, control policies, batch installers, and instructions that were created during the test-

ing process may be helpful..
1.4 System requirements

SoftControl Server requirements

Table 1. Minimal system requirements

T

= Microsoft® Windows® 7 (SP1) (32-bit/64-bit)
= Microsoft® Windows® 8 (32-bit/64-bit) 100MB
= Microsoft® Windows® 8.1 (32-bit/64-bit) +
= Microsoft® Windows® Server 2008 (SP2) (32-bit/64-bit) extra 4GB
= Microsoft® Windows® Server 2008 R2 3GHz 4GB
. . (for embedded
= Microsoft® Windows® Server 2012 DBMS installa-
= Microsoft® Windows® Server 2012 R2 tion)
= Microsoft® Windows® 10
= Microsoft® Windows® Server 2016

Additional software:
* Microsoft® .NET Framework 4.5.

ISS———————————
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T

* Microsoft® Windows® 7 (SP1) (32-bit/64-bit)
* Microsoft® Windows® 8 (32-bit/64-bit)
» Microsoft® Windows® 8.1 (32-bit/64-bit)

= Microsoft® Windows® Server 2008 R2
= Microsoft® Windows® Server 2012

= Microsoft® Windows® Server 2012 R2
= Microsoft® Windows® 10

= Microsoft® Windows® Server 2016

= Microsoft® Windows® Server 2008 (SP2) x86/x64 (32-bit/64-bit)

3GHz

4GB

100MB

Additional software:

* Microsoft® .NET Framework 4.5.

SoftControl SysWatch requirements

Table 3. Minimal system requirements

quency

Client operating systems:

Experience installation option)

Microsoft® Windows® XP (SP2 and abowe) 32-bit 800MHz 512MB
Microsoft® Windows® XP (SP2) 64-bit 800MHz 512MB
Microsoft® Windows® XP Embedded (SP2 and abowe) 800MHz 256 Mb
Microsoft® Windows® Embedded for Point of Service 1.0 800MHz 256 Mb
Microsoft® Windows® 7 (SP1) 32-bit 1GHz 1GB
Microsoft® Windows® 7 (SP1) 64-bit 1GHz 2GB
Microsoft® Windows® 8 32-bit 1GHz 1GB
Microsoft® Windows® 8 64-bit 1GHz 2GB
Microsoft® Windows® 8.1 32-bit 1GHz 1GB
Microsoft® Windows® 8.1 64-bit 1GHz 2GB
Microsoft® Windows® 10 32-bit 1GHz 1GB
Microsoft® Windows® 10 64-bit 1GHz 2GB
Server operating systems:

Microsoft® Windows® Server 2003 (SP2) 32-bit 800MHz 512MB
Microsoft® Windows® Server 2003 (SP2) 64-bit 800MHz 512MB
Microsoft® Windows® Server 2008 R2 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2012 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2012 R2 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2016 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2016 64-bit (for Server with Desktop 1.4GHz 2GB

150MB
+

extra 120MB or
more for antivirus
database updates
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Additional requirements:

* Visual C++ 2008 SP1 Redistributable Package when installing SoftControl SysWatch on
Windows XP.

* For Windows 7 and Windows Server 2008 R2: update KB3033929 or equivalent (support
of the SHA-256 algorithm for digital signature verification).

SoftControl DLP Client requirements
Table 4. Minimal system requirements

quenc

Client operating systems:

Microsoft® Windows® XP (SP3) 32-bit 800MHz 512MB
Microsoft® Windows® XP (SP2) 64-bit 800MHz 512MB
Microsoft® Windows® XP Embedded (SP2 u Bbiwe) 800MHz 512MB
Microsoft® Windows® Embedded for Point of Senice 1.0 800MHz 512MB
Microsoft® Windows® 7 (SP1) 32-bit 1GHz 1GB
Microsoft® Windows® 7 (SP1) 64-bit 1GHz 2GB
Microsoft® Windows® 8 32-bit 1GHz 1GB
Microsoft® Windows® 8 64-bit 1GHz 2GB
Microsoft® Windows® 8.1 32-bit 1GHz 1GB
Microsoft® Windows® 8.1 64-bit 1GHz 2GB 20MB
Microsoft® Windows® 10 32-bit 1GHz 1GB
Microsoft® Windows® 10 64-bit 1GHz 2GB

Server operating systems:

Microsoft® Windows® Server 2003 (SP2) 32-bit 800MHz 512MB
Microsoft® Windows® Server 2003 (SP2) 64-bit 800MHz 512MB
Microsoft® Windows® Server 2008 R2 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2012 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2012 R2 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2016 64-bit 1.4GHz 512MB
Microsoft® Windows® Server 2016 64-bit (for Server with Desktop 1.4GHz 2GB

Experience installation option)

Additional requirements:
® For Windows 7 and Windows Server 2008 R2: update KB3033929 or equivalent (support
of the SHA-256 algorithm for digital signature verification).

- (7 ]
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2. Testing checklist

2.1 Check of Client's infrastructure state

2.1.1 How to check compliance with the Specifications for deployment

Table 5. Compliance check

Expected outcome

Fill in the data sheet with
hardware and software char-
acteristics of the devices in
5.1 |the pilot zone and of the

Information about installed antivirus programs and
other specially configured software is required for
O The data sheet contains  |giving recommendations regarding fine-tuning for

. required information. compliance with the SoftControl system. See
workstation for deployment of SW 4.2 and_higher+KAV+NOD32.docx (in Rus-

the SoftControl Senvce sian) for compliance settings.
Center server component.

Check that hardware and
software characteristics of | Compliance with the Spe-
5.2 |the devices in the data sheet | cifications for deployment
comply with the deployment is confirmed.
specifications.

Check that hardware and
software characteristics of
the workstation for deploy- |l Characteristics comply
5.3 |ment of the SoftControl Ser- with the Specifications for and install Microsoft .Net Framework 4.5 by click-

vice Center server component| - deployment. ing on this link: https://www.microsoft.com/en-us/

comply with the deployment download/details. aspx?id=42642.
specifications.

Make sure that Filter Man-
5.4 |ager is present in the operat-
ing system of the devices.

* Type sc query fltmgr in the prompt window. You will see a message about the state of Filter Manager if it is in-
stalled. Otherwise, the prompt will show an error message.

In order to deploy the SoftControl Senice Center
server component, install Microsoft .Net Frame-
work 4.5 on the workstation. You can download

O Presence of Filter Manager|There is a special command in the command
in the system is confirmed.|prompt that can do this.*

SERVICE_MNAME: fltmge
TYPE FILE_SYSTEM_DRIVER
STATE RUNNING
(STOPPABLE, NOT_PAUSABLE. IGHORES_SHUTDOWM>

WIN32_EXIT_CODE CHAxA>
SERVICE_EXIT_CODE CBAxA>
CHECHEPOINT

WAIT_HINT

2.2 SoftControl test bench deployment

2.2.1 How to deploy the server component SoftControl Service Center

Table 6. SoftControl Service Center deployment

ES————————————————— e
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Install the following compon-

U The server component has

Installation is performed by Client's personnel.
Administrator rights are required.
All components can be installed from the single

6.1 |ents: SoftControl Serer, . installer; select the Complete mode. It will install
SoftControl Admin Console, ta)ﬁgr:nsi::;:ﬁ;izfzfl]lsljpes(;calIed the following components:
MS SQL 2014 Express. ' e SoftControl Senver;
¢ SoftControl Admin Console;
e Microsoft SQL 2014 Express.
* You can also install SoftControl Senice Center on the enterprise MS SQL Server DBMS that you use. In this case,

select Typical installation. The embedded Microsoft SQL 2014 Express will not be installed then.

6.2

Configure SoftControl Senice
Center.

Configuring is performed by Client's personnel.

6.3

Create an Administrator user
account in SoftControl Ser-
vice Center, set Adminis-
trator's password.

O SoftControl Sernvice Center
Administrator's password
has been set.

The password is set by Client's personnel.
Password requirements: at least 7 characters; di-
gits, Latin letters (uppercase and lowercase), spe-
cial characters. See section 3.2 "Setting up the
server" of "SoftControl Senice Center Adminis-
trator guide".

6.4

Set the main and backup IP-
addresses for SoftControl
Senice Center.

U "Senver settings" window in
SoftControl Admin Console
shows the configured IP-
addresses.

You will need the workstation IP address that is
available for the devices.

You will need available backup IP addresses (op-
tional).

6.5

Log in to SoftControl Admin
Console as Administrator.

O Administrator has logged in
successfully.

6.6

Set up the update paths for
antivirus databases and soft-
ware modules.*

U Update paths for antivirus
databases and software
modules have been set up.

SoftControl Senice Center shall be connected to
the Internet in order to download updates for anti-
virus databases and software modules. If there is
no connection, you can download them manually.

* You have to perform the following steps in order to set up updates for antivirus databases and software modules on
SoftControl Senice Center:

T
1) Click @ (Updates) in SoftControl Admin Console.
2) A window with two tabs will open. Program modules tab will be open by default. In Update paths area, edit text
in Update URL field. Insert your test (release) license key in the update path http://updates.safensoft.com/
SoftControl/Av4/EN/ as follows: http://updates.safensoft.com/<license key>/SoftControl/AV4/EN/.
For this tab, it's best to leave Only check updates selected in Update mode area.

S———————————————— e
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¥ SoftControl Admin Console |

File View Filters About

88 | oAy OS2 857

{__ Update mode | {_ Update paths | (" Update status | { Available updates |
O Disabled Update URL: Last update check: 03.07.2019 14:52:02 Update version: Up to date
@ Only check upcates [htt //test.cafensoft.com/SoftControl /AVA/RUS ] -
(@) Update automatically Rl EE N NI LA SR Last update result: Up to date Update size: Up to date
vty | U i T
tes :
eck for up]{:0 ae\rel)’ (min): [ Updates\Modules\ I Last successful update: 02.07.2019 11:14:19 e ——
| ‘nstafupdates |
Up-to-date server version: 5.0.114
U:
D SEPeRyE Up-to-date consele version: 5.0.114
URL: [ I

Password: [

Update history

Drag a column header here to group by that column

T — - —“l

3) To set up antivirus database updates, switch to Antivirus bases tab. In Update paths area, edit text in Update
URL field. Insert your test (release) license key in the update path http://updates.safensoft.com/SoftCon-
trol/Av4/EN/ as follows: http://updates.safensoft.com/<license key>/SoftControl/AV4/EN/. For
Antivirus bases tab, it is recommended to leave Update automatically selected in Update mode area.

- (W]
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8 @l

F SoftControl Admin Conscle |

File View Filters About

& | F oAy | DOQOBS [ @ ° 0%
[ Clients NS5

Program modules | Antivirus bases |

', Update mode '

(O Disabled
O Only check updates
® Update automatically

Check for updates every (min):

»

{ Update paths |
Update URL:
[ http://updates.safensoft.com/AV4/ ]

Update destination felder:
[Updates\ava

([ Update status '
Last update check: 06.09.2019 18:14:06
Last update result: Up to date
Details:

Last successful update: 06.09.2019 16:14:17

', Available updates '
Update version: Up to date

Update size: Up to date

Up-to-date antivirus datal
[T Use proxy server

URL: [

Port:

Username:

Password:

.
1

[

version: 8.16.22.156

I

Update history

Drag a column header here to group by that column

i R inis ini: Change password I

Copy and save the configura-
tion file for initial connection
between SoftControl
SysWatch client modules
and SoftControl Senvice
Center — ClientSettings.xmlc.

U ClientSettings.xmlc config-
uration file has been saved.

ClientSettings.xmic is located at C:\ProgramData
\SafenSoft on the senver.

2.2.2 How to deploy the client module SoftControl SysWatch on device

Table 7. SoftControl SysWatch deployment
Expected outcome

Run self-test on the device to
check its performance and
functioning.

71

O Device functional self-test
has been successful.

Functional self-test of the device is performed by
Client's personnel.

Install and perform initial con-
figuring of the client compon-
ent SoftControl SysWatch.

Install the client component
SoftControl SysWatch in the
logging mode.* Select one of
the two client module install-
ation packages depending on
whether you have an antivirus
installed:

o SysWatch.msi with the

embedded antivirus;

O Successful installation, the
installation log does not
contain any errors.

System administrator rights are required. If you
are installing SysWatch_Patch.msi without the
antivirus, you have to adjust compatibility settings
for the antivirus you have installed on the device.
See SW_<version_number_and_higher>+KAV
+NOD32.docx (in Russian).

- (W]
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e SysWatch_Patch.msi
without the antivirus.

* Use the command prompt to perform installation in the logging mode:

For the pilot project stage, uncheck Collect system profile after installation when you install the client module

SoftControl SysWatch. Profile collection is a lengthy operation. Its duration can be compared to antivirus scanning.
Due to this, you can install SoftControl SysWatch without profile collection on devices that are not very efficient (self-
senvice devices, ATMs, process control application consoles). In this case, you can collect the profile remotely by
sending a task from SoftControl Senice Center. See How to deploy the client component SoftControl SysWatch on
a standard device from a package installer remotely 2% for installation of SoftControl SysWatch by means of the
batch installer without profile collection upon installation (with following update of antivirus databases and profile col-

lection from the server).

Create preset control policy
parameters in SoftControl
SysWatch.

7.4

Specific parameters can be recommended for
specific devices. See TPS_<version_number>-
Deployment Guide-RU.pdf (in Russian).

Turn on logging of senices
7.5 |and unsuspicious applica-
tions. *

U The system_.txt log con-
tains system application
activity events.

This allows you to get a detailed log of events that
relate to application activity in the system of the
device. It's helpful for determining collisions and
creating exceptions in control rules.

* In order to turn on logging of Services and unsuspicious applications, find the SoftControl SysWatch icon i in
the system tray, click on it with the right button of your mouse, and select Settings. SoftControl SysWatch window
will open. Select Options —> Reports on the left and make sure that Services and unsuspicious applications is
checked. Ifit is not checked, check it and click OK to apply the settings.

iSysWatch Settings EI [=] @
Reports
Reports and storage options
Protection Repaorts
Sean [¥] Enable reports
Update
. Update
4 Options . P
View Scan
Reports [¥] 5ystem
Motifications ] Threats

Services and unsuspicious applications

Store reports for 30 |2 days
[¥] Enable rotation
Time limit: 0 sec -
Size limit: 10 MiB -
History size: 0
[¥] Enable event registration in WMI

10 History size in WMI

Ok l [ Cancel

Help

-
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When the auditing mode is on, SoftControl
SysWatch does not block applications upon Run-
ning non-profile application, Running un-

7.6 |Tumn on the auditing mode.* signed installer, and Policy violation ewents. It
means that performance of system tasks and ap-
plications will not be affected by operations of the
defense module.

* In order to turn on the auditing mode, find the SoftControl SysWatch icon 1 in the system tray, click on it with
the right button of your mouse, and select Settings. SoftControl SysWatch windows will open. Select Protection on
the left and make sure that Enable automatic incident processing is checked (Incident management area).
Click Configure. In Incident management, set the following settings:

¢ Running non-profile application — Scan and execute in software update mode;

¢ Running unsigned installer — Scan and install;
e Control policy violation — Scan and allow.

‘2l SysWatch Settings [o[® =]
Protection
General security settings
Brotection Protection status
Scan [¥]Enable protection
Update [¥] Applications
4 Options
. File system
View i N
Reports System registry j Incident management
Maotifications Network Incidents
List of incidents
Incident management -
- L Incident
@ Enable automatic incident pro - - —
Running non-profile application
() Enable incident processing by Running unsigned installer
. Control policy violation
Paszsword protection poliey
[“|Enable password protection
Global software update mode (r Incident management
[7] Global software update mode| Decision: Scan and execute in software update mode N
Remember decision for session
Help
Help OK ] ’ Cancel ] ’ Apply

- ® ]

www .safensoft.com


http://www.safensoft.com

SoftControl TPS version 5.0.18

Testing checklist

SoftControl Pilot Project Plan

Incidents

}i Incident management

==

List of incidents

Incident

Running non-profile application
Running unsigned installer
Control policy viclation

Decision:

Incident management

Scan and install

Remember decision for session

Help

Incidents

m Incident management

OK l ’ Cancel ] [

List of incidents

Incident

Running non-profile application
Running unsigned installer
Control policy wviolation

Decision:

Incident management

Scan and allow

[ remember decision for session

Help

Click Apply.

0K l [ Cancel ] [ Apply

Save Config.xmlc — the con-
figuration file for the client
module SoftControl

7.7 |SysWatch installed on the
device. This file contains pre-
set configuration for compli-
ance and exclusion of control
policies.*

U Config.xmlc has been
saved.

The configuration file will be used for the package

installer.

-— (€ ® ]
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* In order to save the configuration file Config.xmlic, find the SoftControl SysWatch icon " in the system tray, click
on it with the right button of your mouse, and select Settings. SoftControl SysWatch windows will open. Select Op-
tions on the left. Check Exclude connection settings in Management area and click Save. Select the destination
folder (e.g., My documents) and sawe the file as Config.xmlc.

i SysWatch Settings

Options

General program options

Protection
Scan
Update
4 Options
View
Reports

Notifications

Help

Self-protection

[] Disable the external control of system service
[T Hide windows service

Remote control

) Offline

@ Service Center
Clear connection settings for current server

Management
Save program settings to a file

Exclude connection settings

Delayed start

Delay system service start for {min)

["JHold permanent connection to Service Center

fo] & /s

Configure...

Clear

Save...

Check the device network
configuration in regards to
7.8 |availability of connection
between the devices and the
senver by ports 8000 and
8088.*

L Port connection has been
confirmed.

If the workstation for deployment of SoftControl
Senvice Center is inside a domain, add the server
certificate to the list of trusted certificates in the
domain policy settings.

-_— (W]
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* Open Internet Explorer on the client device and enter the address of SoftControl Server and the port for client's con-
nection (8000 by default), e.g., https://192.168.1.181:8000. If the server is available, the browser will display the mes-
sage about an unknown certificate.

If SoftControl Admin Console is installed separately from SoftControl Server (on a different computer), you will need
to check the connection with SoftControl Senvice Center. To do this, enter the server address and the port number for
SoftControl Admin Console (8088 by default) in Internet Explorer, e.g., http://192.168.1.181:8088. If the senrver is
available, the browser will display the message about an unknown certificate.

& Certificate Error: Navigation Blocked - Windows Internet Explorer E@
@\) < [&] ntps//192168.162133:3000/ hd | 1 | x |[ £ ging £ -]

qip Favorites | o @] Suggested Sites = @] Web Slice Gallery =

(@ Certificate Error: Navigation Blocked - v [ @@ v Pagev Safetyv Tooks~ @+

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@' Click here to close this webpage.

@7 Continue to this website (not recommended).

® More information

Connect the client module
7.9 SoftControl SysWatch to Request to connect to the server has been sent.

SoftControl Senice Center.*

In order to save the configuration file Config.xmlc, find the SoftControl SysWatch icon " in the system tray, click
on it with the right button of your mouse, and select Settings. SoftControl SysWatch windows will open. Select Op-
tions on the left. Check Exclude connection settings in Management area and click Save. Select the destination
folder (e.g., My documents) and save the file as Config.xmlc.

- ® ]
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'3 SysWatch Settings

Options

General program options

Protection
Scan
Update
4 Options
View
Reports

Notifications

Help

Self-protection
[[| isable the external control of system service
[THide windows service

Remote control
) Offline

@ Service Center
Clear connection settings for current server

Management
Save program settings to a file
Exclude connection settings

Delayed start

Delay system service start for {min)

[[Hold permanent connection to Service Center

* In order to connect the client module to SoftControl Senice Center, find the SoftControl SysWatch icon " in the
system tray, click on it with the right button of your mouse, and select Settings. Then select Options on the left. In
Remote control area, select Service Center and click Configure.

=) ® =]

Save...

OK

] [ Cancel

- (W ]
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SoftControl server settings window will open. Click Browse and open the ClientSettings.xmic from item 6.7 !
that you copied to the client device:

Ll SysWatch Settings

Options

General program options

=l =)

Protection Self-protection
Scan Dizable the external contral of system =ervice
Update [ Hide windows service
dulOptings "'i SoftControl Server settings
WView
Reports Connection settings |

Netifications Server connection

Load .xmlc settings:

Server:

| Browse...

Add

= Server

Remove

Heartbeat period (=ec): New passward:

v]
Help

Certificate:

Load certificate ]

]l Cancel ] Apply

Then click OK to send a connection request to SoftControl Senice Center.

7.10 |Reload the client device.
7.11 |Run device self-test to check | Device functional self-test [Functional self-test of the device is performed by
efficiency and performance. has been successful. Client's personnel.
ULogs have been built suc-
7.12 |Byild SNSDumpTool logs. * | _ cessully.

C:\SNS\SnsDump.zip file
has been created.

Administrator rights are required for building logs.

* To build SNSDumpTool logs, download the utility for your OS version:
e http://updates.safensoft.com/39/TOOLS/Setup_SnsDumpTool x64.exe,

e http://updates.safensoft.com/39/TOOLS/Setup_SnsDumpTool x86.exe,

Then open the file as Administrator.

7.13

Provide Safe’N’'Sec Corpora-
tion with the configuration file
from 6.7 ' and
SNSDumpTool logs (C:\SNS
\SnsDump. zip).

4 ClientSettings.xmlc and

port@safensoft.com.

SnsDump.zip files have This step is useful for diagnostics in case you run
been mailed to sup- into any trouble during deployment.

-_— (W]
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2.3 Operational and functional tests for the SoftControl system

2.3.1 How to create a package installer for the client component
SoftControl SysWatch

Table 8. Package installer creation

Expected outcome

Prepare the package installer
for the client component

SoftControl SysWatch! 1
with the following contents:

e installation package for
the client component
SoftControl SysWatch
(SysWatch.msi or
SysWatch Patch.msi);

e configuration file for initial
connection to SoftControl
Senice Center (Cli-

20
entSettings.xmic);2

e preset configuration file |QA CMD script or an SFX
(Config.xmic) for auditing |  archive with .exe extension

8.1 Mode: 20 has been created. It con- The package ms_taller |slpreparec-i l?y CI|ent.s per-
e . . . . |sonnel. Installation requires administrator rights.
e certificate: VeriSign tains the contents listed in
Class 3 Public Primary | Action column.
Certification Authority —
22
G5.cert

e installation script that
places the certificate of
the client module
SoftControl SysWatch
into the Windows stor-

522
age;2

e script for launching the
package installer in the
quiet mode with logging
of the installation pro-
cess.

"In order to prepare the package installer, place the SoftControl SysWatch installation package, configuration files,
the certificate that was used to sign the SoftControl SysWatch installation package (if it is necessary), and the
launching script of the package installer into a folder.

Here is an example of the package installation script install-sns.cmad:.

set config=%folder%config.xmld

echo making directory

md %folder€

workdir%config
xcopy "%workdir%SysWatch.msi" %folder% /
Certification Authority - G5.cer" %folder% /
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echo install cert

certutil -addstore Root "C:\SnS-install\VeriSign Class 3 Public Primar

Certification Authority

ig tsconfig=

This script can be transformed into an SFX archive and signed with Client's certificate.

2 The configuration file for initial connection to SoftControl Senvice Center (ClientSettings.xmic) is on the server in C:
\ProgramData\SafenSoft folder.

% In order to turn on the auditing mode, find the SoftControl SysWatch icon " in the system tray and click on it with
the right button of your mouse. Select Settings. SoftControl SysWatch windows will open. Select Protection on the
left and make sure that Enable automatic incident processing is checked (Incident management area). Click
Configure. In Incident management, set the following settings:

¢ Running non-profile application — Scan and execute in software update mode;

¢ Running unsigned installer — Scan and install;

e Control policy violation — Scan and allow.

\ 2l SysWatch Settings == |[==]
Protection
General security settings
Protection Protection status
Scan [¥] Enable protection
Update [¥] applications
4 Options
. File system
View T
Reports System registry " Incident management
Motifications Network Incidents
List of incidents
Incident management -
- L Incident
@ Enable automatic incident pro - - —
Running non-profile application
() Enable incident processing by Running unsigned installer
. Control policy viclation
Password protection
[C|Enable password protection
Global software update mode (r Incident management
7] Global software update mode] Decision: Scan and execute in software update mode -
Remember decision for session
Help
Help

————.
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.‘H Incident management

Incidents

=

List of incidents

Incident

Running non-profile application
Running unsigned installer
Control policy viclation

Incident management

Decision: Scan and install

Remember decision for session

Help

ﬂ Incident management

Incidents

0K l ’ Cancel ] [ Apply l

X3

List of incidents

Incident

Running non-profile application
Running unsigned installer
Control policy wviolation

Incident management

Decision: Scan and allow

[ remember decision for session

Help

Click OK after you finish.

(e.g., My documents) and save the file as Config.xmlc.

0K l [ Cancel ] [ Apply

-

To sawve the configuration file Config.xmlc, find the SoftControl SysWatch icon " in the system tray and click on it
with the right button of your mouse. Select Settings. SoftControl SysWatch windows will open. Select Options on
the left. Check Exclude connection settings in Management area and click Save. Select the destination folder

- (A ]
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T @ i
Notifications B Service Center

Management

Save program settings to a file
[¥] Exclude connection settings

Delayed start

Delay system service start for (min)

3 SysWatch Settings == Ecl ==
Options
General program options
Protection Self-protection
Scan [ | Dizable the external control of system service
Update [[THide windows service
4 Options Remote control
View ©) Offline
Reports

Clear connection settings for current server Clear

["JHold permanent connection to Service Center

Configure...

Save...

Help [

Pack: https://www.microsoft.com/en-US/Download/details.aspx?id=16770.

4 You can get the VeriSign Class 3 Public Primary Certification Authority certificate (G5.cer) from the client host that
SoftControl SysWatch is installed on (trusted root certification authorities list).

5 To add the certificate of the client module SoftControl SysWatch to the Windows storage, you will need the cer-
tutil.exe utility with its library certadm.dll. They are both included in the Windows Server 2003 Administration Tools

2.3.2 How to deploy the client component SoftControl SysWatch on a
standard device from a package installer remotely

Table 9. Remote deployment of SoftControl SysWatch

SoftControl SysWatch client shall be
deployed from the package installer on
a device that has the same parameters
as the device that was used for creating
the settings in items 6.7 '" and 7.7 '

Deploy the client component SoftControl
9.1 SysWatch from the package installer on a
standard device in the pilot zone.

Deliver the package installer of the client com-|Qd The package installer
9.2 |ponent SoftControl SysWatch to a standard has been added to
device by means of a remote file exchange the file system on the
environment. device.

The package installer is delivered to the
file system of the device by means Cli-
ent's remote fie exchange environment.
Note how long this operation takes in or-
der to set the standard time for the de-
ployment operation

e N—————————————,
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U The SoftControl
SysWatch installa-
tion log has been cre-
ated without errors.

UThere is a new
SoftControl
SysWatch client in
SoftControl Admin
Console. The new cli-
ent's status is Pend-
ing.

* Here is an example of a launching script. In this case, the installation package for the client module SoftControl

SysWatch, the configuration file for the master image of SoftControl SysWatch config.xmlc, and the configuration file

for connection to the server ClientSettings.xmlic are located at C:\SnS-install.

The package installer is launched by
Client's personnel with remote adminis-
tration tools deployed on standard Cli-
ent's device.

9.3 |Run the package installer launching script*
with remote administration tools.

install\ins%all—lo;.txt"

U There is a new
SoftControl
SysWatch client in
SoftControl Admin
Console. The new cli-
ent's status is Pend-

mg.
2.3.3 How to create and apply group control policy configurations from
the server SoftControl Service Center

Table 10. Creation and application of configurations from SoftControl Server
Expected outcome

There shall be several control policy
configurations for different use
cases:

* "Production" — the strictest control
policy configuration. It protects
software from all change attempts.
This configuration shall be applied
to a device in its normal operation

9.4 |Administrator can see a new client in
SoftControl Admin Console.

Create and apply group control

10.1 i i -
{Drglllcsye?\;r:.ﬁguratlons from SoftCon state (senicing Bank customers).
It is not for maintenance works.

e "For Senvices" — a control policy
configuration that allows perform-
ance of permitted maintenance ac-
tions with the software on the
device while the protection mode
on.

10.2 Create group control policy configur-
ations.

—————.
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W "Production" and "Produc-

Control policy configurations are cre-
ated by Client's personnel and are
subject to adjustment in accordance
with Client's information security

policy.

(This operation can be optional if it is
important to save traffic on the end-
point device.)

10.3 Create "P!’oduction" control policy tion-Audit” configurations Standard contrpl pollicy configura-
configuration. have been created. tlon§ are described in Control
Policies NMonumuku_xkoHmporns_Pro-
ductionAudit. xIsx(in Russian).
You will need a USB drive to perform
tests when you create control
policies for the USB whitelist.
An organizational unit is a group of
10.4 Create organizational units. devices with common group control
policies.
Create "Production" organizational EI"P!’OdUCtIOh" organizational
10.5 unit and assign "Production-Audit" :Zgig: db‘?::]oglzi?:c?r? and
configuration to it. Audit" configuration.
10.6 Mowe clients to organizational units
with group policy configurations.
U SoftControl Admin Console
displays SoftControl
SysWatch client's settings
state as Applied success-
fully and the "Production”
10.7 Move SoftControl SysWatch clients D'(I)'Lgeagizittl?ggl fspgoft Con-
to "Production" organizational unit. trol SysWatch in SoftCon-
trol Admin Console has a
Settings changed from
server record. You can
also view additional inform-
ation.
Start the task to gpdate antivirus EIS.oftControI Admin Console Updating of Avira antivirus databases
0 databases on device 1. displays SoftControl requires installation of "Microsoft

SysWatch client's state
as Update — Installed
(Info column).

Visual C++ 2008 Redistributable
Package" (vcredist_x86_2008.exe).

* In order to start the task to update antivirus databases, click on

to open the Tasks tab. Click on I—U—I (New).
New task window will open. Select Task type — Update, check AV bases, and click Next:

S

= icon (Tasks) in SoftControl Admin Console

- (& ]
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Profile
Manage profile

Manage praofile
Profile

Manage profile
Profile
Profile
Manage profile

Manage prafile

Manage praofile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage praofile
Profile

Manage profile

Manage profile
Profile 4/12/2018 8:52:41...
4/12/2018 2:16:39...  4/12/2018 2:16:39...

Profile

Manage profile

Manage profile
Profile

Manage profile
Profile
Profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile
Profile
Manage profile

Manage profile

Profile 4/12/2018 8:52:41... : .. Completed
4/12/2018 2:16:29... Completed
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In the Clients window, select the clients that you want antivirus databases to be updated on. Click Done.

SoftControl Admin Console

Profile

Manage profile

4 [ SysWatch
4[] Default unit
Profile WIN-MG2LKINUPAL
Manage profile 4 ProductionPass
Profile [ WIN-MG2LKINUP4L

Profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile

Manage profile
Profile

Manage profile

Manage profile
Profile 4/12/2018 8:52:41... 3 .. Completed
Scan 4/12/2018 2:16:39... Completed

When the update is completed, you will see Installed status in the Info — Update field for SoftControl SysWatch
client (Clients tab).
= ;

VB a8 |

Observation
Update

ceB066de-b743-4cha-a558-52beebibb7 21 Default unit WIN-MGZLKINUPAL Org unit settings

Protection
Scan
Profile
Update
Protection

20104220-896-4210-b0ef-864706d7fbaf Default unit WIN-MGZLKINUPAL Org unit settings.

Scan
Profile
Update
Protection
Scan
Profile
Update

18c5ac19-2a22-421e-b078-6a26345%eadc Default unit WIN-MG2LKINUPAL Org unit settings

f166828f-T0ff-4f21-b6f7-18ead3343f1a Default unit WIN-MG2LKINUPAL Org unit settings

Protection

3/4/2019 7|

41357d12-5600-4580-88d2-4c768843f28¢ ProductionPass WIN-MGZLKINUPAL Org unit settings

Total number of devices: 5
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Create and run the task for antivirus | softControl Admin Console

scanning on device 1. displays SoftControl Antivirus scanning task is created
10.9 (This operation can be optional if it is| SysWatch client's state in |and executed in line with antivirus
important to save traffic on the end- the Info column as Scan —database updating.
point device.) Finished.
U SoftControl Admin Console
10.10 Create and run the task for profile displays SoftControl Profile collection task is created and

SysWatch client's state in |executed in line with antivirus data-

collection on device 1. .
I v the Info column as Pro- |base updating.

file — Finished.
It is strongly advised to reload
10.11 Get logs of operation of device 1 on device 1 during the logging period.
the server. The logging period shall amount to

one workday.

Export the device 1 operation log as
10.12 .xIs. Send the log to the customer
support senice: sup-
port@safesoft.com.

U The device 1 operation log |In response, you will receive advice
has been sent to customer|on additional compatibility settings,
support. if any are required.

*In order to export logs as .x/s, click on device 1 with the right button of your mouse and select Show log.

- (& ]
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Drag a column header here to group by that column

Protection
. Scan .
WIN-MG2ZLKINUPAL 4.7.74 Inactive Profil 3/4/2019 7:17:14...  Applied successfully
rofile

Show Log Update

Copy Cell Data Protection
Scan
Profile
Update

Refresh dient certificate -
. Protection
Delete selected client(s)
ization uni Sean 3/14/2019 4:04:50.
Move to another organization unit Profile ey
Create or update profile Update

WIN-MGZLKINUPAL SysWatch  Local § 9/26/2019 6:18:58...

Reject selected client(s)

WIN-MGZLKINUP4L SysWatch  Crg ur]

Show extended profile info Observation
Update

WIN-MG2LK1INUP4L 4/12/2018 3:46:14...

Use argunit settings
Use custom settings...

PaR@okEOmERCZ W

|ﬁ Save view settings..  F2
Default view Ctrl+1
Full view Ctrl+2
Status Ctrl+3
Client update

All

CLP Event Filters Paolicy viglation a column header here to group by that column
User filters Activity control
c LI . Importance
Process start

WIN-MG2ZLKIN... | Status 12:30:23... High

WIN-MG2LKIN... | User lo| Antivirus scanning 170, Trivial

WIN-MG2LKIN.., Policyy ~ Seftings modification opa0 - gritica  SysWiatch

User logon 352:01... High

WIN-MG2LKIN... User logoff 5101, High
WIN-MG2LKIN... Service event AB01.. High

DeCrypt events

Time elapsed: 00:00:02

[ First Page l [ Previous Page l [ Next Pagel Page 1{last)
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m
Then click on ‘—% icon (Export to Excel) and sawe the file.

F SoftControl Admin Console

File View Filters About

g8 Higiiay | QWS 2|

-
[ClientlD] In (5) Edit filter
Drag a column header here to group by that column
Client... EventID Unique client ID Event type Time Importance Action Action status Client status | Binary path Client type
P WIN- -1 41357d12-5600-45...  Status 3/3/20... High Inactive I
WIN-, 2 41357d12-5600-45... | User logoff 3/4/20... Trivial
WIN-, 1 41357d12-5600-45... | Policy violati.. = 3/4/20... Critical Changing the file CAPROGRAM FILES..  SysWatch
WIN-, -2 41357d12-5600-45... | Status 3/4/20... High Active
WIN-, -1 41357d12-5600-45... | Status 3/4/20... High Inactive
WIN-, -1 41357d12-5600-45... | Status 3/4/20... High Inactive
v
e | L
Page 1{last) Time elapsed: 00:00:02

2.3.4 How to create group control policies. Examples

Table 11. Examples of creating group control policies

If you wish to switch the
device from the auditing
mode to the operation
mode, change client set-
tings on SoftControl Server
and apply them to the relev-
ant organizational unit.

11.1 Switch the client device from auditing
to the operational mode.*

* Switching modes is done through client settings on <%SC%_SERVER>:

-
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Commeoen settings
MName
Heartbeat
Server's [P addresses
License

SysWatch

f.clmty control Running unsigned installer

_:_ Contral policy viclation

Password protection
¥ Scan
Scan commen settings
Scan schedule settings
¥ Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Notify

One-time passwords

¥ Control policy

Devices

Madules

Allowed autorun list
File system

System registry

— &
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Commeoen settings
Mame
Heartbeat
Server's [P addresses

License

SysWatch Running non-profile application

« R

Control pohicy viclation
Password protection peley

¥ Scan
Scan commeon settings
Scan schedule settings
v Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify

COre-time passwords

¥ Control policy
Devices
Madules
Allowed autorun list
File system
System registry

-,
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Common settings
MName
Heartbeat
Server's [P addresses

License

SysWatch Running non-profile application

Activity control
Incident management |
Password protection
Scan
Scan commeoen settings
Scan schedule settings
Update
Update settings
Update sources
Update schedule
Interface settings
Reports
MNaotify
One-time passwords
Control palicy
Devices
Madules
Allowed autorun list
File system

System registry

NETWOTK

Running unsigned installer

—
Coipobyion> ]

Once you finish editing the client settings, save them under a new name and apply to the organizational unit which
the device belongs to.

Create rules in control policies and

1.2 test their performance. Each control
zone shall be cowered.
11.3 Test rules in control policies for the
file system.
U A rule has been created that
114 Create a rule that forbids reading, denies reading, removing, and writ-

writing, and removing of text files in
C:\test\ for all trusted processes.*

ing for C:\test\*.txt file resource
and applied to all trusted applica-
tions.

——————.
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* In order to create the rule, edit the client settings:

| Client settings editor

Common settings

MName P
Trusted application
e ———

Heartbeat

Server's [P addresses ‘le -
License 3

SysWatch
Activity cont

One-time p4
¥ Control policy
Devices
Madules
Allowed autorun list

System registry

NETWOTE

IS———————————s—
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P¥ Client settings editor

Commeoen settings

MName
Heartbeat
Server's IP addresses

License

SysWatch

Activity control
Incident management
Password protection
Scan
Scan common settings
Scan schedule settings
Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify

COre-time passwords

¥ Control policy

Devices
Modules

Allowed autorun list

Rule Zone

[Tn.lsted application

-
D

Resource
#SNSAPPDATAZBackup\##
#SNSAPPDATA#Reports\@
#5MNSAPPDATA#Quarantine\ & &
#SYSTEM32#DRIVERS\SNSWFR.SYS
ESYSTEM32#DRIVERS\SNSCORE.DAT
E5YSTEM32#DRIVERS\SNSCORE.SYS
#SYSTEM32#DRIVERS\SNSTDLSYS
FSYSTEM32#DRIVERS\SNSCOMLPT.SYS
#SYSTEM32#DRIVERS\SNSCORE.BLK
#5NSDIR##
ZSYSTEM32#DRIVERS\SNSKLSYS
#SYSTEM32#DRIVERS\SNSCORE.FI
Cihtest\#™"F txt

"—

Write

All parameters are valid

File system

System registry
Metwork

Create a rule in Modules section for
Notepad.exe that allows reading,
writing, and removing of text files in
C:\test\.*

QA rule has been created for read-
ing, deleting, and writing of
C:\test\[any path\name].txt file re-
source for Notepad.exe

.
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* In order to create the rule, edit the client settings:

>

Commeoen settings
Mame
Heartbeat
Server's [P addresses
License
SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan commoen settings
Scan schedule settings
¥ Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Notify
One-time passwords
¥ Control policy
[avicras
Modules
Allowed autarun list
File system
System registry
MNetwork

4[] Use custom module settings

%= 7 |

| File system rules

" Registry rules " Network rules ” Pracess privileges

Identification data of the module

' Module name

‘ General settings

[ notepad.exe

1 ot
Fila ==th-

il [#svstEm32d

Company name:

Internal file name:

Description:

Legal copyright:

Version:

Add date from file

— e &
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>

Common settings

MName
Heartbeat
Server's IP addresses
License
SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan common settings
Scan schedule settings
v Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify
One-time passwords
¥ Control policy
Devices
Madules
Allowed autorun list
File system
System registry
Metwork

4| [V] Use custom module settings

.8

File systemn rules || Registry rules || MNetwork rules " Process privileges

I

Identification data of the module | General settings

Execution i one lTrushed application

("] Enable software update mode
[T save activity history

Set execution account

Isclated user V.LP.O.

Run under current account

D In allowed autorun list

Add date from file

EE——————————————————_——————-
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¥ Common settings
MName
Heartbeat

Server's IP addresses

License

41 [V] Use custom module settings

" |

Name

¥ SysWatch
Activity contral
Incident management
Password protection
¥ Scan
Scan common settings
Scan schedule settings
¥ Update
Update settings

Update sources
Update schedule
Interface settings
Reports
Notify

One-time passwords

¥ Control policy
Devices
Maodules
Allowed autorun list
File system
System registry
Network

File hashes

Identification data of the module

| File system rules

” General settings

|| Registry rules || Metwork rules || Process privileges

Whte

File or directory (path or mask)

| Cateste#.xt

Security profile: (No group [~]
Read || Wite || Delete

-

Add date from file

Security profiles

Drocacs nrvilans

-,
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ad

¥ Commen settings
Narme
Heartbeat
Server's [P addresses
License
¥ SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan commen settings
Scan schedule settings
v Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Netify
One-time passwords
¥ Control policy
Devices
Madules
Allowed autorun list
File system
System registry
Network
Filz hashes

Security profiles

Droracss nrvilens

>

(V] Use custom module settings

% W

MName Comments Execution zone

L "=y -y " = "

Identification data of the module General settings

File system rules || Registry rules || MNetwork rules || Process privileges

10004 Chtesth® ™ bt

Write

Add date from file

— &
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F Client settings editor

¥ Common settings 4| ] Use custom madule settings
Name ?
Heartbeat | I% t_. H
Server's [P addresses I I [
License Mame _ Ccnn'umr:r_ﬂ:‘-_ _ Efe-:u?fn:-rj _-:-:ln_e
¥ SysWatch SMss.exe Session Manager Windows NT Trusted application
Activity contral csrss.exe Client Server Runtime Process Trusted application
Incident management winlogon.exe Windows NT Logon applicaticn Trusted application
Password pratection services.exs Services Control Manager Trusted application
¥ Sean . svchost.exe Generic Host Process for Win32 Services  Trusted application
Scan commen sett!ngs Isass.exe LS54 Shell Trusted application
v UpZTt: schedule settings trustedinstaller.exe Windows Modules Installer Trusted application
Update settings MSCOrsviv.exe MET Runtime Optimization Service Trusted application
Update sources wupdmgr.exe Windows Update Manager for NT Trusted application
Update schedule wuapp.exe Windows Update Application Launcher  Trusted application
Interface settings drvinst.exe Driver Installation Module Trusted application
Reports dinotify.exe Windows Device Installation Trusted application
Notify ComExecexe CCM agent service Trusted application
One-time passwords TSManager.exe CCM T5Manager Trusted application
v Control policy sdbinstexe Application Compatibility Database Installer Trusted application
Devices wininit.exe Windows Start-Up Application Trusted application
Madules lsm.exe Lecal Session Manager Service Trusted application
Allowed autorun list loaonuiexe Windows Logon User Interface Host Trusted application
File system notepad.exe Trusted application v
System registry — All parameters are valid
MNetwork
File hashes
Security profiles F Appk | [ = I ]
D - v -
U When you use Notepad.exe, you
Make an attempt to change can change the file without any
11.6 C:\test\1.txt with Notepad.exe and problems; when you try to do the
with Wordpad.exe.* same with Wordpad.exe, you get
the Access denied error.

* Policy violation — Reading the file event appears in SoftControl Admin Console:

F SoftControl Admin Conscle

File View Filters About

g8 Fodiay QBN [ @E 9% B QU

[ClientID] In (8)

Drag a column header here to group by that column

| Event ID | Client name | Event type .Tl'rne .Irnpcnrtan-::e | Client type
& WIN-MG2LK1N... Policy violatian Reading the file 10/3/2019 1:58:03 PM Critical SysWatch
11.7 Check the rules in control policies for]
modules.

— &
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Testing checklist

To create a rule for blocking

the Windows registry editor,
In Modules section, create a rule QA setting for blocking regedit.exe |add regedit.exe to the list of

1.8 that blocks the Windows registry ed-| has been created through Control |private settings for modules
itor.* policy — Modules and place it into the Execu-
tion zone - Blocked ap-
plications.

EEEEEEEE——————————————————_—
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Testing checklist

* In order to create the rule, edit the client settings:

- € F ]
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>

v

Commeon settings

Mame
Heartbeat
Server's IP addresses

License

SysWatch

Activity control
Incident management
Password protection
Scan
Scan common settings
Scan schedule settings
Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify
One-time passwords
Control palicy
Devices
Madules
Allowed autorun list
File system
System registry
MNetwork

[] Use custom module settings

57 &

Mame Cc-m ments

Execution zone

File system rules ” Registry rules

" Metwork rules

Identification data of the module

" Process privileges

H General settings

Modils name Comments
Iregedit.exe ] [ ]
File pauns

( Details |

Company name:

Internal file name:

Description:

Legal copyright:

Version:

Add date from file

OK

|| cancel |

.
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>

Commeon settings
MName
Heartbeat
Server's [P addresses
License
SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan commen settings
Scan schedule settings
v Update
Update settings
Update scurces
Update schedule
Interface settings
Reports
Notify
One-time passwords
¥ Control policy
Devices
Madules
Allowed autorun list
File system
System registry
Metwork

[/] Use custom madule settings

5=

Name Ccnm ments

Execution zone

|[ Network rules

File system rules ” Registry rules

" Process privileges

Identification data of the module | General settings

Execution zon : | Blocked application

["] Enable software update mode
[ save activity history

Set execution account

Izolated user V.LP.O.

Run under current account

[ 1n allowed autorun list

Add date from file [ o

| [ Cancel

Once you sawe the settings, a new line will appear in Control policy — Modules section:

- E ]
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F Client settings editor

¥ Commeon settings [v] Use custom module settings
Name ~
e W
Server's [P addresses [ [ I
) Mame Comments Execution zone
License
¥ SysWatch winlogon,exe Windows NT Logen application Trusted application 3
Activity contral services.exe Services Control Manager Trusted application
Incident management svchostexe Generic Host Process for Win32 Services  Trusted application
Password protection lsass.exne LSA Shell Trusted application
Scan trustedinstaller.exe Windows Modules Installer Trusted application
Secan comman settings MSCOrsviv.exe .MET Runtime Optimization Service Trusted application
Scan schedule settings wupdmgr.exe Windows Update Manager for NT Trusted application
v Update wuapp.exe Windows Update Application Launcher  Trusted application
Update settings . . . I
drvinst.exe Driver Installation Module Trusted application
Update sources B _ n N R
dinotify.exe Windows Device Installation Trusted application
Update schedule : o
. ComExecexe CCM agent service Trusted application
Interface settings —
Reparts TSManager.exe CCM TSManager Trusted application
Notify sdbinst.exe Application Compatibility Database Installer Trusted application
One-time passwords wininit.exe Windows Start-Up Application Trusted application
v Contral policy Ism.exe Local Session Manager Service Trusted application
Devices logonui.exe Windows Logon User Interface Host Trusted application
Modules - regedit.exe Blocked application v
Allowed autarun list All parameters are valid
File system
System registry
Network 3 Apply 1 [ Cancel
You can find Process start:
C:\WINDOWS
Q The registry editor does not start. |\REGEDIT.EXE event from
11.9 Make an attempt to launch re- qistry ] \REG event ro
° e The device console displays Ac- |(Blocked zone) with
T cess denied message. Denied decision in the
device logs on SoftControl
Sener.

File View Filters About

* Process start event (Blocked zone) appears in SoftControl Admin Console:

e
8 | F oA | BOW | @A IS8

4

[ClientID] In (8)

Importance

Event ID Client name

Drag a column header here to group by that column

Client type

Command line

11.10 Test rules on control policies for the
system registry.

- € T
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Registry branch for block-
ing: \REGISTRY\MACHINE
\SYSTEM\ ControlSet #*#

Create a rule that blocks writing in a \ENUM#**#.
Windows registry branch of PnP Create the next rule for the
manager scripts that access func- |QA rule has been created for the  |branch \REGISTRY

1.1 tional drivers of the devices. As an Trusted applications that block |\MACHINE\SYSTEM\ Cur-
example, we consider a USB drive writing and deleting. rentControlSet\ENUM\#**#
that has not previously been connec- in the same way. These
ted to the client device.* rules block operation of new

devices which have not been
previously connected to the
client device.

S—————
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a

Commen settings
MNarme
Heartbeat
Server's IP addresses
License
SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan common settings
Scan schedule settings
¥ Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify
One-time passwords
¥ Control policy
Devices
Modules
Allowed autorun list

(=]

- ey

System registry

MNetwure

|

.ll
T
I

Rule Zone

[Trust‘ed application

=

=." g *¥

* In order to create a rule, edit the client settings, save them under a new name, and apply to the organizational unit
that the device you are testing belongs to.

-8 x

333 | \REGISTRY\MACHINEVSYSTEM \CurrentCont... Deny Deny &
532 \REGISTRYAMACHINE\SYSTEM\CurrentCont... Deny Deny
Deny
Deny
Registry key or parameter (path or mask) Deny
EREGISTR“MACHIN EVSYSTEMN ControlSet#™#\EMUM\#=# Deny
T _ Deny
Security profile: Deny
- Write Deny
[ Deny E:g
Deny
V] Active Deny
Deny

Deny |w

>
All parameters are valid
[ sepy | [ concel |

_—  as
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P Client settings editor

¥ Common settings B Rule Zone
MName
Heartbeat [Trusted application E
Server's [P addresses H l;ll;:;l > vy ‘ /]\ \{l_ )

License . Ll | —l '_8.}'

v SysWa_tc.h .IEI | Resource Delete Security proi.
A‘t_""ty control 521 \REGISTRY\MACHINE\SYSTEM\ControlSet##\Services\snstdi Deny Deny No group|a
Incident management 520 | \REGISTRY\MACHINE\SYSTEM\ControlSet#*# Services\snstdi,... ~ Deny Deny No group
Password protection ) .

v s 519 M\REGISTRY\MACHINE\SYSTEM\ControlSet#*#\Services\snsco... Deny Deny Na group
can ) 518 M\REGISTRY\MACHINE\SYSTEM\ControlSet#*#\Services\snsco... Deny Deny Na group
Scan common settings
. 517 A\REGISTRY\MACHINE\SYSTEMM\ControlSet#*#\Services\safensec Deny Deny Na group
Scan schedule settings
v Update 516 \REGISTRY\MACHINE\SYSTEMA\ControlSet#*#\Services\safens... Deny Deny No group
Update settings 515 M\REGISTRY\MACHINE\SYSTEM\ControlSet#*#\Services\SnsCore Deny Deny No group
Update sources 514 \REGISTRY\MACHINE\SYSTEM\ControlSet#*#\Services\SnsCor... Deny Deny No group
Update schedule 513 \REGISTRY\MACHINE\SOFTWARE\S. N.SAFESOFTWARE\# =% Deny Deny Na group
Interface settings 512 \REGISTRY\MACHINE\SOFTWARE\SNS-SOFT & *# Deny Deny No group
Reports i 511 \REGISTRY\MACHINE\SOFTWARE\SNS-SOFT Deny Deny Mo group
Notify 510 \REGISTRY\MACHINEVSOFTWARE\S. N.SAFE&SOFTWARE Deny Deny No group
One-time passwords 509 \REGISTRY\MACHINE\SOFTWARE\S.N.SAFERSOFTWARE\# % Deny Deny MNa group
¥ Control policy 508 | \REGISTRYAMACLIMD EQID A AR IN SIS Py Deny Ma group I
Devices 1 10008 \REGISTRY'\MACHINEVSYSTEM\-ControlSet# #\ENUM\#*# Deny Deny MNo group |«
Modules B —— — > l
Allowed autorun list All parameters are valid
File system
System registry
Network 3 [ Apply ] [ Cancel ]

11.12

Make an attempt to connect a

device you are testing.

USB drive (which has not been previ-
ously connected to the host) to the

new

not been installed.

O The USB drive does not connect
to the device. You get a message
that drivers for the USB drive have

In the device logs on
SoftControl Server, you can
see Policy violation event;
action — Creating the re-
gistry key, details —
(ACE_[rule_number] =),
decision — Denied.*

File View Filters About

g8 Fofiay SOk [ @E bt B @

*You can see Policy violation event, Creating the registry key action in SoftControl Admin Console:

¥ SoftControl Admin Console

[aimnsaimtseu'mgs]agarizaﬁmunns} =
[ClientlD] In (8)

Drag a column header here to group by that column

tions.*

work activity for trusted applica-

Event ID Client name Event type Time Importance Client type Command line
, | | .
16 'WIN-MG2LKIN... | Policy violation 10/3/2019 3:26:40 PM Changing the registry value Critical SysWatch \REGISTRYWMACHINEVSYSTEMA\CO...
15 WIN-MG2LKIN... Policy violation 10/3/2019 3:26:40 PM Deleting the registry value Critical SysWatch \REGISTRY\MACHINE\SYSTEM\CO...
14 'WIN-MG2LKIN... Policy violation 10/3/2019 3:26:40 PM Deleting the registry value Critical SysWatch \REGISTRYWMACHINEVSYSTEMA\CO...
13 WIN-MG2LKIN... Policy violation 10/3/2019 3:26:40 PM Deleting the registry value Critical SysWatch \REGISTRY\MACHINE\SYSTEM\CO...
12 WIN-MG2LKIN... Policy violation 10/3/2019 3:26:39 PM Creating the registry key Critical SysWatch \REGISTRY\MACHINE\SYSTEMA\CO...
11 WIN-MG2LKIN... Policy violation 10/3/2019 3:26:35 PM Changing the registry value Critical SysWatch \REGISTRY\MACHINE\SYSTEM\CO...
10 WIN-MG2LKIN... Policy violation 10/3/2019 3:26:34 PM Creating the registry key Critical SysWatch \REGISTRY\MACHINE\SYSTEMA\CO...
3 WIN-MG2LKIN... Settings modifica.. 10/3/2018 3:24:41 PM Settings changed by server Trivial SysWatch
11.13 Test rules in control policies of Net-
work section.
19,94 Create a rule that blocks any net- QA rule has been created that

trusted applications.

blocks any network activity for

-— ¥ ]

www .safensoft.com


http://www.safensoft.com

SoftControl TPS version 5.0.18

SoftControl Pilot Project Plan
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>

SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan common settings
Scan schedule settings
¥ Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify
One-time passwords
¥ Control policy
Devices
Modules

Allowed autorun list

File system
Sumto=s ranistry
MNetwork

Flig 11a=nes
Security profiles
Process privileges

Interprocess communication |¥
[

-

Licensze a

* In order to create the rule, edit the client settings, save them under a new name, and apply to the organizational
unit that the device you are testing belongs to. Find below the instructions on how to create the Any Network Activ-
ity rule that blocks the network for all trusted applications:

Rule 7rm=

=

[ Trusted application

e

-8 X

Mame

| Any Network Activity

Direction [Inbuund.-’Outbound

Protocol [Tcpfunp

[ ] Allow
D Confirm

Source address ‘ ‘ Remote address

Address ’Any address

FA

J

|

=

| Lo

|

- (]
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License
SysWatch

Incident management
Password protection
Scan
Scan common settings
Scan schedule settings
Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Notify
One-time passwords
¥ Control policy
Devices
Modules
Allowed autorun list
File system
System reqistry

Activity control Trusted application v

10010 | Any-Network Activity

Inbound/Qutbound

File hashes
Security profiles

Process privileges

Interprocess communication

Create a rule that allows the Telnet
11.15 application (C:\windows\system32
\telnet.exe) to access ya.ru
(87.250.250.242:80).*

QA rule that allows Telnet applica-
tion (C:\windows\system32\tel-
net.exe) to access ya.ru
(87.250.250.242:80) has been cre-
ated.

- ]
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-

>
License
SysWatch
Activity control
Incident management
Password protection
¥ Scan
Scan commen settings
Scan schedule settings
¥ Update

Update settings
Update sources
Update schedule
Interface settings
Reports
Motify
One-time passwords

¥ Control policy

Devires

Modules

Allowed autorun list
File system

System registry
MNetwork

File hashes

Security profiles
Process privileges

Interprocess communicatio

3 Use custom module settings

MName

Comments

* In order to create the rule, edit the client settings, save them under a new name, and apply to the organizational
unit that the device you are testing belongs to. Find below the instructions on how to create a rule that allows tel-
net.exe from #SYSTEM324# folder to access the remote address ya.ru (87.250.250.242:80):

Execution zone

- 0O X

File system rilec

| Registry rules

|| Metwork rules

' Identification data of the module

” Process privileges

” General settings

Module name Comments

|telnet.exe ] [ ]

File paths

|#svsTEM324 |-
{ Details |

Company name:
Internal file name:
Descnphion:

Legal copyright:

Version:

Add date from file

0K

|| cancel |

— &

www .safensoft.com


http://www.safensoft.com

SoftControl TPS version 5.0.18

SoftControl Pilot Project Plan

Testing checklist

-8 X

Identification data of the module

" General settings

File system rules

” Registry rules

MName
Direction

Protocol

[v] Allow
D Confirm
Active

Security profile:

| Metweork rules | Process privileges

| Allow Telnet

[ Inbound/Cutbound

=

[ TCP/UDP

=

No group

FA

| Source address

=

Address

Add date from Part

I
| | Remote address

l Specific address

kA

I 87.250.250.242 ] [_

|

[ Specific port

R

50

o |

>

_— s
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File system rules

" Registry rules ” Metwork rules
e

Identification data of the module

" Process privileges

1 General settings

Execution zon ' | Trusted application

[] Enable saftware update mode
[ Save activity history

Set execution account

() Isolated user VLP.O.

(Z) Run under current account

D In allowed autorun list

Identification data of the module

File system rules

" Registry rules

FECTY

MName

10012 | Allow-Telnet

" General settings

iI Metwork rules | Process privileges

Direction

Inbound/Cutbound

TOR
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F Client settings editor

¥ Scan
Scan commeon settings
Scan schedule settings
v

License B

SysWatch

Activity control
Incident management

Password protection

Update
Update settings

[+] Use custom module settings

=2

MName

Isass.exe
trustedinstaller.exe
MSCOrSVW.EXE

wupdmgr.exe

Commen‘ls

LSA Shell

Windows Modules Installer

MET Runtime Optimization Service

Windows Update Manager for

Execution

Zone

Trusted application
Trusted application
Trusted application

NT Trusted application

net.exe.

192.168.1.180:8000 (a random ad-
dress is given for example) by fel-

fully. Connection to
192.168.1.180:8000 has not been
established.

Update sources WUapp.exe Windows Update Application Launcher  Trusted application
Update schedule drvinst.exe Driver Installation Module Trusted application
Interface settings dinotify.exe Windows Device Installation Trusted application
Reports ComExec.exs CCM agent service Trusted application
Notify T5Manager.exe CCM TSManager Trusted application
One-time passwords sdbinstexe Application Compatibility Database Installer Trusted application
v Control policy wininit.exe Windows Start-Up Application Trusted application
Devices Ism.exe Local Session Manager Service Trusted application
Modules logonui.exe Windows Logon User Interface Host Trusted application
Allowed autorun list notepad.exe Trusted application
File system regedit.exe Blocked applicatiorn
System registry telnet.exe Trusted application r
MNetwork L —
File hashes All parameters are valid
Security profiles
Process privileges
q Interprocess communicatior: g Lpply 1 [ Cancel
In the device logs on
SoftControl Server, you can
Make an attempt to access ya.ru 0 Connection to 87.250.250.242:80 [°©© HelllEy vEleen GV
(87.250.250.242:80) and has been established success- ?Ct'on N Atten]pt to estab-
11.16 lish an outgoing connec-

tion, executed file — C:
\WINDOWS\SYSTEM32
\TELNET.EXE, details —
(ACE[rule_number] =), de-

cision — Denied.*

— &
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¥ softControl Admin Console

B RN TEENS

O | @R st B @Y

* Policy violation — Attempt to establish an outbound connection event appears in SoftControl Admin Console:

[ClientlD] In ()

Event ID Client name

Time

Drag a column header here to group by that column

Command line

-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUP4AL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL
-MG2LKINUPAL

Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Policy violation
Service event

Palicy violation

Policy violation

Policy violation

Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied
Denied

Denied
Denied
Denied

10/4/2019 10:49:1...
10/4/2019 10:48:2...

10/4/2019 10:48:2.

10/4/2019 10:48:2...
10/4/2019 10:48:2...

10/4/2019 10:47'5.

10/4/2019 10:47:4...
10/4/2019 10:47:3...

10/4/2019 10:47:3.

10/4/2019 10:47:3...
10/4/2019 10:47:3...

10/4/2019 10:47:3.

10/4/2019 10:47:3...
10/4/2019 10:46:3...
10/4/2019 10:47:3...

10/4/2019 10:47:.

10/4/2019 10:47:2...

192.168.162.129:55355 -> 192.168...
192168.162.129:59942 -> 192.168...
192.168.162.129:53417 -> 192.168...
192.168.162.129:59942 -> 192.168...
102168.162.128:53417 -> 192.168...
192.168.162.129:138 -> 192.168.1...
192.168.162.1:60530 <- 239.255.2...
192.168.162.128:56196 -> 192.168...
192.168.162.129:138 -> 192.168.1...
192.168.162.129:56196 -> 192.168...
192168.162.129:138 -> 192.168.1...
192.168.162.129:56196 -> 192.168...
192.168.162.129:138 -> 192.168.1...

192.168.162.129:56196 -> 192.168...

192.168.162.129:138 -> 192.168.1.

192.168.162.129:56196 -> 192.168...

Importance

Client type

SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch

Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to accept an inbound cannection

Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection
Attempt to establish an outbound connection

Attempt to establish an outbound connection

Attempt to establish an outbound connection
Attempt to establish an outbound connection

Attempt to establish an outbound connection

CAWINDOWSASYSTEM32\SVCHOST.EXE
CAWINDOWS\SYSTEM32\SVCHOST.EXE
CAWINDOWS\SYSTEM32\SVCHOST.EXE
CAWINDOWSASYSTEM32\SVCHOST.EXE
CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
CAWINDOWS\SYSTEM32\SVCHOST.EXE
CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
CAWINDOWS\SYSTEM32\SWCHOST.EXE
SYSTEM

CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
CAWINDOWSASYSTEM32\SVCHOST.EXE

v

>

Page 1(last)

Time elapsed: 00:00:02

11.17
devices.

Test rules in control policies for the

11.18

Create a rule that blocks access to

the file system for USB drives. Also

create a whitelist and include a trus-
ted USB device in it.*

U Access to the file system is for-
bidden to all USB drives except
the ones in the whitelist.

- (& ]
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Testing checklist

* In order to create the rule, edit the client settings:
P Client settings editor

Commen settings
Mame
Heartbeat
Server's IP addresses
License
SysWatch
Activity control
Incident management
Password protection
Scan
Scan common settings
Scan schedule settings
Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Motify

One-time passwords

¥ Contenlnolicy
Devices
Modules
Allowed autorun list
File system
System registry
MNetwork

— &
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Use the Windows device manager to extract data for making the rule for the trusted USB drive:

USE DISK 2.0 USE Device Properties

| General | Volumes | Driver Detais |

(5]

. USE DISK 2.0 USB Device
=

Pronerty

[F‘arem

Value

¥ USE devices white list

Revision

Product ID

| Read
[

Serial number

900092F25366C200

USB DISK 2.0 USB Device Properties

| General | Volumes | Driver | Details |

. USB DISK 2.0 USB Device
L=

Properhe

| Hardware Ids

Value

| USBSTOR\Disk
USBSTORDisk

USBSTORDisk
USBESTORM,

USB_DISK_20__ PMAP
1USB_DISK_2.0

USB_DISK_2.0 P

D™ USE devices white list

ET:

Vendor ID Product ID Revisicn

Active

13FE 4300

Disk. USB_DISK_20___ PMAP

Serial number

900092F25366C200

Read = Wnte

«  Write

Delete

Apply || cancel |

are testing belongs.

Once you create the rules, save them under a new name and apply to the organizational unit to which the device you

EES—————————————————— .-
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Make an attempt to access the file |dYou are able to access the file
11.19 system by a USB drive from the system with the whitelisted USB
whitelist and another USB drive that drive; the other one gets an Ac-
is not in the whitelist. cess denied error.
Test rules in control policies for
11.20 Password protection self-protection
functionality.
Set a password for access to GUI, |dYou have to enter the password in
11.21 for changing properties, and for delet-{ order to access GUI, change prop-|
ing the SoftControl SysWatch client | erties, and delete the SoftControl
module.* SysWatch client module.

Commen settings
Mame
Heartbeat
Server's IP addresses
License
SysWatch
Activity control
Incident m=nanament
Password protection
¥ Scan
Scan commen settings
Scan schedule settings
¥ lpdate
Update settings

Update sources

Update schedule
Interface settings
Reports
Motify
One-time passwords

¥ Control policy

Devices

Modules

Allowed autorun list

File system

System registry

Metwork r

* Edit the client settings to set the password:
| settings editor

:. [] Disahle Inral cattinns management
-+ |v/] Enable password protection

Password: | sessssss |
Confirmation: l ssasssee |
Crmng |

["] Changing the settings

Uninstalling the program

All parameters are valid

—

| Apoly

I

Cancel

Check access to GUI, make an at-

U You can't access GUI without the
password. When you try to delete

11.22 tempt to delete the SoftControl the SoftControl SysWatch client
SysWatch client module. module, you are requested to
enter the password.
11.23 Test rules in control policies for one-

time (temporary) passwords.

- (& ]
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A one-time password is a
UTC time hash function. So,
difference between the UTC
time on the client device

Activate use of one-time (temporary) and EENESRIEEETNIIERE;

Nos  |passvors orsccess 1o Glorin |04 fesevorie sy sl sl ot b gt
SoftControl SysWatch client module 9 an valiaity time ot the
on. password. Otherwise, the

and keyboard blocking. password access to GUI of

the SoftControl SysWatch
client module (and to key-
board unblocking) will not

function.

* In order to activate use of one-time passwords, edit the client settings, save them under a new name and apply to
the organizational unit which the device you are testing belongs to:

P Client settings editor
Commen settings
MName
Heartbeat
Server's IP addresses
License
SysWatch
Activity control UAKTKGalxLrlyqfaPO308fT5/KgylomTQIBNzGmaR58=
Incident management
Password protection
¥ Scan
Scan commen settings
Scan schedule settings
¥ lUpdate
Update settings
Update sources
Update schedule
Interface settings
Reports
MNotifw

¥ Control poncy
Devices
Madules
Allowed autorun list
File system

System registry

— &
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Do the following to create a one-time password for access to GUI:

)~ SoftControl Admin Console

— gDefault unit
Production-Audit Default unit
Production Dept ProductionRegEnumaAlld Default unit
ProtectionTest ProductionUSB Default unit

[ Iprotection2 Southern,_settings ProtectionTest
 ProductionPass Custom _settings Default unit

Do the following to create a one-time password for keyboard blocking:

)~ SoftControl Admin Console

Production Default unit
ProductionRegEnumAll4 Default unit
Bl ProtectionTest ProductionUSB Default unit

| Protection2 outhern_settings ProtectionTest
ProductionPass Custom_settings Default unit

[

— &
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The Information Security Ad-
ministrator provides the en-
gineer who works locally
with the ATM with valid
passwords that were gener-
ated to unblock the key-
board and access the
SoftControl SysWatch client
module GUL.

The engineer uses these
passwords to unblock the
keyboard and get access to
GUI of the SoftControl
SysWatch client module.
Note that the generated
passwords have only
UPPERCASE letters; when
you are typing the pass-
word, use lowercase letters.

U The keyboard of the client device

does not respond to keys being
11.25 Test operation of one-time pass- pressed. You can access GUI of
words.* the SoftControl SysWatch client
module only after entering the
one-time password.

11.26 Test rules in control policies for pro-
hibition of PE files modification.

11.27 Forbid modification of PE files to all |QPE files modification is now forbid-
but trusted installers.* den.

— &
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J~ | Client settings editor

Commen settings
Marne
Heartbeat
Server's IP addresses
License
Sys'_Watch
Activity control
Incident management
Password protection
Scan
Scan commeoen settings
Scan schedule settings
Update
Update settings
Update sources

Update schedule
Interface settings

Reports

Motify

Cne-time passwords
¥ Control policy

Devices
Modules
Allowed autorun list

File system
System registry
etwork

device you are testing belongs to.

* In order to forbid modification of executable files, edit the client settings:

Once you create the rules, save the settings under a new name and apply them to the organizational unit which the

Make an attempt to change the Cal- [ When you attempt to change the The calc.exe file has been
11.28 culator executable file (calc.exe) with| executable file, you will see a copied in advance to C:\in-

the Windows notepad (note- message saying it is not possible stallers.

pad.exe).* to make changes to the PE file.

* SoftControl Admin Console displays Policy violation — Modifying PE file event:

- F ]
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[ClientID] In (8)

3806
3805
3204
3803
3802
3801
3800
3799
3798
3797
3796
3795
3794
3793

WIN-MG2LKIN...
WIN-MG2LK1N...

WIN-MG2LK1

Palicy violation

Paolicy violation

. Policy violation
WIN-MG2LKIN...
WIN-MG2LKIN...
WIN-MG2LKLN...
WIN-MG2LKLN...
WIN-MG2LKLN...
WIN-MG2LKIN...
WIN-MG2LKLN...
WIN-MG2LKLN...
WIN-MG2LKIN...
WIN-MG2LKIN...
WIN-MG2LKLN...

Policy violation
Policy vilation
Palicy violation
Paolicy violation
Policy vilation
Palicy violation
Policy viclation
Policy vilation
Policy violation
Policy vilation

Palicy violation

Drag a column header here to group by that column

192.168.162.129:64582 -> 239.255...
192.168.162.1:62966 <- 230.255.2...

192.168.162.133:138 <- 192.168.

192.168.162.1:138 <- 192.168.162....
192.168.162.129:64581 -» 239.255...
192.168.162.129:50018 -> 64.233....
192.168.162.129:50017 -» 64.233....
192.168.162.129:50016 -> 64.233....
192.166.162.129:50015 -> 64.233....
192.168.162.129:50014 -> 64.233....
192.168.162.129:50013 -» 64.233....
192.168.162.1:56803 <- 239.255.2...
192.168.162.129:138 -> 192.168.1...
192.168.162.133:138 <- 192.168.1...

CAUSERS\FACELESS1SOVAPPDATANLOCAL...

CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
SYSTEM

CAUSERS\FACELESS150VAPPDATANLOCAL...
CAUSERS\FACELESS1SOVAPPDATANLOCAL...
CAUSERS\FACELESS1S0VAPPDATANLOCAL...
CHUSERS\FACELESS1SOVAPPDATAN OCAL...
CAUSERS\FACELESS1SOVAPPDATANLOCAL...
CNUSERS\FACELESS1S0VAPPDATANLOCAL. ..
CHUSERS\FACELESS1SOVAPPDATAN OCAL...

CAWINDOWS\SYSTEM32\SVCHOST.EXE
SYSTEM
SYSTEM

Attempt to establis...

Attemnpt to accept...
Attempt to accept..
Attempt to accept...

Attempt to establis...
Attempt to establis...
Atternpt to establis...
Attempt to establis...
Attempt to establis...
Attempt te establis...
Attempt to establis...

Attempt to accept...

Attempt to establis...

Attempt to accept..

10/7/2019 11:51:0...

10/7/2019 11:50x
10/7/2019 11:49:

10/7/2019 11:49:2...
10/7/2019 11:49:0...
10/7/2019 11:48:5...
10/7/2019 11:48:5...
10/7/2019 11:48:5...
10/7/2019 11:48:5...
10/7/2019 11:48:5...
10/7/2019 11:48:5...
10/7/2019 11:484...
10/7/2019 11:48:3...
10/7/2019 11:47:5..,

P

SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch
SysWatch

l First Page 1 l Previous Page} l Next Page} Page Llast)

Time elapsed: 00:00:42

———————.
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3. Customer support

If you have any questions concerning the installation, setting up and operation of TPSecure 5.0.18,

please contact our customer support by e-mail support@safensoft.com.
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