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000 "APYOUT CEKbIOPUTU" 6narogaput Bac 3a 10, 4to BbiOpanu npoaykTt SoftControl DeCrypt. Cneunanuctsl
KOMMaHWKM nocTtapanvck, 4Tobbl Halle nporpammHoe obecneyeHne OTBEYarno cambiM BbICOKMM TpeboBaHusIM B obrna-
CTM 3aluTbl MHOPMaLMM 1 B TO e Bpemsi Bbino npocTeiM M yaobHeiM B pabote. Mbl Hageemcs, 4Yto SoftControl

DeCrypt 6yaet Bam noneseH.

ABTOPCKVE MNMPABA

Matepuansl, npuBeAeHHbIE B HACTOsILLLEM AOKYMEHTe, ABnsitoTcsa cobctBeHHocThio OO0 "APYOUT CEKBHOPUTU" u
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HanmeHoBaHMs 1 ToBapHble 3HaKW, NpuBeAEHHbIE B [OKYMEHTE, SBMSOTCS COOCTBEHHOCTHIO CBOWMX 3aKOHHLIX Bra-

JernbLeB.

OrPAHNYEHME OTBETCTBEHHOCTU
CopepxaHue OaHHOTO [OOKYMEHTa MOXET M3MeHATbca 0e3 npegBaputensHoro ysegomneHus. OO0 "APYOUT
CEKBIOPUTU" He HECET OTBETCTBEHHOCTM 3a HETOYHOCTU W/MNM OLIMGBKKW, AOMyLlEeHHbIe B JAHHOM JOKYMEHTe, 1N BO3-

MOXHbI yLL1epb, CBA3aHHbIA C 3TUM.
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1. BBegeHue

1.1 Ha3HauyeHume

Cuctema umdppoBanma SoftControl DeCrypt npegHasHaveHa and widpoBaHUS CUCTEMHbBIX AUC-
KOB KOMMbOTEPOB, PyHKUMOHUPYoLmxX nog ynpaerennem OC cemenctea Microsoft® Windows®.

SoftControl DeCrypt nomoraeT 3awtntbLCAa OT aTak, MPOBOAMMBIX MO CriedyoLmMM CLeHapUaM:

1. 3MOYMbILLNEHHUK MOXULLAET XXECTKUN OUCK KOMMbIOTEpa. 30yMbILLNEHHVK aHanmM3vpyeT coaep-
XUMOoe aucka B nabopaTopum, Haxoaut ya3sumMocTu B MO 1 BocreAcTBUM NPOBOAUT aTaky Ha

yCTpONCTBa camoobenyxmBaHusa (baHkomaTbl, TepMUHasb!).

2. 3rioymblLieHHUK o6xoaut 3awmty BIOS, 3arpyxaeT kKoMnbtoTep C BHELLHETO HOCUTENS U aHanm-

3NpyeT coaepXKMMoe KeCTKOro gumcka.

Mpn 3anycke npouecca wwmdppoBaHus SoftControl DeCrypt cuutbiBaeT napameTpbl BcCeX
YCTPOWCTB, NOOKMIOYEHHBIX K KOMMNbIOTEPY. ECnm npu nocrnegytowmx 3anyckax KoMnboTepa Kputu-
YeCKNX UBMEHEHM B KOHGUrypaumm He Obirio obHapyxeHo, 3arpyska OC npoucxoguT Ha OCHOBE

napameTpoB yCTp0I7ICTB. KpI/ITI/I‘-IeCKI/IM M3MEHEHMEM CHUTAETCA yaalreHue UM 3amMeHa Tpex 1 oo-
x4

rnee yctpoucTs. [ljonyctnma saMeHa MeHbLLIEro KOrmyecTBa YCTPOUCTB

Ecrm nmerno mecto kputMdeckoe M3MeHeHue KoHdurypauum komnbioTepa, Ans 3arpyskum OC y

nosrib3oBaTesid 3anpamBaeTcs naposib, yKaSaHHbIVI UM npu LIJI/ICprBaHI/II/I ONCKa.

SoftControl DeCrypt aBnaeTca KMMeHTCKUM KOMMNOHEHTOM M cnocobeH paboTaTe Kak aBTOHOMHO,
Tak n B coBokynHoctu ¢ SoftControl Service Center. [Jna paboTel ¢ SoftControl Service Center Ha
komnbtoTepe ¢ SoftControl DeCrypt Takke [OfPKEH OblTb YCTAHOBMEH KIMEHTCKUA KOMMOHEHT
SoftControl SysWatch, ¢ nomowto kotoporo Ha SoftControl Server nepegatotca cobbITUA cucte-

Mbl LLMPPOBAHMA.

MHdopmaumo o npocmoTpe ot4eToB 0 cobbiTuax SoftControl DeCrypt cm. B gokymeHTe «Pyko-

BoacTBO agmuHmucTpaTopa SoftControl Service Center».

* dopMUpoBaHME KIloYa M3 NOAMHOXeCTBa yCTp0I7ICTB SABNsieTCa Kpuntorpagmyeckn HagexXHbIM 6naronap$| ncnonb3oBa-

HU1IO CXeMbl pasfenenuns cekpeTta LWamupa.

[aHHbIV NpoayKT pa3paboTaH C Ucnonb3oBaHMEM UCXoaHbIX kogoB VeraCrypt, MMUEH3MPOBaHHbIX

npu nomoum VeraCrypt License, o6beguHstowen Apache License 2.0 n TrueCrypt License 3.0.

- ]
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BeedeHue

Konus nmueHsmum HaxoauTcsa B nNanke ¢ yCTaHOBIEHHbIM NpurioxeHneM B coanne VCLicense.txt.

1.2 YcnoBHble 0603Ha4YeHUA U TePMUHbI

1.2.1 O603HauYeHud

YcroBHble 0003HaueHus, npuMmeHdaemMble B JaHHOM OOKYMEHTE, npeBedeHbl B Tabn. 1.

Tabnuua 1. YcnoBHble 0603Ha4YeHuUs

Mpuvep 0603Haye s

i BaxHasa nHdopmaums.

Ycnosue YcroBue BbINOMHEHUS!, NMPpUMeYaHue, npumep.

— 3arofioBKM U COKpaLL, eHus;

O6HOBUTL — Ha3BaHVs 3KPaHHbIX KHOMOK, CCHINOK, MYyHKTOB MEHI0, APYrvx 3nemMeHToB
nporpamMHOro uHTepdenca.

— TepMUHbI (onpeaenexHus);

lMonumuka KoHMpors — UMeHa annoB 1 apyrnx OObEKTOB;
— TeKCTbl COOOLL eHWI, BbIBOAVMBIX MOMb30BATENHO.
C:\Program Files\SoftControl My k dpainam, katanoram, Kno4am CUCTEMHOro peecTpa.

ANR R LeRN /AN S <l EPAVU IS TS CTNINIWA | D parmMeHTbl MPOrpaMMHOro Koaa, KOMaHOHbIX Y KOHGMUIy paLmoHHbIX diairios.

<KaTanor  yCTaHOBKMU SoftControl
DeCrypt>

Mpunoxete 5 Ccblinkn Ha BHYTpPeHHVE pecypchbl (pasgenbl AOKyMEHTa) C ykazaHuem HoMepal|
CTpaHuLUpbl unn Ha BHewwHue pecypcbl (URL-agpeca).

Monga Ana 3ameHbl qyHKUMOHAarbHbIX Ha3BaHU (PaKTMYECKUMU 3HAYEHUSMU.

1.2.2 Tnoccapun

Tabnuua 2. Fnoccapumn

CpeacTBO BbIMUCIUTESNBHOM TEXHUKU (paGoyas cTaHuusl, cepBep, TepMuHan camo-

KnneHTckui xocT
obcnyxmBaHus), Ha kotopom ycTaHoneH SoftControl DeCrypt.

KoMnoHeHT cuctembl wndposanns SoftControl DeCrypt, 3arpyxatoLL i onepaumoH-
3arpysumnk cuctemsbl Wndposa- [HYIO CMCTEMY C UCMOMb30BaHWEM NapamMeTpoB annapaTHbiX YCTPoWcT8 fmbo ¢ wmc-
HUSA nonb3oBaHWeM napons (ecrnm 3arpy3ka C MOMOLLbI NapamMeTpoB annapaTtHbIX
YCTPONCTB HEBO3MOXHA).

ISS———————————
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CucrtemHble Tpeb6oBaHua SoftControl DeCrypt

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O6bem cBo6OA-

Yacrora LM O6bem HOro npo-

o3y CTpaHCTBa Ha
XKeCTKOM Aucke

KnueHTtckue one PaLuNOHHbLIe CUCTEMbI:

Microsoft® Windows® 7 (SP1) 64-pa3psioHas’ 11y 2Tb

Microsoft® Windows® 8 32-paspsidHasi 1My 1B

Microsoft® Windows® 8 64-paspsidHasi 11Ty 2Tb

Microsoft® Windows® 8.1 32-paspsdHas 1My 1B

Microsoft® Windows® 8.1 64-pa3psidHas 1My 2Tb 100 MB
Microsoft® Windows® 10 32-paspsidHas 1My 116 +
Microsoft® Windows® 10 64-pa3psidHasi 1My 216 [OOMOSHUTENBHO
Microsoft® Windows® 10 loT Enterprise 32-pa3psidHasi 11Ty, 176 10 MB Ha UEFI-
Microsoft® Windows® 10 loT Enterprise 64-pa3psidHas 11Ty 276 pasaene

CepBepHble onepaLuoHHble CUCTEMbI:

Microsoft® Windows® Server 2008 R2 64-paspsidHas’-? 1,4 Ty 512 Mb
Microsoft® Windows® Server 2012 64-pa3psdHas 1,4T1Tuy 512 Mb
Microsoft® Windows® Server 2012 R2 64-paspsdHas? 1,4 Ty 512 Mb
Microsoft® Windows® Server 2016 64-paspsdHas? 1,4T1Tuy 512 Mb
NMpumeyaHus:

1. Tpebyetca 06HOBNEeHNe KB3033929 (nogaepxka anroputma xawmpoBaHuss SHA-256 npwu
npoBepke LumdpoBON NoanucK) unn nnboe ero sameLLaoLLee.

2. MNMoppepxvBatoTca TONbKO BapuaHTbl yctaHoBKkM OC ¢ paboynm CTosoMm.

JononHuTtenbHble TpeboBaHUS:
* Tun BIOS porrkeH 6biTeb UEFI. Takke pekomeHayeTcsa oTKNiOYMTL onumio SecureBoot.
® CuUcTeMHbIN anCK JosokeH bbb pasdut B hopmate GPT (GUID Partition Table). B Hava-
ne gucka HeobxoaMMO Hamm4me HepacnpeaeneHHOro NPoCTpaHCTBa pa3sMepoM He MeHee

32 KB. Cm. Takke nHpopmaumio B MpuroxeHin 2

SSSS————————————e—
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YcmaHoska SoftControl DeCrypt
3. YctaHoBka SoftControl DeCrypt

Bo3amoxHb! criegytoume BapuaHTbl yctaHoBku SoftControl DeCrypt:

* B 06LIYHOM pexmMe (C UCNoMnb30BaHMEM MHTepdelica nonb3oBaTens)

* B TUXOM pexume 2.

3.1 YcTtaHOBKa B OObLIYHOM pexunme

1) 3anyctute yctaHoBo4HbIN nakeT SoftControl DeCrypt Setup.exe.
2) B cnyyae Bawero cornacus, Bolbepute napametp | accept the license terms (A npuHumato

YCIOBWS NMLIEH3VOHHOTO cornaluermst) n Haxxmure Next (puc. JluLeHavoHHoe cormaleHve ).

0 SoftControl DeCrypt Setup 6.0.0 - X

Please read the license terms o
“You must accept these license terms before you can use, extract, or install SoftContrel DeCrypt. oo

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please click the "arrow down’ icon to see the rest of the license.

Standard End User License Agreement ~

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE AGREEMENT
("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE ("SOFTWARE") PRODUCED BY
PROTECTION TECHNOLOGY, LLC (hereinafter - PROTECTION TECHNOLOGY, LLC).

IF ¥YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT DOWRNLOAD,
INSTALL OR USE THIS SOFTWARE.

1. Subiect of the Agreement. Subject to the payment of the applicable license fees, and
subject to the terms and conditions of this Agreement, PROTECTION TECHNOLOGY, LLC
hereby grants to you @ non-exclusive, non-transferable right to use one copy of the ,

| accept the license terms

= Back Cancel

PucyHok 1. JluueH3noHHoe cornatueHue

3) Boibepute Tpebyemyto onuuto B okHe Wizard Mode n Haxxmute Next (puc. Boibop BapuaHTa

ycTaHoBKM ).

- (7 ]
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YcmaHoeka SoftControl DeCrypt

) SoftControl DeCrypt Setup 1.0.39 — b4

Wizard Mode e

Select one of the modes. If you are not sure which to select, use the default mode. e

(®) Install

Select this option if you want to ingtall SoftControl DeCrypt on this system.

SoftCantral

= Back Next = Cancel

PucyHok 2. BbiGbop BapnaHTa ycTaHOBKM

4) C nomouto kHonkn Browse Bbibepute kaTtanor ana ycraHosku SoftControl DeCrypt u Haxvn-

Te Install (puc. MyTb ycTaHoBKM ).

) SoftControl DeCrypt Setup 1.0.39 - *

Setup Options e

Here you can set various options to control the installation process. B

Please select or type the location where you want to install the SoftControl DeCrypt program files.
If the specified folder does not exist, it will be automatically created.

| C:\Program Files\SeftControl DeCrypt Browse...

Install for all users
Add SoftControl DeCrypt to Start menu
Add SoftControl DeCrypt icon to desktop

Create System Restore point

SoftCantral

<« Back 1 Install ; Cancel

PucyHok 3. MyTb ycTaHOBKMU

5) [loXOUTeCb OKOHYaHWst MpoLiecca YCTaHOBKM (puc. MpoLLece ycTaHoBKU > ).

ES————————————————— e
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YcmaHoeka SoftControl DeCrypt

0 SoftControl DeCrypt Setup 1.0.39 - >

Installing o

Please wait while SoftControl DeCrypt is being installed.

DwCryps

Installing C:\Program Files\SoftControl DeCrypt\DeCrypt. exe A
Installing C:\Program Files\SoftControl DeCrypt\DeCrypt Format. exe

Inztalling C:\Program Files\SofiControl DeCrypt\DeCrypt-x54.5vs

Inztalling C:\Windows\system32\Drivers\DeCrypt.sys

Installing C:\Program Files\SoftControl DeCryptiSeftContrel DeCrypt Setup.exe
Installing C:\Program Files\SoftControl DeCryptiLanguages

Installing C:\Program Files\SoftControl DeCryptiLanguages\Language.ru.xml

Inztalling C:\Program Files\SoftControl DeCryptdocs

Installing C:\Program Files\SoftControl DeCrypt\docs\Manual_en.pdf

Installing C:\Program Files\SoftControl DeCryptdocs\Wanual ru.pdf

Installing C:\Program Files\SoftControl DeCrypt\DcConsole.exe

Inztalling C:\Program Files\SoftControl DeCryptiLicenseWrapper.dil

Adding registry entry Software\MicrosoftWindows\CurrentWersion\UninstalhDeCrypt
Instaling SoftControl DeCrypt device driver

SoftCantral

< Back Next = Cancel

PucyHok 4. MNpouecc ycTaHOBKU

6) Nocrne nosiBnenus coobweHna YctaHoBka SoftControl DeCrypt 3aBeplweHa Haxuute

Finish (pvc. 3aBeplieHue yctaHoBku ).

) SoftControl DeCrypt Setup 1.0.39 — b4

SoftControl DeCrypt has been successfully installed Q

“fou can click Finigh anytime to close the installer. o
s .}

SoftCaontral

= Back Cancel

PucyHok 5. 3aBeplueHue yctaHOBKMU

S———————————————— e
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Yemanoska SoftControl DeCrypt

3.2 YcTaHOBKa B TUXOM pexume

YcroBue: BCe Wwaru BbIMOMHATCSA noa yquH0|7| 3anncbto C NnpaBamMun agMUHMUCTpaTopa.

1) CkonupywTe yctaHoBOuYHbIM nakeT SoftControl DeCrypt Setup.exe B kako-mmbo KaTtanor Kiv-
€HTCKOro xocTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

"<KaTaNor ¢ ycTaHoBOYHbIM nakeTom>\SoftControl DeCrypt Setup.exe" /q [/folder "<kaTanor ans

ycTaHoBku>" ]

Ecrnm HeobazaTenbHbIM NapameTp /folder He ncnonb3yetcd, SoftControl DeCrypt 6yaeT yctaHoB-

JIeH B NarnkKy C:\Program Files\SoftControl DeCrypt.

- (W]
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Paboma ¢ SoftControl DeCrypt

4. Pa6oTta c SoftControl DeCrypt

B naHHOM pasgerne npuBeneHbl MHCTPYKUMM no paboTe ¢ ocHoBHbIMU (byHKumamn SoftControl
DeCrypt.

YcroBue: Bce AENCTBUS BbINOSHAKOTCA MO YYeTHOM 3an1Chio C NpaBamMu agMuHucTpaTopa.

BHeLLHMit B1A NPOrpamMMbl MokasaH Ha puc. QneMeHTbl uHTepdelica nporpammbl .

© SoftControl DeCrypt - >

Cucrema  Hactpoiign  Cnpagka

CHCTEMHBIN pasgen/anck He 3awndposaH

CocToanue: S.CLEAN (He ycTanosneHo)

PucyHok 6. 9nemMeHTbl UHTepcheinca nporpammbl

KomaHabl MeHto onvcaHbl B Tadn. 4.

Tao6nuua 4. OnucaHme komaHg meHIo SoftControl DeCrypt

3alundpoBaTh CUCTEMHBIN pasaen/aunck... |3anyck npolecca WugpoBaH1s CUCTEMHOTO pasaena unm Aucka.

PaclwudpoBats cucteMHbIn pa3gen/auck |3anyck npolecca gelndpoBaHis CUCTEMHOrO pasaerna unm amncka.

Bo3o6bHOBMNEHNE OCTAHOBMNEHHOTO Npouecca WndgpoBaHns umv aewundpo-
BaHus.

Ypanenue 3arpysunka cuctemMbl WwindpoBaHus 6e3 yaaneHust SoftControl
DeCrypt (TpebyeTtcsa nepesarpyska KIMEeHTCKOro xocTa).

CmeHa napornsi, UCnonb3yemMoro Ansi 3arpy3kuM CUCTEMbI B Crlydae Kputu-
4YeCcKoro n3meHeHuss Habopa annapaTHbIX YCTPOWCTB.

B0306HOBUTL MpepBaHHLIA Npouecc

Yaanutb 3arpy3yumk

M3meHnTb napors...

OBHOBUTL CMMCOK YCTPOWCTB. .. [lob6aBneHne HOBbIX annapaTtHbIX YCTPOWCTB B CMMCOK.
Asbik (language)... CmeHa g3bika nHTepderica.
PykoBoacTBo nonb3oBatens BbI3oB cnpaBku.

- (W]
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CocTosiHMA cucTembl nepeyuncrieHbl B Tabn. 5.

Ta6nuua 5. CoctosiHna SoftControl DeCrypt
Cuctema wudyposanusa SoftControl DeCrypt ycTaHOBMNeHa Ha KITMEHTCKOM XOCTe,

.CLEAN (H TaH H
>-C (He ycTanosnero) HO OMCK HE COOEPXUT 3arpy3dnK CUCTEMbI LLUMAIPOBAHUS.

3arpy3usk cucTembl LUIMGPOBAHUSI YCTAHOBMEH, HO elle He 3anyckancst (ne-

S.INST (YcTaHOBNEHO)
pe3arpy3ka KIIMEHTCKOro XxocTa He Obifa BhbIMOSHEHA).

3arpysuymk cuctembl LINGPOBAHNS YCTaHOBIEH, KIMEHTCKUIA XOCT Gbl nepesa-

S.MNT (3arpyxeHo
( Py ) rpy>eH, HO onepauumu rno WudgpoBaHNio AMCKa el e He BbIMOMHAMUCH.

S.PART_ENC (YacTuyHO 3awmppo-
BaHO)

S.FULL_ENC (MonHocTblo 3awund-
pOBaHO)

BhinonHseTcs WwudpoBaHe U paclungpoBka CUCTEMHOIO AMCKa.

CuncTeMHbIN gUCK 3allndpoBaH.

4.1 WUndhpoBaHue ancka

B ocHoBHOM okHe SoftControl DeCrypt HaxxmuTte 3awundpoBaTb (puc. SrEMEHTbI_MHTEpdeica

nporpammbl ).
B nosiBMBLLEMCA OKHE B BblNagalwoupyx cnmckax Bbibepute Anroputm wucgppoBaHus n Anro-

PUTM X3wWwMpoBaHuUA N Haxvute fdanee (puc. HacTponku umdposaHus 12 ). XaumpoBaHve uc-

nonb3yeTcd Ond ¢)OpMI/IpOBaHI/Ie Kroven um3 napona n apyrux OaHHbIX, a Takke Ond reHepaudun

Cly4a WHbIX Yncern.

© Mactep cosaanna Tomoe SoftCentrol DeCrypt — >

HacTpounkn wudposaHua

ANropuTM WHiposadua
AES w NpoBepuTh

YreepxgeHHuA FIPS (CLLA) anropuTm whdposadna (Rindael,
onyinukosad & 1998 r.), paspewwél K NpUMEHEHNID B
tiegepantHbix cTpyrTypax CLUA ona SsawuTel BaxHERweN
uhgopmauun. Knwoy: 258 ouT, bnok: 128 ouT, payHges: 14
(AES-255). Pexum paboThl: XTS.

DeCrypt/
| ANropuTM XEWHPOBaHWA

VN SHA-512 ~

W

= Hazapg Oanee » OTmena

PucyHok 7. HacTtpoiku wndpoBaHusa

3apaiite Maponk v ero noaTeepxaeHue (puc. 3agaxre napona ).
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© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

Maponb

Maponk:

NogreepauTe:

O

Xopowwi naponk - 3To 04eHb BaxHO. MsGeraifTe naponeil U3 ogHoro
WIH HECKONBKUX CNOE, KOTOPLIE MOKHO HAWTH B CNOBAape (MK
KOMBUHALMA 12 2, 3 UNK 4 Takux cnos). Napont He AonHeH
COfep#aTe UMEH UMK 4aT poxgeqnn. OH gonxed GuiTe TPYAEH AnA
YragaiBaHuA. Xopowni Naponk - CNy4yaiHan kKoMENHALMA NPONHCHLIX
W CTPOYHBIX BYEE, unip ¥ ocofbix cuMBonos (@ *=5*+uTa.).

Peromergyem BeOupaTe napenu gnuHHees 20 cuMBonoe (yem
fonble, TewM nyvwe). MakcuMansHas gnuHa: 64 cuMsona.

OTmena

PucyHok 8. 3apaHue napons

B crnenytoem okHe npoucxoaut cbop CriydanHblX AaHHbIX U3 ABWKEHWA Mbilmn. Nepemelante yka-

3aTeslb BHYTPU OKHa. PeKOMeH,D,yeTCFI Aernatb 3TO A0 TeX nop, Noka uBeT MHAUKaTopa BbINOJIHEHNA

o 1
He cTaHeT 3erneHbiM. 3atem HaxmuTe Janee (puc. COop criydanHblX AaHHbIX 3 ).

DeCrypt/

\}\\ |

< W

© Mactep cosaanna Tomoe SoftCentrol DeCrypt — >

COop cnydaiiHbIX AaHHbIX

Terywee cogepsnmoe nyna (YacTe)

Ll o R L T TS T
£ of P — = = &y = fe = o
T L e T I & T S
AR L I L e L LT
L e A T T i TR T A o
R Y -1 ot r* e T = *E - *r Pt
R L P P e
T B e S L

[]nokaswisats nyn

BAM{HO: Xa0THYHO NEpEMEILENTE MBIl EHYTPM 3TOT0 OKHE (Yem
AONEWE, TEM NYYLWE) - 3T0 HAYHTENEHD YBENHYHT
KPUNTOCTONKOCTL KNIOYEH WHpoBaHuA. 3aTeM HaxmMuTe danee’
ANA NPCACMHEHNA.

CoGpano 3HTPONUH W2 NEPEMEEHI MbILLN
|

o

OTmMeHa

PucyHok 9. C6op cny4yanHbIX AaHHbIX

[1ns npocmoTpa KIoyel B crieaylolem okHe (pvc. CreHepupoBaHHble kmioun *) BbICTaBuTe dora-

ok NMoka3 co3aaHHbIX KIoYen (Mx yactemn).

- ® ]
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© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

CreHepHUpOBaHHEIE KINKOYK

Knioum, conk W gpyrve aHHbIE YCNeWwHe cosgadbl. Ecnu Bol xoTuTe
COSAaTE HOBLIE KNuW, HaxMiuTe "Hazag', a zatem ‘Oanee’. Ecnu xe
HET, TO HEXMUTE "[anee’ onA NpPogonHeHnA.

KNIy 3ar—Ka; ***sessehdndndrdddmddrdrhrehehiens
MﬂcTE:p—K.I‘IIDH' R s e )

D MokazaTh COZ0AHHLIE KNIOYM (WX 4acTH)

DeCrypt/

NS

- f
ST

PucyHok 10. CreHepupoBaHHbIe KIHO4YMU

Bui6epute PexmM ounmcTkM B BbinagaroLweM cnvcke (pvic. Boibop pexwiva ounctkm ).

9 Macrep cozganna Tomoe SoftControl DeCrypt - >

PexXum o4ducTKN

Pestim ouncTHN: | HeT (camelit GeICTpRIN) w

Ha pAge nepezanichbiBagMbIX HOCHTENEI NEPE3aNCaHHbIE JaHHbIE
MOMHO BOCCTEHOBHTE C NOMOWLH CNELTEXHWE. 3T0 OTHOCHTCA U K
OAHHGLIM, NEPEaNUCIHHLIM B 3alWWdpoBaHHOM BUge (Korga
SoftControl DeCrypt wndpyeT HEsaWNGPOEAHHEIA CHCTEMHBIR
pazgen/guck). BocCTaHOENEHWE NEPE3ANMCAHHLIX SaHHLIX MOMHO
NpegoTEpPaTUTE MHOTOKPATHON NEPE3aniChio NCEBA0CTYYaNHbIMU
WNK CNPEQENEHHEIMU HECTYYARHBIMI BaHHBIMK. Ecnn
ENOYMBIWNEHHHE cnocofed NPUMEHNTE nogobHbIe MeToOgE Ans
BO0CCTAHOBNEHNA AaHHLIX, BoIGEpUTE OOUH U3 PEXMMOE CUHCTEW
(MMemyuecs gandsle HE GyvayT yHuyToMeHs ). Mocne wHiipesadua
De C rly pt ] pasgenalgucka oyucTra HE BhinonHReTcR. Korga pasgendguck

NENHOCTEI0 33WWHPOBEAH, HUESKWE HESAWNHIPOEaHHLIE JaHHbIE HE

| HETD He 3anuchigatTcA. Ninfbie faHHbIe cHavana WHdpyKTCA Ha

NETY B NaMATH W MWL 38TEM COXPAHAKTCA (FAWUWHPCBAHHEIMK) HA

3\ \\ | OMCKE.

< Hasag danee = OTmena

PucyHok 11. BbIGop pexuma o4uCTKU

® BkoyeHVe pexuMa OYUCTKU 3HaUUTENbHO YBENMUMBAET BPEMS LLMPOBAHUS CUCTEMHOTO

pasgena/gucka.

Mocre HaxaTus Ha kHonky [lanee B okHe Pexum ouncTkm (cMm. Boile ) SoftControl DeCrypt
npegnaraeT NPOBECTU NpeaBapuUTENbHbIN TECT, Liefb KOTOPOro — ybeamTbes, YTo cuctema nogro-

TOBfeHa K wudpoBaHuio. Bo BpemMs npeaBapuTenbHOro TecTa ycTaHaBIMBaeTCs 3arpysyk

SoftControl DeCrypt (puc. 3anyck npegsapuTesi.HOro Tecta 15 )-

-— (€ ® ]
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DeCrypt/

\ N

=4

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

MpeosapuTenbHeId TECT

MNpexge yem 3awWWdPOBATE CHCTEMHBIN PASLEN UKW SHCK,
Heobx0guMe NpPOBEPHTE, YTO BCE paboTaeT gondHeiM o0pazom.

MNocne Haxatwa TecT GyOyT YCTaHOENEHL BCe HeoOxXogumble
KOMNOHEHTHI (HANPHMEP OOZArpy304HbIA 3YTEHTHHNKATOR,

T.2. 3arpysudk SoftControl DeCrypt), W KOMNBIOTER NEPEIArPYSHTCA.
PezynsTaThl STOTD NPEJEapMTENEHErO TecTa GyayT aBTOMAETHYECKN
nekasadsl nocne sanycka Windows.

EygeT USMEHEHD Cregylowee yeTpoicTee: Ouck #0

Ecnu cefiyac HamaTk "0TMEHE", TO HUYEND YCTAHOBNEHD HE GygeT, u
NPE-TECT HE CTAHET BLINONHATECA.

< Hasag Tect OTmena

PucyHok 12. 3anyck npeaBapuTenbHOro tecra

TOJSIbKO Ha aHrIMINCKOM A3bIKE.

Bce coobleHus, BbldaBaeMble BO BpeMsi MpeaBapuUTENbHOrO TecTa, oTobpaaroTcs

B omanoroBom okHe C npearnioxxeHnem BbIKIMIO4YUTb KIMEHTCKUA XOCT HaxkmuTe [a. ,D,J'Iﬂ nposene-

HUS NpeaBapUTENbHOrO TecTa BaM NoTpebyeTcs BKMOUMTL KOMMbIOTEP BPYYHYO (pyC. Bbikoye-

H1e cucTeMbl ).

MacTep cozaanmua Tomos SoftControl DeCrypt

KomneroTep ByaeT BBIKIHOYEH,
! ANA 33BEPLUEHWA NEPEIAMPYIKN BEMHIUNTE M0 BRYYHYHD.

BricniounTe?

T

PucyHok 13. BbiknioyeHue cucreMbl

Mocne BkrtoveHus krmeHTtckoro xocta SoftControl DeCrypt BbigacT coobLeHe 0 BO306HOBEHUM

1 < o -
LUMdOpoBaHNS_auncKa 8 (B Cliydae BXxoda B CUCTeEMY no4 TOWU Xe ydeTHOU 3alnnCbio, Noa KOTOpPOu

Ob1n1 3anyLLeH npoLecc widpoBaHust), a 3aTemM CoOobLLEHNE O 3aBEpPLLEHNM NPEaBAPUTESNLHOMO Te-

cTa (pvc. 3aBepLueHe NpeaBapuTenbHOro Tecta ).

-_— (W]
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SoftControl DeCrypt

. BelsannaHuposanu wWindposaHue nnKM Aeund poBaHUE CUCTEMHOTD
_Jé pasaena/gucka. 3ToT NPoLEecc NoKa He 33BEPLUEH,

Hauate (npogonsuTe) npoyecc ceivac?

la I Her

PucyHok 14. Bo3o6HoBneHue wucpoBaHUs gucka

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

MNpeasapuTenbHLIA TECT BLIMNOMHEH

NpegBapuTENGHbIR TECT YCNEWHD 3aBEPILEH.

BHIMMAHIAE: Ecnn Bo Bpems WWdpoSaHnA npousoigéT choi
NUTAHWA UKW U3-38 NPOTPaMMHOA/ANNapaTHON oWk 2aBUCHET
DNEepalunoHHan cHeTema B To BpemsA, kak SofiControl DeCrypt
WHHPYET HMEILMECA JAHHLIE 'Ha MECTE", HEKOTOPGIE W3 HUX
OK3XYTCA NOBPEXAEHHBIMU HIH YTERAHHEIMK. NO3TOMY Npexge
4YeM Ha4aTh WHhposaHne, yEegUTEecs, YTO COENani pesepeHyn
KOMWI ainoe, koTopele cofupaeTece sawndposate. Ecnn HeT, To
CAEnaiTe 3To celdyac (HaxmuTe 'OTNOMHTE, CKONUPYITE daiin.l,
zaTem B nindoe BpemA cHoBa sanycTuTe SoftControl DeCrypt,
BbifepnTe "CucTema’ = "BozofHOENTE NpepBEaHHbIA npouece’, yTobw
HAYATH WHHPOBAHWE ).

Korga bygeTe roTossl, Haxmute Lnwdpayma’, yTobs NpUCTYNMTE K
WHDpOBaHNI.

= Hazapg SawwdposaTh OIno#nTh

PucyHok 15. 3aBeplueHMe npeaBapuUTesibHOro TecTa

Haxmute 3awmndpoBaTtb 4515 3anycka LMpoBaHua cuctemMHoro pasaena/avcka. OkHo Wndppo-

BaHue COAEPXUT WHOUKATOP BbINOJHEHMA U NpUMEpPpHOE BpemMAa OO0 OKOHYaHuA npouecca

(pvic. Mpouecc wmdposaHus aucka ).

- ® ]
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© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,
WndposaHne
Onuuu
Pes#um ouncTEN: | HET (camblit GuicTpeii)
"
Yaxe| 15.089% Cratyc| Jawwdposate Ewe 9 MuH

Bl MOETE B NDGONH MOMEHT HaXaTk Taysa’ unn "OTNo#uTE',
NPEPEAE (A& )UMdpoOEaHUe, BEIRTH W2 3TOMD MAacTepa,
NEpEeFarpysTE WNH BoIkNYMTE MK, a8 23TeM NPOJOMNMATE NPoLECT
D C Y (oH B0306HOBUTCA C TOW TOYKH, rAe GbiN NPUOCTAHOBNEH). [nA
e r‘y pt NPeAoTERAWEHNA 3AMENEHNA, KOTOE CHCTEME WK NPUMNOHEHUR
BhINONHAKT YTEHWE UMK 3ANNUCE HA CHCTEMHOM gucke, SoftControl
[ DeCrypt 3#géT, Nnoka AaHHbIE By AYT 3anWcaHbl UMW NPOYTEHbl (M.
Cratyc Bbiwe}, 3 3aTem npogonxacT (Dejunfposaqne.

N ]
LW

< Hasag SawntposaTe OTnosuTe

PucyHok 16. lNMpouecc wmdpoBaHUA aucka

Mpn HeOBX0AMMOCTH Bbl MOXETE NMpepBaTh NPoLEeCC WMpoBaHus, HaXxaB Ha kHorky May3a, a 3a-
TeM 3anycTuTb ero CHoBa, HaxxaB Bo306GHOBUTb.

YTo6bl 3anycTTb Npouecc WMpoBaHMa B Apyroe Bpemsi, Haxmure OTNoXuTb. [1na Bo306HOB-
neHust Bbibepute komaHagy Bo3o6GHOBUTL NpepBaHHbIN Npouecc B OCHOBHOM OkHe SoftControl

DeCrypt (Tabn. Onvcanme komang metio SoftControl DeCrypt ™).

9
l OTmeHuTb npouecc UJVICprBaHW}I HEBO3MOXHO.

Mpumeyanmne. CooblueHe 0 BO306GHOBMEHNM NpoLecca WMPPOBAHUS (CM. pUC. BbiLLE °) TaKke
ByneT nokasaHo, ecriv npoLecc WwippoBaHma Bblf OTIIOXKEH, a KIMEHTCKUN XOCT nepesarpyeH (B
Crnyyae Bx04a B CUCTEMY Mo TOM e y4eTHOW 3anucblo, NoA KOTOPOoK Bbin 3anyLlleH npouece wig-

poBaHus).

B nosiBvBLLIEMCA MOCre 3aBepLLEHNS MpoLiecca WdpoBaHus OkHe (puc. 3aBepLieHre wmdpoBa-

Hust ) HaxxmuTe OK, a 3aTem NoToBO B okHe MacTepa co3gaHus TomoB (puc. CUCTEMHbBIN pas-

ner/avck 3aumdpoBaH ).

- (W ]
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MacTep cozganma Tomoe SoftControl DeCrypt *

o CHCTEMHBIA pasgen/anck yonelHo sawndposaH.

PucyHok 17. 3aBeplieHue wmncpoBaHusa

9 Macrep cozganna Tomoe SoftControl DeCrypt - >

WndposaHne

Onumm

Pes#iumM OUMCTRN: | HET (camelit GeICTpeIR)

Yxe 100% CTaTyc| JapepleHo Elqé|

Bl moxeTe B nioGol MoMEHT Haarts Maysa’ unn "0TnosmTs’,
NPEPEAE (A& )UMdpoOEaHUe, BEIRTH W2 3TOMD MAacTepa,
NEpEeFarpysTE WNH BoIkNYMTE MK, a8 23TeM NPOJOMNMATE NPoLECT

D c t Y (oH B0306HOBUTCA C TOW TOYKH, rAe GbiN NPUOCTAHOBNEH). [nA
e I y p NPEQOTEPAWEHNA SAMEGNEHNA, KOTLA CHCTEME WM NPUINOHEHUA
\ |l

BbINOMHAKT YTEHWE MK 3aNMCE HE CHCTeMHoM gucke, SoftControl
N DeCrypt 3#géT, Nnoka AaHHbIE By AYT 3anWcaHbl UMW NPOYTEHbl (M.
by CraTyc Bbile), 4 3aTem Npogonxaet (gejumfposaqne.

< Hasag OTnoxnTe

PucyHok 18. CuctemMHbIN pa3gen/guck 3awmcppoBaH

Mpwn crepytowem 3anycke SoftControl DeCrypt B OCHOBHOM OKHe nporpaMmmbl 0TobpaXkaeTcst UH-

chopMaLms 0 napameTpax LudpoBarus (puc. [laHHble WwdposaHus ).

-_— (W]
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9 DeCrypt - *
Cucrema  Hactpodkgn  Cnpagka
CBOfCTEa CHCTEMHOTC pasaena:

CocTosnune: S FULL_ENC (MonHocTei 2awwdiposano)

JHauyeHne CeofCcTED
Pazmewjenue CUCTEMHBIN pazgen
Pazmep 21128806400 GaiT
Tun CHCTEMHBIA
AnropuTM wudposadua AES

[AnuHa NnepERYHOMD KNKYa 256 GuT

AnuHa BTOpPMYHOTE KNo4a (pexum XTS) 258 Gur

Pazmep Gnoka 128 Gur

Pesum onepauuu XIS

PKCS-5 PRF HMAC-SHA-512

CynTaHo gaHHbix nocne moHTHpoBadua 2.0 b

3anncaHoe gaHHbiX nocne MoHTHpoEaH... 1.1T1B

3arpysynk SoftControl DeCrypt - Bepcons 1027

3awntpoBaHHAR YACTE 100% (nonHoCTBH 23WWGpoOBAHD )

PucyHok 19. MapameTpbl wndc poBaHus

4.2 N3meHeHMe NOAKNIOYEHHbIX annapaTHbIX YCTPOUCTB

Cuctema SoftControl DeCrypt npu 3anycke wmidpoBaHUs CYUTbIBAET MapamMeTpbl CriegyroLmx
annapaTHbIX YCTPOWCTB:

* MAC-agpeca ceTeBbIX KapT;

¢ VID, PID v cepwitHble Homepa USB-Hakonutenewn;

* BIOS (MHdopmauusi 0 npoueccope Ha MaTepPUHCKOM nraTte).
MvHmansHoe uucro yctponcTs, nogaepxusaembix SoftControl DeCrypt, — 2 (Ha KIMEHTCKOM XO-
CTe JOJTKHbI UMETBLCSA CETEBbLIE KapTbl UM AOSPKHBI ObITb noakmntoveHsl USB-Hakonuternm). Cnmvcok
YCTPOWCTB, NapamMeTpbl KOTOPbIX CHUTbIBAIMCh, BbIBOOUTCSA B XXypHan cobbITU.
Mpn n3meHeHWn (yganeHum) ogHOro YCTpOMCTBA 3anyck 3awmdpoBaHHOro aucka paspelsaercs. B
flor BbIBOOUTCA COOTBETCTBYIOWEEe coobuweHve. [pu mameHeHun (yoaneHun) nobbix ABYX
YCTPOWCTB 13 Habopa 3anyck gucka Takke paspeLlaeTcs; B JIor BbIBOOUTCHA COOOLLEHME O KpUTUYe-
CKOM M3MeHeHn Habopa annapaTHbIX YCTPONCTB.
Ecrm 6b1510 nsmeHeHo (yaaneHo) 6onee OByX YCTPOWCTB, Npw 3arpy3ke KIMEHTCKOro XOCTa Mosib30-
BaTeno Heobxoaumo GyaeT BBECTM Naporb, 3afaHHbI Npy WdpoBaHMM cuctemMbl (puc. 3anpoc

Naporns Npu 3arpyske KIMEHTCKoro xocTa 2%).

- ® ]
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PlatformInfo create Unsupported

00:0C:29:3A:51:95

DesInt: Got 4 USB handles

DCApplyBinding: enter

DecryptBlob: good magic - 4B534344

DecryptBlob: good magic - 48534344

DecruptBlob: good magic - 48534344

DecryptBlob: good magic - 4B534344

DecruptBlob: good magic - 48534344

DecryptBlob: good magic - 4B534344

DecryptMaster: decrupted 6 shares

DecryptMaster: recoveredShares = b6, recoveredReyl0..31 = 88 DC 1C EO
DecryptMaster: HasterBlob was not decrypted correctly
DCApplyBinding: leave

DesInt: after ApplyBinding

Enter Passuword: _

PucyHok 20. 3anpoc napons npu 3arpy3ke KJIMEHTCKOro xocra

i Mpu 3anycke uwmdpoBaHus aucka SoftControl DeCrypt cuutbiBaeT napameTpbl Tex
YCTPOWNCTB, KOTOPbIE OblNiM 0BHapYKEHbI B MOMEHT 3arpy3kun KnMeHTCcKkoro xocta. Ecrm no-
cre 3aBepLieHns LWnMpoBaHms BbINo OTKIIOYEHO KPUTUHECKOE KONIMYECTBO YCTPOWCTB, pa-
BoTa KIMEHTCKOro xocta He 6yaeTt npepBaHa. OgHako npu ero nepesarpyske SoftControl

DeCrypt 3anpocut napornb Ana 3arpy3kyv CUCTEMHOIO AUCKA.

4.3 PacwuundgpoBka gaucka

B ocHOBHOM OKHe nporpaMmbl Bbibepute komaHay PacwudgpoBaTts cucteMHbIn pasgen/guck

B MeHio Cuctema (Tabn. Onncanve komaHg meHo SoftControl DeCrypt 1 ). B okHe npepynpexae-

Hus BbiGepute [a (puc. MoaTBepxaeHre paclmdpoBKM Ancka 2°) 1 AOXOUTECH OKOHYaHWS Mpo-

Lecca (puc. duck pacuwmdposaH ).

SoftControl DeCrypt
OCTOPOXHO: Ecnm paclwundpoeaTe CHCTEMHBIR pasgen/dncK, JaHHbIE
Ha Hero GyayT 3anMCBIBATECA B HESALWWGPOBAHHOM BUAE.

Bil 4EACTENTENBHD XOTUTE pACLUNGBPOBATE CUCTEMHBIA pasgen/gucK’

e [Ae ]

PucyHok 21. NMoaree pxxaeHue paclumc poBKKU AncCKa

Kak 1 B criydae ¢ umdposaHvem (cM. pasgen LLinpposanne avcka '), Bbl MOXETE NPUOCTAHOBUTL

WM OTIIOXUTL 3TOT NpoLiece, Haxas May3sa um OTnoxuTsk (puc. Pacumdposka avicka 2").

————.
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DeCrypt/

L

- f
ST

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

Pacwudpposka

Onuuu
HM

—

Ywxe| 44933% Cratyc Ewe T MHH
Bl MOETE B NDGONH MOMEHT HaXaTk Taysa’ unn "OTNo#uTE',
NPEPEAE (A& )UMdpoOEaHUe, BEIRTH W2 3TOMD MAacTepa,
NEpEeFarpysTE WNH BoIkNYMTE MK, a8 23TeM NPOJOMNMATE NPoLECT
(oH B0306HOBUTCA C TOW TOYKH, rAe GbiN NPUOCTAHOBNEH). [nA
NPeAoTERAWEHNA 3AMENEHNA, KOTOE CHCTEME WK NPUMNOHEHUR
BbINOMHAKT YTEHWE MK 3aNMCE HE CHCTeMHoM gucke, SoftControl
DeCrypt 3#géT, Nnoka AaHHbIE By AYT 3anWcaHbl UMW NPOYTEHbl (M.
Cratyc Bbiwe}, 3 3aTem npogonxacT (Dejunfposaqne.

< Hasag PacwwidposaTte OTnosuTe

PucyHok 22. PacwmcpoBka aucka

@
1 OTmMeHuTb Npouecc pacLmppOBKN HEBO3MOXHO.

Mpmeyanre. Ecrm npouecc paclmdpoBKn Bbifl OTMIOXEH, @ KIMEHTCKMA XOCT BbIKIMKOYEH UM ne-

pesarpyxeH, To nocrie BkroyeHua krmeHtckoro xocta SoftControl DeCrypt BbigacT cregytowee

coobLLeHmre (puc. Bo3o6HoBIeHMe pacumdbpoBky aucka 2') (B crnydae Bxoda B cUCTeMy nof Tou

e y4eTHOW 3anncbto, Noa KOTOPOW Bblf 3anyLLEeH NPOLLECC pacLLMAIPOBKN).

SoftControl DeCrypt

. Beizannanuposanu windposaHue nnm gelund poBaHE CUCTEMHOTD
__I; pasaena/gucka. 3ToT NPoLEecc NoKa He 33BEPLUEH,

Hauate (npogonsuTe) npouecc ceidvac?

Aa | Her

PucyHok 23. Bozo6HoBneHue pacwumcp poBKku aucka

B nosiBuBLLEMCS OKHe (pvc. [uck paciumdpoBaH **') Haxmute OK.

- (A ]
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Mactep cozganmna Tomoe SoftControl DeCrypt >
o CHCTEMHBIA pasgen/auck yCnewHo paclundpoeaH,

PucyHok 24. Iuck pacwmd poBaH

B avanoroBom okHe C NpeasiokeHneM nepesarnycka KIMeHTCKoro xocta Bbibepute [la, nocre ve-
ro cuctema bygeTt oTnpaBrieHa Ha nepesarpysky And 3aBeplieHus npouecca (puc. 3anpoc_ne-

pe3aarpysku cuctembl ).

MacTep cozaanmun Tomos SoftControl DeCrypt

TpebyeTcA Nepesarpyska KOMNbHITERA.

BeinonHuTE & ceduac?

[ &= ][ k=

PucyHok 25. 3anpoc nepe3arpy3ku cucte Mbl

4.4 CmeHa napons

[ns cmeHbl naporns, 3agaHHOro Npu 3anycke WiudpoBaHusi, Bbibepute koMaHgy U3meHuTb na-

pOnb... B MeHio Cuctema (puc. Cmena napons ).

O MW3meHeHWe Napona MAKM KNoHYEBkX $aiince *

Tewkywmil
Ky oK

Napons: | |

OTmena

[]nokazarts napone

HoBwiii

Napone: | |

MNogTeepauTe: | |

|:| MNokasatt napons

Pesum ouwcTrW: | 3 npoxoga (US DoD 5220.22-M) £

PucyHok 26. CmeHa napons

e N—————————————,
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BBeaute Tekywmii naporsb, HOBLIN MNaporb M ero noatrsepxaeHve n Haxvute OK. B okHe O6ora-

LeHMe criyyauHoro nyna nepemelaite Mbilb Ans cbopa criyvyamHbIX AaHHbIX, aHarorMyHo

0eVCTBUAM npwu reHepauunm Kroden ans LIJI/ICppOBaHI/IFI (pI/IC. C6op _cny4arHbiX AaHHbIX OS] CMEHbI

napons ).

*/

l.."_
£
+#

Murwep noBTOpRA:

t

*t

*
¥

o
W
+%
ok

o/
577

e

—%

ts

Lo

51°

+* L

I'II’F
-+

OBorawedwe cnyyaiiHoro nyna

SHA-512

Tekywee Cogep*uMoe nyna

e
I

= .,

-/
l.."_

N

=

v [ Inokaszsigate nyn

L I e

CofpaHo 3HTPONMM W3 NEPEMELLEHNI MbILIM

BAMHO: Xa0THYHD NEPEMEWENTE MEIWE EHYTRM STOM OKHE (YEM SONLIE, TEM
NYUYIE) - 3TO 3HAYUNTENBHO YBENWUNT KPUNTOCTORKOCTE. 3ATEM HasmMmuTe ‘fanee’.

PucyHok 27. Co0op cny4yalHbIX AaHHbIX ANsi CMeHbI

SoftControl DeCrypt bt

o rlEFIEIJ'Ib}"CI'IELLIHD WEMEHEH,

PucyHok 28. Maponb nsaMeHéH

napons

Mocre 3aBepLLeHVs npoLiecca Haxvute flanee (cMm. Bbile %) n OK (puc. MNaporb nsmeHeH 2).

4.5 OGHOBNEeHMe cnUcKa yCTPOUCTB

Bbl MOXeTe M3MEeHWUTb CMUCOK YCTPOWCTB, COCTaBIiEHHbIM Mpu wmdpoBaHMm aucka, 6e3 ero

pacwmdpoBKW. [1519 3TOro nocre usMeHeHuss Habopa ycTpoucTs Bbibepute komaHgy O6HOBUTL

CMUCOK YCTPOUCTB... B MeH0 CucTtema, 1 BBeaute naposb (puc. BBoa napona npu cMeHe noa-

—————.
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KMOYEHHbIX YCTPOUCTB 2*).

BeeguTe napone Toma SoftControl DeCrypt

Mapone:; | | oK

BHIMMAHME: Cnucok ycTpoicTe GyaeT oGHOENEH Ha OTmena
cnucok, cobpanHbil Npn NocnegHed sarpyske
CHCTEMEL

[ nokasate napons

PucyHok 29. BBog napons npu cmMeHe NOAKMYEHHbIX YCTPOUCTB

SoftControl DeCrypt HaxoauT BCe annapaTHble YCTPOWCTBA NOAOEPKMBAEMbIX TUMOB, OBHapPYKEH-
Hble npu 3arpy3ke OC, cunTbiBaeT Ux napameTpbl 1 BblgaeT coobLueHme 06 ycnewHom 3aBeplue-

HUM onepaLm (puc. CNMCoK YCTPOMCTB O6HOBIEH 2*).

DeCrypt >
o Cnncok yeTpofcTs yENELLHT NIMEHEH.,

PucyHok 30. Cnucok ycTpomMcTB OOHOBIEH

4.6 3anyck u3 KOMaHOHOW CTPOKU

Bce onepauunn, nepevncrieHHble B pasgeriax Bblle, MOXHO BbIMNOJIHATL U3 KOMaHaHoM CTPOKM

Windows Buaa:

"<kaTanor yctaHoBku SoftControl DeCrypt>\DcConsole.exe" /<komaHga> [<napameTpbi>]

Bo3moXHbIe KOMaHOb! U X napamMeTpbl nepeduncrieHbl B Tabn. 6.

Ycriosue: BCe Larn BbIMOSHAOTCSA MO4 YH4ETHOW 3anmcbo ¢ NpaBamMu agMyHUCTpaTopa.

- (& ]
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Ta6nuua 6. NMapameTpbl koMaHaHOW cTpoku SoftControl DeCrypt

KomaHpa/lMapameTp [HenctBne/Bo3MOXHbIE 3Ha4YeHUA

/boot-prepare (/newpass naposs |
/newpassfile ¢aiin_c_naposnem|
/cryptpass 640K _3auuppoBaHHbIX OaHHbIX |
/cryptpassfile ¢alin_c_6nokom_3auugpo-
BaHHbIX_OaHHbix) [/ha 1]2|3]|4]|5] [/ea
1|2]3]4|6|7|8|9|10|11]

YCTaHOBUTL 3arpy3yuk CUCTEMbI LUMKPPOBAHUS.

Maponb Ansa wudpoBaHust AMCKa MOXHO 3aaTb CriegyoL M1 Cnoco-

Bamu:

a) yKasaTb siBHbIM 00pa3oM C MOMOLL b0 NapameTpa /newpass;

b) sanucat B darin ¢ nobbim pacwmpeHuem n koguposkon ASCIl n
yKasaTb UMs daina ¢ nomoLl bl napameTpa /newpassfile.
Maporb fomkeH cogepxate namHckue OykBbl a-z, A-Z, undpbl 0-9
n cneuyansHble cuMmBonbl {@#$%A&*()_+.

C) ykasatb 6s10K_3auiugpoBaHHbiX_O0aHHbIX (TEHEpUpyeTCsa  YTUIUTON
DcUtil.exe'2%') ¢ nomolw bl napameTtpa /cryptpass.

d) ykasate ¢alin_c_6s0komMm_3auudpoBaHHseiX_O0aHHbIX (reHepupyeTcs
ymnmton DcUtil.exe'2%) ¢ nomoLbio napameTpa /cryptpassfile.

Ecnu anroputvbl XxawnpoBaHna 1 WndpoBaHUs He 3afaHbl, MCNorb-
3YIOTCH 3HAYEHMS MO YMOMYaHWIO, YKa3aHHble HIKE.

3HaueHus ona anroputMa xawmpoBaHus (napameTp /ha):

1 — SHA-512 (no ymon4aHmio)

2 — Whirlpool
3 — SHA-256
4 — RIPEMD-160
5 — Streebog

3HaveHua onga anroputMa wudposaHus (napameTp /ea):
1 - AES (no ymonyaHmio)

2 — Serpent
3 — Twofish
4 — Camellia

5 — (3ape3epBrpoBaHHOE UMS)
6 — Kuznyechik

7 — Twofish+AES

8 — Serpent+Twofish+AES

9 — AES+Serpent

10 — AES+Twofish+Serpent
11 — Serpent+Twofish

/disk-enc

Havatb WwndypoBaHue cuctemMHoOro pasgena/gucka.

Ecnn npouecc wndpoBaHus Obin NpepBaH, Hanpumep, Npu BblKMoYe-
HUM UMK nepe3arpyske KIMMEHTCKOro XOocTa, TO MOoCrne BKIOYEHUsT Mo-
clegHero oH aBToMatM4yecky Bo3obHOBUTCS.

/disk-dec [/noreboot]

Havats pacmdipoBKy CUCTEMHOro pasaena/ancka.

Ecnm npouecc pacluundpoBkm Gbin NpepeaH, HanpyumMep, Npu BbIKMOYe-
HUM UMK nepesarpyske KIMEHTCKOro XocTa, TO Mocre BKIYEHUs Mno-
cnegHero oH aBToMaTMyeckn Bo30OHOBUTCS.

Ecnm wcnonesyetca napametp /noreboot, TO noOcre OKOHYaHWUS
pacLUMdPOBKN KIMMEHTCKUIA XOCT He ByaeT nepesarpyKeH.

/state

[Mokasatb cocTosHne cuctembl WwndpoBanust SoftControl DeCrypt.

/1lic-set auyeH3uoHHbIU K4

AKTMBMpPOBATb JIMLEH3MOHHBIN K04, MOMyYEHHbIM MpU  MOKYMKe
SoftControl DeCrypt.

R N————,
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KomaHpa/lMapameTp [HenctBne/Bo3MOXHbIE 3Ha4YeHUA

/pw-change (/currpass mekyuuii_napons |
/currpassfile ¢alin_c_mekywum _naponem)
(/newpass HoBbIti_napons |

/newpassfile ¢alin_c_HoBbim_naponem)

M3ameHuTs mekywuli_napoas, UCMOSb3yeMbld ANS 3arpy3ku CUCTEMbI B
CllyYae KpMTM4EeCKOoro nsMeHeHus Habopa annapaTtHbIX YCTPOMCTB. Te-
KyL Ui naporb yKasblBaeTca siBHbIM 06pa3oM (C NMOMOLLL b0 napameT-
pa /currpass) unm yepes ¢alin_c_mekyuum _naposem. HoBbIn naposnb
yKa3biBaeTCcsl SBHbIM 0Opa3oM (C NMOMOLL b MapameTpa /newpass)
unn vyepes ¢aiia_c_HoBeim_naposem.

/pw-change (/cryptpass 6s0k_3auugpo-
BaHHbIX_OaHHbIX |

/cryptpassfile ¢alin_c_6nokom_3auugpo-
BaHHbIX _OAHHbIX )

N3meHuTe naponb, MCMonb3yembld AN 3arpy3ku CUCTEMbI B Crydae
KpUTUYECKOro U3mMeHeHus1 Habopa annapaTHbIX YCTPONCTB. U TekyL i,
W HOBbIM NAposib YKasbIiBAOTCA C MOMOLL b0 OO4HOMO 6/0Kd_3auugpo -
BaHHbIX_O0aHHbIX NN ¢alina_c_6aokom_3auugdpoBaHHbIX_OdHHbIX.

/dev-change (/currpass mekywul_na-
pons |

/currpassfile ¢atin_c_mekywum naponem|
/cryptpass 6/10K_3auu@poBaHHbIX_OaHHbIX |
/cryptpassfile ¢alin_c_6nokom_3auuppo-
BaHHbIX_OaHHBbIX )

Co3gaTtb HOBbIV CMMCOK YCTPOWCTB, MCMonb3yemblx Ans 3arpy3ku OC.
Mapornb ykasbiBaeTcA SBHbIM 006pa3om (C nomoLlbio napameTtpa /
currpass), JYepes ¢aiia_c_mekywyum_ndposem, Yepes3 670K _3auudpo -
BaHHbIX_OaHHbIX NI Yepes ¢alin_c_6a0kom_3auudpoBaHHbIX_OdHHbIX.

/dev-get (/currpass mekyuyuii_naposs |
/currpassfile ¢alin_c_mekywyum_naposem|
/cryptpass 670K _3auudpoBaHHbiX_OaHHbIX |
/cryptpassfile ¢alin_c_6nokom_3auugpo-
BaHHbIX _OAHHbIX )

BbiBeCc™ B XXypHan uHdopmauuio 0 NogKMoYeHHbIX ycTponcteax. lMa-
porb YyKasblBaeTcsl sIBHbIM 06pa3om (C nomowbio napametpa /
currpass), JYepes ¢ailn_c_mekywyum_naposaem, Yyepes 6s0K_3auudpo-
BaHHbIX_O0aHHbIX NN Yepes ¢alin_c_6aokom_3auudpoBaHHbIX_OdHHbIX.

/boot-clear

Ypanutb 3arpy3dnk cuctemsl LwndgposaHua ns OC.

OcTtaHoBUTL npouecc LWndpoBaHus/pacLlNgpPOBKY.

/stop Mocne nepesarpy3ku KNMEHTCKOro XocTa MpepBaHHbIA Npouecc aBTo-
MaTu4ecku BoO30BHOBUTCS.
Mony4ynTs GMoK AaHHBIX AN nepegayn napons.
CreHepupoBaHHOE 3Ha4YeHUe SIBMSETCS OO4HOPAa30BbIM; MOCKE BbINOI-
/seed-get HeHua nobon komaHabl Ha komnbtoTepe ¢ SoftControl DeCrypt nnm no-

crie ero nepesarpy3kM HeOOXOAMMO BbIMOSHUTL KOMaHOy /seed-get
elle pas.

Mpumep: MNornHyto npoueaypy yctaHoBku SoftControl DeCrypt MOXHO BbINONHUTL C MOMOLLBIO Crie-

OYIOLLMX CKPUMNTOB YCTaHOBKU ((bairoB C pacLLMpeHUEM .cmd UIMN .bat).

[ns ycranoBku SoftControl DeCrypt n 3arpysunka cuctembl LWMppoBaHmA:

"<KaTanor ¢ ycTaHoBOYHbIM nakeTom>\SoftControl DeCrypt Setup.exe" /q [/folder "<kaTanor ans ycta-

HOBKM>" ]

"<kaTanor yctaHoBku SoftControl DeCrypt>\DcConsole.exe" /boot-prepare /newpassfile <dain_c_napo-
nem>

® Ecmwv ons koMaHgbl /boot-prepare Mcrnonb3yeTca napameTp /newpass, MAPOSb ANA LWAPO-

BaHus/pacumppoBKkn aucka BydeT nexaTb B dpaunre CKpunta Ui B XypHarne coObiTui B

OTKPbITOM BUAE.

[ns NpoBepKM COCTOSIHAS CUCTEMbI U 3anycka npouecca LWMPOoBaHUS (CKpPUMT 3anyckaeTcsi no-

—————.
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Crie nepesarpy3ku KImeHTCKOro XOCTa)I

"<kaTanor yctaHoBku SoftControl DeCrypt>\DcConsole.exe" /state

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /disk-enc

i KoMaHaa /disk-enc HAYHET BbINONHATLCS (T.€. MPOLIECC LWMAPPOBAHMS 3anyCTUTCS ), TONMbKO
€CIv Kof BOo3BpaTa KOMaHObl /state — S.MNT (Mounted). B MpoTMBHOM cryyae ckpunT Bbl-

AacT oLmOKYy.

MpoBepuTb COCTOSIHME Mpolecca LMPOBAHMA MOXHO C MOMOLLLI KOMaHObl /state (KOO BO3-

BpaTa Nnpu 3aBepLUEHNN — S.FULL_ENC (Fully encrypted)).

4.7 XypHanbl

B SoftControl DeCrypt peamm3oBaHo NpOTOKONMPOBaHUE COOLITUM N CTATyCOB MPOrpaMmbl B XKyp-
Han coObITMA. CTaHOapTHBIN dhann XKXypHarna Co4epPXXUT CIMCOK YCTPOUCTB 1 yBEOOMSIEHNS O criedy-
FOLLKIX COObITUAX:
* AI3meHeHMne Habopa annapaTHbIX YCTPOUCTB — OOHO YCTPOMCTBO HE OBHAPYKEHO.
» Kputnyeckoe nameHeHne Habopa annapaTHbIX YCTPOUCTB — [Ba YCTPOWCTBA He
0BHapyXeHbl.
= 3arpy3kKa c napornem.
* BbinONHEHNEe OCHOBHbIX (PYHKLUMN CUCTEMbI: LmdpoBaHMe/paclLMpoBKa CUCTEM-
HOro pasferna wim aucka, yctaHoBKka/yganeHue 3arpysdvka cuctemMbl LWMGOPOBAHUA, U3Me-
HeHve naporns, usMmeHeHue Habopa annapaTHbIX YCTPOWCTB.
CTaHgapTHbIM thanr xXypHara JOCTYNeH Mo crieyroLwemMy nyTu:
C:\Windows\DecryptLog.log
PacumpeHHas nHpopmauma o cobbITUAX CUCTEMbI LLMCPPOBAHMA M MPUYMHAX HEeYOA4yHOro 3aBep-
LLeHVA onepauui cogepXntca B noapobHOM dhanre XypHara, KOTOpbI JOCTYNEH Mo CrieayroLlemy
nyTu:
C:\ProgramData\DeCrypt\DeCrypt.log
Ona obowux tvnoe cpamnos B SoftControl DeCrypt nopaepxmBaetca poTtaums, nomoraroLlas
KOHTpOSmpoBaTb MX pa3mep. PoTaumsa no3sonsieT gopmmpoBaTh anrbl, aBToMaTU4eCckn pasoun-
BaeMble Ha WOEHTUYHbIE MO0 CBOVM NapamMeTpam 4YacTv Buaa:
» DeCryptLog(rotated dd.mm.yyyy).log ona ctangapTHbIX hbannos, rae dd.mm.yyyy — aata
poTauum hanna;

= DeCrypt.log _old1, DeCryptlog old2 v T.n. ana nogpo6bHbIX hansios.

- (& ]
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Jlumut no pasmepy hanina xypHarna, no JOCTWKEHUN KOTOPOro npoucxoaut poTtauusi, — 100M0.
Mpumeyanve. dybrmpytoumecs USB-Hakonutenm ykasbiBaloTCA B CTaHAApTHOM chawne XypHana
DecryptLog.log OAMH pa3. OgHako ecrm y Asyx USB-HakonuTenen ogmHakosble napameTtpbl VID u
PID, HO OAVH 13 HX UMEET CEPUIHBLI HOMEP, a APYron — HET, TO B (hawne xypHarna 6yayT yKkasaHbl

oba ycTpowcTtsa (3anvcu 6yayT aybrmpoBaTtbes).

4.8 CnNnMCOK UTHOpPUPYEMbIX YCTPOUCTB U OTNOXEHHbIU 3anycK

Ecrmm K KIMEHTCKOMY XOCTY MOAKMOYEHbl YCTPOWCTBA, MHULMAnM3auusi KOTOPbIX MPOUCXOAMUT

Me[neHHO, CyLLecTBYeT ABa crnocoba ontummsaumm ero paboTbl:

A. OTnoxutb 3anyck 3arpy3dvka cuctembl WmpoBaHua (3agatb 3agepxky npu 3arpyske OC). B
3TOM crnyyae obLuee BpeMs 3arpy3Kku KIMEHTCKOro XocTa yBEMIUTCA.

B. MrHopupoBaTb 3T ycTponcTBa npu popmMmpoBaHUM UM OOHOBEHMM CMMCKa YCTPOWCTB. B
9TOM Crly4ae BpeMs 3arpyskn He U3MEHUTCS, OOHAKO UCKIIOYEHHbIE YCTpOWCTBa He ByayT Tpe-

boBaTbCs ANA pacLLmMEPOBKM AUCKA.

[ns BHeceHuss USB-Hakonutenen B CIUCOK UrHOPUPYEMbIX YCTPOWUCTB BbIMOSHUTE ONUCAHHbIE HW-

K& OeNCTBUSA:

1) Havgute B XypHane DeCryptlLog.log (pPacrnorfioxXeH Mo cregylowemy nyTh:  C:\Windows
\DeCryptLog.log) NOEHTUUKATOP TOro YCTPOUCTBA, KOTOPOE HE AOSPKHO NpoBepATbes. USB-Ha-
KOMUTENM YKa3blBaOTCS B XXypHare B popmMaTe VID_PID_SERIALNUMBER.

YcnoBwve: 3anicb 6yaeT npucyTCTBOBaTb B JiOre, TONbKO €CIiv YCTPOWCTBO OBHAPYKMUIOCh XOTS
Obl NPy O4HOW 3arpy3Ke KIMEHTCKOro XocTa.

2) 3anyctute komaHaHyto ctpoky Windows ¢ npaBamu agmuHuctpatopa. Nogknounte EFl-pasgen
K AVCKY C MOMOLLBIO CrieaytoLleit KoMmaHabl:
roe u: — Ha3BaHWe gucka Asist NOAKMOYEHUS!.

3) OTtkpouTte B BriokHOTE ¢hain ¢ HAaCTPOMKaMM C MOMOLLHO CrieayroLen KoMaHab!:

notepad.exe u:\EFI\DeCrypt\DcsProp

4) 3ameHuTe B (hanine CTpoKy
<config key="BlacklistDevices"></config>
Ha
<config key="BlacklistDevices">ycTpoincTBOl;yCcTpONCTBO2;...;yCcTpoUcTBON</config>

raoe yctpoictsoN — MOSHbIN MOEHTUGMKATOP YCTPOMCTBA (KaK yKa3aHo B XXypHarne) um HavanbHas

R N—————.
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YyacTb uaeHTudmKaTopa n macka * (naTmHckme OykBbl, LMpbl U CMMBOM NOAYEPKUBAHUS).
[Mpumep:
<config key="BlacklistDevices">13FE_4200_P16019100703681B1EDD8A13;0EOF_*</config>

5) O6HOBMTE CNMCOK YCTPOMWCTB C NMOMOLLBIO CrEaYIOLLEN KOMaHabI:

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /dev-change /currpassfile <¢awn_c_te-

KywWwum_naposiem>

Utobbl 3agaTb BpeMsi 3agepku npu 3arpyske OC, BbINOMHUTE Crieayloupe AencTBuA:

1) OTkpowTe hann ¢ HacTporKaMm C MOMOLLBIO CrieaytoLLE KOMaHAbI:

notepad.exe u:\EFI\DeCrypt\DcsProp

2) BbicTaBuTe Ans napamMmeTpa UsbInitDelay TpeByemoe 3HauYeHme 3a4epxkn (B CEKyHOAX).

4.9 lNeHepauusa 3awmMcppoBaHHbIX AAaHHbIX

Yturmra DcUtil.exe npegHasHaveHa Ansa reHepaummn 6110koB 3almdpoBaHHbIX AaHHbIX. [pu aBTo-
MaTusauum ynpasrieHns cuctemon wudgpoBanua SoftControl DeCrypt ¢ nOMOLWBO CTOPOHHMX

CpeacTB JaHHaA yTurnnta no3sosideT BGe3onacHo nepecblsiatb NMNaposin.

YTtunura sxogut B guctpubytms SoftControl DeCrypt, ogHako He ycTaHaBfMBaeTCs Ha KOMMbOTEP
BmecTe ¢ SoftControl DeCrypt. [Jna paboTbl ¢ Hen ee HEOBXOOUMO CKOMMPOBATb BPYYHYIO Ha

ynpaBisoLLmMA KOMMNbIOTEP.
MocrnepoBaTensHOCTL AencTBM Npu paboTe ¢ DcUtil.exe onncana Hke.

1) 3anyctute ¢ ynpaBnaoLWwero koMmnbtotepa Ha komnetoTepe ¢ SoftControl DeCrypt cregytoLyto

"<kaTanor yctaHoBku SoftControl DeCrypt>\DcConsole.exe" /seed-get

PesynbTaTt BbINOSHEHNA KOMAHAbI — OAHOPA30BbIM OMOK 32w pOBaHHbLIX AaHHBIX BUAA:
242d3695c45b5. . . 9fch
2) Ckonupyite 610K AaHHbIX Ha YNPaBis oLy KOMMbIOTEP.

3) 3anyctute Ha ynpaBnaoLEM KOMMbIOTEPE KOMaHAy BMaa:

"<kaTanor c¢ DcUtil.exe>\DcUtil.exe" /<KkomaHga> [<napameTpbi>]

PesynbTaT BbINOMHEHWUA KOMaHObl — OAHOPAa30BbIN 650K 3almMEPOBaHHBIX OAHHBIX (3HaueHu-
e_seed) BUaa:
bb4e@5cdc6c6bcad4506badce81fd7791Fa9cdf 0. . .4258527h

4) 3anyctute C ynpasrsiolero komnetotepa Ha komnbtoTepe ¢ SoftControl DeCrypt Tpebyemyto

-
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2 o
komaHgdy (cM. Tabrmuy Bbile 2°), nepeaB B KayecTBE Maporisi NoMyudeHHbIi B n. 3) 6rok 3a-
LLMCPPOBAHHBIX AAHHbBIX.
Bo3moxHble komaHabl Ana yturmtel DcUtil.exe v nx napameTpbl nepeyvmcrieHbl B Tabn. 7.

YcrioBue: BCe Lwarn BbIMOSHAOTCSA MO YH4ETHOW 3anmcbo ¢ NpaBamMu agMyHUCTpaTopa.

Taobnuua 7. MapameTpbl kKomaHaHoW cTpoku DcUtil.exe

/help BbiBECTM CNUCOK KOMaHA,

3awmdpoBats TeKyL MR U/UK HOBbINM Maponb. lMapornb MOoXHO 3agatb

crnegyoLwmmmn crnocobamu:

/erlcr‘yptpasswor‘ds [/cur‘r‘pasvs MeKy-  |a) ykasatb ABHbIM 06pa3oM mekyuutli_napoas N HoBeili_naposs. dopmar

wuti_naponb] [/newpass HoBbIli_naposs | 3371aHMs NAPONsi CM. Bbiltie 25

(/seed 3HauyeHue seed| = .

/seedfile gaiin_co 3HaueHuem_seed) b) ykaszatb 3HauyeHue_seed, creHepupoBaHHoe ytunuton DcConsole.exe

(cMm. Bblwe %), ¢ noMoLLblo napameTpa /seed.

C) yKasatb ¢aiin_co_3Ha4vyeHuem_seed, CreHEpPUPOBAHHLIN YTUIIUTON

DcConsole.exe, c nomoLL bio NapameTpa /seedfile.

4.10 UcTteyeHue nnueH3nm

Mocrne uctevenna nmuensmmn SoftControl DeCrypt nepectatoT paboTtaTth criegyroupe OyHKUMM Cu-

CTeMbl LWMPPOBAHUSA:

® YcTaHOBKa 3arpysyvika cuctembl LWmppoBaHua.
¢ |lindppoBanre gucka.
® Co3aaHune HOBOroO CrncKa YCTPOWCTB, UCNOSb3yeMblx Ans 3arpyskm OC.
* I3meHeHve naporns, ucrnosnb3yemoro Ans 3arpyskm OC B criydyae KpUTUHECKOro M3MeHe-
HUsi Habopa annapaTHbIX YCTPOUCTB.
[Mpw NOMbITKE BbINOSMHUTL OOHY U3 MEepeYnCrieHHbIX Bbllle onepaumn BblgaeTca cooblueHre ob umc-

Te4YeHUn nMueH3nm ¢ npenrioXxeHnem BBEeCTU JIMLEH3MOHHBI KITOM.

OctanbHble dyHkuum SoftControl DeCrypt (pacumdpoBka gucka, yaaneHue 3arpysdvka v ap.)

OCTaroTCA OOCTYMHbIMW.

— &
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O6HossneHue SoftControl DeCrypt

5. O6HoBneHune SoftControl DeCrypt

B naHHoM pasgerne onucaHbl Heobxoaumble genctama no obHosrieHno SoftControl DeCrypt:

=  0GHOBNEHVe B 06bIYHOM pexmvme >";

= 0GHOBIEHVE B TUXOM pexume 7.

[ .
J OGHOBrEHVE MOXHO MPOBOAWTH, HE PACLLMKPOBbLIBAS CUCTEMHBIN ANCK.

5.1 O6bHOBNEeHMe B OOLIYHOM pexXnme

1) 3anyctute yctaHoBouHbIN NakeT SoftControl DeCrypt Setup <product version>.exe Bepcuu, Ha
KOTOPYIO HEOBXO0aUMO NPOM3BECTN OBHOBIIEHME.
2) B cnyyae Bawero cornacus, Boibepute napametp | accept the license terms (A npuHumato

YCIOBWS NMLIEH3VOHHOTO cornaluermst) n Haxxmure Next (puc. JlnueHavoHHoe cormaterve ).

0 SoftControl DeCrypt Setup 6.0.0 — >

Please read the license terms e
“You must accept these license terms before you can use, extract, or install SoftContrel DeCrypt.

DaCryps

IMPORTANT. By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please click the "arrow down’ icon to see the rest of the license.

standard End User License Agreement ~

MNOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE AGREEMENT
("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE ("SOFTWARE") PRODUCED BY
PROTECTION TECHNOLOGY, LLC (hereinafter - PROTECTION TECHNOLOGY, LLC).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT DOWRNLOAD,
INSTALL OR USE THIS SOFTWARE.

1. Subiect of the Agreement. Subject to the payment of the applicable license fees, and
subject to the terms and conditions of this Agreement, PROTECTION TECHNOLOGY, LLC
hereby grants to you & non-exclusive, non-transferable right to use one copy of the |,

| accept the license terms

< Back Cancel

PucyHok 31. JluueHsnoHHoe cornalieHue

3) BuiGepute Tpebyemyto onumio B okHe Wizard Mode v HaxmuTe Next (puc. BbiGop pexuma 22).

-,
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) SoftControl DeCrypt Setup 1.0.39

Wizard Mode

Select one of the modes. If you are not sure which to select, use the default mode.

DaCrypr

(®) Update

or you use a hidden operating system.

SoftCantral

Note: You can upgrade without decrypting even if the system partition/drive is encrypted

= Back

Cancel

PucyHok 32. BbiGop pexuma

4) Bbibepute Tpebyemble onuum B okHe Setup options nHaxmute Update (prc. Boibop onuumin 22).

) SoftControl DeCrypt Setup 1.0.39

Setup Options

Here you can =et various optiens to centrol the installation process.

>

o

DaCrypr

C:\Program Files\SoftControl DeCrypi

Install for all users
Add SoftControl DeCrypt to Start menu
|:| Add SoftControl DeCrypt icon to desktop

Create System Restore point

SoftCaontral

The SeftContrel DeCrypt program files will be upgraded in the location where SoftControl DeCrypt
is installed. If you need to select a different location, please uninstall SeftControl DeCrypt first.

Browse...

[~Back " Update . {

Cancel

PucyHok 33. BbiGop onuui

5) [loxaureck OKoH4aHWsA npoLecca obHoBrenus (puc. Mpouecc o6HoBnerus ).

——————.
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) SoftControl DeCrypt Setup 1.0.39 — b4

Installing o

Please wait while SoftControl DeCrypt is being installed.

[=Sr=Free

= Back Next » Cancel

PucyHok 34. lNMpouecc o6HoBNeHUs

6) Nocrne nogasnenna coobweHuss SoftControl DeCrypt has been successfully upgraded

(YctaHoBka SoftControl DeCrypt 3aBeplieHa) Haxmute Finish (puc. 3aBeplueHre obHoBReHus
33
).

) SoftControl DeCrypt Setup 1.0.39 — b4

SoftControl DeCrypt has been successfully upgraded o

“fou can click Finigh anytime to close the installer. o
Rl

= Back Cancel

PucyHok 35. 3aBeplueHne o6HOBNEeHUA

7) B guanoroBomMm OKHe C npeasrioxXeHuem nepesanycka cuctembl Bblbepute [alYes, nocrne yero
cuctema OygeTt oTnpasrieHa Ha nepesarpysky 4ns 3aBeplieHMs oOHoBreHust (puc. 3anpoc ne-

pe3arpysku cuctembl ).

IS———————————s—
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SeftControl DeCrypt Setup
SoftControl DeCrypt has been successfully upgraded. However, before
you can start using it, the computer must be restarted.

Do you want to restart it now?

Yes No

PucyHok 36. 3anpoc nepe3arpy3kum cucteMbl

5.2 OGHOBNEHNE B TUXOM pexnme

YcroBue: BCe Larn BbINMOMHATCS NOA YYETHOM 3anvcbio C NpaBaMmn agMuHucTpaTopa.
1) Ckonupyite yctaHoBOYHbIM nakeT SoftControl DeCrypt Setup <product version>.exe Bepcum,
[0 KOTOpPOW He0BXxo0aUMO Npom3BeCTU OBHOBIEHME, B KAKOW-NMBO KaTaror KIMMEeHTCKOro XocTa.

2) 3anycTtute KoMmaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

"<KaTanor c ycTaHoBo4YHbM nakeTom>\SoftControl DeCrypt Setup <product version>.exe" /q

[na koppekTHon paboTbl komnoHeHTa SoftControl DeCrypt nocrne oGHOBMEHMSI B TUXOM peXume

nepesarpysure BPY4HyH onepaumoHHy0 cuctemy. 3To Heobxoaumo a5t OGHOBMEHMA apanBepa.

.
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Y0aneHue SoftControl DeCrypt

6. YoaneHue SoftControl DeCrypt

B naHHom pasgerne onucaHa npoueaypa gevHetansauum SoftControl DeCrypt:

* B 06LIYHOM pexVMe (C MCNOoNMb30BaHNEM MHTepderica Nonb3oBaTens) > ;

* B TMXOM pexume .

i Mepen ypaneHnem SoftControl DeCrypt Heobxogumo pacumdpoBaThb 20 cogepxvmoe

avcka. B npoTuMBHOM criyyae BOCCTAHOBUTL €ro CoaepXXMMoe GyaeT HEBO3MOXHO.

6.1 YpaneHune B 0ObIYHOM pexume

1) Adna  OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012, Microsoft® Windows® 10, Microsoft®
Windows® Server 2016: B NaHerm ynpasrnieHus Windows B pasaerne MNMporpammbl (Programs)
— Ypanutb nporpammy (Uninstall program) Beibepute SoffControl DeCrypt n Haxxmute Ypa-
nntb (Uninstall).

2) B nosiBuBLLEMCS OKHe HaxxmuTe YaanuTb (puc. MoaTeepkaeHre yaanenvs nporpammbl ).

O SoftControl DeCrypt Setup - x

Hasmure Yoanure’, yTobbl yganute SoftControl DeCrypt us 3Tol cucTEMBI.

Co3gaTh TOMKY BOCCTAHOENEHWA CHCTEMbI YoanuTe OTmeHa

PucyHok 37. NMoaree pxxaeHue yaaneHUa nporpamMmbl

[Mpumeyanve: Ecrm Bbl fobaBnsamm kakue-nmbo dannbl B nanky ¢ SoftControl DeCrypt, oHa He
OyneT yaaneHa.

Haxxmute FoTOBO O/19 3aBepLUeHVst yaaneHus nporpammbl (pyc. 3aBepLueHre yaaneHuss npo-

— e &
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rpamMmbl >%).

O SoftControl DeCrypt Setup - x

Hasmure Yoanure’, yTobbl yganute SoftControl DeCrypt us 3Tol cucTEMBI.

YaaneHwe CWindows\system32\Drivers\DeCrypt.sys ~
¥panexne C:\Program Files\SoftControl DeCryptiLanguages

Yaanedwe C\Program Files\SoftControl DeCryptidocs

¥aaneHwe C\Program Files\SoftControl DeCryptiDcConsole. exe

¥panexne C\Program Files\SoftContrel DeCryptiLicenseWrapper.dll

¥Yaanedwe C\ProgramData'MicresefiVWindows\Start Menu\Programs\DeCryptiDeCrypt.Ink

¥YaaneHwe C\ProgramData'Microsefiindows\Start Menu\Programs\DeCryptiDeCryptExpander.ink
¥panexne C\ProgramDatatMicrose fiiVWindows\Start Menu\Programs\DeCryptDeCrypt Website url
Yoanenwe C\ProgramData'MicresefiWindows\3tart Menu\Programs\DeCryptiUninstall DiksCrypt.Ink
¥aaneHwe C\ProgramData'Microsofivindows\Start Menu\Programs\DeCrypt

¥panenne Ci\Users\Public\Deskiop\DeCrypt.Ink

¥AaneHne OTHOCALMXCR K NPOTPaMME BaHHbLIX

Yaanenwe Chlzersvadministratoriappbata\RoamingtDeCrypfiFavorite Wolumes.xml

Yoanenne C\Users\Administrator\AppData\Roaming\DeCrypt\Default Keyfiles xml

Yoanedwe Cillsers\AdministratoriApplata\Roaming\DeCryptiHistory.xml

Yaanenuwe ChlzersvadministratoriapplatatReamingtDeCrypiiConfiguration.=ml

Yoanexne CiUsers\Aidministrator\AppData\Roaming\DeCrypt\System Encryption.=xml

¥Yoanedune Cilsers\Administratoriapplata\Roaming\DeCrypt

YaaneHwe C\ProgramData\DeCrypt\Original System Loader

¥oanexne C\ProgramData\DeCrypt -

Co3gaTh TOMKY BOCCTAHOENEHWA CHCTEMbI ToToso OTmena

PucyHok 38. 3aBepLueHue yaaneHus nporpamMmbl

6.2 YpaneHune B TUXOM pexunme

YcrioBue: Bce Lwaru BbIMOSHAOTCSA MO YH4ETHOW 3an1cbo ¢ NpaBamMu agMyHUCTpaTopa.

3aI'IyCTI/ITe KOMaHOHYHO CTPOKY Windows 1 BbINonHuTe crieayrLlyro KoMmaHay.

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\SoftControl DeCrypt Setup.exe" /q /u

EE——————————————————_——————-
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7. TexHn4yeckas noggepxka

Mpn BO3HMKHOBEHMM BONPOCOB MO YCTaHOBKe, HacTpovike n pabote SoftControl DeCrypt Bbl Moxe-

Te 0OpawaTbCA B TEXHUYECKYHO NOAAEPKKY MO SMEKTPOHHOM noyTe support@safensoft.com.
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8. MpunoxeHue

8.1 HacTtpowmka pasgena gucka

B panHoMm pasgene npepcTtasrieHa obuw@pa vHopMauma no NOoAroToBKe MepBOro pasgena cu-
ctemHoro gucka ans yctaHoBku SoftControl DeCrypt. MHpopmauma Hocut pekoMeHaaTernbHbIn
XapakTep U MOXeT NPUMEHSATLCA B Crlydae BO3HWKHOBEHMA oumbok mnpu yctaHoBke SoftControl
DeCrypt.

Ecrm nictannstop SoftControl DeCrypt BbigaeT owmbky 0 HexsaTke cBOGOAHOrO MecTa Ha AuCKe,
MO>HO BbIMNOSHUTL Crieaylouye OENCTBUS.

YcrnoBue: BCe Larn BbINOSHAKTCS NO4 YYETHOM 3anvcbio C NpaBaMmn agMuHucTpaTtopa.

Kak npaBwrio, nepsbiv pasgen Ha avncke 3apesepsupoBaH Windows noa BOCCTaHOBIEHVE CUCTe-
Mbl 1 HE UCMOSb3yeTcs NP 06bIYHOM paboTe cucTeMbl. Takon pasaen MOXHO yaarmTb. [na aToro
3anyctute KoMmaHaHyto cTpoky Windows v BbINOMHUTE CrieAyoLLy0 KOMaHay:

B oTkpbiBLLENCS OCHAcTke YnpaBneHue KOMnbTEpPOM Bbibepute NyHKT YnpaBneHue aucka-
mu. LLlenkHnte no nepBomy pasaeny npaBoW KHOMKOW Mbium 1 Bbibepute Yaanutb ToMm.... Crie-

OYUTE VHCTPYKUMAM B NOSIBMBLLEMCSI OKHE ANs yaarneHust pasaena.

i [laHHy10 onepaumio MOXHO BbINOSHATL, TONIbKO ECIN Bbl YBEPEHbI B OTCYTCTBMM B NEPBOM
pasgene aucka BaKHbIX AaHHbIX, U €Crv NMPU HapyLLEHUM paboTbl OnepauyoHHOM CUCTEMbI
HET HeobxoaMMOCTM BOCCTaHaBMMBaTb €e C CMCTEMHOro aucka. Ecrm nocre yganeHus
pasgena Bam notpebyeTcss BOCCTaHOBUTL OMEPaLMOHHY0 CUCTEMY, Bbl MOXeTe caenatb

370, 3arpy3uB ee ¢ USB-HakonuTens uim onTM4eCcKoro aucka.

Ecrm nHpopmaumo HeobxoaMmMO COXpaHUTb, BOCMOSb3YUTECH OOHOM M3 MpOrpamMm yrnpasBrieHust
Avckamu, YToObl YMEHbLMTb pasaen v nepeaBuHyTb ero OT Havyarna ancka Takum obpasom, 4ToObI
nepen HMM obpasoBarnocb cBoboaHoe npoctpaHcTBO Ans yctaHoBku SoftControl DeCrypt. MNpu-
Mepbl TaKvX NporpamMm:

® GParted (live-cd);

® Acronis Disk Director;

® Paragon Partition Manager;

® EaseUS Partition Master;

¢ Windows Image Backup;
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* Clonezlla;
* GParted;
® Acronis True Image;
* HDClone.
Mpumevanve. Ecrm Ha Bawen OC nepBbin pasgen He oTobpaxkaeTca B ocHacTke YnpaBneHue

KOMMNbHOTEPOM, Bbl MOXETE UCMNOJIb30BATb YTUIUTY KOMaHOHoMn CTPOKMU diskpart.exe.
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