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YBa)xaemMbliil nonb3oBatesb!

000 "APYOUT CEKBIOPUTU" 6narogaput Bac 3a 10, uto BbIGpanu npogykt SoftControl DLP Client. Cneunanuctsl
KOMMaHWKM nocTtapanvck, 4Tobbl Halle nporpammHoe obecneyeHne OTBEYarno cambiM BbICOKMM TpeboBaHusIM B obrna-
CTV 3aLL nTbl MHCpOpMaLMK U B TO ke BpeMsl Bbino NpocTbiM 1 yAo6HbIM B pabote. Mbl Hageemcs, yto SoftControl DLP

Client 6yneTt Bam noneseH.

ABTOPCKVE MNMPABA

Matepuansl, npuBeAeHHbIE B HACTOsILLLEM AOKYMEHTe, ABnsitoTcsa cobctBeHHocThio OO0 "APYOUT CEKBHOPUTU" u
MoryT GblTb UCMONb30BaHbl TONbKO AN NWYHbLIX Lenei npuobpetaTtens NpoaykTa. 3anpelyaeTcsi BOCNPOU3BELEHME
OTAENbHBIX YacTel LOKYMEHTa, BHECEHME NPaBOK, pa3MeLLeHne Ha CeTeBbIX pecypcax, pacnpocTpaHeHue B mobon
copMe (B TOM Yucrie B NepeBoae) Ha ByMaxkHbIX U SMEKTPOHHLIX HOCUTENSIX, NMOCPEACTBOM KaHamnoB CBS3V U CPEACTB
MaccoBOW MHdOpMauuM Unn Kakum-nmbo apyrum cnocobom 6e3 cneumansHOro MMCbMEHHOrO paspeLleHns KoMMnaHum
N CChIKM Ha UCTOYHUK.
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CEKBIOPUTU" He HECET OTBETCTBEHHOCTM 3a HETOYHOCTU W/MNM OLIMGBKKW, AOMyLlEeHHbIe B JAHHOM JOKYMEHTe, 1N BO3-
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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl DLP Client npegHa3HayeH ona KOHTPOSss AEWUCTBMI Monb3oBaTernien KoprnopaTvBHOM
ceTn n obecnevrBaeT MHPOPMALMOHHY0 6Ee30NacHOCTb KOMMaHWM MyTeM 3aumTbl OT MHCaWaep-
ckmx nHumpeHToB. SoftControl DLP Client ocywecTtenseTt cbop gaHHbIX 06 akTMBHOCTU MNOSb30Ba-
Tenen, no3sosisas cryxbe 6e30nNacHOCTN BECTU MOJSIHOLEHHbI MOHUTOPUHI AOCTYMNa nepcoHarna K
MHpoOpMaLMKM, NPeacTaBAOWEN KOMMEPYECKYID TarHy, U OPYrMM KOHUOEHUMAbHLIM JaHHbBIM.
[MonyyeHHble OTYETbI MOFYT CIYYKUTb UCTOYHMKOM OJS11 PETPOCMNEKTUBHOINO aHarmsa 3aumtbl OT
yTeyek uHpopMauum, KOHTPoss 3dEKTUBHOCTM UCMONb30BaHMA pabovero BpeMeHN 1 apyrom

aAHAIINTUKI.
1.2 BO3MOXHOCTH

SoftControl DLP Client npegocTtaBnsieT criegytoupe 0CHOBHbIE BO3MOXHOCTM MO cOOpY AaHHbIX:
= HabnoaeHue 3a pecypcamm hannoBon CUCTEMbI, CUCTEMHOIO peecTpa 1 CeTeBOW akTUBHO-
CTbHO:
* forvpoBaHve Nobbix onepauun (4TeHre, co3gaHve, nepeMmeHoBaHue, usMeHeHue, yaarne-
HMe) ¢ o6 bekTaMm hannoBon CUCTEMbI U CUCTEMHOIO PEECTPA;
® forvpoBaHve aaHHbix B HTTP-Tpaduke;
® Cco3JaHve TEHEBbIX KOMu HabrmogaeMbiX 0ObEKTOB;
® 3axBaT CHYMKOB 3KpaHa npu BO3HWKHOBEHUM Habrogaemblx COBbITUNA.
*  MOHUTOPUHI BpeMeHU paboTbl C NPUIOXKEHUAMM:
® riorMpoBaHve BpEMEHU Hayarna u oKOH4YaHns paboTbl C NPUMOXKEHNEM.
=  MOHMTOPUHI nepucdepUUHbLIX YCTPOMUCTB:
® pervcTpauua nepedHs nepugepunHbIX yCTPOUCTB CUCTEMBI;
* riorMpoBaHue 4obaBreHust U yganeHns yCTPOWCTB 13 CUCTEMBI.
» 3anucb TeKcTa, BBEAEHHOrO C KflaBuaTtypbl:
® riorMpoBaHuve daTbl 3anncy 1 TEKCTa, BBEAEHHOIO C KIaBuaTypbl, B JIOO0M MPUMOXEHWN.
= OtcnexuBaHue channos, oTNpaBsiseMbiX Ha NevyaTb:

® fiorMpoBaHwue nyTu k doainy, BpeMeHM nevaT M onmMcaHyst UICTOYHUKA NneYaTu.

- ]
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BeedeHue

1.3 YcnoBHble 0603Ha4YeHUA U TePMUHbI

1.3.1 O603HauYeHusd

YcrnoBHble 0603Ha4YeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHUsA

Mpuwep 0603HayeHus

i BaxxHasa nHdopmaums.

Ycnosue YcnoBue BbINOSTHEHWS, npumedyaHue, npumMmep.

— 3arofioBKM U COKpaLL eHus;
O6HOBUTL — Ha3BaHVs 3KPaHHbIX KHOMOK, CCINOK, MYyHKTOB MEHI0, OPYruX 3feMeHToB
nporpamMmMHOro nHTepgerca.

TEPMUHbI (omnpeaeneHust);

lMonumuka KoHmMposns — UMeHa annoB 1 apyrnx OObEKTOB;
— TEKCTbl COOBLL eHNA, BLIBOAUMBIX MOMb30BaTErto.
C:\Program Files\SoftControl MMyTn K garinam, kaTtanoram, Krno4Yyam CUCTEMHOro peecTpa.

2NN Rk R ANS AR W EVAVI S ESKEISN O WA D parMeHTb! MPOrpamMMHOTO Kofa, KOMaHHbIX 1 KOHAMIY paLMOHHbIX hairos.

<katanor ycTtaHoBku SoftControl DLP
Client>

Mpunoxetue 5 Cchbifnkn Ha BHYTPEHHWE pecypchl (pasaernbl JOKYMEHTa) C ykazaHueM Homepa|
CcTpaHuUbl N Ha BHewHWe pecypcbl (URL-agpeca).

Mona ana sameHbl yHKUMOHANbHbBIX Ha3BaHWA (aKTUHECKMMN 3HAYEHUAMM.

1.3.2 Noccapum

CpeacTtBo BbIMUCIIUTENBHON TEXHUKKN (pabovasi cTaHUMs, cepBep, TepMMHan camo-
obcnyxmBaHus), Ha kotopom yctaHoBneH SoftControl DLP Client.

KnueHTtckun xocT

ISS———————————
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SoftControl DLP Client Bepcus 6.1.398 Pykogodcmeo ro ycmaHoeke
Tpe6osaHusi K anrnapamHoMy U poepaMMHOMY 06eCreYeHUIo

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl DLP Client

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA

O6bem cBo6OA-

Horo npo-
YacroTa L|M? P

CTpaHCTBA Ha
XXeCTKOM AUCKe

KnueHTtckue one PaLuNOHHbLIe CUCTEMbI:

Microsoft® Windows® XP (SP2) 64-paspsdHasi® 800 Ml'y 512 Mb
Microsoft® Windows® XP (SP3) 32-paspsidHas? 800 MI'y 512 Mb
Microsoft® Windows® XP Embedded (SP3) 32-paspsdHas’ 800 MI'y 256 Mb

Microsoft® Windows® Embedded for Point of Senice 1.0 32-pa3psd-| 800 MI'y 256 Mb
Hasi?

Microsoft® Windows® 7 (SP1) 32-paspsdHas® 11y 1Tb
Microsoft® Windows® 7 (SP1) 64-pa3psdHas® 1My 2Tb
Microsoft® Windows® 8 32-paspsioHasi 1My 1B
Microsoft® Windows® 8 64-paspsidHas 1My 2Tb
Microsoft® Windows® 8.1 32-pa3psidHasi 11y 1TB
Microsoft® Windows® 8.1 64-paspsdHas 1My 2Tb
Microsoft® Windows® 10 32-pa3psidHas 1My 1B
Microsoft® Windows® 10 64-pa3psiOHasi 1My 2Tb
Microsoft® Windows® 10 loT Enterprise 32-paspsdHas 11y 116 20 MB
Microsoft® Windows® 10 loT Enterprise 64-pa3psidHas 11Ty 2Tb
Microsoft® Windows® 11 64-paspsidHasr® 11y 4TH
Microsoft® Windows® 11 loT Enterprise 64-pa3psdHas® 1My 4Tb

CepBepHble onepauuoHHble CUCTEMbI:

Microsoft® Windows® Server 2003 (SP2) 32-paspsdHas?® 800 MI'y 512 Mb
Microsoft® Windows® Server 2003 (SP2) 64-paspsdHasi® 800 MI'y 512 Mb
Microsoft® Windows® Server 2003 R2 (SP2) 32-paspsdHas?® 800 MI'y 512 Mb
Microsoft® Windows® Server 2003 R2 (SP2) 64-paspsdHas’ 800 MI'y 512 Mb
Microsoft® Windows® Server 2008 R2 64-paspsdHas* 1,4 My 512 MB
Microsoft® Windows® Server 2012 64-paspsidHas’ 1,4 Ty 512 Mb
Microsoft® Windows® Server 2012 R2 64-paspsdHas* 1,4T1Tuy 512 Mb
Microsoft® Windows® Server 2016 64-paspsidHas’ 1,4 Ty 2Tb
Microsoft® Windows® Server 2019 64-paspsdHas’ 1,4T1Tuy 2Tb
Microsoft® Windows® Server 2022 64-paspsidHas’* 1,4 Ty 2Tb
MpumeyaHus:

1. MNpoueccop oorrkeH nogaepxuBatb Habop MHCTPyKumn SSE2. [laHHbIi Habop MHCTPYK-

UM noadepvBaeTcsi OONbLMHCTBOM MPOLECCOPOB, BbIMYLUEHHBIX HA PbIHOK MOcre

SSSS————————————e—
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TpebosaHusi K annapamHoMy U rpospamMmMHOMY 0becrneqyeHuro

2000 roga. M3 pacnpocTpaHeHHbIX NpoLeccopoB Habop MHCTPyKuMn SSE2 He noaaep-
xmBaeT npoueccop Intel Pentium lll (BbinyweH Ha pbiHOK B 1999 roay, npomssogurcs 4o
2003 roga).

2. Windows XP n Windows Server 2003 moxeT TpeboBaTb AOMNOSNHUTESbHBIX YCIIOBUA 3KC-
nryatauum (nogpobHee cm. O6HOBIEHNE KIMEHTCKMX KOMMOHEHTOB M aHTMBUPYCHbIX 6a3
Ha Windows XP *%).

3. TpebyeTtcsa obHoBnenne KB3033929 um ntoboe aHanormyHoe (noadepikka anroputma

xawmpoBaHua SHA-256 npu npoBepke LndpoBOM NOANMUCH).
4. MoppepxmBatoTca TOMbKO BapuaHTbl yctaHoBKM OC ¢ paboynm CTosom.

5. Ana Microsoft® Windows® 11 pekomenayeTtca LM ¢ asyma nim 6onee sgpamu.

- (7 ]
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3. YctaHoBKa n Hactpouka SoftControl DLP Client

SoftControl DLP Client moxeT 6bITb YCTaHOBIIEH Ha KIMEHTCKME XOCTbI KaK JIOKasibHO & Tak v oa-

HUM 13 yOareHHbIX LieHTPammMa3oBaHHbIX ~ Crnoco6oB. BbiGop Moaxoasiero crnocoba yCTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pasBepTbiBaHUSA.

B pmaHHOM paspgene Takke npvBegeHa uHdopmauus no peructpauum SoftControl DLP Client Ha

cepsepe " SoftControl Service Center.

3.1 JlokanbHasa yctaHOBKa

[aHHbI MeToa NpeanonaraeT floKarbHY YCTAHOBKY 3K3EMMIipa MPUIOXKEHMA Ha KaKabl Kin-
€HTCKUM XOCT.

BoamoxHbl criegytolpe BapuaHTbl fokansHon yctaHoBku SoftControl DLP Client:

* B 06bIYHOM PEXUME (C UCMIONb30BAHWEM UHTEpdelica nonb3oBaTtens) 2 ;

®* B TVXOM pexume .

3.1.1 YcTtaHOBKa B OObLIYHOM pexume

1) 3anyctute yctaHoBouHbIV NakeT DLP_Client.msi.
2) B okHe YctaHoBKa SoftControl DLP Client Haxxmute Ha kHonky Janee (puc. 3anyck npo-

rpaMMbl YCTaHOBKU ).
#YﬁaﬂonmSoﬂConﬁol DLP Client EI =] IEI

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl DLP Client

MacTep yCTaHoBKM yoTanoenT SoftControl DLP Client Ha
KOMMBKOTEPE. HawMuTe KHonky ~“Janee”, uTobil
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BoliTH M3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa

PucyHok 1. 3anyck nporpamMmmbl YCTaHOBKU

ES————————————————— e
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Ycmanoska u Hacmpotika SoftControl DLP Client

3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO

COrnalleHms 1 HaxMuTe Ha kKHorky [lanee (puc. JluLeHanoHHoe corratuerme ).

ﬁ ¥cranoeka SoftControl DLP Client — x

NuueHznoHHOe cornalleHne

. SoftControl
BHUMaTENEHD MPOYUTENTE CNEAYHOWEE NMUEHSHMOHHOE COrnaleHne

NMALEH3MOHHOE COTNALLEHME ~

1. MNpeameT cornaweHWa

HacTosawee AMUEHIWOHHOE cornawedue (ganee CoOrnaweHwe) ABAAETCA
IOPWOVYECKMM  OOKYMEHTCOM, 3aKnwuaemeim  mexgy 000 «APYOWT
CERBHOPUTHU= (nanee - MpasocbragaTtens) W Bamu, GWUSHMHECHWM WAW
IOPUAMYECKMM AMUoM (ganee - MNonb30BaTENE), NPEEOMEPHD BASAEHOLWWMM
SKIEMNAAPOM NPOTPEMMHOrS Npogykta rpynnel «SoftControl» (ganee -
MporpamMmmHeli NpogykT).

VCTEHBBAWESA, KOMWPYA, 33rPYKaA WAW  WHBIM  oBpasom  Wcnonesya |,

A NPUHIUMEKD YCNOBMA MMLEHSMOHHOMD COrNaleHna

MeuaTe Hazan Hanee OTHEHS

PucyHok 2. JluueH3noHHoe cornaieHuve

4) Boibepute kaTarnor ana ycraHosku SoftControl DLP Client (¢ nomowpto KHOMKn U3MeHUTb) m

HaXkMUTe Ha kHonky [lanee (puc. MyTb ycTaHoBKY ).

ﬁ ¥Yeranoeka SoftControl DLP Client EI =] IEI

KoHeuHana nanka

. . SoftControl
HawmuTe kronky “flanee”, 4yTobkl BRINONHWTE YCTAHOBKY B MaNKe No yMo...

YeraHoeWTe SoftControl DLP Client Bt

|C:'|Pr0gram Files (x88)\SafenSoft\DLP Client!,

WaMEHHTE.

[ Hazag ][ Hanee ] [ OTMeHa

PucyHok 3. lNyTb ycTaHOBKMU

5) Haxxmute Ha KHomnKy YCTaHOBUTL (puc. TOTOBHOCTL K ycTaHoBKe ).

S———————————————— e
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YcmaHoska u Hacmpotka SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client EI = @

Bce rotoso K ycranoske SoftControl DLP Client SofcControl

HaMUTE KHONKY “YCTaHOBUTE ", YT0ORI HAUETE YCTEHOBKY. HamMUTE KHONKY "Hazaa ",
yTofibl MPOSEPHTE MM MIMEHWTE NEPEMETPEI YCTAHOBKK, HEKMUTE KHOMKY "OTMeHa",
yTobel BEIATI M3 MACTEPA.

[ Hazan ][ '&IYCI'EHOBMTI: ] [ OTMEHA ]

PucyHok 4. loTOBHOCTb K yCTaHOBKe

6) [loxauTech OKOHYaHWS MpoLiecca YCcTaHoBKM (puc. MpoLecc ycTaHoBKM °).

‘_'@ Yeranoeka SoftControl DLP Client EI =] IEI

YcraHoeka SoftControl DLP Client SofctControl

MopowaWTE, NOKa MCTEP YCTaHOBKK yoTaHaenueaeT SoftControl DLP Client.

CocToAHKe:

Hazan fdanee

PucyHok 5. MNpouecc yctaHOBKU

7) Mocne nosiBnennsa coobweHus Ycmarnoska SoftControl DLP Client 3aeepweHa Haxmute Ha

kHorky MoToBo (pvic. 3aBeplUeHMe YCTaHOBKU ).

- (W]
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Ycmanoska u Hacmpotika SoftControl DLP Client

‘_'@ Yeranoska SoftControl DLP Client El' = '@

YcraHoska SoftControl DLP Client
3aBepleHa

HasmuTe kHonky “ToToso”, 4Tobel BRIATY U3 MaCTEpa
YETSHOBKH,

Hazan loTos0 OTmeHa

PucyHok 6. 3aBeplueHue yctaHOBKMU

8) B avanoroBom OkHe C npennoxeHnewm nepesarycka CUCTeMbl Bbl6ep|/ITe Ha, nocre yero cucte-

Ma OygeT oTrnpaBrieHa Ha nepesarpysky Ana 3aBepLUeHns yCTaHOBKM (puc. 3anpoc nepesarpyas-

ku cuctembl ).

‘_’5’ Yeranoeka SoftControl DLP Client 3

B YTobbl M3MEHEHMA HACTPOIKK "SoftControl DLP Client™
! BCTYNMAW B CUAY, HYKHO NEPE3ErPY3HTE KOMMBKOTED.
HamiTe kHonky “Aa” 4Tobbl BEINONHWTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 7. 3anpoc nepe3sarpy3ku cucrtembl

3.1.2 YcTaHOBKAa B TUXOM peXume

YcroBue: BCe Larn BbINOMHAKTCS NO4 YYETHOM 3anvcbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonmpywTe ycTaHoBOYHbIN NnakeT DLP_Client.msi B katanor C:\Temp KIMEHTCKOro XocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CriedyroLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo OKOHYaHWMM YCTaHOBKU cucTeMa OyaeT oTrnpaBrieHa Ha nepesarpysky aBToOMaTUYECKN.

3.2 YpaneHHas ycTaHOBKa

YnanexHas yctaHoBka SoftControl DLP Client nogpasymeBaeT ueHTpanM3oBaHHO ynpasriemMyto
YCT@HOBKY KIMEHTCKMX NPUIOXEHU Ha FPyrny XOCTOB, 06beAnHEHHbIX B OAHY ceTb. Bbibop onpe-

OeNieHHOro BapmaHra yCtaHOBKW 3aBUCUT OT cnocoba opranHmsaumm cetn, Ha KOHe4YHbIX TOYKax KO-

- (W]
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TOpOV NpeanoraraeTcs pa3BepTbiBaHNE KIMEHTCKMX MPUIoXeHui (paboyas rpynna, AOMeH), 1 Uc-

NoJib3YyeMbIX CPEACTB aAMUHUCTPUPOBAHWS.

Bo3moxHbl criegytolme BapuaHTbl yOaneHHOW ueHTpanmiaoBaHHon yctaHoBku SoftControl DLP
Client:

* yepes JOMEHHYIO rpyNMNoBYIO MOMMTUKY '2;

® C MOMOLLBIO YTUIUTHI YOANEHHON MHCTaMSILMN 22

® CTOPOHHVMY CPeACTBaMM1 aAMUHUCTPUPOBaHMS 2 .

3.2.1 YcTtaHOBKa Yepe3 AOMEHHYIO rPynnoBYIO NOSIUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTe ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunmncTpupoBaHve) meHto Start (Myck) B OC koHTposiepa JOMeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeHi0 U Bblibepute nyHKT New

Organizational Unit (puc. Co3aaHve HOBOro nogpasaeneHns JomeHa = ).

3) B ananorosom okHe New Organizational Unit 3agante nmsa (Name) HoBoro nogpasgenenus u

HaxxmuTe Ha kHonky OK (puc. 3agaHve vmenn nogpasgeneHns ).

4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains

— <UMSA OOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHID CO30aHHOro nogpasgerneHvs u Bbl6€pl/ITe

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHue HoBoro o6wekTa rpyn-

MOBOW MOSMTUKN "> ).

-
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Fz Server Manager )

=18
File Acton View Help
e=2|#ml0[Ec -d
5 Roles
El 5| Features Mars.local
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B & Domains | Link Order ~ | GPO | Erforced | Link E
oc 1 =/ Default Domain Policy Mo Yes
Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance
Group Policy Modeling Wizard...
anizational Unit
= i Search...
— — Group Palicy R Change Domain Controller. ..
* Diagnostics
=7} Remove
i Configuration Active Directory Users and Computers,
Storage Y PULETS...
View 3
Refresh
Properties
Help
4 o

Create a new Organizational Unit | |

PucyHok 8. CozpaHue HoBoro nogpasgerneHvs AOMeHa

Mew Organizational Unit

Mame:

x|

ISUﬂware deploymert]|

o]

PucyHok 9. 3agaHne nmeHu nogpasgeneHus

Cancel |

E: Server Manager N _l_l- =] 5'
File Acton View Help
nolts A0t e | = RNENER] ? N
ﬂ‘ Roles
=] ﬁ Features Mars.local
Bl |2 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhertance I Delegation | More Actions 3
=] _ﬁ Forest: Mars. local
B [ Domains Link Order ~ [ GPO | Enforced | Link E
Bl 53 Mars.local 1 =/ Default Domain Policy No Yes
i/ Default Domain Palicy
2| Domain Controllers
=
Group Palicy Objects Create a GPO in this domain, and Link it here. ..
o WML Filters Link an Existing GPO...
5] Starter GPOs Block Inheritance
& Sites
£5 Group Policy Modeling Group Policy Modeling Wizard...
'+ Group Palicy Results New Organizational Unit
_*!' Diagnostics Delete
] Fniinn e
? Refresh
Properties
Help
| i

Create 3 GPO in this domain and link it to this container | |

PucyHok 10. Co3aaHne HOBOro o6beKkTa rpynnoBow nosiuTuku

- ® ]
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5) B guanorosom okHe New GPO 3apainte uma (Name) HOBOro obbekta 1 HavasnbHbI 06beKT
rpynnosou normtukn (Source Starter GPO), ecrm TpebyeTcs HacnegoBaTb CBOWCTBA OT «Lua-
GrIOHHOM» rPYNMOBOW NOSUTUKN B HOBOM 0ObEKTE, Nocre Yero Haxmute Ha kHonky OK (puc. 3a-
[laHVe VMEHM 1 HaYarbHOro 06bLEKTa rpyNnoBOW NONMTUKM ).

newro x|

Mame:

Il:lients deploymert]|

Source Starter GPO:

I (none) j
ok |  Cancel |

PucyHok 11. 3agaHne MMeHM U HavasnbHOro o6bLeKTa
rpynnoBou NOMUTUKHK

6) PasBepHuTe co3maHHoe noapasaeneHne, Bbi30BUTE KOHTEKCTHOE MEHIO CO34aHHOrO oGbekTa

rpynnosou nosmtukn u Bblbepute nyHKT Edit (puc. PegaktnpoBaHve obbekTa rpynnoBown nosmm-

THKN ).

=8l x|

File Acton View Help

I EE

1 Roles
; ;ﬁ Features Software deployment Software deploy... &
Bl |5 Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance I Delegation | More Actions »
El _ﬁ Forest: Mars. local
= [ Domains Link Order ~ | GFO | Enforced [ Link E
El 4 Mars.local 1 ==/ Clients deployment No Yes
,.j Default Domain Policy
= | Domain Controllers
= & Software deployment
£l Clients deployment
=t Group Policy Objects
= WMI Filters Enbreed
& [5] Starter cPOs v Link Enabled
4 Sites Save Repart...
§E& Group Policy Modeling
L Group Policy Results Delete
m Diagnostics Rename
jﬁ‘j Configuration Refresh
(5 Storage
Help
«| |

Open the GPO editor [ [

PucyHok 12. PegaktupoBaHue ob6beKkTa rpynnoBoM NOSIMTUKN

7) B oTkpbiBLIEMCSA OKHE OcHacTkm Group Policy Management Editor (Ynpaenenve rpynnosom
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, Bbi30BUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(puc. [lo6aBrieH1e HOBOrO NakeTa YCTaHOBKU 2 ).

-— (€ ® ]
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8) B oTKpbIBLLEMCS AMANoroBoM OKHe Bbibepute nakeTt yctaHoBku DLP _Client.msi, pacnosioxeH-
HbI HA CEeTEBOM pecypce, OOCTYNMHOM AfA KIMEHTCKMX XOCTOB, HAa KOTOpble npearnoriaraeTcs
NPOU3BECTM YCTAHOBKY, U HaXMuTe Ha kHOMKy Open (OTKpbITh) (puc. Boibop nakeTta ycTaHOBKM

15 )

9)B Cliydae nosaBlieHUd npeaynpexnoeHnd, OOoMNoJIHUTETbHO Y6€,EI,I/ITer, 4yTO Bbl6paHHbIIZ nakeT

YCTaHOBKM AOOCTYNeH yaalreHHbIM KIMEeHTCKMM XOCTaM Mo CeTU, U HaXXMUTE Ha KHOMKY Yes

(puc. MNpepynpexaeHue Npy BbI6Ope MECTOHAXOXKAEHUS NaKeTa YCTAHOBKM 15 )-

B Group Policy Management Editor ' ] 4
File  Action View Help
€= 2m|E o= HE
_.EI Clients deployment [DEV-09.MARS.LOCAL] Palicy Version | Deployment state | Source |
[ &l Computer Configuration
b‘E". | Polices There are no items to show in this view,
B[] Softw
-l
| Administrative Template:
| Preferences
B ## User Configuration Paste
| Polices Refresh
| Preferences Export List...
Properties
Help
I — I
|Add5 a package. | |

PucyHok 13. [lo6aBneHne HOBOro naketa yCTaHOBKMU

]
e =
e\ )v| .~ Computer ~ Local Disk (C:) ~ share - Iﬂ I Search share ey

Crganize ~  New folder ==~ [ @
¢ Favorites MName “ | Date modified | Type
P Desktop 18 SafenSoft_DLP_Cliient 312015 11:48PM  Windows Ins
& Downloads 5 safensoft_syswatch 3/1/2015 11:48PM  Windows Ins
=l Recent Places
-4 Libraries
3 Documents
& Music
[ Pictures
B Videos
M Computer
‘?j Network
1 | 1|
File name: [SafenSoft_DLP_Client x| [Windows Intaller packages (~.r 7|
Open I Cancel |
A

PucyHok 14. BbIGop nakeTa ycTaHOBKM
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C:\share\SafenSoft_DLP_Client.msi =l

Cannot verify path is a network location, If this package is not
% available from a network share, dients will not be able to install it.
~  Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. MNpegynpexageHue npu BbIbope MeCTOHaxXoXAaeHuUs
nakeTta ycTaHOBKU

10) B guanorosom okHe Deploy Software Bbibepute meTtoq passepTbiBaHus Assigned n Ha-

KMUTe Ha kHorky OK (puc. BbiGop MeToza pa3BepTblBaHWS MPUNoXeHNs ).

Deploy Software x|

Select deployment method:

= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkn Group Policy Management Editor (YnpasreHve rpynnoBOn NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nyHKT Properties (puc. IameHeHne

CBOVCTB pa3sBepPTbIBAHWA MPUNOXKEHUA ).

- ® ]
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.’ Group Policy Management Editor

=10l

File  Action View Help

&= 70E k= HS

_.bf Clients deployment [DEV-09.MARS.LOCAL] Policy || Name =
El j& Computer Configuration [ SafenSec DLF Client
=[] Polices
B [ Software Settings

310 Assigned

Software installation
| Windows Settings
| Administrative Templates —————
_| Preferences Vi
B ## User Configuration
" | Polices
| Preferences

e

Paste
Refresh
Export List...

0 ]

Version | Deployment state |Souroe |

C:\share\SafenSoft_DLP_Client.msi

|Open5 the properties dialog box for the current selection.

PucyHok 17. U3ameHeHMe CBOMCTB pa3BépTbiBaHUSA NPUIIOXKEHUN

12) B nosiBvBLIeMcA OkHe HacTpoek Software installation Properties nepengunte Ha BKragky

Advanced, yctaHosute craxxok Uninstall the applications when they fall out of the scope

of the management, ecrm TpeGyeTcs yganaTb NPUMOXEHWs, KOrda npekpalpeTcs aevicTeme

3a1aHHOM rpynnoBOW MOSIUTUKU B OTHOLLEHWUM KIIMEHTCKUX XOCTOB, U doriaxxok Make 32-bit X86

Windows Installer applications available to Win64 machines, ecrm npeanonaraeTcs ycra-

HOBKa Ha KrmeHTckue xocTbl ¢ OC, nmetoen 64-6utHyto paspsaHocTtb (pyc. CBoKcTBa pasBep-

ThIBAHWS NPUNOXEHMA ). [1NA BCTYNMNEHUA U3MEHEHWIA B CUIy HaXMUTE Ha kHorKy OK.

- (W ]
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"General Advanced I File Extensions | Categories I

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on &4-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
managemert.

™ Include OLE information when deploying applications.

32bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win64 machines.

[~ Make 32-bit X286 downdevel (ZAP) applications available to
Win&4 machines.

oK | camcsl | appy

PucyHok 18. CeoicTBa pa3BépTbiBaHUsA
NpPUNOXeHnn

13) B okHe ocHacTkm Group Policy Management Editor (YnpaBneHue rpynnoBOW NOSMTUKON)
BblbepuTe pasgen Computer configuration — Policies — Software Settings — Software
installation, B cncke yctaHaBrmmBaeMbIx NPUIOXEHW cnpaBa Bbibepute Tpebyemoe npuroxe-

HMEe, BbIBOBUTE KOHTEKCTHOE MEHIO W Bbl66pI/ITe NYHKT Properties (pI/IC. M3ameHeHne CBOWCTB

pa3BEepTbIBaHMS KOHKDETHOTO MPUMOXKEHUS 2 ).
_ioix

File  Acton View Help

L ElIENEEN 7 B

'=[ Clients deployment [DEV-09.MARS LOCAL] Policy | | Name =

Version | Deployment state | Source

=l Cgmpuber Configuration |5afen'sec DLP Client 3.10 Assigned C:\share\SafenSoft_DLP_Client.msi
=[] Po_licies . BUto-Install
=[] Software Settings Assign
Software installation Publish
| Windows Settings —_—
| Administrative Templates: Policy defini All Tasks 3
| Preferences
B ## User Configuration BRCSECSUNN
1 oloes

| Preferences —_—
Help |

N i

|Dpen5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus

-_— (W]
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14) B nosiBMBLLEMCSI OKHE HacTpoek nepenaute Ha Bkragky Deployment u ycTtaHoBuTE dhriaxok
Uninstall this application when it falls out of the scope of management, ecrm TpebyeTcs
yoanaTb AaHHOE MpUIioXeHue, Korga npekpalwg|eTcs AencTBme 3a4aHHON rpynnoBOM MOSIUTUKAN B
OTHOLLEHUM KIMEHTCKUX XOCTOB (puc. CBOMCTBA PasBepThiBaHUS KOHKPEHTHOTO NPUIOXKEHUs ).

‘General  Deployment | Upgrades I Categories I Modifications I Secuﬁt)'l

r Deployment type
€ Published

' Assigned

r Deployment options

V| Aute-installthis application by file estension activation

¥ Uninstall this application when it falls out of the scope of
management

= Do nat display this package i the &dd/Femoye Programs contral
parel

= Imstall this application &t logon

r Installation userinterface options
€ Basic

&t aimum

Advanced... |

oK | Camcel | appy

PucyHok 20. CBoicTBa pa3BepTbiBaHUs
KOHKPEHTHOro NpunoxeHus

Haxwmute Ha kHonky Advanced u B okHe Advanced deployment options yctaHoBute hna-
ok Make this 32-bit X86 application available to Win64 machines, ecrm npegnonaraeTtcs
ycTaHoBKa Ha KrimeHTckme xocTbl ¢ OC, nmetowen 64-6utHyto paspsagHocTb (puc. JonosHuterns-

Hble_cBoWcTBa 7). [ BCTYMNEHUS MBMEHEHWIN B CUMY HaXmuTe Ha kHonky OK B 060oux okHax

HaCTPOWKMW.

Advanced Deployment Options =

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

[V Make this 32-bit XB6 application available to WinG4 machines.

™| Include OLE clags and product infarmation.

r— Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZBD1 1ASE}

Deployment Count: 0

Script name: “Mars local’ SysVol'Mars local\Policies
“{36B7ETC3-CO39-45CC-AFOA-03ETCERASSRD}
“Machine"Applications
“{AADDI5EF-7BE6-4014-B93C-93115FDFDTEF} aas

oK I Cancsl

PucyHok 21. lononHnTenbHble CBOMCTBA
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15) 3akpowte okHa ocHacTok Group Policy Management Editor n Server Manager v otkpownte
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBatenm u
KoMMbloTepbl) U3 pasgerna Administrative Tools (AgmuHncTpuposaHue) meHio Start (IMyck).

16) PasBephute pasgen <uma gomeHa> n Bbibepute pasgen Computers (puc. [NepeyeHs xo-
cToB loMeHa 2°).

B Active Directory Users and Computers ;Iglll
File Acton View Help
i - — £ o= =
&0 | Hn|dXE = HE(2 &Sy aR
: AFﬁve Directory Users and Comput | Name | Type | Description |
_| Saved Queries 1A DEVOL Computer
= & Mars.local i&DEvD2 Computer
| Builtin 1% DEVO3 Computer
_ Computers Computs
- Computer
2| Domain Controllers Computer
=l :‘Iore|gnsdegur|t\.’Pr:n:||:uaIs‘E 1% DEVOS Computer
£
- anage: ervice Accoun LLDEVDT Cnmputer
2| Software deployment
- 1 DEVOS Computer
_| Users
1A DEVDS Computer
Computer
1MDEVIL Computer
1MDEV12 Computer
1M DEV13 Computer
i&DEV14 Computer
1&DEVLS Computer
N — I

PucyHok 22. lNepeyeHb XOCTOB AOMEHA

17) Bolgenure B cnncke XxoCTOB JOMEHHOW CETU Te, Ha KOTopble npeanoraraeTcs ycTaHOBKa Kin-
EHTCKUX NPUIIoXXeHU, 1 nepemecTtute mux B pasgen Software deployment. B nosisusLiemcs ok-

He Mpeaynpexaenus Bbibepute BapvaHT Yes (puic. MpeaynpexaeHre Npy nepeHoce XocTOB B
apyroe nogpasaenenve ).

Active Directory Domain Services |

Moving objects in Active Directory Domain Services can prevent your existing
I ., system from working the way it was designed. For example, moving an

~ organizational unit (OU) can affect the way that group polides are applied to the
accounts within the OU,

Are you sure you want to move this object?

™ Don't show this warning while this snap-in is open.

Yes | Mo I

PucyHok 23. lNMpeaynpexaeHue npu nepeHoce XOCTOB B Apyroe
noapasaeneHue

18) OTkpowte pasgen Software deployment n ybeaurech, 4To HEOBXOOUMbIE KIMEHTCKME XOCTbI

pacnosioXkeHbl B MnepeyvyHe KOMMbTEePOB AAaHHONo noapasaerieHns (pI/lC. I'Iepel-leHb XOCTOB

————.
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noapasgenenvs 2V).

19) No ucteveHum nHTepBana oOHOBNEHMS FPYNMNOBbLIX MNOSMTYK (4aHHbLIA MapamMeTp 3aBUCUT OT Ha-
ctpoek Active Directory) cosgaHHas normTuka NPUMEHAETCS K KIMEHTCKMM XOCTaM. YCTaHOBKa
BblBpaHHbIX NpUroXxeHun byaeT nNpoussBeaeHa nocrie ovepeaHoro nepesanycka KImMeHTCKUX Xo-
cToB. [N MrHOBEHHOro MPUMEHEHUss CO34aHHOW rPynrnoBOW MOSMTUKK 3arycTuUte KOMaHOHy

CTPOKY OT MMEeHN aMUHUCTPAaTOpPa Ha KIMMEHTCKOM XOCTE U BbINOJHUTE CIieQYyoLy0 KOMaHAy:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbI NOATBEPAMTE MNepesarpy3ky cucteMbl komaHgon Y ans

NnPUMEHEeHUA 0OHOBNEHHOWN prI'II'IOBOI7I MOJINTUKHN (pI/IC. Py4Hoe O0OHOBIIEHME TPYNMOBOW NOSMTU-

M21 )

1o/
File Action View Help

= = = | D he Db E —
e (7O REo= BE2asTas
[ Active Directory Users and Comput | Name | Type | Description |
'__'Saved Queries 1AIDEVDS Computer
El 5 Mars.local 1&IpEVDS Computer

| Builtin &pEvio Computer
_| Computers

2| Domain Controllers
| ForeignSecurityPrincipals
1 ged Service Accounts

3]

K — i
| | |
PucyHok 24. lNepeyeHb XOCTOB noAapa3sgeneHns
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Bl Administrator: C:\Windows\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

m | »

C:=“UserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely before the next startup or logon for this user. and this may result in sl
ow startup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only »un during startup.

OK to Restart?. (Y- M)y

PucyHok 25. PyyHoe o6HOBRNeHue rpynnoBor NOMMTUKMU

3.2.2 YcTtaHOBKA C NOMOLbLIO YTUNUTbI YAANeHHON MHCTannNAumMm

® JlaHHbI cNocob yCTaHOBKM paccymTaH Ha crydaun, B KOTOPbIX YCTaHOBKa Yepes rpynnoBble
NOSMTVKM JOMEHa HEBO3MOXHa, HanpuMep Korga ceTb U3 3alpLaeMblX KOHEYHbIX TOYeK

opraHusoBaHa B pabouyto rpyny.

YTunuta KoMaHOHOW CTPOKWU Srvriimp.exe npedHasHavyeHa ans yaaneHHOW YCTAHOBKU KIMEHTCKUX
npunoxeHun OO0 "APYOUT CEKbIOPUTN". YTUnMTy MOXHO CKkayaTb Mo criefyloemMy agpecy:
http://updates.safensoft.com/<HOomMep_ nuueHsun>/39/TOOLS/srvrimp.exe.

ﬂ,J'IFI yCI'IeLIJHOﬁ YCTaHOBKWM Ha yaalieHHbIX XOCTaX OOJTKHbI BbIMNOJHATLCA NMpuBeAEeHHbIE HWXKE YCIIO-

BUA.

YcnoBusa ycTaHOBKU
» Ha cepBepe 1 yganeHHbIX KOHEYHbIX TOYKaX CyLLeCTBYeT ydeTHas 3anucb Mnosb3oBaTensd

C NOoJHbIMU NpaBaMn agMUHUCTpPaTopa, C OHUM U TEM Ke JTOTMHOM U NapoJieM.

» 3anyweHbl 1 paboTatoT cryxbbl OC:
1) YoaneHHbIl peecmp (Remote Registry);
2) Y0aneHHbIU 8bi308 npouyedyp (RPC);
3) Jlokamop ydarneHHo20 8bi308a rpouedyp (RPC Locator);
4) MHcmpymeHmapul  yripaeneHusi Windows (Windows Management

Instrumentation).

e N—————————————,
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» CuctemHas cnyxba Yemanoswiuk Windows (Windows Installer) He oTkrntodeHa u He 3a-

GrokmpoBaHa.

» OTKpbIT gocTyn k 0buym pecypcam \\host\C$, \\host\ADMIN$ Ha yTeHue, 3an1cb 1 yaane-
HVe.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownite ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) Mepengute Ha Bkragky Bug (View).
3) OTkntoumte onumio Ucnonb3oBaTb NpocTon obwmm goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:

1) OTkpowite ocHacTky MapameTpbl nanok (Folder options) NaHerm ynpaBneHus

Windows.

2) Mepengute Ha Bkragky Bug (View).

3) Otknioumte onumo Ucnonb3oBaTtb Mactep obuwero pgoctyna (Use Sharing
Wizard).

4) OTkponTe OCHacTKy Y4YeTHble 3anucu nonb3oBaTtenen — M3mMeHeHune napa-
MeTpPOB KOHTpONA y4eTHbIX 3anucen (User Accounts — Change User Account
Control settings) MaHerm ynpasnenna Windows.

5) OTKMtoYMTE KOHTPOSIb YYETHBIX 3aNMCeN, BbICTAaBMB MOM3YHOK C YPOBHEM OMOBELLE-
Hua B nonoxeHve Hukorpa He yBegomnaTb (Never notify).

6) OTkpouTe criegyoLmn pasaen CUCTEMHOIO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO yKa3aHHOro pasgerna peectpa Bblbepute komaHgy Co3aaTb

(New) — MNMapamerp DWORD (DWORD Value) wn BBegute umsa
LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

8) B KOHTEKCTHOM MEHIO CO34aHHOro napameTtpa Bblibepute komaHgy U3meHUTb
(Modify) n B nosisusLiemcs okHe BBeaute 1 B none 3HaveHune (Value data), nocrne
Yyero Haxmure Ha kHorky OK.

9) MNepesarpyaute cuctemy ana BCTYNNEHUS UBMEHEHWIA B CUIY.

» BkrtoyeH o6y 4OCTyN CO CrieaylouyiMm napameTpamu.

—————.
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Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

1) Otkponite LleHTp ynpaBneHus cetamu u obwum goctynom (Network and

Sharing Center) NaHerm ynpasnenua Windows.

2) Ybegutecb, YTO XOCT MMEET Creaylolee CeTeBOe pasMelleHve: ana pabdoyen
rpynnbl — JlomawHsAn cetb (Home network) nnm Paboyvas cetb (Work network),
ana gomeHa — [lomeHHas cetb (Domain network). [1ns n3ameHeHust Tuna ceTu Ha-
XMUTE Ha CCbISIKY C Ha3BaHNEM TEKYLLETO CETEBOrO pa3meLLeHus.

3) Haxxmute Ha ccbinky A3MeHUTb AononHuTenbHble napamMeTpbl obwero go-
ctyna (Change advanced sharing settings) n passepHute npodunb 459 TEKYLLEro
CEeTEBOro pasmeLLeHus.

4) B pasgene Oowun pgoctyn K c¢pannam n npuntepam (File and printer sharing)
BblOepuTe onumio BknounTb obwmnmn aoctyn K channam n npuHtepam (Turn on
file and printer sharing).

5) B paspgene NoaknioyeHnsa aomawHen rpynnbl (HomeGroup Connections) Bbl-
Gepute onunio Ucnonb3oBaTb y4YeTHbIe 3anNuCK Nonb3oBaTesien U Nnaponu
Ans noakn4vYeHUs K Apyrum kKomnbtotepam (Use user accounts and
passwords to connect to other computers).

6) Haxkmute Ha kHorky CoxpaHuUTb u3MeHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOVHOE HaXkaTue NIEBOW KHOMKOW MbILM Ha 3HA4Ke ceTu B obractu

yBe4OMIIEHUNA.

2) Haxxmute npaBom KHOMKOW MbILLKM HA MIMEHWN CETU B MOSIBMBLLEMCS CMIUCKE crpaBa U
BblGepute NyHKT BknovyeHue u oTknoveHmne obuwero gocrtyna (Turn sharing on
or off).

3) Boibepute BapuaHT [la, BKNHOUYUTb O6LWKMIA AOCTYN U NOAKIIOYEHUEe K yCTpon-
ctBam (Yes, turn on sharing and connect to devices).

4) Otkponte LleHTp ynpaBneHus cetamu u ob6wmm poctynom (Network and
Sharing Center) Nanerm ynpasnenua Windows.

5) Haxxmute Ha ccbifky M3MeHUTb AOoNOoNHUTeNbHbIe NapamMeTpbl obwero Ao-
ctyna (Change advanced sharing settings) n passephHute ceTeBon MNpodub
YacTtHas (Private).

6) B pasgene O6wun goctyn Kk dannam u npuHtepam (File and printer sharing)

BblOepuTe onumio Bknountb o6wmmn goctyn K ¢hannam n npuHtepam (Turn on

- (& ]
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file and printer sharing).

7) B pasgene MNMopgknioyeHnsa gomawHen rpynnbl (HomeGroup Connections) Bbi-
Gepute onunio Ucnonb3oBaTb y4YeTHbIe 3anNUCK NoNb30OBaTenien U Naponu
Ans nogknw4veHusa K pgpyrum Komnbrotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuTb nameHeHus (Save changes).

» [1pu BKMO4eHHOM BpaHamayape Windows paspelleHo Bxoaslee ceTeBoe NnoakrtodeHue
K cryxbe O6wmn goctyn K coannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpowite 6paHamayap Windows.

2) Boibepure Bknagky UcknrouveHus (Exceptions).
3) JobaBbTe B uCKMoYeHUs (ycTaHoBuTe dhriaxok y npasura) O6wuu aoctyn K
cdannam u npuHTepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft®l Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) Otkpowre 6paHgmayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpbl (Advanced settings).

3) Beibepute MpaBuna ansa Bxoaawmx nogkntoydeHun (Inbound Rules).

4) Bkrouute npasurio O6wmin goctyn K oannam n npmHTepam (BXxoaawmm Tpa-
dumk SMB) (File and Printer Sharing (SMB-In)) ana npodwuns 1o ceTn, B KOTOPOK

HaxXoauUTCA XOCT.

» B ocHacTke AgmuHuctpupoBaHue (Administrative Tools) — JlokanbHas nonuTuka
6e3onacHocTu (Local Security Policy) Nanerm ynpasnenuns Windows BbICTaBreHbI crie-
ayoume napametpbl: JlokanbHble nonutukn (Local Policies) — MapameTpbl 6e3-
onacHocTtu (Security Options) —» CeTeBon gocTyn: Moaesib COBMECTHOro Aocrtyna
M 6e3onacHOCTU ANA NokKasnbHbIX y4eTHbIX 3anucen (Network access: Sharing and
security model for local accounts) — O6bI4YHaA - NoKanbHble NOSfib30BaTeNn yAOCTO-

BepstoTCA Kak oHun camm (Classic - local users authenticate as themselves).

MapameTpbl 3anycka yTUnIuThbI

R N————,
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I'Iapameprl, npmHIMaemblie yTI/IJ'II/ITOIZ yuaneHHon WHCTan[umn, onucaxbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h Kpatkasi cnpaBka no npuHMMaembiM NapaMmeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHusa 0b6s3aTenbHbIX
KIMHOYEen 1 UX 3HAYEHWI, OMUCAHHBLIX HUXKE.

-i

MMsa nonb3oBatensi, MMeIOLL ero npasa aaMUMHUCTPaTopa Ha yaa-

—-login=<ums>
NeHHOM XocTe.

Mapornb nonb3oBaTtens, MMelLero npaea agMuHUCTpaTopa Hal

--password=<naporsib>
yAarneHHoM XocTe.

My k nakety yctaHoBkn SoftControl DLP Client. Ecnm dann
--client="<nyms Kk ycmaHosWuKy>" pacrnornoXeH B Kartanore, OTKyJa BbI3blBAETCA yTUnuTta, LOMYyC-
KaeTcs ykasbiBaTb TOMbKO UMs darina (6e3 KaBblyek).

[MyTs K KOHGMrypaunmoHHOMY duairly HacTpOoeK COefUHEHUs C
yNpaBnsioL, M cepBepoM. Tpebyetcs Anst aBToMatMy4ecKon Mo-

--config="<nymsp K ¢haliny KoH¢buaypa- pauu 3anpoca Ha pervctpaumio 27 Ha cepsepe SoftControl
yuu>" Senrver nocne OKOHYaHWsA yCTaHOBKM. Ecrmn dpann pacnonoxeH B

KaTanore, oTKyAa BbI3blBaeTCH YTUIUTA, AOMYyCKaeTcsl yKasblBaTb
TONbKO UMs davina (6e3 KaBblYek).

Cn1cok MMeH yaaneHHbIX XOCTOB, Ha KoTopble TpebyeTcst Npous-

--hostnames=<ums 1> <ums 2>...<ums N>
BECTV YCTaHOBKY, pa3feneHHbIX npobenamu.

[onyckaeTcs Takke 3arnyck yTunuTbl 6e3 ykasaHusi UMEH KIoYel, pacrosioxvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <ums> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHourypauum>" <uma 1> <uma 2>...<uma N>

® Ecrwm Tpe6yeTC$-I YCTaHOBUTb KIMEHTCKUA KOMIMOHEHT B TOM YMCrie M Ha cepBep, 1O

yTurimta gospkHa 6biTb Bbi3BaHa M3 komaHnaHou ctpoku Windows, 3anylweHHon ¢

npaBaMu agMUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenve Installation successfully

completed on host <ums xocma>.

3.2.3 YcTtaHOBKa CTOPOHHUMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

Ons ynaneHnHon yctaHoBku SoftControl DLP Client moryT npumeHsTbCs CTOPOHHME CUCTEMDI
ynpasnenus [T-uHppacTpykTypon, Hanpumep, Microsoft® System Center Configuration Manager
(nanee — MS SCCM). MeToaunka ycTaHOBKM B J@aHHOM Cllydae onpenernisieTcs, UCXoasa U3 KOHKpeT-

HOW CUCTEMbI 1 MPUHATLIMU B HE crnocobamm pacnpoCcTpaHeHNs! NakeToB MHCTaISI LM

—————.
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3.3 PerucTtpauus Ha cepBepe

SoftControl DLP Client sBnseTca KiMMeHTCKUM KOMMOHEHTOM M NpefHa3HadYeH ToMbKo Ana paboTbl
B cBsA3ke ¢ SoftControl Service Center («CepBucHbIM LieHTpoMy ). UTobbl nogknounts SoftControl
DLP Client k CepucHomy LieHTpy, Heo6xoamMmo 3apermuctpypoBaTb ero Ha cepsepe SoftControl

Server. [1na 3TOro BbINONHUTE Crieayouye AeNCTBYS:

1) CkonumpyiTe 3amdpoBaHHbIN KOHUrypaumnoHHbln dpann ClientSettings.xmlc ¢ HacTpown-
KaMy NOOKIKOYEHMs K cepBepy (CM. OoKkymeHT «PyKOBOACTBO agMuHMCTpaTopa
SoftControl Service Center») B katanor yctaHoBku SoftControl DLP Client Ha krmeHT-
CKOM XOCTe.

2) BbinonHute nepesarpy3ky cucteMbl A1 MPUMEHEHNS KOHUrypaumoHHoro danna. Ybe-
AUTECb, YTO HACTPOWKN NPUMEHUTUCE, — MOSHOE MMS KOH(PUIypauUMOHHOro dhaina AosmK-
HO namenuTbcs Ha ClientSettings.xmlc_used.

3) NogTtBepante peructpaumto B koHcorm ynpaerieHuss SoftControl Admin Console Ha
Bknagke KnueHTbl (cM. gokymeHT «PykoBoactBo agmuHuctpatopa SoftControl Service

Center»).

- (& ]
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4. OoHoBneHue SoftControl DLP Client

SoftControl DLP Client MoxeT 6biTb OBGHOBIIEH Ha KMMEHTCKUX XOCTaX Kak nokarnbHo 22, Tak u yaa-

neHHo Yepes SoftControl Service Center °".

4.1 JlokanbHOoe OOHOBNEeHue

Iﬂ,aHHbIIZ MeTo npeanosiaraeT JiokarbHoe oOHOBREHME npuroXxeHna Ha KaXXOoM KIMMEHTCKOM XO-
cTe.

Bo3MoxHbI criefytoume BapuaHTbl flokarnbHoro obHoeneHns SoftControl DLP Client:

* B 06LIYHOM pEXxXMME (C UCMONb30BaHVEM MHTepdeiica nonb3oBaTtens) 22

* B TUXOM pexume 3" .

4.1.1 OGHOBMNEeHMe B OOLIYHOM pexunme

1) 3anyctute yctaHoBOYHbIN nakeT DLP_Clientmsi Bepcun, Ha KOTOPY0 HeobxoanmMo npousBe-
CT1 06HOBIEHME.
2) B okHe YcTtaHoBKa SoftControl DLP Client Haxmute Ha kHonky Oanee (puc. 3anyck_npo-

rpammbl 06HoBREHMa %)

ﬁ Yeranoska SoftControl DLP Client EI = @

Bac NnpuBeTCTBYET MacTep YCTaHOBKU
SoftControl DLP Client

MacTep ycTanoskm obHoenT SoftContral DLP Client Ha
KOMNBOTEPE, HawmuTe kHonky “Janee”, ytobel
MPoAOMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPA YCTEHOBKH,

Hazan [ Hanee ] [ OTMeHa ]

PucyHok 26. 3anyck nporpaMmMbl 06HOBNeHUA

3) B cnyyae BalLero cornacusi, Bbibepute napametp 1 NpUHMMaK YCNOBUS NIMLIEH3UOHHOIO

cornalweHms 1 HaxmuTe Ha kHorky [danee (pvc. JlueHsvonHoe corrmatexme %),

R N—————.
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ﬁ Y¥eranoeka SoftControl DLP Client — x

NuueHznoHHOe cornalleHne

. SoftControl
BHUMaTENEHD MPOYUTENTE CNEAYHOWEE NMUEHSHMOHHOE COrnaleHne

NMALEH3MOHHOE COTNALLEHME ~

1. MNpeameT cornaweHWa

HacTosawee AMUEHIWOHHOE cornawedue (ganee CoOrnaweHwe) ABAAETCA
IOPWOVYECKMM  OOKYMEHTCOM, 3aKnwuaemeim  mexgy 000 «APYOWT
CERBHOPUTHU= (nanee - MpasocbragaTtens) W Bamu, GWUSHMHECHWM WAW
IOPUAMYECKMM AMUoM (ganee - MNonb30BaTENE), NPEEOMEPHD BASAEHOLWWMM
SHSEMNIAPOM MNPOTPEMMHOrS NPogykTa rpynnel «SoftControl» (ganee -
MporpamMmmHeli NpogykT).

VCTEHBBAWESA, KOMWPYA, 33rPYKaA WAW  WHBIM  oBpasom  Wcnonesya |,

A NPUHIUMEKD YCNOBMA MMLEHSMOHHOMD COrNaleHna

MeuaTe Hazan Hanee OTHEHS

PucyHok 27. JlnueH3noHHoe cornawieHue

4) HaxmuTe Ha kHorky OBHOBUTB (pyc. TOTOBHOCTb K 06HOBREH0 *%).

‘_'@ Yeranoska SoftControl DLP Client EI = @

Bce roToeo K obHoenenmo SoftControl DLP Client SofcControl

HarmuTe kHonky "O6HoBUTE ", Y4ToGkl 0bHoBWUTE SoftControl DLP Client Ha
KOMMBRTERE, HamMHTE KHoMKY Hasaa”™, 4Tofil NpoBepHTE MM MSMEHWTE NEPaMETPLI
yCTaHoBKM, HammuTe kHonky "OTmeHa”, 4Tobbl BEINTK 13 MACcTEpa.

[ Hazan ][ '$|05HOBMTI:| J [ OTMEHA ]

PucyHok 28. ToTOBHOCTb K OGHOBNEHUIO

5) doxautecb OKOHYaHUs npoLecca obHoBneHus (puc. [Npouecc o6HoBEHMS = ).

-
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15! Yerarosxa SoftControl DLP Client [=] @ |3

Wper obHosnenne SoftControl DLP Client SofcControl

MopowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl DLP Client.

CoCToAHKE:

Hazan Lanee E OTmeHa

PucyHok 29. MNpouecc o6HoBNeHusi

6) Mocrne nosieneHns coobeHns YectaHoBka SoftControl DLP Client 3aBeplieHa Haxvute Ha
kHorky MoToBo (puc. 3aBepLueHre o6HoBeHns ).
ﬂ Yeranoska SoftControl DLP Client E

YcraHoska SoftControl DLP Client
3aBepleHa

HaokmmTe kHonky “ToToBo", UTobkl BEIATH U MBCTEPa
YETSHOBKH,

Hazan ToToB0 OTmeHa

PucyHok 30. 3aBeplueHue o6HOBMNEHUSA

7) B omanoroBom okHe ¢ npennoXeHmem nepesarycka CUCTeMbl Bbl66pVITe Ha, nocre yero cucte-

mMa OygeT oTnpaBrieHa Ha nepesarpysky Ans 3aBeplieHus o6HoBeHus (puc. 3anpoc nepesa-

rpysku cuctembl °%).

— &
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‘_'E! Yeranoeka SoftControl DLP Client 3

Al YTobbl MsMEHEHWA HACTpOMKK "SoftControl DLP Client”
'0-' BCTYMWAN B CHITY, HY#HO NEPESArPY3MTE KOMMBKOTED.
= Hawmute kHonky "f1a" 4Tofibl BEINONHUTE
nepesarpysky cefyac, mubo kHonky "Het” yrobel
OTROMMTE EE.

PucyHok 31. 3anpoc nepe3arpy3kum cucteMbl

4.1.2 OGHOBMEHME B TUXOM peXMME

YcroBue: BCe Larn BbINMOMHAKTCS NO4 YYETHOM 3anvcbio C NpaBaMmn agMuHUcTpaTopa.
1) CkonumpywTe yctaHoBOYHbIN NakeT DLP_Client.msi Bepcumn, Ha KOTOpyo Heo6XxoaMmo NpousBe-
CTW OGHOBIIEHME, B KaTarnor C:\Temp KIMEHTCKOrO XOCTa.

2) 3anycTute komaHaHyto cTpoky Windows v BbINOMHWTE CriedyroLLyt0 KOMaHAy:

%windir%\system32\msiexec.exe /i "C:\Temp\DLP_Client.msi" /quiet

Mo okoH4YaHUM YCTaHOBKU CUCTEMA 6yueT oTnpaBlieHa Ha nepe3arpy3ky aBToMmaTu4eCcKu.

4.2 YpanéHHoe OObHOBINneHue

O6HoBeHWe No TpeboBaHWMIO UK MO PaCciUCaHMI0 NPOU3BOAUTCA aAAMUHUCTPATOPOM yaareHHo 13
koHcorm ynpasnieHuns SoftControl Admin Console. Nogpo6Hoe onvcaHve npouecca yganeHHOro
3anycka rno TpeboBaHno 1 HACTPOWKM OBHOBEHMS MO pacnMcaHUo NpMBeaeHo B AOKYMeHTe «Py-

koBoACTBO agmuHucTpaTopa SoftControl Service Center».

-,
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5. YpaneHue SoftControl DLP Client

SoftControl DLP Client MmoxeT ObiTb AEMHCTaNTIMPOBAH C KIMEHTCKMX XOCTOB KaK JIOKaslbHO 2 Tak

" oAHUM M3 yaalrieHHbIX LEHTPAaJIM30BaHHbIX 2 crnocoboB.

5.1 JlokanbHaa genHcTannNAUuns

Bo3MoxHbI criefytolpe BapuaHTbl flokanbHon genHetansumm SoftControl DLP Client:

* B 06LIYHOM pexmMe (C UCronb30BaHMEM MHTepdelica nonb3osaTtens) 2;

33
® B TUXOM pexume .

5.1.1 YpaneHue B 0ObIYHOM pexume

1) Ans OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B NaHerm ynpasneHus
Windows B pasgene YctaHoBKa M yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepute
SoftControl DLP Client n Haxxmute Ha KHOMnKy Yaanutb (Remove).

O OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B Nanerm ynpaBnenns Windows B pasgene
Mporpammebl (Programs) — Mporpammbl n kKomnoHeHTbl (Programs and Features) Bbibepu-
Te SoftControl DLP Client n Haxmute Ha kHonky YaanuTtb (Uninstall).

2) B gnanoroBom OKHe C npeasioXXeHnem nepesanycka cucteMbl Bbibepute [la, nocne 4Yero cucre-

Ma GydeT OTrmpaBreHa Ha nepesarpysky Ans 3aBeplUeHuss AevHeTarmAaumm (puc. 3anpoc._ne-
pesarpysku cuctembl ).

SoftControl DLP Client EX

Yto6kl MaMeHeHMA HacTpolikK " SoftContral DLP
Client" BcTynvnm B cuny, HyYXHO NEPE3arpyYSHMTE
KomMnsioTep. HaxmuTe kroniy "Oa" 410661
BbINONHWTE NEpesarpysKy ceifdac, nuBo KHonky
"Het" utofiel OTNOXMTE €.

[ [t ]

PucyHok 32. 3anpoc nepe3sarpysku
cucTeMmbl

——————.
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5.1.2 YpaneHue B TUXOM pexume

YcrnoBue: BCe Larn BbINOMHAKTCS NO4 YYETHOM 3an1cbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonupywTe ycTaHoBOYHbIM NakeT DLP_Client.msi Tekylie BEpCUM B KaTasor C:\Temp KIMEHT-
CKOro XocTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

dwindir%\system32\msiexec.exe /x "C:\Temp\DLP_Client.msi" /quiet

Mo oKoH4YaHUM NpoLieaypbl AeVHCTansumMM cuctema 6yaeT oTnpaBneHa Ha nepesarpysky aBToma-

TU4ECKMW.

5.2 YpanéHHana geMHcTannauusa

YpanenHas gevHctannsauma SoftControl DLP Client nogpasymeBaeT LeHTpanmM3oBaHHO yrpasrse-

Moe€ yaareHue KInmeHTCKNX I'IpVIJ'IO)KGHVIVI C rpymnnbl XOCTOB, o6beanHEHHbIX B O[HY CETb.

Bo3MoxHbI crieayloume BapuaHTbl yOaneHHOW LeHTparmsoBaHHOW pevHctansuum SoftControl
DLP Client:

* yepes JOMEHHYIO rPYMMOBYO MOMATUKY = ;

® CTOPOHHUMU CpeACTBaMU aaMUHACTPVPOBaHUS > .

5.2.1 YpaneHue 4yepe3 JOMEHHYIO rPpynnoBYH MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunnctpupoBaHue) meHio Start (Myck) B OC koHTporiepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <ums gomeHa>, pa3sepHute nogpasgerneHve Software deployment, BoizoBute

KOHTEKCTHOE MEHI O0bbekTa prI'II'IOBOI7I NOJITUKKN, CO30aHHOIo_paHee 12 ana pas3BepTbiBaHUA

KrmeHTckux npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve

06BbEKTA rPYNNOBON NOMMTUKM >).
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E_ Server Manager =2l

File ~Action View Help
&= [ #m 0RO G|
B Roles e —

B g Features Software deployment
& & Group Policy Management Linked Group Policy Objects |Gruup Policy Inhertance | Delegation | More Actions 3
=] _ﬁ Forest: Mars.local
= [ Domains Lk Onder = | GPO Erforced [ Link E
=l 53 Mars.local 1 s/ Clients deployment No Yes
=/ Default Domain Policy
2| Domain Controllers
= (2] Software deployment
51l Ciients deployment |
= Group Policy Objects
% WM Fiters ERtEe
_ B [ Starter GPOs v Link Enabled
18 Sites Save Report...
si% Group Policy Modeling _
= Group Policy Results Delete
{3 Diagnostics Rename
Cift configuration Refresh
=5 storage
Help
I I

[Open the GPO editor [ [

PucyHok 33. PegaktupoBaHue o6beKkTa rpynnoBoM NOSIMTUKN

3) B oTkpbiBLIEMCSA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosowu
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnvicke ycTtaHaBrmBaeMbliX NpUrioxeHnn cnpasa Bblbepute Tpebye-

MO€E MPWIOXKEHWE ANS yaareH s, Bbl30BUTE KOHTEKCTHOE MeHIO 1 BbiGepute nyHKT All tasks —

Remove (pvic. Bbi3oB 3agaum yaanenus npuroxexms ).

B Group Policy Management Editor =10l x|
File Acton Wiew Help
L 2 ol ERERENN 7N
|=] Clients deployment [DEV-03 MARS.LOCAL] Policy | Name Version | Deployment state | Source
) &/ Computer Configuration |safe’n'Sec DLP Client 3.10 Assigned C:\share\SafenSoft_DLP_Client.msi
=[] Policies v Auto-Tnstsl
[ ] Software Settings Assian
Software installation PUbe
| windows Settings —
| Administrative Templates: Policy defini All Tasks [d  Assion
| Preferences Publisfy
= 4% User Configuration ﬂ
| Policies Properties :
“ Preferences ————  Redeploy appication
Help
S| o
|Removes this package. [ |

PucyHok 34. Bbi3oB 3agaum yganeHus npunoxeHus

4)B puanoroBom okHe Remove Software Bbibepute MeTon AEUHCTAAUMM NPUIIOXEHWN
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve

MO c komnbloTEPOB) M HaxXmuTe Ha kHomnky OK (puc. Beibop MeToda AevHCTanaumum Nnpuioxe-
34
).
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x

Select removal method:

" |mmediately uninstzll the software from users and
computers

£ AMlow users to continue to use the software, but prevert

new installations
| QK I Cancel

PucyHok 35. Bbibop mMeToga AeMHcTannsaumm
npunoXxeHus

5) Mo ncteyeHum nHTepeasna 0OHOBEHWS rPYMNOBbLIX NOSUTYK (A4aHHBIN NAapaMeTp 3aBUCUT OT Ha-
ctpoek Active Directory), aMeHeHHasi NosmMTKa NPUMEHSAETCS K KIMMEHTCKMM XocTaM. YaaneHue
BbIOpaHHbIX NPUroXeHun ByaeT NpomsBeaeHO Nocrie oYepeHOro nepesanycka KImMeHTCKUX XO-
cToB. [15n9 MrHOBEHHOIrO MPUMEHEHUs] CO30aHHOW rPynnoBOWM MOSMTUKK 3anycTUTe KOMaHOHY

CTPOKY OT MMeHN aaMUHUCTPaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE ClieQYyoLLyt0 KOMaHAay:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbl NOATBEPAMTE MNepesarpysky cucteMbl komaHgon Y ans

NPUMEeHEeHUA 0OHOBEHHOM prHHOBOIZ MOJINTUKHN (pI/IC. Py4Hoe oBHOBIEHWE NapameTpoB rpyn-

noBo normTukn ).

EX Administrator: C\Windows'\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76D011]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:wUserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Glient Side Extension Software Installation was unahle to apply

one or more settings bhecause the changes must be processzed bhefore syztem startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely hefore the next startup or logon for thiz uszer. and this may result in =1
ow startup and boot performance.

For more detailed information. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabhled that can only run during startup.

0K to Restart?. (YrNiy

PucyHok 36. PyuyHoe o6HOBnNeHue napameTpoB rpynnoBOW NOJIMTUKU

5.2.2 YpaneHne CTOPOHHMMU cpeacTBaMm agMUHUCTPUPOBaHUA

Kak n B crnyyae yctaHoBku, Ansa yaaneHHon gevHetannaumm SoftControl DLP Client moryt npume-
HATLCA CTOPOHHWE cucTeMmbl yrpasrieHusa [T-uHdpacTpykTypon. MeTtoavka yaanenuss B AaHHOM

cryyae onpeaensieTcs UCXOAs U3 KOHKPETHOWM CUCTEMbI U MPUHATLIMU B HEW criocobamn geuHeTar-
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nauum MNMO.
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6. TexHUyeckasa nogaepxka

Mpn BO3HMKHOBEHMM BONPOCOB MO YCTaHOBKe, HacTpovike n pabote SoftControl DLP Client Bbl mo-

XeTe obpalAaTbCs B TEXHUYECKYHO NOAAEPKKY MO 3NIeKTPOHHOWM NoYTe support@safensoft.com.
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7. JononHutenbHas uHdgopmauus

7.1 AcTOUYHUKM

M CTOYHMKM JONONHUTESNTb HON MHGbOpMaLuum NpuBeaeHbl B Tabn. 5.

Ta6nuua 5. BcnomoratenbHas AOoKyMeHTauusA

PykoBopcteo agmuHucTpatopa SoftControl Senvice|PykoBoacTtBo no paboTte ¢ MHCTPYMEHTAMU afMUHUCTPUPOBAHMNS
Center SoftControl Server n SoftControl Admin Console

7.2 OGHOBNEHUEe KIIMEHTCKUX KOMMNOHEHTOB M aHTUBUPYCHbIX 6a3 Ha
Windows XP

Windows XP B 3aBucMMOCTM OT Bepcum Service Pack moxeT nmbo BoBCce He nogaepXmBaTb HO-
Bble cepTudumkaTbl, Mb6O nogaepxvBaTh UX HaCTUYHO. DTO CBA3AHO C TEM, YTO MPU UX reHepaumum
ncnone3oBanucb Boree coBpemMerHble anroputmbl (SHA-256).

Yto6b1 06HOBMEHNA NnpoaykToB SoftControl 6a3 paboTanm KOppeKTHO, HEOBXOANUMO NPaBUITbHO Ha-
CTPOUTb NapameTpbl 3anycka Moayrien O6HOBIeHNS.

Mpumeyanve. Ecrm Bbl yctaHoBwmM npunoxeHne SoftControl SysWatch sepcvm 5.1.79 wrm
no3gHee 1 Npy 3TOM paHee 3TO NPUoXeHKe y Bac He BbIfio YCTaHOBIIEHO, BbIMOSHATbL UHCTPYKLMM
13 3TOro pasgera He HyxHO: obHoBneHne nponaet koppekTHo. Ans SoftControl DLP n SoftControl
SysCmd BbINOMHATL MHCTPYKLMW U3 9TOrO pasgernia He HyxHO, ecrm y Bac Bepcus 6.0.95 nrm
nosgHee.

1. OTtkpownte B SoftControl Admin Console pegakTop KIMeHTCKUX HaCTPOEK.

2. MNepengute B pa3gen Moaynu.

3. HaxxmuTe Ha MKOHKY LI_I:I
4. Ha Bknagke WpeHTUdMKaLuMOHHbIE AaHHblIe MOAynsa BBeauTe UMS Moayns (HasBaHue uc-

NOSHAEMOro goanna) 1 NyTb K HEMY CorfacHo Tabnumue:

Taonuua 6. Moaynu o6HoBReHus

O6HoOBNsIe MbI KOMMNO-
HeHT Ama mopynsa

SoftControl SysWatch snsupd.exe C:\PROGRAM FILES\SOFTCONTROL\SYSWATCH\

SoftControl SysCmd upd.exe C:\Program Files\SoftControl\SysCmd\Updater
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O6GHOBNsSIEMbIA KOMMO-
HeHT Uma moayns MyTb

SoftControl DLP Client C:\Program Files\SafenSoft\DLP Client\Updater

BLIME HACTPORKK
Wms v onucanme
KaprbuT
IP-agpeca cepeepa

Homep nuuetzmm

sWatch MNpasuna ana peectpa ” MNpaeuna anA ceti || MpvBKnerns npouecca

KDHTPOJ‘Ib AKTHEHOCTH

CBwmre HacTpofkn Mpaewnna anA parnoBol croTemsl

¥npaeneHwe WHLMAEHTAMM

MaeHTMEMKALMOHHBIE A3HHBIE MOLYAR
Jawmra naponem

CranupoBanue
CBwWwmre HacTpofkn

HacTpoiiku pacniucanua

Wma mogyna

KommenTapui

I snsupd.exe I

W hainos

CBHoBNEHNE

CBwWwmre HacTpofkn
HecTouHukr oBHoBNEHWIA

Hacrpoiiku pacnucanma

Hacrpoiiku uHTepdeiica

OTuethl

OnoseweHna
Hasganue opraHusaLmu:
Oaropasoesie naponm

BryTpenHee uma dakina:

MoawTtika KOHTpOAR

G Onucanwre:
YcrpoicTea
JloBepeHHBIR cNcoK aBTo! Bepcus:

Dainoean cMCTEMa

CucTemHblid peecTp

JobasnTs AaHHbEIE M3 dafna

Cem

X3w-cymmel dadnos |
Eat

PucyHok 37. Hactponka moaoyns o6HoBneHus Ha npumepe SoftControl SysWatch

5. Ha Bkrnagke O6wme HacTponkun Bbibepute 30HY BbiNoNHEHNS [loBepeHHbIe NPUNoXeHus 1

oTMeTbTe doriaxkom Bknountb pexxum ooHoBneHus MNMO.
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Mpaewna AnA peectpa Mpaeuna gnA ceta Mpweunerun npouecca

WasHTMbUKALIMOHHEIE A3HHBIE MOLYAR

IOﬁu.l,Me HaCTPoRKK I || MNpasuna ana adnosoli cuoTemsl

3ona eeinon ”e"“’l,ﬂ,osepemhle [ | (]
E Brarounts pesaam oBHoenerua MO

[] Coxpanate mcropuio sanycka

~ =
| Hasnauenwe yuetholi sanmcw |

e JAOEEPEHHOM CNWCKE BETO3ArPYIKN

JobasuTe ganHbie us daina [ OK ] [ Otmena ]

PucyHok 38. [lobaBneHue moaynsa B LOBEPEHHbIE NPUIOXEHUSA
6. Haxkmute OK.

7. CoxpaHuTe KIMeHTCKMe HAaCTPOWKM NOA HOBbIM UMEHEM M NPUMEHUTE WX K NOAPa3aeneHuto, B KO-
TOPOM HaXOAATCS KIMEHTbI, KOTOPble He06X0aMO OGHOBUTL
Ecrm Bbl HacTpavBaeTe o6HoBreHve ana SoftControl SysWatch, ganee Bbl moxeTe co3gath 3a-

navy o 0bHOBEHMS aHTUBUPYCHbIX 0a3 wm goxgaTbes 3arnycka 0OHOBIEHMS MO pacnncaHuio.
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