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BBepneHue

Ha3sHauyeHue

MpoayktoBas mmHenka SoftControl komnanum OO0 «lNpoTekweH TexHonoopkm» NpeanaraeTt Habop
NPOrpaMmHbIX KOMMOHEHTOB AfA pa3BepTbiBaHWUA CUCTEMbI MHOPMaLMOHHOM 6e3onacHocTn. Cu-
cTema npeHasHaveHa and obecneyeHus LenoCcTHOCTU NPOrpaMMHON cpeabl KOHEYHbIX TOYEK Ce-
TW 1 3aLMThI JAaHHBIX OT HECaHKLMOHMPOBAHHOIO JOCTYMNa CO CTOPOHbI OBCyXMBaOLLEro nepcoHa-

nia W 3110yMbI LLIEHHWKOB.
B npoayKTOBYO JIMHEKY BXOASAT CriedytoLye Moayrm:

= SoftControl Service Center («CepBucHbin LieHTp») B cocTaBe:
e SoftControl Server — cepBepHbIN KOMMOHEHT;
¢ SoftControl Admin Console — KOHCOmb ynpaBreHus;

= SoftControl ATM Client / Endpoint Client / SClient / SysWatch — knmeHTCkMe KOMNOHEHTbI Npo-
aKTUBHOW 3alyTbl YCTPOWUCTB CaMOOOBCyKMBaHUSA, paboynx CTaHUMW KOPropaTMBHOW CEeTW,
CepBepOB 1 NepCcoHasibHbIX KOMMbIOTEPOB COOTBETCTBEHHO;

= SoftControl DLP Client — KMMEHTCKWUA KOMMOHEHT MOHUTOPWHIra M cbopa AaHHbIX 06 aKTUBHO-
CTU Nonb3oBaTens;

= SoftControl SysCmd — KIMEHTCKMA KOMMOHEHT A1 BbIMOSHEHUS KOMaHL Ha YyOareHHOM
KOoMnbloTepe n obmMeHa ¢ HUM hannamu;

= SoftControl DeCrypt — KIMEHTCKUA KOMMOHEHT Aff WIPOBaAHUS CUCTEMHbBIX AUCKOB

YCTPONCTB CamMoOoBCyKmBaHUs, paboymx CTaHLMn KOpNopaTUBHOM CETU 1 CEPBEPOB.
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YnyulweHus U HOBble BO3MOXHOCTU

lequueHme SoftControl | SoftControl | SoftControl | SoftControl | SoftControl
Admin Server SysWatch SysCmd DLP Client

Console

PearnmsoBaHa nogaepxka npotokoria Syslog
cneundvkaumm RFC 5424 ans otnpaBkn cobbl-

TU HA BHELLHWIA cepBep.

[o6aBrieH HOBbIW KIMEHTCKWA MOAYI b
SoftControl SysCmd, koTopbIi N03BONAET Bbl-
NOSHATbL KOMaHAbl Ha yaarneHHOM KOMMbloTepe
1 obMeHrBaTbLCS C HUM (hanramu. B criyyqae

npepbIBaHUA CBSI3N peanvM3oBaHa JoKauka.

PeannsoBaHo py4HoOe pacumpeHHoe ynpasrie-
HMe cepTudmKaTaMmm, UCNosb3yeMbiMU 19
yCTaHOBKM 3auyeHHoro SSL/TLS-coeanHeHus
MeXay CEPBEPOM U KIMEHTCKMMM KOMIMOHEHTa-

MW.

B SoftControl Admin Console peanm3oBaHa
BO3MOXHOCTb BblOMpaTb 06nacti anga npo-
BEPKM NPU HACTPOVIKE aHTMBUPYCHOIO CKaHUPO-
BaHus krveHTta SoftControl SysWatch no pacrnu-

CaHMIO.

PeanvsoBaHa BO3MOXHOCTb MOSydaThb C KIMEH-
ToB SoftControl SysWatch cobbiTva u3 xypHa-
nos Windows 1 npocmaTtpmBaThb KX B NOSb30Ba-
Tenbckom nHtepderce SoftControl Admin
Console (1x Takke MOXHO OTNPaBATbL Ha

BHELLHVN cepBep No NpoTokosy Syslog).

Bpems cobbiTun Tenepb oTobpaxkaeTtcst BMe-
CTe C 4aCoBbIM MOSICOM. DTO NO3BOSIAET Yrpo-

CTUTb paboTy C cUCTeMOW B Criydae, koraa cep-
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BEP U KIMEHTbI HAXOOATCSA B Pa3HbIX YaCOBbIX
nosicax. [Npu aTom:

1. CoObITHA OT KIMEeHTOB Bepcu o 6.0, kak n
npexae, xpaHatcsa B 6a3e gaHHbIX 1 oTobpaa-
totca B SoftControl Admin Console 6e3 yaco-
BOrO nosica, B BUAE fiokarbHOro BPEMEHU K-
eHTa.

2. CobbiTus oT krmeHToB Bepcumn 6.0 nBbiLe, a
Takke cobbiTns cepBepa xpaHsTcs B 6ase BO
BpemeHn UTC+0. OTaenbHO XpaHUTca cmeLle-
HMe 4YacoBOro nosica. ATo crieayeT MMETb B BU-

Ay npu uHTerpaumm ¢ SIEM-cuctemamu.

OG6HOBMEHbI BEPCUM BCEX CTOPOHHNX GUGMO-

TEeK.

[ob6asneHa nogaepxka Windows Server 2019.

[ns cobbiTui Tna «M3mMeHeHne HaCTPOEK» B
kornoHke «[eTarm» Tenepb oTobpaxkaeTcs Ha-

3BaHMe NpMeHeHHbIX HACTPOEK.

MosiBuNacb BO3MOXHOCTb yaanATb coaepXxu-

Moe npouns.

PeannsoBaHbl cMeXHble rpynnbl And nogpasge-
NEHWIA: Tenepb MOXHO CO34aThb NoSb3oBaTesNs,
o6ragatoLLero NCKMIYUTESIbHO NpaBamMu Ha
nepeBof YCTPOWCTBa B Apyroe nogpasgerieHve
B TOM e rpynne. ATo MOXeT ObITb NOMe3HoO npwu
obCnyKMBaHUM 3aLLMLLEHHBLIX YCTPOWCTB (Hanpu-
Mep, MOXHO AaTb MHXEHEPY, NPOM3BOAALLEMY
obcnyxvBaHue, NpaBa Ha NepeBo KIMeHTa B
Apyroe nogpasaeneHue, HaCTPOMKM KOTOPOro

NO3BOJIAKOT NpoBeaeHne HeobXxoanMBbIX onepa-

Lun).

Ha Bknagke «KrmeHtbl» SoftControl Admin
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Console Tenepb oTobpaxxatoTcsi cBe4EHNS O
BEpCUM 1 aaTe BbiNycka aHTUBUPYCHbLIX 6a3 1
aHTUBUMPYCHOIO ABWKKA. Takke 3Tn cBeaeHus

BKIMHOYEHbI B COObITUA OOHOBINEHUA.

YcoBepLLeHCTBOBAH anroputm reHepaumm na-

Service Center Tenepb nogaepxmBaeT eLLe
PostgreSQL. Npun ycTtaHoBKe MOXHO BbIOpaTh

npeanoyTUTensHyto 6a3y aaHHbIX.

poris pa3briokVPOBKM KNaBUaTypbl C LiESbHO Mo- v v
BbILLEHUS] KPUNTOCTOMKOCTU Napors.
NMomumo Microsoft SQL Server, SoftControl

v v

NcnpaBneHHbIe aedeKkTbl

WcnpasrneHve

SoftControl Admin

Console

SoftControl Server

SoftControl SysWatch

Mpu co3gaHmm HOBOro Moayrs OTKIMKOYEHa BO3-
MO>XHOCTb BBOAUTb AAHHbIE B MPOM3BOSIbHON
dopme Ha Bkragke «MaeHTdukaunoHHble

AaHHble Moayrsi».

yCTpaHeHO OTCTaBaHuMe no BpemMmeHn y CHUMKOB

KOHJUrypauum.

[na opansepa co3aaH noTokK, MOCTeNeHHo yaa-
narouyn oyérmpoBaHHble AaHHble B Npodure.
PaHbLe HakonneHve Takmx AaHHbIX NPUBOANIIO
K TOMY, 4TO OTrnpaBKa Npodurs Ha cepBep 3a-
HMMara NPoAOIPKUTENbHOE BPEMS U YCTPOU-

CTBO «3aBucalo».

McnpasneHa npobriema ¢ otobpaxeHuem cra-
TyCca CKaHMpOBaHVA B Criydae nepesarpysku cu-

CTeMbl BO BpeMA CKaHNPOBaHUA.

OuwwmbBku Npm oTNpaBKke HOTUGUKALMIN C cepBepa

Tenepb NIOrmpyroTcA KOPPEKTHO.
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NcnpaeneHa ouwmbka, He No3BossABLIAS 3a4aTb
onpeaeneHHbI i HoMep nopTa Npu HacTPoukKe

NOJIMTUKN KOHTPOJTIA AJ1A CETU.

YcTpaHeHbl NpobreMsl, CBA3aHHbIe ¢ 0Tobpa-
YXEHVEM NOAKIHOYEHHbIX YCTPOWCTB B Crydae He-

CTaHOAapTHOro HaMmmMeHoBaHUA ONCKOB.

WcnpaeneHa npobrnema ¢ HeKOpPPEKTHbIM Npu-
MEHeHMeM HacTpoek Ans knmeHta ¢ SoftControl
SysWatch.
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TexHun4yeckana nogaepxka

Mpn BO3HMKHOBEHMM BONPOCOB MO YCTaHOBKE, HacTporke u pabote npogyktoB OO0 «[poTekiueH
TexHOnooKM» Bbl MOXeTe obpawaTbCs B TEXHWYECKYD MNOAAEPXKKY MO SMEKTPOHHOW MoyTe

support@safensoft.com.
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