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Introduction

1. Introduction

1.1 Purpose

SoftControl Service Center is the set of administrative tools for managing information security sys-
tem that provides integrity of software environment of the network endpoints, protection against un-
authorized data access by maintenance staff or violators, as well as monitors user activity.

SoftControl Service Center consists of the following components.

= SoftControl Server is the server component;
= SoftControl Admin Console is the management console.

SoftControl Service Center supports operations with the following client components.

= SoftControl ATM Client / Enpoint Client / SClient (hereafter referred to as SoftControl
SysWatch) are the client components of proactive protection of self-service devices, corporate
network workstations and servers,respectively,

= SoftControl DLP Client is the client component for monitoring and data collection;

= SoftControl SysCmd is the client component for centralized management of client computers
from the server (running processes on client computers and exchanging files with client com-
puters);

= SoftControl DeCrypt, the client component designed to encrypt the hard disks of self-service

devices, corporate network workstations and servers.
1.2 Notational conventions and terms
1.2.1 Notational conventions

Table 1 lists notational conventions used in this document.

Table 1. Notational conventions

i Important information.
Condition An execution condition, a note, or an example.
— headers and acronyms;
Update — names of buttons, links, menu items, and other program interface ele-
ments.

— terms (definitions);
Control policy — names of files and other objects;
— messages displayed to user.

SSSS————————————e—
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Notation exampls

C:\Program Files\SoftControl Paths to directories, files, or registry keys.

Powindir%\system32\msiexec.exe /i Source code, command and configuration file fragments.

<SoftControl Service Center installation

directory> Fields with specific names to be replaced with actual values.

6 Links to internal resources (document sections) with the page numbers,

Appendix
or links to external resources (URL).

1.2.2 List of acronyms

This documents uses the following acronyms:

¢ CPU - central processing unit;

+» DBMS - database management system;
% GUI — graphical user interface;

+ HDD - hard disk drive;

+ ISS — information security system;

%+ OS — operating system;

% RAM - random access memory.

1.2.3 Glossary

Table 2. Glossary

Proactive protection A series of prevention techniques-based measures designed to prevent harmful effects.
The advanced data protection technologies that are based on the analysis of the actiw
ity on the user's computer. This can be the operation of any applications, OS senvices,
user actions, external activity, etc. Unlike reactive techniques which are the basis off
Prevention techniques protections such as antivirus and personal firewalls, prevention techniques do not ana-
lyze an object code, but track the potentially dangerous actions the object performs.
Therefore, the tools of proactive protection do not require the bases of malicious code
and their updates that are necessary for traditional protections.

A mode of operation of antivirus software and intrusion detection systems. In this
Reactive (signature) tech- method, the program refers to the database of known viruses and checks whether
niques some part of the code of the object being scanned corresponds to the known virus
code (signature) in the database.

Control policy A complete set of activity control rules.

A set of conditions that determine an application's activity and how SoftControl

Activity control rule . .,
SysWatch reacts to this activity.

System profile A database that is stored locally on the client host and contains the checksums ofI

- (7 ]
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the executable modules. The profile is the result of the SoftControl SysWatch auto-
matic setup (profile gathering).

Application in the profile An application with its checksum in the system profile.
An application that has run on the client host and that SoftControl SysWatch has de-
tected during its operation, after the installation.

Trusted application Tracked application from the trusted execution zone.

Restricted application Tracked application from the restricted execution zone.

Tracked application from the blocked execution zone. SoftControl SysWatch
blocks such applications on the client host.

Separate control policy that applies to the subset of tracked applications. There are
three execution zones on each client host: trusted, restricted, and blocked zones.
Any tracked application belongs to one of these zones.

The application that SoftControl SysWatch has heuristically detected as software de-
signed to install other software; otherwise, it is the application that the user has
marked as an installer. The installer gives certain privileges for a process to run (see
below 'Software update mode').

Tracked application

Blocked application

Execution zone (trusted, re-
stricted, blocked)

Installer

An application launch mode that places the application and all PE files it has created
or modified, to the system profile. The child processes of the application inherit the

Software update mode
software update mode.

User account with restricted rights (a limited set of system privileges and no access to
V.IP.O. (Valid Inside Permit- S){ste.m objects). The acco.u.nt is used t9 arrange the' 'sandbox wherl running the gp-
plications and provides additional protection from possible harmful actions of the applic-
ations that are not entirely trustworthy. Only restricted applications can run under
the V.I.P.O. account.

ted Operations)

Role An aggregate of user rights to use certain SoftControl Admin Console features.
An executable file of the PE format (Portable Executable). The format is used in Mi-
PE file crosoft® Windows® operating systems for executable files (EXE), dynamic link librar-

ies (DLL) and some other types of files.

A computer (a workstation, a server, a self-senice terminal) with the installed SoftCon-
trol SysWatch.

Client host

ES————————————————— e
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2. Hardware and software requirements

2.1 SoftControl Server system requirements

Table 3. Minimal system requirements

T T

Client operating systems:

Microsoft® Windows® 7 (SP1) 32-bit/64-bit
Microsoft® Windows® 8 32-bit/64-bit
Microsoft® Windows® 8.1 32-bit/64-bit

Microsoft® Windows® 10 32-bit/64-bit 100MB
Microsoft® Windows® 11 64-bit . +4GB
extra
3GHz 4GB (for embedded

Server operating systems:

Microsoft® Windows® Server 2008 R2 64-bit
Microsoft® Windows® Server 2012 64-bit
Microsoft® Windows® Server 2012 R2 64-bit
Microsoft® Windows® Server 2016 64-bit
Microsoft® Windows® Server 2019 64-bit
Microsoft® Windows® Server 2022 64-bit

DBMS install-
ation)

Additional requirements:

® Microsoft® .NET Framework 4.5.

® Supported databases: Microsoft® SQL Server® 2008, SQL Server® 2012,
SQL Server® 2014 SP1, SQL Server® 2016, SQL Server® 2017, PostgreSQL® 11.

* For SQL Server® 2014 Express SP1 or SQL Server® 2012 installation on Win-
dows Server 2008 R2, Service Pack 1 (SP1) should be installed in the system.

* For server operating systems, only desktop installation options are supported.

* Microsoft® Windows® 11 may require the TPM 2.0 and Secure Boot in UEFI mode. A

CPU with two or more cores is also recommended.

2.2 SoftControl Admin Console system requirements

Table 4. Minimal system requirements

o e [

Client operating systems:

H 4GB 100MB
Microsoft® Windows® 7 (SP1) 32-bit/64-bit 3GHz G 00

Microsoft® Windows® 8 32-bit/64-bit

S———————————————— e
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e  onen e

Microsoft® Windows® 8.1 32-bit/64-bit
Microsoft® Windows® 10 32-bit/64-bit
Microsoft® Windows® 11 64-bit

Server operating systems:

Microsoft® Windows® Server 2008 R2 64-bit
Microsoft® Windows® Server 2012 64-bit
Microsoft® Windows® Server 2012 R2 64-bit
Microsoft® Windows® Server 2016 64-bit
Microsoft® Windows® Server 2019 64-bit
Microsoft® Windows® Server 2022 64-bit

Additional requirements:
® Microsoft® .NET Framework 4.5.
® For server operating systems, only desktop installation options with installed component
Desktop Experience are supported.
® Microsoft® Windows® 11 may require the TPM 2.0 and Secure Boot in UEFI mode. A

CPU with two or more cores is also recommended.

S——————
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3. Installing and setting up SoftControl Service Center components

This section describes how to install ™" the SoftControl Server (‘the server') and the SoftControl Ad-
min Console components, set up *" SoftControl Server when running ** SoftControl Admin Con-

sole for the first time, and also gives instructions on how to register client applications %)

3.1 Installing SoftControl Server and SoftControl Admin Console

There are the following ways to deploy SoftControl Service Center.

= typical ' install product components without the embedded DBMS;
= complete " install product components including the embedded DBMS;

= custom '®: install the components chosen by user.

Select typical installation if a configured DBMS is available on the network, or if it is to be installed

separately. Information about separate DBMS installation is given in the appendix *®’.

Complete installation is the fastest way to deploy and configure. This way, all the essential opera-
tions including DBMS installation are performed by the SoftControl Service Center installer auto-
matically. The SoftControl Service Center installer includes free Microsoft® SQL Server® 2014 Ex-

press SP1 DBMS that has all the functionality required for the server to work.
If you prefer to install the server component, DBMS, and the management console onto the different
computers, select custom installation.

3.1.1 Typical installation

1) Run the Service.Center.msi installation package.

2) Click Next in the SoftControl Service Center Setup window (fig. Running the installation pro-

gram ™).

- (W]
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ﬁ SoftControl Service Center Setup EI

Welcome to the SoftControl Service
Center Setup Wizard

The Setup Wizard will install SoftControl Service Center on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Back [ MNext ] [ Cancel ]

Figure 1. Running the installation program

3) If you accept the terms, select | accept the terms in the License Agreement and click Next

(fig. License agreement %),

ﬂ SoftControl Service Center Setup — =
End-User License Agreement
Pleaze read the following license agreement carefully SoftControl
Standard End User License Agreement ~

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE
AGREEMENT ("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE
("SOFTWARE") PRODUCED BY ARUDIT SECURITY, LLC (hereinafter - ARUDIT
SECURITY, LLC).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT
DOWNLOAD, INSTALL OR USE THIS SOFTWARE.

1. Subiect of the Agreement. Subject to the payment of the applicable
license fees, and subject to the terms and conditions of this Agreement,
ARUDIT SECURITY, LLC hereby grants to you a non-exclusive, non-

[A11 accept the terms in the License Agreement

Print Back Cancel

Figure 2. License agreement

4) Click Typical to select standard installation type (fig. Installation types '#).

-
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ﬁ SoftControl Service Center Setup EI = @

Choose Setup Type

Choose the setup type that best suits your needs SoftControl

Installs the most common program features. Recommended for most users.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

All program features will be installed. Requires the most disk space.

] e
Figure 3. Installation types

5) Click Install (fig. Ready to install **).
15! SoftControl Service Center Setup E”E‘@

Ready to install SoftControl Service Center SoftControl

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ '@' Install ] [ Cancel

Figure 4. Ready to install

6) Wait until installation is complete (fig. Installation progress '*).

- ® ]
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ﬁ SoftControl Service Center Setup

Installing SoftControl Service Center

(o] & =)

SoftControl

Status: Registering product

Please wait while the Setup Wizard installs SoftControl Service Center.

Back Mext

Figure 5. Installation progress

7) After the Completed the SoftControl Service Center Setup Wizard message is displayed, click

Finish (fig. Installation is complete '*).

ﬂ SoftControl Service Center Setup

Completed the SoftControl Service
Center Setup Wizard

Click the Finish button to exit the Setup Wizard.

(o] & ==

Back Cancel

Figure 6. Installation is complete

3.1.2 Complete installation

1) Run the Service.Center.msi installation package.
2) Click Next in the SoftControl Service Center Setup window (fig. Running the installation pro-

gram ).

-— (€ ® ]
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ﬁ SoftControl Service Center Setup EI

Welcome to the SoftControl Service
Center Setup Wizard

The Setup Wizard will install SoftControl Service Center on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Back [ MNext ] [ Cancel ]

Figure 7. Running the installation program

3) If you accept the terms, select | accept the terms in the License Agreement and click Next

(fig. License agreement '*).

ﬂ SoftControl Service Center Setup — =
End-User License Agreement
Pleaze read the following license agreement carefully SoftControl
Standard End User License Agreement ~

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE
AGREEMENT ("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE
("SOFTWARE") PRODUCED BY ARUDIT SECURITY, LLC (hereinafter - ARUDIT
SECURITY, LLC).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT
DOWNLOAD, INSTALL OR USE THIS SOFTWARE.

1. Subiect of the Agreement. Subject to the payment of the applicable
license fees, and subject to the terms and conditions of this Agreement,
ARUDIT SECURITY, LLC hereby grants to you a non-exclusive, non-

[A11 accept the terms in the License Agreement

Print Back Cancel

Figure 8. License agreement

4) Click Complete to select full installation type (fig. Installation types '*).

-_— (W]
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ﬁ SoftControl Service Center Setup EI = @

Choose Setup Type

Choose the setup type that best suits your needs SoftControl

Installs the most common program features. Recommended for most users.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

All program features will be installed. Requires the most disk space.

] e
Figure 9. Installation types

5) Click Install (fig. Ready to install '®).
15! SoftControl Service Center Setup E”E‘@

Ready to install SoftControl Service Center SoftControl

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ '@' Install ] [ Cancel

Figure 10. Ready to install

6) Wait until installation is complete (fig. Installation progress '®).

- ® ]
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ﬁ SoftControl Service Center Setup EI

Installing SoftControl Service Center SofcControl

Please wait while the Setup Wizard installs SoftControl Service Center.

Status: Registering product

Back Mext

Figure 11. Installation progress

7) After the Completed the SoftControl Service Center Setup Wizard message is displayed, click
Finish to start Microsoft® SQL Server® 2014 Express SP1 installation (fig. SoftControl Service

Center installation is complete ).
ﬁ SoftControl Service Center Setup EI

Completed the SoftControl Service
Center Setup Wizard

Click the Finish button to exit the Setup Wizard.

Microsoft SQL Server Express wil be automatically installed
after installation complete. Please wait until the message of
end of installation will be shown.

Back Cancel

Figure 12. SoftControl Service Center installation is
complete

8) Wait until Microsoft® SQL Server® 2014 Express SP1 installation is complete and then click

OK (fig. Installation is complete '").

- (W ]
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“SoftControl Server ==

2
|@I SQL-server installed & service started successfully.

Figure 13. Installation is complete

3.1.3 Custom installation

1) Run the Service.Center.msi installation package.
2) Click Next in the SoftControl Service Center Setup window (fig. Running the installation pro-

gram '®).

ﬁ SoftControl Service Center Setup EI

Welcome to the SoftControl Service
Center Setup Wizard

The Setup Wizard will install SoftControl Service Center on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Back [ MNext ] [ Cancel

Figure 14. Running the installation program

3) If you accept the terms, select | accept the terms in the License Agreement and click Next

(fig. License agreement '®).

-_— (W]
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ﬁ SoftControl Service Center Setup — *

End-User License Agreement

Pleaze read the following license agreement carefully SoftControl

Standard End User License Agreement s

NOTICE TO ALL USER5: ATTENTIVLY READ THE FOLLOWING LICENSE
AGREEMENT ("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE
("SOFTWARE") PRODUCED BY ARUDIT SECURITY, LLC (hereinafter - ARUDIT
SECURITY, LLC).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT
DOWRNLOAD, INSTALL OR USE THIS SOFTWARE.

1. Subject of the Asreement. Subject to the payment of the applicable
license fees, and subject to the terms and conditions of this Agreement,
ARUDIT SECURITY, LLC hereby grants to you a non-exclusive, non- w

[11 accept the terms in the License Agreement

Print Back Cancel

Figure 15. License agreement

4) Click Complete to select complete installation type (fig. Installation types **).

‘_'@ SoftControl Service Center Setup El' = '@

Choose Setup Type

Choose the setup type that best suits your needs SoftControl

Installs the most common program features. Recommended for most users.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

All program features will be installed. Requires the most disk space.

Figure 16. Installation types

5) Configure the component installation (fig. Component installation configuration'®). Click the

icon of the component that should not be installed and select the Entire feature will be unavail-

able option from the drop-down menu (fig. Component installation options *°). The Will be in-

stalled on local hard drive option should been selected for the component to install (fig. Com-

ponent installation options **). Click Browse to change installation path if necessary. By click-

ing Disk usage you can view total size of the components being installed and available disk

space. Click Next when all settings are specified.

- ® ]
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ﬁ SoftControl Service Center Setup EI' = '@

Custom Setup

Select the way you want features to be installed. SoftControl

Click the icons in the tree below to change the way features wil be installed.

""" SoftControl Server
- 3 = | Microsoft SQL Server 20

= 'I SoftContral Admin Console

Thig feature requires 29MB on your
hard drive. Ithas 0 of 1
subfeatures selected. The
subfeatures require OKB on your

| hard drive.
4| 1 *
Location: C:\Program Files (x86)\SafenSoft\Service
Center\Server), =
[ Reset ][ Disk Usage ] [ Back ][ Mext ][ Cancel ]

Figure 17. Component installation configuration

=3 Will be installed on local hard drive
=38 Entire feature will be installed on local hard drive

=) Feature will be installed when required

X Entire feature will be unavailable

Figure 18. Component installation
options
6) Select the Add the required ports to Windows Firewall option to add the port of connection
between SoftControl Admin Console and SoftControl Server to the firewall exceptions automat-

ically (fig. 'Adding a port to the firewall exceptions' option ?%). Otherwise, you should perform this

operation manually (by default, port 8080 is used). To continue installation, click Next.

ﬁ SoftControl Service Center Setup EI' =] '@
SoftControl Service Centerconfiguration
Add port for the Console and port for dients updates SoftControl
to Windows Firewall
Add the required ports to Windows Firewall
[ Back ][ Mext J [ Cancel ]

Figure 19. 'Adding a port to the firewall exceptions'
option

————.
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7) If you have chosen SoftControl Admin Console and/or SoftControl Server without embedded
DBMS installation, repeat actions 5-7 for typical installation "> If you have chosen SoftControl
Server with the Microsoft® SQL Server® 2014 Express SP1 component, repeat actions 5-8 for

complete installation .

3.2 Setting up the server

To run SoftControl Admin Console, double-click the program desktop icon. If the server is not con-

figured yet, enter the IP address of the computer with the installed SoftControl Server in the Server
address field (you can use the localhost reserved name if SoftControl Server and SoftControl Ad-

min Console are installed on the same computer), and click Apply (fig. Running_SoftControl Admin

Console for the first time #").

Authonzation

Server address: localhost

User name: [console_admin g

Pazzword: I l
[ Apply ] [ Cancel l

Figure 20. Running SoftControl Admin Console for the first
time

Click Yes in the dialog box with the suggestion to create initial server configuration

(fig. Suggestion to run server configuration wizard 2").

SoftControl Admin Console 53

| Server is not configured yet. Do you want configure it?

[ -

Figure 21. Suggestion to run server configuration
wizard

In the Database configuration section of the server configuration wizard window, you can specify

the DBMS connection options and the name of the database that the SoftControl Server compon-

- (A ]
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ent will use. If SoftControl Service Center was installed along with the embedded DBMS, the fields
are filled in with the default values. In other cases, or when you need to change typical values, enter
the following parameters (the default values are in parentheses) (fig. Setting up the connection to

the DBMS 2);

* DBMS is the network address (name) of the DBMS server (localhost\SQLTPS),

* Database name is the database name on the DBMS server (safensoft.tpsecure),

* Authorization type is the type of the account to log in to the DBMS server (SQL Server
Authorization);

® User is the user name on the DBMS server (sa);

® Password is the user password on the DBMS server (SafenSoft2007).

F Server configuration wizard
Database configuration

SQL provider:
[mssar

DBMS:
[localhostisQLTPS

Database name:

[ safensoft.tpsecure

Authorization type:
[ SQL Server Authorization

User:

[sa

Passwaord:

| Testcomnection |

Clients host configuration

Account

All parameters are valid

congre ] [

Figure 22. Setting up the connection to the DBMS for
MS SQL Server

e N—————————————,
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F Server configuration wizard
Database configuration

5QL provider:
[ PostgreSOL

DBMS:

[ localhost

Part:
[543

Database name:

[tpsecure

User:

[ postgres

Passward:

[ Test connection

Clients host configuration

Account

All parameters are valid

[congre ] [ comer ]

Figure 23. Setting up the connection to the DBMS for
PostgreSQL

To check the connection to the DBMS and to check whether the SQL Server account is valid, click
Test connection. If database with the specified name doesn't exist, it is created on the DBMS

server when the configuration wizard completes its operation.

When accessing the PostgreSQL DBMS without specifying the database name, a connection is
made to the user's database that matches his name. If the database user name differs from the

database name, an error message will be displayed when you click the Test connection button.

In the Clients host configuration section, you can specify the parameters of connection between

client applications and the server (fig. Setting up connection between client components and the

server 2).

—————.
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P Server configuration wizard

Database configuration

Clients host configuration
Server IP adresses list

Enter a new itemn:

l

172.16.16.5
WM-AS-WBEIRUXE6

Delete from list

Server port:

[s000

Add pert to firewall

All parameters are correct

| Configure || Cancel |

Figure 24. Setting up connection between client
components and the server

By default, current server IP address and TCP port 8000 are used to connect to the server. Com-
munication between the client applications and the server can also be performed through several
standby channels. You can implement the option by specifying all IP addresses or names (DNS or
NetBIOS) by which the server is accessible for the client applications. In this case, a client compon-
ent connects to each of the addresses in turn until the request is successfully processed. Connec-
tion to the server is then established at this address. If there are no successful connections at any
address, the client component searches through the list of addresses again after the heartbeat
period expires. To add an address to the list, enter a new value to the corresponding field and
click Add to list. To remove an address from the list, select it and click Delete from list. Specify
the port of connection between client applications and the server in the Server port field (if
SoftControl Server and SoftControl Admin Console are installed on the same computer, this port

should not coincide with the connection port between SoftControl Server and SoftControl Admin

Console *”). Tick off the Add port to firewall checkbox, if the exception for the specified port is

not added to the firewall.

® \We strongly recommend that you specify the server name in the address list, so that the cli-

ent applications do not lose connection with the server even when its IP address changes

- (& ]
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automatically. If the connection is lost nevertheless, use the instructions on how to recover

connection®%.

Create the first user account by specifying Account name, Password and Confirm password in

the Account section (fig. Creating a user **). This user will have administrator privileges.

Note. You can change the user's password later by clicking Change password in the lower right

corner of SoftControl Admin Console on any tab (see section Accounts ).

F Server configuration wizard

Database configuration
Clients host configuration

Account

Account name:

[ Console_admin ]

Password:

[—— ]

Confirm passwaord:

e ]

[ Configure H Cancel

Figure 25. Creating a user

When all settings are specified, click Configure. If the configuration is created successfully, the

corresponding message is displayed (fig. Configuration is created successfully **).

“SoftControl Admin Console @

e
Iﬂl Server configured successfully. Mow you can authorize
>

Figure 26. Configuration is created successfully

Use the created account to connect to SoftControl Server in the authorization window .

R N————,
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3.3 Registering client applications

1

After the initial setup *" of the server, the encrypted configuration file is generated in the following

path on the computer with the installed SoftControl Server:
C:\ProgramData\SafenSoft\ClientSettings.xmlc

The file contains server connection parameters for the client applications, as well as common client

certificate ®® that is used to establish secure connection by default. To register with SoftControl

Service Center, apply the above-mentioned file on the devices with the client applications installed

previously according to the documentation.

i Connection to the server in the registration standby mode is performed with the help of
common client certificate, and in this case, the client doesn't send data to the server. Inter-
action is performed in regular mode after the client component switches to the Active

status *%.

For detailed description of how to apply the file, see 'SoftControl ATM Client / Endpoint Client /
SClient user's guide' and 'SoftControl DLP Client installation guide' for the corresponding compon-
ents.

3.4 Connecting to the server from the management console

To run SoftControl Admin Console, double click the program desktop icon. Enter Server address,
User name and Password, select Token and enter its PIN in the Authorization window

(fig. User authorization in SoftControl Admin Console *%).

Server address: localhost
User name: I console_admin ﬁ]
Password: I .Ii.il...l l

[ Apply l [ Cancel l

Figure 27. User authorization in SoftControl Admin Console

Click Apply to connect to the SoftControl Server component.

During user authentication, a session with unique ID is created on the server. All user operations

with the management console are performed within current session, and connection between the

—————.
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server and management console is checked regularly. If the server cannot access management

console for more than 2 minutes, current session is terminated.

i By default TCP port 8080 is used for connection between SoftControl Admin Console and
SoftControl Server. If the port cannot be used for some reason, change its value in the
server component and management console configuration files.

The path of the server configuration file is as follows:
C:\ProgramData\SafenSoft\Server.Config.xml

The port value is specified in the Port attribute of the WebApiHost element.

The path of the management console configuration file is as follows:
C:\ProgramData\SafenSoft\SafenSoft.Enterprise.Console.exe.Config

Port value is specified in the following part of the file:

<Databases>
<Elements>

<add name="<port value>" lastconnection="" />
</Elements>
</Databases>

When you connect to SoftControl Service Center for the first time with the use of a token, SoftCon-
trol Admin Console displays a message that you should bind the account to the token (see fig. be-

low 2"). Click Yes to log in to the system and start the centralized ISS management .

Token Authorization 3

The system provides for additional user authentication with the help of
! % a physical device (a USB token). Current user does not have a token
assigned to him/her.

Do you want to bind the user account to the selected token? If you
select "Yes', the user will need this particular token each time he/she
legs in to the system.

Figure 28. Binding an account to a token

You can change the token the account is bound to, in the authorization window (see above **) or on

any tab in SoftControl Admin Console, by clicking Change token in the lower right corner.

® |f the number of log-in attempts exceeds the specified value (5 by default), the user account
is blocked. You can set the value in the server configuration file with the help of the Pass-
wordAttempts parameter. You can specify the period (in seconds) when the account re-

mains blocked, with the help of the LockForSeconds parameter. Only the administrator can

- (& ]
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unblock the account.
Besides, the account is blocked if it has not been used for 45 days (except for System Ad-

ministrators).

® The user session is blocked if the user is idle for 5 minutes. To continue working with

SoftControl Server, the user needs to log in again.

R N—————.
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4. Centralized ISS management

The SoftControl Admin Console management console enables remote centralized management of
the SoftControl SysWatch, SoftControl DLP Client and SoftControl SysCmd applications, on the
basis of the SoftControl Server component's service functions.

This section describes how to work with SoftControl Admin Console and is designed for the admin-
istrators of the information security system (hereafter referred to as ISS) on the basis of SoftControl
Service Center.

4.1 SoftControl Admin Console interface

The SoftControl Admin Console interface consists of the program's main window which has the fol-

lowing tabs.

- LO 5| 130;
= Security events >

= Windows event logs '%;

» Clients **:

= Client settings *°;

= Security profiles

= Organization units **;

» Tasks "'

= Accounts *;

= Roles **";

= Contacts ™**:

» Notifications '°°;
= Updates '*;

= Configuration snapshots '*?

Graphical buttons in the upper part of the SoftControl Admin Console main window correspond to

the tabs listed above. Besides, the Clients “*, Log "*°, Security events **, Windows event logs '*,

Organization_units *®, Client settings **, Security profiles ''°, Tasks '°, Contacts *** and Notifica-

tions ™*° tabs have their own graphical buttons which apply only for these tabs. Table 5 describes

the common buttons.

-
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Table 5. SoftControl Admin Console widgets

ﬁ Event log Open the Event Log tab for all devices.
ﬁij' Security events Open the Security events tab.
% Windows event logs Open the Windows event logs tab.
d-l Clients Open the Clients tab. F4
E{él} Client settings Open the Client settings tab.
'*a? | |Security profiles Open the Security profiles tab.
_ Organization units Open the Organization units tab.
s ks -
. |Tasks Open the Tasks tab.
ﬁ Accounts Open the Accounts tab.
Roles Open the Roles tab.
E Contacts Open the Contacts tab.
GJ Notifications Open the Notifications tab.
| Refresh Refresh data in the current tab. F5
o o
. Choose columns Modify which columns are displayed in the table. F6
|
& Save view settinas Sawe the selected set of columns as a user filter. o
L 9 Applies only to the Log tab.
! E Print Print out the list of current devices or the selection of Cirl + P
events.
m S Export the list of current devices or the selection of events
Export to Excel trl + E
LH Xportto Exce to an XLSX (Microsoft® Excel®) file. Ctr
g Configuration snapshots Open the Configuration snapshots tab.
TQ{ Updates Open the Updates tab.
LT Senrver Open the server connection settings.

Some of the functions that are called by the common buttons can also be accessed from the main

program menu.

The lower part of the main window displays a string with the current user name and their roles.

— &
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You can perform the following additional operations in the main SoftControl Admin Console win-

dow.

Setting up the connection to the DBMS server
To view or modify the settings of connection between DBMS server and SoftControl Admin
Console while the latter is working, click Database.

6

The connection settings window is similar to the authorization *® window that is displayed

when SoftControl Admin Console runs.

Setting up the interface
To modify the SoftControl Admin Console interface settings, select View — Settings in the
main menu.
By default, the SoftControl Admin Console interface language is selected on the basis of
the OS regional settings, when the program runs for the first time. To change the language,

select it from the drop-down list in the Settings window (fig. Interface settings *"):

* ru-RU — Russian;

* en-US - English (USA).
Restart the program to apply the changes.
Tick off Run one instance only if several instances of SoftControl Admin Console should
not be allowed to run at the same time.
Specify the maximum number of events that should be displayed per page on the L_og144
tab, in the Event page size field.

Choose your language l en-US @

[ Run ene instance only

Event page size I 10000

Close

Figure 29. Interface settings

-,
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Viewing information about the program

Select About in the main menu.

4.2 The procedure

When you manage a SoftControl Service Center-based ISS from SoftControl Admin Console, we
recommend that you follow the procedure as described below, in order to decrease the time spent

and to increase the efficiency.

1) Run SoftControl Admin Console and connect to SoftControl Server #°'.

2) On the Roles tab, create additional roles ** if necessary and assign the roles ** with the

9

specified permissions to the user accounts **. Supervise user actions ** via manage-

ment console with the help of the Security events tab.

3) Approve “® or reject *” registration requests from the client components which are in-
stalled on the protected endpoints, on the Client settings tab.

4) After you finish creating the workspace of the required devices, switch to the Client set-

tings tab and add configurations %’ that should apply to the client applications.

5) After you configure the client settings, switch to the Organization units tab and create

organization units 2! (groups) by any principle to distribute the registered components on

the client hosts. When you create units, bind them to certain configurations 2

6) Switch to the Clients tab and move_client components *® to the created organizational

units.

7) Create the required tasks '*° for client applications on the Tasks tab.
8) Switch to the Log tab and start viewing the reports from the client components 139

9) Additionally, you can set up notifications ™ about the incidents.The notifications will be

sent to the specified e-mails "> You also can export and print out ™ the required data.

4.3 Role-based access control

SoftControl Service Center features the role-based access control (RBAC) subsystem. The sub-
system allows you to regulate user®® access to different functions of SoftControl Server and
SoftControl Admin Console on the basis of their roles **.

User actions are monitored through SoftControl Admin Console that registers the server security

——————.
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events >
4.3.1 Roles

The Roles tab allows you to manage the roles and set up the permissions for them (fig. The 'Roles'
tab *%).

F SoftControl Admin Conscle

2%  Foiayy | QO | @ 0 50 B QU
[ciens [0

System administrator

Includes all available permissions

Observer Delete role

View clients connected to server Delete the permission
View existing contacts Delete the permission
View events from clients Delete the permission

View existing notifications

Delete the permission

View existing organization units

Delete the permission

Add comments to clients

Delete the permission

View existing client settings

Delete the permission

View previously created tasks

Delete the permission

View program modules and antivirus bases updates settings and history Delete the permission
Apply organization unit settings if they have been changed locally Delete the permission
View existing roles Delete the permission

Change password

Figure 30. The 'Roles' tab

The roles on the tab are displayed as tables, where the role name is specified in the first row, and

the rights to perform certain operations in management console (permissions) are in the next rows.
SoftControl Service Center includes two predefined roles:

¢ System administrator can access all the functionality of management console (recom-
mended for advanced users and security officers).
* Observer can view most of information including all data on working with client applica-

tions (recommended for operators who monitor security incidents on the client hosts).

Besides, you can create new roles with their own sets of permissions. Operations with the roles on
this tab are described below.

=~ Creating arole

IS———————————s—
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To add a role, click Create new role (fig. The 'Roles' tab **). Specify the Role name in the

displayed window and click OK (fig. Creating a new role **).

Role name: ’Maintenance engineer l

ook ] [ Cancet ]

Figure 31. Creating a new role

The new role is added to the end of the role list. Set the permissions 3% for the role.

= Modifying permissions

To add permissions to a role, click the Add permission button below the table with the role.
Tick off the required permissions in the displayed window and click OK (fig. Adding permis-
sions 34 ).

To delete a permission, click the Delete permission link in the corresponding row of the
table with a role (fig. The 'Roles' tab **).

P Add permission

Select permissions:

Apply custom settings to clients
Backup operations

Cancel running tasks

Change dients statuses: approve, reject
Check for available updates

Create new accounts

Create new client settings

Create new contacts

Create new notifications

Create new organization units

Create new roles

Create new tasks for clients

Delete accounts

Delete client settings

Delete clients

Delete contacts

Delete notifications

Delete organization units

Delete roles

Generate time-based one-time password -

) e

IKOOOOO000000RONRRRROR

Figure 32. Adding permissions

= Removing arole
To remove a role, click the Delete role link in the table row with the role name (fig. The

'Roles' tab **') and confirm the removal in the dialog box.

.
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i You cannot remove roles that are assigned to current users (see section below **).

4.3.2 Accounts

You can manage user accounts and assign the roles for them on the Accounts tab (fig. The 'Ac-

counts' tab **).

¥ SoftControl Admin Console

File View Filters Tools About

[ e&® | FRiiay  dOeN (@ S 0% B Q@Y
%= . & |

Organization unit Name = Roles

» Default unit userz [ Show | 3
Default unit admin @

Figure 33. The 'Accounts' tab

Basic operations with user accounts are performed with the help of the tab's graphical buttons
which are described in table 6.

Table 6. The 'Accounts' tab widgets

E%I New Create a new account.
~ . . .
o Edit Modify the selected account properties.
[
E Delete Removwe the selected accounts.
@ Mowve Movwe the selected user to another organization unit.

— e &
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The list of the tab fields is givenin table 7.
Table 7. The 'Accounts’ tab fields

Organization unit The organization unit that the current user is assigned to.
Name User name.
Roles User roles.

Basic operations on this tab are:

Creating user account

To create a new user account, click New (fig. The_'Accounts' tab ). Specify the user

Name, enter Password and Confirm it in the displayed window. Select the required Roles
for the user and then click Apply (fig. Creating an account %, Specify the minimum pass-
word length in the parameter MinPasswordLength of server configuration file (C:\Pro-
gramData\SafenSoft\Server.Config.xml).

Mame: Raoles:
[COHSOIE‘USEF I [l Systern administrator
Password: Observer
‘ [ Whxenep
L2 2212l )
Confirm:
meac e ] [] Account is blocked

Password is valid till:Infinite

|:| Temporary user. The account will be blocked at: | 2/5:20271 824 2 .

':. Windows User '
User not set [:]
Windows login mode
(_) Login anly through SoftControl

() Login possible via Windows

All parameters are valid

oo [

Figure 34. Creating an account

The Windows user area is for future use. Associated functionality has not been implemented
in the current version.
All new user accounts are automatically added to the Default organization unit. You can

EE——————————————————_——————-
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move ** the selected account to another unit.

Depending on their role *' the user can access data in the current unit and all its subsidiary
units, but cannot access any data in the parent units.

You can make a temporary account by selecting Temporary user and specifying the date

when the account should be blocked.

Modifying user account

To modify user account, click Edit (fig. The 'Accounts' tab ).

Modify the user Name and/or change the Roles in the corresponding area in the displayed

window, and then click Apply (fig. Modifying_an account *"'). The password does not
change in this case. If you need to change the password, enter a new Password in the cor-

responding field and Confirm it.

Mame: Roles:

[COHSOIE_USEF I D Systern administrator
Password: Observer

[Pass-.-_-c«d ‘ [ Whxenep

Confirm:

[Co"ﬁrrr password l [ Account is blacked

Password is valid till:Infinite

["] Temporary user. The account will be blocked at: | 2/25,/2021

| Windows User '
DESKTOP-63KNC18\eelagina

Windows login mode

Lagin only through SoftControl
() Login possible via Windaws

All parameters are valid

| appy | | Cancel

Figure 35. Modifying an account

Besides, any user can change his or her password in the window that is displayed when the
user clicks Change password in the lower right corner of SoftControl Admin Console (see

fig. The 'Accounts' tab **). The button is available on any tab.

-,
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#~ Change password for admin x

Old password:

[ Password l

Mew password:

[ Password I

Confirm:

[Cc-"firn' password I

roo

Figure 36. Changing user password

In this window, enter the Old Password, the New Password, Confirm it, and click Apply.

When changing the password, the administrator can set its lifetime. To do so, the adminis-
trator specifies the required value (the number of days) for the PasswordValidDays para-
meter in the server configuration file (C:\ProgramData\SafenSoft\Server.Config.xml). It is 60
days by default; '0' means the lifetime is unlimited. You can specify the minimum time the
password is valid for with the help of the MinPasswordPeriodDays parameter. This value
cannot be greater than the value set for the PasswordValidDays parameter. You can also
prevent the users from using a certain number of old passwords (from 1 to 10; with the For-
bidOldPasswordCount parameter).

If you need to block the account, tick off Account is blocked (fig. Modifying an account *").

Removing an account

To remove a user account, select it, press Delete (fig. The 'Accounts' tab **) and confirm

the removal in the dialog box.
Note. After you delete an account, you cannot create a new one with the same name in the

next three years.

Moving an account
To move an account, select it, click Move and select the unit you need to move the user to,

in the displayed window (fig. Moving an account **).

— &
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#~ Select organization unit

Select organization unit:

l Production Dept EI

| apply | | Cancel |

Figure 37. Moving an account

4.3.3 Server security events

The administration console allows you to register user operations, so as to analyze them onthe Se-

curity events tab (fig. The 'Security events' tab **).

The full list of the tab fields is givenin table 8.
Table 8. The 'Security events' tab

Occurred on Date and time when the event occurred.

Type of the registered event:
o Start of session;
¢ End of session;
* Role is created;
* Role is deleted;
e Adding permissions to role;
* Role's permissions are removed;
* Account is created;
e Account is changed,;
e Account is deleted;
e Approval of client;
¢ Rejection of client;
¢ Deletion of client;
¢ Request to change a client certificate;
¢ New certificate is assigned for client;
* Moving object to another organization unit;
¢ New organization unit is created,;
e Organization unit is deleted;
¢ Creating new settings;
¢ Changing settings for organization unit;
e Assigning custom settings;
e Settings are deleted;
* Assigning organization unit settings;
* Task is created;
* Task is canceled;
e Contact is created;

Event type

— &
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e Contact is changed;

e Contact is deleted;

¢ Notification is created;

¢ Notification is changed;

¢ Notification is deleted;

e Unauthorized request;

¢ Insufficient permissions for request;

® Error while processing request.

Session ID Checksum of the ID of the session that the event is associated with.

Account User account associated with the event.

IP address of the computer with the installed SoftControl Admin Console from which a re-
quest to the server is received.

Port of the computer with the installed SoftControl Admin Console from which a request to
the server is received.

Request Uri Full URI of the SoftControl Admin Console request which is sent to the server.

Role name (only for the Role is created, Role is deleted, Add permissions to role, and
Role's permissions are removed event types).

The list of added (only for the Add permissions to role event type) or deleted (only for the
Role's permissions are removed event type) role permissions.

User account name (only for the Account is created, Account is changed, and Account is|
deleted event types).
Unique ID of the client application (only for the Approval of client, Rejection of client, De-
letion of client, and Moving client to other organization unit event types).
The name of a client host (only for the Approval of client, Rejection of client, Deletion of
Client's name client, Request to change a client certificate, New certificate is assigned for client,
and Moving object to another organization unit event types).

Organization unit which the installed client component is moved to (only for the Moving ob-
Organization unit ject to another organization unit, New organization unit is created, and Organization
unit is deleted event types).

Request IP address

Request port

Role name

Role permissions

Account name

Client's Guid

The name of the client application configuration (only for the Creating new settings,

Settings
. Changing settings for organization unit, and Settings are deleted ewvent types).

Time when the client application configuration is created on the server (only for the Creating
new settings event type).

Task ID Task sequence number (only for the Task is created and Task is canceled event types).
Task type Task type (only for the Task is created and Task is canceled event types).

The name of the notification recipient (only for the Contact is created, Contact is|
changed, and Contact is deleted event types).

Notification name (only for the Notification is created, Notification is changed, and Noti-
fication is deleted event types).

Settings creation time

Contact name

Notification name

Error message Message about the error during request processing.

Unauthorized request |The reason why authorization on the server is impossible (only for the Unauthorized re-
reason quest event type).

- (]
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)~ SoftControl Admin Console

RBP4 RO 9 5% B2l
dd| ddd dd

Drag a column header here to group by that column

Occurred on Event type Session...  User name Request’s IP ad... Request's port

2/20/2027 3:48:15 PM +03:00 Unauthorized rSession is nadmin
2/20/2021 2:01:51 PM +03:00 Start of sessiorefbaldf11ladmin
2/20/2021 2:00:32 PM +03:00 End of session 15800c7ebcadmin
2/20/2021 1:51:35 PM +03:00 Start of sessior15800c7ebcadmin
2/20/2021 12:56:08 PM +03:... Approval of cli63590f67deadmin =1 40454 https://loc...
2/20/2021 12:55:05 PM +03:... Start of sessior65590f67deadmin
2/20/2021 12:52:32 PM +03... End of session 7e052d2346:admin

2/20/2021 12:08:39 PM +03:... The current Ce7e052d346:admin =1 A04T7 httpsi/loc...
2/20/2021 12:06:37 PM +03:... Changing setti7e052d346:admin =1 40472 httpsi/loc...
2/20/2021 12:06:42 PM +03:... Creating new s72052d346:admin =1 40470 httpsifloc...
2/20/2021 12:05:07 PM +03:... New CA certific7e052d346:admin =1 40466 httpsifloc...
2/20/2021 12:04:38 PM +03:... New CA certific7e052d346:admin =1 40466 httpsifloc...
2/20/2021 12:04:37 PM +03:... Start of sessior7e052d346:admin
2/20/2021 11:58:33 AM +03... End of session 4a109733ckadmin
o
Page 1 (last) Time elapsed: 00:00:01

Figure 38. The 'Security events' tab

You can manage the data in the table with filters and database queries. These operations are de-
scribed in Filtering the events '** and Database queries "**

Additional operations on this tab are described below:

= Changing the displayed columns
If the required column is not in the table header, to add a new field to the current tab table,
click Choose columns and drag the required field from the Column chooser window

(fig. Selecting columns *") to the required place in the table header.

Column Chooser

Organization unit

Request's error message

Figure 39. Selecting columns

To remove an existing field, drag it to the Column chooser window or out of the table

header.
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= Data grouping

For the convenience, information on the tab can be grouped by any field (category) except
for Occurrence time. To do so, drag the column header to the panel between the table
header and group of the tab buttons (fig. Selecting_columns *"). If you group by several
fields, category priority (nesting) decreases from left to right depending on the location on
the panel.

4.4 Clients

The Clients tab allows you to register client applications, move them to the organization units,
check the status and receive information about the hosts that the client components are installed on
(fig. The 'Clients' tab **).

F SoftControl Admin Console

File View Filters Tools About

R Tl A | QLY [ P2 i@ @Y

-
S - iy ?
Drag a column header here to group by that column
ID Organization... Name Client type  Settings type Product version  Status Info Changed IP addr... DNS Days befor
B . Observation a
P Default unit | DESKTOP-63KNC18 SysCmd  Org unit setting 6.0.58.0 Active Undate 2/2/2021 4:05:21 PM 192.16... DESKTOP-63KNC18
pda Noinfo |
Update Uptodate
.  lprotection DR
2 Default unit | DESKTOP-63KMNC18 = SysWatch  Org unit setting 6.0.58.0 Inactive 5 2/2/2021 12:33:13 PM 192.16... DESKTOP-63KNC18
can Bor |
Profile Finished |
Protection Bl
- Update Installed
3 Default unit DESKTOP-63KNC18 | SysWatch  Org unit setting 6.0.58.0 Active Profil 2/2/2021 4:05:19 PM 192.16... DESKTOP-63KNC18
rofile Inprogress |
Scan Noinfa

—— D -
-

Figure 40. The 'Clients' tab

Basic operations with the devices are performed with the help of the tab's graphical buttons which
are described in table 9.

.
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Table 9. The 'Clients' widgets

Hot keys

,\\/ Approve Approve the registration of a client component on the server.
% Reject Reject the registration of a client component on the sener.
Refresh Refresh the certificate of a client component's specific certificate.
Delete Delete the selected client component(s) from the database. Delete
{;_I_-r- Mowve Mowe the selected client components to other organization units.
ﬁ Event log Open the Event Log tab for the selected components.

The full list of the tab fields is givenin table 10.
Table 10. The 'Clients’ tab fields

ID

The serial number of the client host.
Organization unit The organization unit which the client component belongs to.
Name The name of a client host.

Type of the installed client component on the client host:
e SysWatch — proactive protection component (SoftControl ATM Client / Endpoint Cli-
ent / SClient);
e DLP - data acquisition component (SoftControl DLP Client).
e SysCmd — component of remote command execution and file sharing (SoftControl
SysCmd)
Client component configuration type:
¢ Org unit settings — settings that are common for the organization unit which the client
component belongs to;
e Custom settings — settings that are individual for a client component, regardless of the
organization unit;
¢ Local settings — settings that have been changed locally for a SysWatch component.
Version of the installed client component.
If the component version is lower than the SoftControl Admin Console version, this cell is
highlighted in red. If the component version is higher than the SoftControl Admin Console
version, the cell is highlighted in orange.

Client type

Settings type

Product version

Possible statuses that display the client component state are described below:
¢ Pending: the client component has sent the registration request, and the adminis-
trator's decision is pending.
e Approved: the client component registration request is approved by the administrator.
Status * Rejected: the client component registration request is rejected by the administrator.
¢ Active: a registered client component has sent a connection request to the server for|
the period of time that is equal to double heartbeat period %"
¢ Inactive: a registered client component has not sent a connection request to the
server for the double heartbeat period 60 .

Info Additional information on a client component state.
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A SysWatch component has the following indicators:
¢ Protection — proactive protection status.

— On: protection of all the control scopes is enabled;

— Off: protection of all control scopes is disabled;

— Partial: protection of some of the control scopes is enabled.

e Scan — the status of the last antivirus scanning task.
¢ Profile — the status of the last profile gathering (automatic setup) task.

— In progress: the task is in progress;

— Stopped: the task is stopped by the user;

— Finished: the task has completed successfully;

— Error: an error occurred during the task start or completion.

e Update — the status of the last component update.

— Installed: the update is installed successfully;

— Not found: the component updates are not found;

— Needs reboot: the client host reboot is required to complete the update.
The No info status for the Scan, Profile and Update operations means that these actions
have not been performed since the client application registration on the senrver.
A DLP component has the following indicators:

e Observation — the monitoring activity status.

— On: the monitoring of all the data collection scopes is enabled (this does not include

the subcategory of removable devices);

— Off: the monitoring of all the data collection scopes is disabled;

— Partial: the monitoring of some of the data collection scopes is enabled.

Changed Time when the latest event has been registered by the client component.
IP address IP address of the client host.
DNS Network name of the client host in a workgroup or the domain.

Days before license ex-
piration

The number of days left before the current license key of a client component expires.

Settings state

The status of the client component settings that have been received from the sener. This
field updates dynamically each time the settings are changed from the SoftControl Admin
Console. Possible field states are:

¢ applied successfully;
¢ waiting for response;

[ ]
’

Certificate expiration
date

Expiration date of the client component's specific certificate.

User comments

The field to enter comments for the select client component.

Unique ID

Unique client component's identifier that is assigned automatically after the client compon-
ent sends the first request to the SoftControl Server.

Permanent connection
status

Possible statuses that display whether the Hold permanent connection to Service
Center option is enabled (see section Common settings ‘&"'):

* Active: permanent connection to SoftControl Senice Center is enabled,;

¢ Inactive: permanent connection to SoftControl Senice Center is turned off.

Disable local settings
management

The flag that determines how the client host settings are managed. If this option is en-
abled, you can only change the settings from SoftControl Service Center.
You can enable or disable this option in the client component settings (see section

- € T
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SoftControl SysWatch settings 6%).

Information about the version and release date of the antivirus databases and antivirus en-
gine installed on SoftControl Senice Center client.

Bases version

Basic operations on this tab are:

» managing the registration process “°’;

= moving to the organization units *°;

= managing the list of files that can run*® .

Additional operations on this tab are described below:

Working with several components
The tab allows you to work with a single component as well as with several client components.
To apply the operations to several components, select them with one of the selection methods
and perform the required operations:
= selecting several random components: hold down the Ctrl key on the keyboard and select
the required components;
= selecting a range of components: select the first component of the range, hold down the

Shift key on the keyboard and select the last component of the range.

Data grouping
For the convenience, information on the tab can be grouped by specified fields. You can group
data by the Organization unit, Client Type, Product version, Status, IP address, DNS,
Days before license expiration, Settings state and User comments fields (categories). To
do so, drag the column header to the panel between the table header and group of the tab but-
tons (fig. The 'Clients' tab **). If you group by several fields, category priority (nesting) de-
creases from left to right depending on the location on the panel.

Viewing logs
To open the Event Log ™ tab with the events list, select the required components and perform
one of the following operations:

* click Event log in the group of buttons on the tab (fig. The 'Clients' tab **);

® invoke the context menu by right-clicking on the list of components and select the Show

- ]
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Log command.
130

When you open the list of events, the header of the Log " tab displays the number of the selec-

ted components (fig. The 'Clients' tab **).

=~ Viewing extended profile

Select a profile and invoke the context menu by clicking the right mouse button. Select the
Show extended profile info command. The Profile information tab will open. You will see
the list of checksums included in the selected profile. You can filter the displayed items. At the
bottom of the window you will find the Export items to file hyperlink. Click on it to create an
XML file with items on the screen. You can also remove items or copy checksums by right-

clicking on an entry.

8% & odiAy | O (@3 50% Bl @

-

Last update time:  2/2/2021 11:52:01 AM
Filter ©
() Shaw entries for: (01022021, 123807 [l-[02022021, 101656 [

[ File name contains: I 1

[IFile path contains: I 1

File hash File name e siz File path
P
AAF64BBOBCAF2ASIOFIFBACSSIE.. | SOSDLL 716432 02022021 10:16:24 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSKS\X86_NETFX4-505 DLL.. P
CESEBFESBOT3F320AE3AB4TORFF... | WEBENGINE4DLL 511664 02.02.2021 10116:41 \DEVICE\HARDDISKVOLUMESVWINDOWS OLDWINDOWS\WINSXS\X86_NETFX4-WEBENG... P
CB109C45DDEA2CFOSFEDCTIEAR.,  WEBENGINEDLL 2474402022021 10116:41 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSXS\X86_NETF34-WEBENG... P
ACODB4467DC2A4TB24ACT6STTE..  WMINET_UTILSDLL 42168 02022021 10:16:41 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSKS\X86_NETFX4-WMINET... P
2730647614998B0F43E64CT288F6... WORKFLOWSERVICEHOSTPERFOR.. 87328 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMESWWINDOWS OLDWINDOWS\WINSXS\X86_NETFX4-WORKFL.. | P
ECADAG7OFTCSBA3A4D29FFOESA... | WPFGFX_VO400.0LL 1691824 02.02.2021 10:16:42 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSXS\X86_NETFX4-WPFGFX_.. P
224C713088986CT3E0693CT6A30...  PRESENTATIONCOREDLL 3485535 02.02.2021 10:16:47 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSKS\X86_PRESENTATIONC... | P
BO4D7OAFTAG3B0AZ3C3 18DEAEC... | SYSTEM.DATADLL 3332784 02022021 10:16:54 \DEVICE\HARDDISKVOLUMESYWINDOWS OLDWINDOWS\WINSKS\X86_SYSTEM.DATA BT... | P
ODBEE3SFI7EDOA3ASET31A4A6C. . | SYSTEMWEBDLL 5376680 02.02.2021 10:16:55 \DEVICE\HARDDISKVOLUMESWWINDOWS OLDWINDOWS\WINSXS\X86_SYSTEMWEE_B03... P

DOODE4F30A528473DAD290690... | PRESENTATIONHOST.EXE 244224 02022021 10:16:56 \DEVICE\HARDDISKVOLUMES\WINDOWS OLDWINDOWS\WINSXS\X86 WPF-PRESENTATL. | P L

v

g0 ) >

Page. ofs2z [DBEN - +20 421 422 EEI Export items to file

Figure 41. 'Profile information’ tab

4.4.1 Managing the registration process

Managing the registration process includes the following operations.
= Approving the registration
Select the required client components that are in the Pending state and click Approve
(fig. The 'Clients' tab **).

The Status field switches to the Approved state as soon as the registration is approved.

- (5]
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When the client component request is received next time, the component's certificate ** is

checked. If the certificate is common then the SoftControl Server component issues a spe-
cific (unique) certificate to authorize on the server. When the client component (with the spe-
cific certificate) sends a request next time, its status changes to Active. The client compon-
ent is placed into operation since this moment: a secure encrypted communication channel

is established between the server and the client.

Rejecting the registration
Select the required client components that are in the Pending state and click Reject
(fig. The 'Clients' tab **).

Once the registration of selected clients are rejected, the Status field switches to the Re-

jected state. Interaction of the rejected clients with the server stops.
Once registration is rejected, you can only retry registration in the following way:
1) Remove the client components from the database with the help of the Delete button.

2) Retry registration on the server with the common certificate **°.

Updating client's certificate
Select the required client components that are in the Active or the Inactive state and click
Refresh (fig. The 'Clients' tab **).

The Certificate expiration date field updates when the client component with the new spe-

cific certificate ° sends a request next time. The client component cannot use the previous

certificate anymore because the certificate is added to the black list of the certificates.

Removing the client component from the database
Select the required client components and click Delete (fig. The 'Clients' tab *2)). The spe-

% is not withdrawn in this case, and after the heartbeat period the deleted

cific_certificate
components are displayed in SoftControl Admin Console again with the Pending status. To
take the client components out of service completely, perform the following operations:

1) Place the specific certificate 2% of a client component to the black list with the help of the

Reject button.

2) Remove the client components from the database with the help of the Delete button.

-— ¥ ]
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4.4.2 Moving to the organization units

To move the selected client components to another organization unit, click Move and select the re-

quired unit from the drop-down list in the displayed window (fig. Selecting an organization unit to

move the component to *%).

i When moving client components to another organization unit, their settings automatically

change to the configuration of the selected organization unit.

If you have the permission to move clients within a contiguous group, but not the permission

to move clients to any organization units, and you try to move a client between two organiz-

ation units that are not in one contiguous group, your request will be denied.

Select organization unit

Select organization unit:

I Production-Audit E

| appy | [ cancet |

Figure 42. Selecting an organization unit to
move the component to

4.4.3 Managing the list of allowed files

In SoftControl Admin Console, you can obtain the list of files that can run on a client host with in-

stalled SoftControl SysWatch, and revoke the permissions for the selected files.
To obtain the list of files, right-click the required SoftControl SysWatch application and select
Show extended profile info in the context menu. This opens the Profile information for <cli-

ent_name> tab (fig. The 'Profile information for..." tab *). To start collecting data about the profile,

click Request update. SoftControl Admin Console displays the remaining time (approximately)
while it collects the information. The list of files contains additional information such as the name of
the file when it was added to the list, the check sum of the file, the full path, the date when the file

was added, the size of the file, as well as the flag that indicates whether the file was added to the

- (]
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profile by the installer (I), during profile gathering (P) or by user through the settings (U).

File View Filters Tools About

[P&® |G A OB @28 o0 @@l
.

Last update time:  2/2/2021 11:52:01 AM [ Requestupaate |

. Filter

[ Show entries for: (01022027, 123807 | (02022021, 1016:56 [

[:] File name contains: [ I

D File path contains: [ I

File hash File name File size Added on File path

» P .
A4FEABB9BCEF2A530FIFBACSSTE.. SOS.DLL 716432 02022021 10:16:24 \DEVICE\HARDDISKVOLUMEIWINDOWS. OLD\WINDOWS\WINSX54X86_NETFX4-505 DLL... P I
CH5EBFESBO73F320AE3AB4T0FFF... | WEBENGINE4.DLL 511664 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMESNWINDOWS.OLDVWINDOWS\WINSXS\X86_NETFX4-WEBENG... P
CB109C45DDEA2CFI8F6DCTIEAB...  WEBENGINE.DLL 24744 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMESWINDOWS.OLDVWINDOWS\WINSXS\X86_NETFX4-WEBENG... P
ACODB4467DC2A4TBZ4ACTO5TTE... | WMINET_UTILS.DLL 42168 | 02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMES\WINDOWS.OLDWINDOWS\WINSXS\X86_NETFX4-WMINET... P
2730647614998B0E43E64C9288F6...  WORKFLOWSERVICEHOSTPERFOR... 87328  02.02.2021 10:16:41 \DEVICE\HARDDISKVOLUMES\WINDOWS.OLD\WINDOWS\WINSXS\X86_NETFX4-WCRKFL.. P
ECAQADTOFTCBBA3A4D29FFIESA...  WPFGFX_V0400.0LL 1691824 02022021 10:16:42 \DEVICE\HARDDISKVOLUME I WINDOWS. OLDVWINDOWS\WINSX5\X86_NETFX4-WPFGRX_.. P
224C713088986CT3E0693CTBA30... | PRESENTATIONCOREDLL 3485536 02.02.2021 10:16:47 \DEVICE\HARDDISKVOLUMESNWINDOWS.OLDVWINDOWS\WINSXS\X86_PRESENTATIONC... P
BO4D79AFTAD3B0AZ3C3180EAEC... | SYSTEM.DATADLL 3332784 | 02.02.2021 10:16:54 \DEVICE\HARDDISKVOLUMESNWINDOWS.OLDVWINDOWS\WINSXS\X86_SYSTEM.DATA 87.. P
ODBEE3SFTTEDOAIABETZ1A4AGC... SYSTEM.WEB.DLL 5376680 | 02022021 10:16:35 \DEVICE\HARDDISKVOLUMES\WINDOWS.OLDWINDOWS\WINSXS\X86_SYSTEMWEB_B03... P
D99D64F39A52B4F30AD2990690... | PRESENTATIONHOST.EXE 244224 0202.2021 10:16:36 \DEVICE\HARDDISKVOLUMESWINDOWS.OLD\WINDOWS\WINSXS\X86_WPF-PRESENTATI.. P -

v
« >

Page . of423 (RN .. 220 421 422 EEIER | Export items to file
B : - . _Changepasswurd

Figure43. The 'Profile information for..." tab

To view the list of files for a specified period, select the required dates in the Filter field. In the filter,
you can specify a part of the file name and a part of the path to the file. To revoke permissions for

certain files, select the files using Shift or Ctrl and click Remove selected in the context menu.

4.5 Organization units

The Organization units tab allows you to group client components by territorial, administrative or

other attributes (fig. The 'Organization units' tab **). Besides, you can bind organization units to the

configurations and generate one-time passwords on this tab.
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File View Filters Tools About

¥ SoftControl Admin Conscle

~H
~

R - L CL NN A= RERCRER Y f N

g% &35 A
S oo i |
= . B & i=s

Name Settings name
B Default unit

South MaintenaSouth Maintenance

Default

South Regular South Regular

e | hé:.

Parent organization unit ~ ' Number of clients

Default unit
Default unit 1

Figure 44. The 'Organization units' tab

There is always at least one organization unit in the program, the Default unit, and you cannot de-
lete it. All the new client components are moved to this organization unit automatically. The adminis-
trator can then create the required hierarchical structure of organization units (with any level of nest-

ing), with the help of the Move button. When a unit is created, itis assigned a set of client settings.

Basic operations with the organization units are performed via the tab's graphical buttons which

are described intable 11.

Table 11. The 'Organization units' tab widgets

Create a new organization unit.

Edit

Modify the properties of the selected organization unit.

Delete

b ]
| S—

Removwe the selected organization unit(s).

Movwe the selected organization unit to another unit. You cannot move the De-
fault unit. You cannot mowve a parent organization unit to a subsidiary unit.

One-time password for
SysWatch

Open the one-time password generator window.

One-time password for
keyboard (before 6.0)

Open the window to generate passwords that unlock the keyboard on a client
host with version under 6.0.

One-time password for
keyboard (after 6.0)

Open the window to generate passwords that unlock the keyboard on a client
host with version 6.0 and later.

— &
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_ ilé Contiguous groups Manage groups for contiguous organization units.

List of the tab fields is given in table 12.
Table 12. The 'Organization units' tab fields

Name Organization unit name.
Parent organization unit The name of the parent organization unit.
Settings name Client component configuration that applies to the organization unit.

Basic operations on this tab are:

» managing the organization units °*;

= generating one-time passwords >

= managing contiguous groups >

4.5.1 Managing the organization units

Managing the organization units includes the following operations.

Creating an organization unit

To add a new organization unit, click New (fig. The 'Organization units' tab *%).

Specify the Name of the organization unit in the displayed window and select Settings name in

the drop-down list; then click Apply (fig. Creating an organization unit °").

Narme: [Norlhem Branch l

Settings name: ’ Default j

Clients:

[ ooy | [ Conca ]

Figure 45. Creating an organization unit
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Modifying an organization unit properties

To modify an organization unit properties, click Edit (fig. The 'Organization units' tab ).

Modify the Name of the organization unit and/or select another Settings name in the drop-down

list; then click Apply (fig. Organization unit properties °"). If the organization unit contains com-

ponents, they are displayed in the Clients list.

Rans: [ Unit South ]
Settings name: [ Default E
Clients:
DESKTOP-63KNC18
DESKTOP-63KMNC18

[ Apply l [ Cancel l

Figure 46. Organization unit properties

Removing an organization unit

To remove an organization unit, select it, press Delete (fig. The 'Organization units' tab *y and

confirm the removal in the dialog box. All the components from this organization unit are moved

to its parent unit.

®  You cannot remove the Default organization unit.

Moving an organization unit
To move an organization unit, select it and click Move. In the displayed window, select the or-

ganization unit you want to move the current unit to (fig. Moving an organization unit **).

————an
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y~ Select organization unit

Select organization unit:

l Production Dept §|

[ apply | [ Cancel |

Figure 47. Moving an organization unit

® You cannot move the Default organization unit. You cannot move a parent organization

unit to a subsidiary unit.

4.5.2 Generating one-time passwords

SoftControl Service Center features the secure authentication subsystem based on the one-time
password algorithm (TOTP). This algorithm has the high cryptographic strength and allows you to
generate passwords that are valid only for a certain period of time. One-time passwords can be
used to access the SoftControl SysWatch GUl/uninstaller when necessary (for example, if you need
to give a one-time access to SoftControl SysWatch without disclosing the main password), as well
as to unlock the keyboard on the client hosts (to unlock the keyboard, enter the password and then
press the Enter key).

7

You should enable and set up the corresponding_option *” in the organization unit configuration to

start working with the one-time password generator.

Note that one-time passwords for keyboard are generated depending on the version of SoftControl
SysWatch installed on a client device (prior to 6.0 or 6.0 and later).

One-time password generation is performed within an organization unit: the generated password
applies to all the SoftControl SysWatch applications in the organization unit. To open the generator
window, select the organization unit and click 1= (One-time password for SysWatch) or
(One-time password for keyboard — one of the buttons depending on on the version of SoftCon-

trol SysWatch) (fig. The_'Organization units' tab **'). In the displayed window, select Time interval

for the password and click & (Generate password). The One-time password for SysWatch
(One-time password for keyboard) field contains the generated password. The Time left

counter displays the password's lifetime in the dd:hh:mm:ss format (fig. The generator window >*).

After the lifetime expires, click & again to generate a new password.

— &
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® |) One-time passwords for SysWatch are designed for combined use with the main pass-

word. To access SoftControl SysWatch on a client host through the one-time pass-

words, main password protection ® should be enabled. When SoftControl SysWatch

GUI requests a password, tick off Use TOTP password.

) As TOTP algorithm uses time as a parameter, you should synchronize the UTC time (i.e.
regardless of time zone) on the computer with the installed SoftControl Admin Console
and the host with the installed SoftControl SysWatch, so that the error is much less than

the password lifetime.

F One-time password generation

One-time password for SysWatch

| =
Valid for: | 15 minutes -]

Time left:

00:00:00:00

Figure 48. The generator window for
SysWatch

)~ One-time password generation

One-time password for keyboard

| =
Valid for: | 15 minutes -]

Time left: 00:00:00:00

Figure 49. The generator window for
keyboard

4.5.3 Contiguous groups

You can put organization units together in contiguous groups. This allows to do the following: a spe-
cific user can have the permission to move organization units within its group but not have the per-
mission to move organization units between groups. It can be useful for performing maintenance
procedures. For example, an operator can move the device that requires maintenance to a special

unit with settings that allow performing of the required maintenance procedures. Once the mainten-
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ance works are done, the operator can then move the device back to its original organization unit.
Besides moving clients within their contiguous groups, the operator does not have any other per-
missions.

Creating roles and assigning permissions is described in section Roles *°'.

® An organization unit can belong to only one contiguous group (or no contiguous groups at
all).

To create contiguous groups and move organization units into them, click Contiguous groups.

o Contiguous groups
% .” &

Contiguous groups Units in group Units available

South Default unit

[ powy | [ conce

Figure 50. Contiguous groups
Existing contiguous groups are listed in the Contiguous groups area. To create a new group,

click E . Enter the new group name and click OK.

> Group name

[Northl ]

oo [ [ e |

Figure 51. New contiguous group

To work with a group, select it in the list. The Units in group area will show names of the organiza-
tion units that are in this group. The Units available area will show organization units that can be

included in the group. Move organization units between these lists by using respective arrow but-

— &
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tons.

You can also rename and delete existing contiguous groups (without affecting organization units in-
side the groups).

I%EI New group Add new group
-
F 4 Rename group Rename selected group
[
E Delete group Delete selected group

4.6 Setting up client components

The Client settings tab contains the list of the client application configurations (settings) (fig. The
'Client settings' tab °%).

SoftControl Admin Console has the following types of configurations:
= organization unit settings;
= custom settings;

= local settings (only for SoftControl SysWatch).

¥ SoftControl Admin Console
File View Filters Tools About

g% (Figa | SOQWS (@ 0% @@l

-
~ vy = ;
L
= 0| &k
Name Description Created Organization ...
» Default The default settings. Used by default organization unit and cannot be deleted. 1/28/2021 11:31:0... E 3
‘Custom Settings 1 2/2/2027 10:38:55... E

v

| v i | o s s corepmen ]|
Figure 52. The 'Client settings' tab

EES—————————————————— .-
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By default, all client components receive the organization unit settings after registration on the
server. Custom settings are intended for cases when you need to set a configuration that differs
from the organization unit configuration, for a certain client component. The tab contains the list of
all configurations including custom configurations. Information about how to work with custom set-
tings is given below %

Basic operations with the configurations are performed via the tab's graphical buttons that are de-
scribed in table 14.

Table 14. The 'Client settings' tab widgets

~ Name | Desaipon |

New Create a new client component configuration.
b i . ;
Edit Modify the selected configuration.
-
[EI Delete Removwe the selected configuration(s).
Q!__ﬁ;%} Import Import a configuration from an XML file.
= i
‘—";L'E} Export Export the select configuration to an XML file.

The list of the tab fields is givenin table 15.
Table 15. The 'Client settings' tab fields

Name Client component configuration name.

Description Client component configuration description.

Created Date and time when the configuration was created.

Organization units The list of the organization units which the configuration applies to.

SoftControl Admin Console has the following categories of the centrally managed settings of client

components:

= common settings **;
= SoftControl SysWatch settings ®*;
= SoftControl DLP Client settings .

112

= SoftControl SysCmd settings

Basic operations on this tab are:
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Creating a configuration

To add a new configuration, click New (fig. The 'Client settings' tab **). Specify the config-

uration parameters in the Client settings editor window (see figures from The 'Name' sec-

tion ®® to Update schedule settings™""). If the All parameters are correct status is dis-

played in the lower part of the window, click Apply to add the created configuration; other-

wise, modify invalid parameters.

Creating the configuration based on the current one
To add a new configuration that is based on the current one, select it and perform one of the
following operations:

e click Edit in the tab's button group (fig. The 'Client settings' tab *°);

® double-click the configuration.
In the the Client settings editor window, modify the configuration name (mandatory) and

parameters (if necessary) as you do with a new configuration (see figures from The 'Name'

111

section ® to Update_schedule settings™""). If the All parameters are valid status is dis-

played in the lower part of the window, click Apply to add the created configuration; other-

wise, modify invalid parameters.

Changing settings type
To change the type of the client component settings, go to the Clients *2 tab, invoke the con-
text menu by right-clicking the required component and select one of the commands:
* Use orgunit settings:
assign the settings of the organization unit that client component belongs to.
* Use custom settings:
assign custom settings to the client component.
* Resubmit client's settings:
assign the latest configuration from SoftControl Server to a SoftControl SysWatch client

component with the locally changed settings.

Using custom configurations
To add a new custom configuration and assign it to a client component, go to the Clients *?
tab, invoke the context menu by right-clicking the required component and select Use cus-

tom settings. Click Add in the Select custom settings window to create a new custom

— &
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configuration (fig. Managing custom settings *%).

F Select custom settings
List of all available custom settings:

[Comomceringsn | e

[ ok | [ cancel

Figure 53. Managing custom settings

Specify the configuration parameters in the Client settings editor window (see figures

111

from The 'Name' section ® to Update schedule settings '"). If the All parameters are valid

status is displayed in the lower part of the window, click Apply to add the created configura-
tion; otherwise, modify invalid parameters. The created configuration is added to the custom
configuration list. Select it from the list (or select a configuration that was created earlier)

and click OK to apply the configuration to the client component.

Removing a configuration

To remove a configuration, select it, press Delete (fig. The_ 'Client settings' tab *®) and con-

firm the removal in the dialog box.

4.6.1 Common settings

This category of settings includes common configuration parameters and the settings of interaction

between the client applications and the server.

Name
The name of the client component configuration is required to identify a certain settings kit, while
the configuration description provides brief information about the settings kit.
To specify the Name and the Description, enter them to the corresponding fields in the Name

section of the Common settings category (fig. The 'Name' section **).

®
B The configuration name should be unique and should not coincide with the existing
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names.
P gs editor
T
Heartbeat
Server's IP addresses
License Main kit of the client settings,
» SysWatch
*» DLP
» SysCmd
Figure 54. The 'Name' section
= Heartbeat

Heartbeat is the client component parameter that specifies the period when a client component
connects to the SoftControl Server component. The default value is 60 seconds (1 minute).
To modify the parameter, switch to the Heartbeat section of the Common settings category

and enter the value (in seconds) in the Heartbeat period (sec) field (fig. The 'Heartbeat' section
)_
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F Client settings editor

¥ Common settings

Narne Heartbeat period (sec): [30 l

[T Hold permanent connection to Service Center

Server's IP addresses

["] Hide Windows service
License

* SysWatch Synchronize time with server
¥ o

» DLP

» SysCmd

All parameters are valid

Figure 55. The 'Heartbeat' section

Tick off Hold permanent connection to Service Center if you need to maintain connection to
SoftControl Service Center in real time.

Besides, you need to tick off Hold permanent connection to Service Center if you need to
enable video recording on request for SoftControl DLP Client. For video recording settings, see
section SoftControl DLP Client settings ™°.

Tick off Hide Windows service if the SoftControl SysWatch, SoftControl DLP Client and

SoftControl SysCmd system services (safensec.exe, eventsvc.exe and SysCmd.exe respect-

ively) should be hidden from the Windows Services snap-in.

Note: hiding system services does not work on Windows XP.

Note: if system services are hidden, you cannot manage them with any OS tools.

Tick off Synchronize time with server to allow SoftControl SysWatch to synchronize the time

on the client computer with the time of SoftControl Server.

Specifying the server IP addresses

You can specify the server addresses that the client components can access, in the server con-

figuration wizard %'

To change the list of the addresses, switch to the Server's IP addresses section ofthe Common

settings category and modify the list (fig. The 'Server's IP addresses' section °").
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¥ Commen settings Enter a new item:
Name [ l
Heartbeat

17216165

License
» SysWatch
» DLP
» SysCmd

All parameters are correct

o[

TT—
Figure 56. The 'Server's IP addresses' section

To add an address to the list, enter a new value of an IP address or a name to the correspond-
ing field and click Add to list. To remove an address from the list, select it and click Delete

from list.

License
The license key determines the functionality of the client components. The trial license is in-
stalled by default; itis valid for 30 days.
To specify the key, switch to the License section of the Common settings category, select the
type of the client component in the drop-down list (SysWatch, DLP, DeCrypt, SysCmd), enter
the key to the text field and click Verify to validate the license and display its parameters if the

key is valid (fig. The 'License' section %%).

———————.
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P Client settings editor

¥ Common settings E

Name [S%Watch E [ BVTSE-NFUQ3-JDMUF-YQ3M }
Heartbeat

Type: Commercial

Valid for (days): 30
Licenze AV_AV4

¥ SysWatch

Activity control

Server's IP addresses

Incident management
Password protection
¥ Scan

Scan common settings

Scan schedule settings
v Update Verify
Update settings

Update sources

Update schedule

Interface settings

Reports

Notify

One-time passwords
¥ Control palicy

Devices

Modules

X All parameters are valid
Allowed autorun list

File system

System registry
v [

Matmnrl
LN ] L

Figure 57. The 'License’ section

Apply | [ Cancel

4.6.2 SoftControl SysWatch settings

This category of settings includes the SoftControl SysWatch component configuration that is similar
to the configuration specified with the help of SoftControl SysWatch GUI, and the control policies.

Activity control
Tick off the checkboxes at the required control scopes in the Activity control section of the

SysWatch category (fig. Activity control settings **):
Q Activity control:

U Applications;
U Network;

U File system;
U Registry.
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¥ Common settings =
Mame [+] Activity control
Heartbeat Applications
Server's |P addresses Network
License File system

¥ SysWatch Registry
Activity cantral [T Disable system profile
Incident management Disable the external control of system service
:assword protection [] Global software update mode

¥ Scan

) Save activity history for untracked applications and installers
Sean common settings [T Control execution of scripts

[+/] All script engines are located in the system directory
[ Enable dil module contral (client reboot is required)

[T Control modification of portable executable files by non-installers

Scan schedule settings
¥ Update
Update settings

Update sources

Update schedule 1R ir ion on prog that have not run for more than (days) @
Interface settings Delay system service start for (min) @
Reports Log similar events of control policy violation after (sec.) @
Notify Check for the presence of running modules after user login after (min.) E
One-time passwords " Check for the presence of running modules after SysWatch startup after (min.) @

v Centrol policy High risk of missing modules

Track debugger presence
qgErp
["] Restore database after hard reset

Devices

Modules

Allowed autorun list X
[T Enable events from Windows logs to be sent to the server
File system

System registry

MNetwork All parameters are valid
File hashes

Security profiles

Process privileges
« ) »

Figure 58. Activity control settings
Select the required additional options of the activity control below:

3 [ appy | [ cCancel

U Disable system profile:
Turn off the monitoring of PE files on the client host.
U Disable the external control of system service:
Do not allow unloading the SoftControl SysWatch system service from a client host RAM.
U Global software update mode:
Execute all applications in installation mode.
When this mode is active, all applications run as installers and are added to the profile
(education mode). All modifications of the PE files are added to the profile as well. We re-
commend that you only use this mode on 'clean' systems, where all software has been in-
stalled from a master image. To enable or disable the mode, you need to restart the client
host.
U Save activity history for untracked applications and installers:
Automatically enable the activity history saving option when an application that is not in the
profile or an unsigned installer runs for the first time.
0 Control execution of scripts:
Do not allow the interpreters to run untrusted scripts (except for the scripts that are signed

with a digital signature from the whitelist of certificates). The following processes are

- (& ]

safensoft.com


http://www.safensoft.com

Control Service Center version 6.1.398 Administrator guide

Centralized ISS management|

blocked:

— wscript.exe (Microsoft ® Windows Based Script Host);
— cscript.exe (Microsoft ® Console Based Script Host);
— java.exe (Java™ Platform SE binary);

— javaw.exe (Java™ Platform SE binary);

— javaws.exe (Java™ Web Start Launcher).

In order to block specific processes, we recommend that you create the appropriate Con-
trol policy rules ® .

Note. If you select Allow for Running script engine in the Incident management sec-
tion, the script execution will be allowed. The event will be logged.

Q All script engines are located in the system directory:
Only processes started from a system directory (C: \Windows\System32 or C: \Windows
\SysWOW64) are blocked.
This option becomes active if Control execution of scripts is checked.

O Enable dll module control (client reboot is required):
DLL module control works as follows. When an exe file tries to load a dll library, SoftControl
SysWatch checks whether the library has a digital signature. If the library is signed and the
digital signature certificate is considered trusted by Windows, SoftControl SysWatch al-
lows the library to load, even if the library is not in the profile. If the library has no digital sig-
nature, SoftControl SysWatch checks whether it is in the profile. If the library is in the pro-
file, SoftControl SysWatch allows it to load; otherwise, SoftControl SysWatch blocks it.

Note 1. Libraries that do not have an entry point (resource-only libraries without executable

code) cannot be blocked.
Note 2. If you select Allow for Loading untrusted DLL in the Incident management
section, the loading will not be blocked. The event will be logged.

U Control modification of portable executable files by non-installers:
Block modification of the executable files (exe, dll, etc.) by all applications except for the
applications that work in the software update mode.
Note. If you select Allow for Modification of PE file by non-installer in the Incident
management section, the file modification will not be blocked. The event will be logged.

U Remove information on programs that have not run for more than (days):

Delete entries about inactive applications that meet the specified condition (the number of
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days without activity), from the SoftControl SysWatch database.

U Delay system service start for (min):
Specify the delay of the SoftControl SysWatch system service start.

U Log similar event of control policy violation after (sec.):
Specify the period of time after which SoftControl SysWatch starts logging similar events
(60 seconds by default). Control policy violation events are considered similar and are not
logged if the following conditions are met at the same time.

¢ the following parameters coincide for the events:

o actions;

o binary paths;

o command lines;

o process identifiers (PIDs);

* period of time after the previous event has been added is less than the specified value.
The text log on the client host with SoftControl SysWatch contains information about how
many similar events have been skipped.

O Check for the presence of running modules after SysWatch startup after (min.):
Set the delay after SysWatch startup before the check of modules required for running at
system startup. The required modules are the modules marked with the flag Must be run-

ning at system startup .

There are modules that are critical to operation of the system. SoftControl Service Center
allows specifying modules to check and setting a delay after SysWatch startup following
which presence of modules is checked. If some of the modules are missing, a respective
security event is created.

UCheck for the presence of running modules after user login after (min.):
Set up the delay after user login before the check of modules required for running in user

session. The required modules are the modules marked with the flag Must be running in

user session ** .
There are modules that are critical during user sessions. SoftControl Service Center allows
specifying modules to check and setting a delay after a user login following which presence
of modules is checked. If some of the modules are missing, a respective security event is
created.

O High risk of missing modules:

If the checkbox is marked and modules with the flags Must be running at system startup **

— &
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and Must be running in user session ** are not found in the memory during respective
checks, and the log events will have the importance Critical instead of High.
U Track debugger availability:
If the checkbox is marked and the kernel-mode debugger or debugging of the process
safensec.exe is detected, and the log event with the Critical importance will be generated.
U Restore database after hard reset:
Restore the database from the most recent backup copy in case of a hard reset. SoftCon-
trol SysWatch backs up the database at startup, when new settings arrive from the server,
or when you change settings locally.
O Enable events from Windows logs to be sent to the server:
Send events from Windows logs (System, Security, and Application) on the client devices
to the server.

Incident management
Tick off the Enable automatic incident processing checkbox in the Incident Management
section of the SysWatch category and specify the reaction to the incidents from the Incident
list in the Decision drop-down list, according to table 16 (fig. Incident processing settings °").

F Client settings editor

» Common settings
¥ SysWatch Enable automatic incident processing
Activity control Incident list
Incdepinaganement Running non-profile application
Password protection Running unsigned installer
* Scan R
Control policy violation
» Update . A
Interface settings Running script engine
Reports Loading untrusted DLL
Notify Medification of PE-file
One-time passwords
» Control policy
» DLP
*» SysCrnd
Incident management
Decision: Block g]
All parameters are valid
[ aepy | [ concel

Figure 59. Incident processing settings
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Table 16. Possible actions on incidents

¢ Execute in the restricted mode

The application runs in the isolated environment ('sandbox’) under the V.I.P.O. user account
with limited permissions. The application is not added to the system profile but is moved to
the restricted zone instead.

The application can download child modules that are not added to the system profile either.
Even if this application is harmful and it installs some extra components, SoftControl
SysWatch prevents them from loading.

¢ Scan and execute in the restricted mode

Running non-profile [The application runs in the restricted mode, if no malicious code has been found during the
application antivirus scanning. Otherwise, the application is blocked.

¢ Execute in the software update mode

The application runs under current user account without restrictions. The application and all
its child modules are mowved to the system profile and to the trusted execution zone.

e Scan and execute in the software update mode

The application runs in the software update mode, if no malicious code has been found dur-
ing the antivirus scanning. Otherwise, the application is blocked.

¢ Block

The application is blocked.

¢ Install

The installer runs under current user account without restrictions. The application and all its
child modules are moved to the system profile and to the trusted zone after installation.

e Scan and install

The installer runs in the software update mode, if no malicious code has been found during
the antivirus scanning. Otherwise, the installer is blocked.

Running unsigned |e Install in the restricted mode

installer The installer runs in the isolated environment ('sandbox') under the V.I.P.O. user account
with limited permissions. The installer is not added to the system profile.

¢ Scan and install in the restricted mode

The installer runs in the restricted mode, if no malicious code has been found during the an-
tivirus scanning. Otherwise, the installer is blocked.

¢ Block

The installer is blocked.

e Allow

Allow a process to perform an action that meets the conditions of the specified control
policy rule, once or for a session.

e Scan and allow

Allow a process to perform an action that meets the conditions of the specified control
policy rule once or for a session, if no malicious code has been found during the antivirus
scanning. Otherwise, the action is blocked.

¢ Block

Do not allow the process to perform an action that meets the conditions of the specified
control policy rule.

¢ Block and kill application

Do not allow the process to perform an action that meets the conditions of the specified
control policy rule, and then Kill the process.

e Allow

Running script en- [Allow script engine running without restrictions.

gine ¢ Block

Block script engine running.

Control policy viola-
tion

e Allow
Allow loading without restrictions.
¢ Block
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Block loading.
o Allow

Modification of PE [Allow modification of a portable executable file.
file by non-installer | Block

Block modification.

To delegate the authorities to handle the incidents to a local SoftControl SysWatch user,

deselect the Enable automatic incident processing checkbox.

Password protection
To enable common password protection of the SoftControl SysWatch interface and/or unin-
staller on a client host, switch to the Password protection section of the SysWatch category

and tick off the Enable password protection checkbox (fig. Password protection settings **).

Enter a Password and its Confirmation, and select the Scope:
0 Changing the settings:
Request the password when accessing SoftControl SysWatch GUI.
O Uninstalling the program:
Request the password when uninstalling SoftControl SysWatch.

F Client settings editor
;

» Common settings
¥ SysWatch

] Disable local settings management

Activity control EvEItE T (S

Incident management Password: E
*» Scan Confirmation: E
* Update -::' Scope \

Interface settings [[] Changing the settings

Reports
Motify

One-time passwords

Uninstalling the program

» Control policy
» DLP
» SysCmd

All parameters are valid

I

Figure 60. Password protection settings

Select Disable local settings management if you need to prevent the modification of
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SoftControl SysWatch settings from the client host. This flag is also displayed on the Clients *?
tab.

Scan settings
Specify the antivirus check parameters in the Scan — Scan common settings section of the

SysWatch category (fig. Common scan settings "*).

Select an action when threats are detected during the antivirus scanning, in the Reaction to the
threat area:
o Select action automatically:
Neutralize the infected object or delete it if it cannot be treated.
o Select action at the end of scan:
After the check completes, SoftControl SysWatch prompts the local user to select actions
for all the detected threats.
o Prompt for action:

SoftControl SysWatch prompts the local user to select an action when a threat is detected.

F Client settings editor

» Common settings
¥ SysWatch l Reaction to the threat '
Activity control

Select action automatically

Incident management
O Select action at the end of scan

Password protection

¥ Scan O Prompt for action
Scan schedule settings - —_—
i File types | ' Compound files scan |
* Update B -
Interface settings All files D Mail bases
Reports @] Only executable files [ Archives
Notify
One-time passwords '::. Scan removable devices ‘
» Control policy : .
» DLP Diutomatlca\ly scan removable devices
> SysCmd Ask about scanning removable devices
‘ Scanner account |
D Use custom account

Confirm password

All parameters are valid

R

Figure 61. Common scan settings

Select file types to scanin the File types area:
o All files:
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Scan all types of files except for files not ticked off in the Compound files scan area (the
Mail bases and Archives checkboxes).
o Only executable files:

Scan only PE files.
Tick off the Automatically scan removable devices checkbox in the Scan removable
devices area, if you need to start the antivirus scanning of the USB devices automatically when
they connect to a client host. Tick off Ask about scanning removable devices to show the
dialog box with the scan suggestion on a client host.
Tick off Use custom account in the Scanner account area and specify the credentials, if it is

required to specify an account other than the system account, to perform the scanning.

You can set the schedule of the antivirus check in the Scan — Scan schedule settings section
of the SysWatch category. To do so, tick off the Set schedule checkbox and specify the para-

meters (fig. Scan schedule settings ""). Specify frequency of the scanning task in the Fre-

quency (days) counter, and the time of the task start in hh:mm:ss format in the Start at field.

You can restrict the scan areas in the Scan areas section.

#~ Client settings editor kS

» Commoen settings

v SysWatch Set schedule
Activity control
Incident management B duiES IDE‘-I'J' E
Password protection
v Scan Frequency (days): -]
Scan common settings
Start at (000000 ]

» Update

Interface settings

Reports { Scanareas |

Notify

Scan memary
One-time passwords

Control pol Scan boot sectors
» Control policy i
» DLP Scan all hard drives

» SysCmd [ Scan all removable devices

All parameters are valid

| ey | [ Conce

Figure 62. Scan schedule settings

Update settings
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Specify the update parameters in the Update — Update settings section of the SysWatch

category (fig. Common update settings ).

P~ Client settings editor

» Common settings
¥ SysWatch
Activity control
Incident management
Password protection
* Scan

Update

-

Update sources

| Updates components |

Modules
AV bases

| Connection |

[ Use proxy server

Update schedule
Interface settings [ ] [83
Reports
Notify

One-time passwords User name: Password:

» Control policy ] I
» DLP
*» SysCrnd

Confirmation from the user '

[ Prom pt for confirmation before updating

 Profile gathering '

[[] Update antivirus bases before profile gathering

All parameters are valid

Figure 63. Common update settings

Select the required SoftControl SysWatch components to update in the Update components
area:

U Modules;

O AV bases.
If a proxy server is used to connect to the update server, tick off Use proxy server and specify
the required settings in the Connection area.
Tick off Prompt for confirmation before updating in the Confirmation from the user area
to display the dialog box with the confirmation of the operation on a client host.
Tick off Update antivirus bases before profile gathering in the Profile gathering area if you
need to update the antivirus bases on the client host before SoftControl SysWatch gathers the

system profile.

You can select the update source in the Update — Update sources section of the SysWatch
category:
o Update through Service Center: update via the intranet update server;

—_———
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o Update through Internet: update via ARUDIT SECURITY, LLC server available via the In-
ternet.

In the Source of updates area, you can specify the addresses to update the proactive protec-

tion core and antivirus bases. Default values are taken from update settings for SoftControl Ser-

vice Center.

F Client settings editor

» Common settings

¥ SysWatch Update through Service Center

(@] Update through Internet

Activity control ST
Incident management
Password protection Component  Path
* Scan T
v
Update AVN http://updates.safensoft.com/AV5/
Update settings
Update sources

Update schedule
Interface settings
Reports
MNotify
One-time passwords

» Control policy

» DLP All parameters are valid
» SysCmd

Figure 64. Update source settings

You can set the update schedule in the Update — Update schedule section of the SysWatch
category. To do so, tick off the Set schedule checkbox and specify the parameters (fig. Update

schedule settings *). Specify the the frequency of the task in the Days frequency counter, and

the start time in hh:mm:ss format in the Invoke time field.

- (& ]
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* Common settings
¥ SysWatch
Activity control
Incident management
Password protection
Scan
Update

Update settings

- v

Update sources
Update schedule
Interface settings
Reports
Notify
One-time passwords
» Control policy
» DLP
* SysCrnd

Figure 65. Update schedule settings

= Interface settings

Select the required SoftControl SysWatch interface options on the client hosts, in the Interface

settings section of the SysWatch category (fig. Interface setti ngs):

U Show icon in tray:
show the SoftControl SysWatch icon in the Windows taskbar notification area.
U Enable sounds:

enable sound notifications about the incidents.

- 7T
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* Common settings
¥ SysWatch
Activity control
Incident management
Password protection
* Scan
Update
Interface settings
Reports
Motify
One-time passwords
» Control policy
» DLP
» SysCmd

v

Figure 66. Interface settings

~ Reports
In the Reports section of the SysWatch category, specify the SoftControl SysWatch paramet-
ers of logging to text files and registering events in WMI (fig. Report settings).

» Common settings
¥ SysWatch
Activity control
Incident management
Password protection
» Scan
Update
Interface settings
Reports
Notify
One-time passwords
» Control policy
» DLP
» SysCmd

v

Figure 67. Report settings

-_— (® ]
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Tick off the Enable reports checkbox in the Reports area to enable report generation and se-
lect the types of the events to be logged:
U Update;
U Scan,;
O System:
U Threats;
U Services and unsuspicious applications.
Tick off Services and unsuspicious applications to enable the recording of events when the
services start and stop. The services that have started before the safensec.exe system service
are marked as was started before in the reports.
Specify the number of days when the event history is stored, in the Store reports for (days)
counter.
Tick off the Enable report rotation checkbox in the Rotation area if necessary and specify the
rotation options (one or several) that limit the quantitative data of the reports:
* Store report for:
specify the time limit of a report file and select a unit from the drop-down list (seconds,
minutes, hours, or days).
* File size:
specify the size limit of a report file and select a unit from the drop-down list (bytes, KiB or
MiB).
* Number of reports:
specify the maximum number of the log file parts to be stored.
Tick off Enable reporting to WMI in the WMI reports area to enable the corresponding func-

tion and specify WMI history size in the corresponding field.

® To prevent increased consumption of the system resources, we recommend that you

do not set the history size to more than 100 events; 10-50 events is the optimal value.

Notify
To display SoftControl SysWatch local notifications on the client hosts, tick off the Show notific-
ations checkbox in the Notify section of the SysWatch category and select the required types

of messages (fig. Local notification settings ""):

- (W ]
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U Protection status;

U Update;

U Scan for malware;

U Reports;

U Licensing;

U Installing (uninstalling) applications;
U Blocking program modules;

U Restricting applications.

F Client settings editor
;

» Common settings
¥ SysWatch Show notifications
Activity control

Incident management [ Protection status
Password protection

* Scan

* Update ] Update
Interface settings
Reports
Natify [] Sean for malware
One-time passwords
» Control policy
» DLP L) Reports
» SysCmd
[ Licensing

[ Installing (uninstalling) applications

[ Blocking program modules

[] Restricting applications

All parameters are valid

I

Figure 68. Local notification settings

One-time passwords
Tick off Enable one-time passwords in the One-time passwords section of the SysWatch
category and click & (Generate key) to generate a 256-bit key that is used to calculate one-

time passwords (fig. One-time password settings ™).

® , . .
1 Generating a new key makes all the previous passwords invalid.

- (W ]
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»~ Client settings editor

» Common settings

¥ SysWatch Enable one-time passwords
Activity control
Incident management The key to generate passwords (if you modify the key, all previous passwords become invalid):
Password protection
* Scan [ tw3EymD/EvonFScEVQt=4j 1UHFpfYFWwaxSAILrVid8= l @
» Update
Interface settings Lock keyboard
Reports
MNotify

» Control policy
» DLP
» SysCmd

All parameters are valid

I

Figure 69. One-time password settings

To lock the keyboard on the client host, tick off Lock keyboard. After SoftControl SysWatch re-
ceives the settings, the keyboard on the client host is locked. To unlock it, the user should enter
a password. SoftControl SysWatch checks all sets of characters that the user enters. As soon
as SoftControl SysWatch detects the password among the characters, it unlocks the keyboard.
Besides, the keyboard unlocks when turning off and restarting the safensec.exe system service.
If the user does not use the keyboard for 15 minutes, SoftControl SysWatch locks the keyboard
again.

You can generate one-time passwords on the Organization units ** tab.

Control policy: Devices
Specify the rules that control access to the following external system devices and ports on the
client hosts, in the Control policy — Devices section of the SysWatch category (fig. Device
control policy ™®):

* COM ports;

¢ LPT ports;

* CD/DVD devices;

® USB devices.

-_— (& ]
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» Common settings

¥ SysWatch ~ Read ~ Write ~ Delete -

Agctivity cantrol b COM ports ] ] 77 B
Incident management LPT ports v} vl ]
Password protection CD/DVD devices ] ] ]

* Scan USB devices v} ] ]

» Update
Interface settings
Reports
Notify
One-time passwords

¥ Control policy

Devices

Modules
Allowed autorun list

File system

System registry
Network

File hashes
Security profiles

J Disable autorun for all devices

Process privileges
Interprocess communication
Certificates

Disabled services Users and intervals Advanced...

» DLP
» SysCmd All parameters are valid

Figure 70. Device control policy

To configure the permissions to access USB devices, specify them by ticking the corresponding
checkboxes in the Read, Write, and Delete columns for the USB devices type.

Additionally, you can specify the exceptions for USB storage devices, i.e. select the devices that
the rule does not apply to ('USB whitelist'). To do so, click Advanced and click <+ (Add) in the

displayed window (fig. Exceptions for USB storage devices ).

P USE devices white list

Active Vendor ID Product ID Revision Senial number Read * Write Delete

0930 6545 Kingston DT_101 G2 PMAP 001CCOC61220EA9044200183 (% vl v

| Apply || Cancel

Figure 71. Exceptions for USB storage devices

Enter the USB storage device parameters in the corresponding fields. You can get the paramet-
ers of the USB device in the following way.

1) Insert the drive into the USB port of the computer.

2) Open the Device Manager tool of the Windows Control Panel.

- (W]
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3) Expand the Disk drives category and double-click the name of the required USB storage
device.

4) Switch to the Details tab of the displayed window.

5) Select the Parent property from the drop-down menu. The Value field displays the string of
the following type:

USB\VID_<Vendor ID>&PID_<Product ID>\<Serial number>,
where the corresponding numeric values of the Vendor ID, Product ID, and Serial num-
ber parameters are specified (shown in the angle brackets).

6) Select the Hardware Ids property from the drop-down menu. The Value field then displays
the list of the hardware identifiers; use the first of the identifiers as the Revision para-
meter.

After you enter the parameters, select the access permissions for this device in the correspond-
ing columns (Read, Write and Delete).
To remove a device from the list, click & (Delete).

To save the rules, click Apply.

For USB devices, you can specify time intervals and users (or groups) that the selected access
rights apply to. To do it, click Users and intervals. In the displayed window, set the time inter-
vals on the Intervals tab and add users on the Windows users tab with the help of the Add
button (functionality of the SoftControl users tab has not been implemented in the current ver-

sion). To confirm changes, click Apply.

Users and intervals

Windows users = SoftControl users || Intervals |
Select time perieds when the rule is valid
From Till
12:51:00 22:05:00
L I
[ Add l [ Remove ]
[ Apply ] [ Cancel l

Figure 72. Adding users and intervals for the rule

— &
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To block access to the CD/DVD devices, LPT ports and COM ports, deselect any box in the
Write, Read, or Delete columns for the corresponding device types (all the boxes are then

deselected for this type).

® You should additionally reboot the system on the client hosts to change the access
rights to the ports (COM, LPT).

Select the Disable autorun for all devices option, if you need to block autorun for the USB
and CD/DVD devices.

Control policy: Modules
In the Control policy — Modules section of the SysWatch category, you can set the rules for

certain applications installed on the client hosts (fig. Modules_control policy ®"). The feature is

disabled by default. To enable it, select Use custom module settings.

® |f you tick off Use custom module settings and apply the settings on the client

hosts, all local settings are deleted and cannot be restored.

F Client settings editor

: E;r\r;:;: settings Use custom module settings
Activity control H E]‘_FI ~ H
Incident management = -
Password protection ] Name Comments Execution zone
* Scan » a
* Update alg.exe Application Layer Gateway Service Trusted application
Interface settings smss.exe Session Manager Windows NT Trusted application
Rep.orts csres.exe Client Server Runtime Process Trusted application
Notlfy. winlogon.exe Windows NT Logon application Trusted application
One-time passwaords N X R
v Control policy services.exe . Services Control Ma.nager : Trusted applfcatfun
Devices svchost.exe Generic Host Process for Win32 Services  Trusted application
lsass.exe LSA Shell Trusted application
Allowed autorun list trustedinstaller.exe Windows Modules Installer Trusted application
File system MSCOTsvW.exe .MET Runtime Optimization Service Trusted application
System registry wupdmgr.exe Windows Update Manager for NT Trusted application
Metwork wuapp.exe Windows Update Application Launcher  Trusted application
Filz hashes drvinst.exe Driver Installation Module Trusted application
Security profiles dinotify.exe Windows Device Installation Trusted application
Process privileges CemExecexe CCM agent service Trusted application U
Interprocess communication TsManager.exe CCM TsManager Trusted application
Certificates sdbinstexe Application Compatibility Database Installer Trusted application
Disabled services wininit.exe Windows Start-Up Application Trusted application v
» DLP
» SysCrd All parameters are valid
[ appy | [ Concel

Figure 73. Modules control policy

The window contains a number of Windows OS modules by default. To add a new module to the
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list, click % (Add). The displayed window (fig. Creating rules for the module **') contains several

tabs where you can add information about the module and specify rules for it.

J
File system rules Registry rules MNetwork rules Process privileges

Identification data of the module | General settings
Madule name Comments
File paths

([ Details |

Company name:

Internal file name:

Description:
Legal copyright:

Version:

Add date from file [ OK ] [ Cancel l

Figure 74. Creating rules for the module

You can add general information about the module on the Identification data of the module
tab:

®* Module name is the mandatory parameter.

* File paths are a set of possible paths to the file (the field can be empty).

* Comments is a short description of the module.
You can use masks in the File paths field to create rules for the objects you add. For example,
you can specify part of the file path, with the help of masks. Below is the mask syntax:

* #*# — mask replaces any number of characters except the '\' symbol;

* #**# — mask replaces any number of characters;

* #?# — mask replaces exactly one character (any character).
You can also select a module by clicking the Add data from file link (fig. Creating rules for the
module **') and specifying the required file in the displayed window. The data on the Identifica-
tion data of the module tab are filled in automatically in this case.
When you apply the settings on a client host, SoftControl Service Center compares the data of
the executable modules on the client host and the identification data in the settings as follows.

An executable module matches a description if all fields specified on the identification data tab

——————
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coincide with the corresponding module data. The following should be considered as well:
— if several paths are specified for a module, any one of them should coincide with the
module data;
— if information about the module version is in different languages, version description on

any language should coincide completely with the module data.

b

File system rules || Registry rules || MNetwork rules || Process privileges
Identification data of the module || (General settings
Execution zone | Restricted applications a

Enable software update mode
[] Save activity history

( Setexecution account |

O Isolated user V.LP.O.

@ Run under current account

[:I In allowed autorun list
[T] Must be running at system startup

D Must be running in user session

Add date from file [ oK || Cancel

Figure 75. Creating rules for the module: General settings

You can specify module execution conditions on the General settings tab.
In the Execution zone area, select a zone to run the module:

* Restricted applications;

* Blocked applications;

* Trusted applications.
Tick off Enable software update mode if the module should run in this mode (for Trusted ap-
plications only). Tick off Save launch history to enable the activity history saving option for the
module.
In the Set execution account area, select an account to run the application (for Restricted ap-
plications only):

* |solated user V.I.P.O.

® Run under current account.

Select In allowed autorun list if you need to include the module in the allowed autorun list (see

— &
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Control policy — Allowed autorun list"®* for details).

Selecting Must be running at system startup enables the check if the module is loaded after

the start of the system (see Activity control ® for details).

Selecting Must be running in user session enables the check if the module is loaded after

the logging in the user (see Activity control ® for details).

On the File system rules tab, you can specify the application permissions to access the file

system objects (similar to rules in section Control policy: File system ).

On the Registry rules tab, you can specify the application permissions to access the system

registry objects (similar to rules in section Control policy: System registry *).

On the Network rules tab, you can specify the rules that control the application network activity

(similar to rules in section Control policy: Network °").

On the Process Privileges tab, restrictions are set on the use of Windows privileges by the

process on client hosts (similar to rules in section Control Policy:Process privileges *%).

To modify information about a module, click ©~ (Change) or double-click the module and
change the parameters, as you did when you added the module.
To delete a module from the list, click @ (Delete).

To confirm changes, click Apply.

Control policy: Allowed autorun list

The allowed autorun list is created in order to track launch of modules that are not included in
this list. The allowed autorun list shall include modules that do not require creating a security
event when launched.

The Control policy — Allowed autorun list section of the SysWatch category displays the
list of modules that can start automatically on the client hosts (fig. Allowed_autorun list ). You
can add modules to the list in the Control policy — Modules section (see above **).

if Use allowed autorun list is checked, log records about launched processes specify if the

processes were included in the allowed autorun list.

-
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¥ Common settings =

Name N Use allowed autorun list.

Heartbeat You can add modules to list from Modules tab.

Server's IP addresses — A
¥ SysWatch 3

Activity control lsass.exe LSA Shell

Incident management drvinstexe  Driver Installation Module
Password protection
¥ Scan
Scan common settings
Scan schedule settings
v Update
Update settings
Update sources
Update schedule
Interface settings
Reports
MNotify

One-time passwords

¥ Control policy
Devices
Modules
Ry

File system

System registry All parameters are valid
Network

File hashes
Security profiles [ Apply ] [ Cancel

g 3

Figure 76. Allowed autorun list

Control policy: File system

Specify the application permissions to access the file system objects on the client hosts, in the

Control policy — File system section of the SysWatch category (fig. File_system control
policy **):

* Reading afile or a folder;

* Writing to a file or to a folder (creating/changing a file or a folder);

* Deleting a file or a folder.
Rules are divided into lists for applications from the following execution zones:

* Trusted applications;

* Restricted applications.
To switch between the lists, select the required category from the Rule Zone drop-down list. If
you need to move a rule to the list for applications from another execution zone, invoke the rule's
context menu and select one of the options:

* All — create a rule for both execution zones, if the rule is only in one list;

* Restricted — move a rule to the list for the restricted applications;

* Trusted — move a rule to the list for trusted applications.

— &
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Eachrule is an entry in the flat list and has its unique ID. The objects the rule applies to are spe-
cified in the Resource column, while their permissions are specified in the Read, Write, and

Delete columns. The Active checkbox indicates whether the rule is active.

F Client settings editor

*» Common settings
¥ SysWatch Rule Zone
Activity control [ Restricted applications E
Incident management -
Password protection H |:i_F| ‘ ‘ ! o
* Scan = - -
» Update 1D Resource
Interface settings 100 #5YSTEM32#DRIVERS\ETC\hosts Allow Deny D 3
Reports 101 #SYSTEM32##* £ #MODEXT# Allow Deny D
Notify 102 #WINDIR### Allow Deny D
One-time passwords 103 #WINDIR#&=# #MODEXT2 Allow Deny D
¥ Contral palicy 104 WINDIRZWIN.INI Allow Deny D
Devices 105 #WINDIR#SYSTEMLINI Allow Deny D
Modules 106 #WINDIR#CONTROLINI Allow Deny D
Allowed autorun lst 107 #WINDIR#TASKS\ATE* 108 Allow Deny o
Lochystn 108 #CA#BOQTINI Allow Deny D
;}:;iZ;Eg's‘W 109 | #CA#AUTOEXEC BAT Allow Deny of
110 #C#MSDOSSYS Allew Deny L
File hashes
) 111 #PERSONALZZ2 Allow Deny D
Security profiles
Process privileges 112 ZANYSTARTUPZE™™# Allow Deny D
Interprocess communication 114 | #*##MODEXT# Allow Deny b
Certificates 502 #SNSDIR##™# Allow Deny D
Disabled services (oS0 SSVSTEM22ANENERSISNSCORE RLE Al Deny D v
» DLP
» SysCrmd All parameters are valid
[ appy | [ Concel

Figure 77. File system control policy

If several rules have overlapping scopes, then the lowest rule in the list has the highest priority of
execution. Rule position in the list can be changed by the # (Up) and ¥ (Down).
A string in the Resource column is a path to the object or objects the rule applies to. In this
string, you can use masks to create rules for the group of file system objects. For example, you
can create a rule for a folder and all the objects inside it, or a rule for certain file types (exten-
sions).
Below is the mask syntax:
* #*# — mask replaces any number of characters except the \' symbol (if the mask is placed
at the end of the string, the rule affects only root directory files);
* #*# — mask replaces any number of characters (if the mask is placed at the end of the
string, the rule affects root directory files, subdirectories and subdirectories files);
* #?# — mask replaces exactly one character (any character).
To create a rule, click < (Add).

Type the full path to an object, or a mask in the File or directory field of the displayed window

— &
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(fig. Creating a rule for the file system object 87 ).

You can specify local folders as well as network folders. When you create a rule for network
folders, the path is specified as follows: \\<server_name>\<folder_name>. You can use the #**#
mask instead of '\\'. In this case, SoftControl SysWatch checks both network and local folders.

Besides, you can specify IP address of the computer with the network folder.

i If you specify the computer's IP address in the rule, the rule is only valid when the
user enters IP address to access the folder. It is not valid when the user enters the
network path. Therefore, if you need to monitor the folders that the users access by

both IP address and network path, create separate rules for each of the notations.

5

Select the security profile for the rule *° in the corresponding drop-down list.

Note. You can only tick off or deselect the Active field if you select the default profile (No
group). If you select any other profile you created yourself, the field is disabled. The value of the
field is the same as the value of the corresponding field in the Control policy — Security pro-
files section.
Select the corresponding permissions to access the object, in the Read, Write and Delete
areas:

¢ Allow — allow the application to perform an operation with the object;

* Deny — do not allow the application to perform an operation with the object.
Note that if reading is denied, writing and deleting are also automatically denied.

To add the created rule to the list and make it active, tick off the Active checkbox and click OK.

File or directory (path or mask)
[ Ent-#L0GE72THT ]
Security profile: [ profile_1 E
. Read | Write | Delete |
[Allow ﬂ [ Deny ﬁ] ‘ [ Deny ﬁ] ‘
[/] Active
| ok | | cance |

Figure 78. Creating a rule for the file system object

To edit a rule, click ~ (Change) or double-click on it and set up the rule parameters, as with the

creation of the rule.
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To specify when the rule is valid and the users (or groups) it applies to, click "= (Advanced). In
the displayed window, set the time intervals on the Intervals tab and add users on the Win-
dows users tab with the help of the Add button (functionality of the SoftControl users tab has

not been implemented in the current version). To confirm changes, click Apply.

F Users and intervals

| Windows users | SoftControl users || Intervals
Select time pericds when the rule is valid
From Till
12:51:00 22:05:00
- A
[ Add l [ Remaove ]
[ Apply ] [ Cancel l

Figure 79. Adding users and intervals for the rule

To delete a rule, click @ (Delete).

® SoftControl SysWatch contains preset rules that apply to the system folders and the
objects in the folders of the product components. Changing or deleting preset rules

may cause violation of the system integrity protection.

Control policy: System registry
Specify the application permissions to access the system registry objects on the client hosts, in
the Control policy — System registry section of the SysWatch category (fig. System registry
policy *):

* Writing to a registry key or to a value (creating/changing a key or a value);

® Deleting a registry key or a value.
The rules are divided into lists for applications from the following execution zones.

* Trusted applications;

* Restricted applications.
To switch between the lists, select the corresponding category from the Rule Zone drop-down

list. If you need to move a rule to the list for applications from another execution zone, invoke the
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rule's context menu and select one of the options:

* All — create a rule for both execution zones, if the rule is only in one list;

* Restricted — move a rule to the list for the restricted applications;

* Trusted — move a rule to the list for the trusted applications.
Eachrule is an entry in the flat list and has its unique ID. The objects the rule applies to are spe-
cified in the Resource column, while their permissions are specified in the Write and Delete

columns. The Active checkbox indicates whether the rule is active.

F Client settings editor
2

» Commoen settings
¥ SysWatch e Lo
Activity contral [ Restricted applications E
Incident management -~
Password protection H |:|‘_F| ‘ ‘ ! o
» Scan = =
* Update T Delete
Interface settings 10 \REGISTRY\MACHINE\SOFTWARE\CLASSES,...  Allow Allow a
Reports 11 \REGISTRY\MACHINE\SOFTWARE\CLASSES, . Deny Allow []
MNotify 12 \REGISTRY\MACHINE\SOFTWARE\CLASSES,., Deny Allow
One-time passwaords 13 \REGISTRY\MACHINE\SOFTWARE\CLASSES\,.. Deny Allow
¥ Centrol policy 14 \REGISTRY\MACHINE\SOFTWARE\MICROS... | Confirm Allow
Devices 15 \REGISTRY\MACHINE\SOFTWARE\MICROS... Confirm Confirm
Modules 16 \REGISTRY\MACHINE\SOFTWAREWICROS,. | Confirm | Confirm
Allowed autorun list
17 \REGISTRY\MACHINE\SOFTWARE\MICROS... Confirm Confirm
File syst
18 \REGISTRY\MACHINE\SOFTWAREWMICROS.., | Canfirm Allow
'sw 19 \REGISTRY\MACHINE\SOFTWARE\MICROS... | Confirm Allow
File hashes 20 \REGISTRY\MACHINE\SOFTWARE\MICROS... Confirm Allow
Y D All
Security profiles 21 \REGISTRY\MACHINE\SOFTWARE\MICROS... eny ow
- 22 \REGISTRY\MACHINE\SOFTWARE\MICROS Deny Allow
Process privileges ! . h
Interpracess communication 23 \REGISTRY\MACHINE\SOFTWARE\MICROS... Confirm Allow
Certificates 24 \REGISTRY\MACHINE\SOFTWAREWMICROS... Confirm Allow
_ - 75 A\ REGISTRVIRAACHINE SOETWAR FyBA LT BOIS Confirm Al [valhd
Disabled services al y »
» DLP
> SysCmd All parameters are valid
[ appy | [ Concel

Figure 80. System registry policy

If several rules have overlapping scopes, then the lowest rule in the list has the highest priority of
execution. The rule position in the list can be changed by the # (Up) and # (Down).
A string in the Resource column is a path to the object or objects the rule applies to. In this
string, you can use masks to create rules for the group of system registry objects. For example,
you can create a rule for a registry key and all objects inside it.
Below is the mask syntax:

* #*# — the mask replaces any number of characters except for the '\' symbol (if the mask is

placed at the end of the string, the rule affects only the key values);
* #*# — the mask replaces any number of characters (if the mask is placed at the end of the

string, the rule affects the key values, subkeys and subkey values);

— &
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* #7?# — the mask replaces exactly one character (any character).
To create a rule, click < (Add).

Type the full path to an object, or a mask in the Registry key or parameter field of the dis-

t90

played window (fig. Creating_a rule for the system registry object ). The registry root keys in

the specified path should be assigned as follows:
* \REGISTRY\WMACHINE\SOFTWARE\CLASSES), the HKEY_CLASSES_ROOT key;
* \REGISTRYWACHINE), the HKEY_LOCAL_MACHINE key;
* \REGISTRY\USER\<SID>\, the HKEY_CURRENT_USER key for the user with the spe-
cified security identifier (<SID>);
* \REGISTRY\USER), the HKEY_USERS key.

5

Select the security profile for the rule ** in the corresponding drop-down list.

Note. You can only tick off or deselect the Active filed if you select the default profile (No
group). If you select any other profile you created yourself, the field is disabled. The value of the
field is the same as the value of the corresponding field in the Control policy — Security pro-
file section.
Select the corresponding permissions to access the object, in the Write and Delete areas:

* Allow — allow the application to perform an operation with the object;

* Deny — do not allow the application to perform an operation with the object.

Note that if reading is denied, writing and deleting are also automatically denied.

Registry key or parameter (path or mask)
[ \REGISTRY\MACHIME\TESTKEY\#**2 ]
Security profile: [ profile_1 ﬁ]
| Write || Delete |
‘ Cm—
[V/] Active
[ ok | [ cancel |

Figure 81. Creating a rule for the system registry object

To add the created rule to the list and make it active, tick off the Active checkbox and click OK.
To editarule, click * (Change) and set up the rule parameters, as with the creation of the rule.
To specify when the rule is valid and the users (or groups) it applies to, click "% (Advanced). In

the displayed window, set the time intervals on the Intervals tab and add users on the Win-

— e &

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management|

dows users tab with the help of the Add button (functionality of the SoftControl users tab has

not been implemented in the current version).

F Users and intervals

| Windows users ] SoftControl users || Intervals
Select time pericds when the rule is valid
From Till
12:51:00 22:05:00
£ i
| add || Remove |
[ Apply ] [ Cancel l

Figure 82. Adding users and intervals for the rule

To delete a rule, click @ (Delete).

i SoftControl SysWatch contains preset rules that apply to the system registry keys
and values that affect the operation of the system and the product components.
Changing or deleting preset rules may cause violation of the system integrity protec-

tion.

Control policy: Network
Specify the rules that control the application network activity on the client hosts, in the Control

policy — Network section of the SysWatch category (fig. Network activity control policy *):

¢ Data receiving;

® Data sending.
The rules are divided into lists for applications from the following execution zones:

* Trusted applications;

* Restricted applications.
To switch between the lists, select the corresponding category from the Rule Zone drop-down
list. If you need to move a rule to the list for applications from another execution zone, invoke the
rule's context menu and select one of the options:

¢ All — create a rule for both execution zones, if the rule is only in one list;

-_— F ]
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* Restricted — move a rule to the list for the restricted applications;

* Trusted — move a rule to the list for the trusted applications.

F Client settings editor

» Common settings

¥ SysWatch Az
Activity control I Restricted applications E
Incident management -~ -
Password protection H |:i_F| H ‘ ‘ ‘ _--‘-'_;,}

* Scan
Update
Interface settings 3

= »
D Resource T Delete Name

v

Reports

Notify

One-time passwords

¥ Control policy

Devices
Maodules
Allowed autorun list
File system
System registry
MNetwork
File hashes
Security profiles
Process privileges
Interprocess communication
Certificates

Disabled services a( b >

» DLP
» SysCmd All parameters are valid

| ey | [ Conce

Figure 83. Network activity control policy

Each rule is an entry in the flat list and has its unique ID. The rule parameters are specified in
the Name, Direction, and Protocol columns. Allowing or blocking network connection is indic-
ated by the checkbox in the Allow column. If the event (when it occurs) should be processed by
the local user, the checkbox in the Allow column is selected. The Active checkbox indicates
whether this rule is active.

If several rules have overlapping scopes, then the lowest rule in the list has the highest priority of
execution. The rule position in the list can be changed by the # (Up) and ¥ (Down).

To create a rule, click < (Add).

Specify the rule parameters in the displayed window (fig. Creating a network activity rule **):

* Name is the rule name.
* Direction is the direction of the network activity from the point of view of the connection ini-
tiator:
— Inbound is network connection initiated by the remote host;
— Outbound is network connection initiated by the local host;

— Inbound/Outbound is any direction.

N—————
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* Protocol is the data transfer protocol:
- TCP;
— UDP;
— TCP/UDP is either of these two.
Endpoints of data transfer on a client and remote hosts are specified on the Source address
and Remote address tabs correspondingly. Select which network addresses and ports the rule
applies to on both tabs and type values in the corresponding fields in a case of need:
® Address is the IP address of a host:
— Any address;
— Specific address;
— Address range.

® Port is the network port:

— Any port;
— Specific port;
— Port range.
MName [ HTTP Incoming Connection l
Direction [Inbound E
Protocol [TCP g
Allow
EI Confirm
[v/] Active
Security profile: [ profile_1 E
| Source address | ‘ Remote address l
Address [Any address ﬁ]
( N |
Port [Any port g
[0 Mo |
| ok | | Cancel |

Figure 84. Creating a network activity rule

To enable network connection with the specified parameters, tick off the Allow checkbox; to

deny the connection, deselect the checkbox. If it is assumed that the local user on a client host
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processes the application network activity incidents, tick off the Confirm checkbox (automatic

processing of incidents ®" should be disabled).
5

Select the security profile for the rule ® in the corresponding drop-down list.

Note. You can only tick off or deselect the Active filed if you select the default profile (No
group). If you select any other profile you created yourself, the field is disabled. The value of the
field is the same as the value of the corresponding field in the Control policy — Security pro-
file section.

To add the created rule to the list and make it active, tick off the Active checkbox and click OK.
To edit a rule, click ° (Change) or double-click onit and set up the rule parameters, as with the
rule creation.

To specify when the rule is valid and the users (or groups) it applies to, click "« (Advanced). In
the displayed window, set the time intervals on the Intervals tab and add users on the Win-
dows users tab with the help of the Add button (functionality of the SoftControl users tab has

not been implemented in the current version). To confirm changes, click Apply.

Users and intervals

Windows users | SoftControl users || Intervals |
Select time pericds when the rule is valid
From Till
12:51:00 22:05:00
- A
[ Add l [ Remaove ]
[ Apply ] [ Cancel l

Figure 85. Adding users and intervals for the rule

To delete a rule, click @ (Delete).

Control policy: File hashes

In the Control policy — File hashes section, you can create a list of file hashes that need to
be included in the profile, as well as a list of hashes that need to be excluded from the profile.
These checksums are applied to the profile once, but the settings may be modified later, e.g., if

you launch an installer.

- (T ]

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management

You can add file checksums by using either the Add button or the Import button (to upload an

6

XML file). You can copy file hashes from Profile information ** and Profile comparison ™’ tabs.

)= Client settings editor

*  Common settings
¥ SysWatch

Activity control [ File hashes that need to be included in the profile
Incident management

\ W
Password protection ‘ Ell;:g ‘
L3

> Scan - - : :
» Update File name Hash Security profile

File hash type

Interface settings CALC.EXE C899DA13EC520E5314010CBAST1838E061E6830D3CT... Na profile
Reports
Notify
One-time passwords
¥ Control policy
Devices
Modules
Allowed autorun list
File system
System registry
Metwork
File hashes
Security profiles

Process privileges
Interprocess communication
Certificates
Cisabled services

» [DLP

» SysCrnd All parameters are valid

Figure 86. File hashes
= Control policy: Security profiles

In the Control policy — Security profiles section of the SysWatch category, you can load the
security profiles from the SoftControl Service Center database. The security profiles group the
activity control rules from different categories (fig. Security profiles **). You can create the pro-
files on the Security profiles '*° tab.
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¥

r

» Common settings
¥ SysWatch

Activity control
Incident management
Password protection
Scan
Update
Interface settings
Reports
Notify
One-time passwords
Control policy
Devices
Modules
Allowed autorun list
File system
System registry
Network
File hashes
Security profiles
Process privileges
Interprocess communication
Certificates

Disabled services

» DLP
» SysCmd

" e
L)

Name

Active
L2 Mo profile
Group_1 @
profile_1 ¥}

Administrator guide

All parameters are valid

[ sy | [ Concal |

Figure 87. Security profiles

The window contains a read-only profile by default (No group). The profile includes all file sys-

tem, system registry, network and modules rules that are available in the corresponding sections

of the settings windows (see figures File_system control policy **, System_registry control policy

8’ Network activity control policy ** and Modules control policy *"). You can neither edit nor re-

move the rules from this profile. To view profile details, double click on it or click * (View).

. Security profile data: No group

File system rules

Registry rules

Network rules | Modules | File hashes

Rule Zone

Restricted applications E

100 | #5YSTEM32#DRIVERS\ETC\hosts
101 #SYSTEM32#&# #MODEXT
102 | #WINDIR##™"%

103  #WINDIR## = #MODEXT#
104 #WINDIR#WIN.INI

105 | #WINDIR#SYSTEM.INI

106  #WINDIR#CONTROLINI

107 =WINDIR#TASKS\AT="#.J0B
108  #CAFBOOT.INI

109 | #CA*AUTOEXEC.BAT

110 | #CA#MSDOS.5YS

111 | #PERSONAL=E*2

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

LIe

J

Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny

Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny
Deny

) e

»

[ cance | [ ok ]

Figure 88. Default security profile

To load a profile from the database, click <+ (Load). Select the required profile in the displayed
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window (fig. Loading a security profile o ).

F Load profile from database

default_profile
default_profile_2
profile_1

Select profile:
Group_1

Figure 89. Loading a security profile

If a profile with the select name already exists in the current settings, an error message is dis-
played and the process terminates.
To add a rule of a certain category to a profile, perform the following operations.

1. Go to the corresponding section of the SoftControl SysWatch settings.

2. Create a new rule or edit an existing one.

3. In the Creating a new rule window, select the required profile from the drop-down list (see

figures Creating_a rule for the file system object ®”, Creating_a rule for the system registry

object ®®, Creating a network activity rule **).
4. Click OK.

To remove a rule of a certain category from the profile, go to the corresponding section of the

SoftControl SysWatch settings and delete the rule in that section.

To rename a profile, click ©~ (Rename) and specify the new profile name in the displayed win-
dow.

To view profile details, select the profile and click “® (View). The displayed window contains de-

tailed profile information divided into rule categories (see fig. Default security profile *).

To delete a security profile, click & (Delete). If you need to save the rules from the profile, select

a profile to move the rules to in the displayed window and click Yes (fig. Deleting a profile *").

Otherwise, click No; all the rules are deleted in this case.

' Delete profile

Move data to another profile? If you select No, profile data are
removed.
Security profile: [ profile_1 E

[ Yes ] [ Mo l [ Cancel ]

Figure 90. Deleting a profile
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Control policy: Process privileges
In the Control policy — Process privileges section of the SysWatch category, specify the re-
strictions on the use of the following Windows privileges by processes on client hosts (fig. Pro-

cess privileges control policy **):

* Back up files and directories;

* Bypass traverse checking;

* Create global objects;

* Create page file;

® Debug programs;

* Impersonate a client after authentication;
® Increase scheduling priority;

* Adjust memory quotas for a process;

® | oad and unload device drivers;

® Perform volume maintenance tasks;

* Profile single process;

* Force shutdown from a remote computer;
* Restore files and directories;

* Manage auditing and security log;

® Shut down the system;

* Modify firmware environment values;

* Profile system performance;

® Change the system time;

* Take ownership of files or other objects;

* Remove computer from docking station.
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» Common settings
¥ SysWatch
Activity control

Incident management

B All privileges
Back up files and directories
Bypass traverse checking

Password protection Create global objects

* Scan
Update
Interface settings

Create page file

Debug programs

¥

Impersonate a client after authentification

Reports Increase scheduling priority

Natify

One-time passwords

Adjust memory quotas for a process

Load and unload device drivers

¥ Control palicy Perform volume maintenance tasks
Devices Profile single process

Modules

Allowed autorun list

Force shutdown from a remote system
Restore files and directories

File system Manage auditing and security log

. Shut down the system
System registry

Network

File hashes

Madify firmware environment values
Profile system performance

Security profiles Change the system time

| Take ownership of files or other objects

- Remove computer from docking station
Interprocess communication

Certificates

RRRARRRARRARRARARRARRARARRRE

Disabled services Advanced
» DLP
» SysCmd All parameters are valid

I

Figure 91. Process privileges control policy

Condition: the rules apply to all applications from the restricted execution zone.

By default, the applications (processes) have all the above-mentioned privileges; however, they
can be limited by the OS. To restrict privileges manually, deselect checkboxes at the required
privileges.

For description of the privileges and how they are applied, see section Supplemental informa-

tion?"2.

To specify when the rule is valid and the users (or groups) it applies to, click " (Advanced). In
the displayed window, set the time intervals on the Intervals tab and add users on the Win-
dows users tab with the help of the Add button (functionality of the SoftControl users tab has

not been implemented in the current version). To confirm changes, click Apply.
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F Users and intervals

| Windows users ] SoftControl users || Intervals
Select time periods when the rule is valid
From Till
T .
[ add | [ Remow |
[ apoy [ Cancel |

Figure 92. Adding users and intervals for the rule

~Control policy: Interprocess communication
In the Control policy — Interprocess communication section of the SysWatch category,
specify the following permissions for interprocess communication (fig. Process_interaction con-

trol policy
® Accessing the clipboard;

100)

¢ Setting the hooks by an application;

* Accessing the process and its threads from the outside.
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* Common settings

¥ SysWatch

Activity control

Incident management

Password protection

Scan

Update

Interface settings

Reports

Motify

One-time passwords

¥ Control policy
Devices

¥ v

Modules

Allowed autorun list
File system

System registry
Network

File hashes

Security profiles
Process privileges
Interprocess communication
Certificates
Disabled services

» DLP
» SysCmd

Figure 93. Process interaction control policy

Condition: the rules apply to the applications from the restricted zone that run under the V.1.P.O.
user account.

To specify when the rule is valid and the users (or groups) it applies to, click Advanced. In the
displayed window, set the time intervals on the Intervals tab and add users on the Windows
users tab with the help of the Add button (functionality of the SoftControl users tab has not

been implemented in the current version). To confirm changes, click Apply.

Figure 94. Adding users and intervals for the rule

- (]

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management|

Control policy: Certificates
Specify the whitelist of certificates for additional process activity control on client hosts, in the

Control policy — Certificates section of the SysWatch category (fig. The whitelist of certific-

ates '%).

When an application runs, SoftControl SysWatch heuristically determines whether it is an in-
staller or a script. By default, the installer runs in software update mode if it has a valid digital
signature. Besides, it is possible to check whether a digital signature certificate is in the whitel-

ist. To do so, tick off the Enable whitelist of certificates and create the list.

Initially, SoftControl SysWatch contains the basic list of the certificates by trusted vendors, in-
cluding certificates by Protection Technology, Ltd. To add a new certificate to the list, click Add
and specify an application, aninstaller or a script with the digital signature with the certificate to
be included in the list, and then click Open. Tick off the boxes for the required certificates of the

selected file in the Add column of the displayed window and click OK (fig. Selecting certificates

to add '%%). Tick off the box in the Trust column for the added certificates (fig. The_whitelist of

certificates '%%).
» Common settings
v SysWatch [ Enable white list of certificates
Activity control Twe . <YSenalmas
Incident management b \VeriSign Class 3 Public Primary Certification Authority - C02965205a89486d00958185¢ 16edif2:
Passward protection VeriSign Class 3 Code Signing 2010 CA 5545796208612 149c22b14416abded
> Sean PROTEKSHEN TEKHNOLODZHI, 000 37#05e46¢044523bd6fd 12833 bfhed
> Update Pratection Technology, Ltd. 36f061c3e1398647 545 71064ef0ca
Interface settings Pratection Technology, Ltd. 3054065722535f00c8705767h0CTAC
Reports Pratection Technology, Ltd. 2e24§15473dd7fd28faab8bec0577 222
Notify Microsoft Root Authority Sebde1485b47beB010d5f8347c2%9cel
One-time passwords COMODO Time Stamping Signer 21123206 1/5cd0163235752433402f
v C°g‘:i‘c:"c" Class 3 Public Primary Certification Authority 16026b895883d99abda036aa6d0508
Modules
Allowed autorun list
File system
System registry
Metwork
File hashes
Security profiles
Process privileges
Interprocess communication
Disabled services Add Delete
» DLP
» SpsCrd All parameters are valid
[ appy | [ Concel

Figure 95. The white list of certificates
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Select certificates to add

Drag a column header here to group by that column

Microsoft Time-Stamp PCA

18 Microsoft Code Signing PCA

Microsoft Corporation

4/3/2021

4/25/2014
12/5/2013

00RO

Microsoft Time-Stamp Service

J
[ox [ concer |

Figure 96. Selecting certificates to add

If you want to remove a certificate from the list of trusted certificates without deleting it, deselect
the checkbox in the Trust column. To delete the certificate from the list completely, select it and
click the Delete link (fig. The whitelist of certificates '%).

= Control policy: Disabled services

You can select services that should be blocked on the client hosts, in the Control policy — Dis-
abled services section of the SysWatch category.

The following services are disabled by default: RemoteRegistry, TermService, SSDPSRV,

RDSessMgr, and Seclogon (fig. Disabled services '®). To add more services to the list, tick off

Disable following services execution, enter the name of a service in the displayed cell and

press Enter.
After you apply the settings on the client host, the status of the services from the list becomes

Disabled. If a services has been running when the settings were applied, it continues to run.

EEE———————————— -
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F Client settings editor
;

» Common settings
¥ SysWatch ["] Disable the execution of the following services:

Activity control

Incident management

RemoteRegistry

TermService
Password protection SSDPSRV

* Scan RDSessMgr

Update Seclogon

¥

Interface settings

Reports

Notify

One-time passwords

¥ Control policy

Devices
Modules
Allowed autorun list
File system
System registry
Network
File hashes
Security profiles
Process privileges
Interprocess communication
Certificates

Disabled services

» DLP
» SysCmd All parameters are valid

Figure 97. Disabled services

i You can only enable the services from the list manually.

4.6.3 SoftControl DLP Client settings

This category of settings includes the configuration of the SoftControl DLP Client component.

= Collect data

Tick off Collect data in the Collect data section of the DLP category and select the required

scopes of information (fig. Data collection settings '®):

U Application work time;
U Using USB devices;
U Printing documents;

U Enable keylogger.

® Observation over file system™®, system registry "> and network traffic '® is active if Col-

lect data is checked and the rules are added to the corresponding subsections in the

Observation section.
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F Client settings editor

» Common settings

> SysWaich Collect data
¥ DLP
[T Application work time
Optimization [] Using USB devices
» Observation
Update [T] Printing documents
» SysCmd

"] Enable keylogger

All parameters are valid

| ey | [ Conce

Figure 98. Data collection settings

= Optimization

Time parameters of the event registration are specified in the Optimization section of the DLP
105
).

category (fig. Optimization settings

F Client settings editor
2

» Commoen settings
* SysWatch

Register idle time after (ms):

¥ DLP 300000
Collect data . ) .
e Do not register events of the same type if the time is less than (ms):
» Observation 10000
Update
» SysCmd

All parameters are valid

Figure 99. Optimization settings

Enter the Register idle time after (ms) and Do not register events of the same type if the
time is less than (ms) time intervals in the corresponding fields (in milliseconds).

Note: the Do not register events of the same type if the time (ms) is less than option only
applies when monitoring the file system resources. The Register idle time after (ms) option

works when the Application work time option is enabled (see fig. Data collection settings ')

and measures the time when an application is idle, i.e. when the user does not click any buttons

or moves the mouse for the specified period.

=~ Observation: File system

EEE———————————we-

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management|

You can select the file system objects to monitor, in the Observation — File system section of

the DLP category (fig. File system monitoring settings '®).

P~ Client settings editor

*» Commeon settings

> SysWatch H E]_,j P’ » w
¥ DLP
Collect data
Optimization CAWindpws\System32\&™"%
¥ Observation 3 D D D D
System registry
HTTP
Shadow copy
Video recording settings
Update
» SysCrnd < . =
All parameters are valid
[ appy | [ Concel

Figure 100. File system monitoring settings

To add an object to monitor, click =+ (Add) and enter the full path to it in the displayed window

(fig. Object under observation'%).

You can use masks to create rules for the group of file system objects. For example, you can
create a rule for a folder and all the objects inside it, or a rule for certain file types (extensions).
Below is the mask syntax:
* #*# — mask replaces any number of characters except the \' symbol (if the mask is placed
at the end of the string, the rule affects only root directory files);
* #**# — mask replaces any number of characters (if the mask is placed at the end of the
string, the rule affects root directory files, subdirectories and subdirectories files);
* #?# — mask replaces exactly one character (any character).
For example, to enable observation of a folder and all included objects, add the #**# characters
at the end of the string. Click OK to add the specified object to the list.
You can specify local folders as well as network folders. When you create a rule for network
folders, the path is specified as follows: \\<server_name>\<folder name>. You can use the #**#
mask instead of '\\'. In this case, SoftControl SysWatch checks both network and local folders.

Besides, you can specify IP address of the computer with the network folder.

i If you specify the computer's IP address in the rule, the rule is only valid when the
user enters IP address to access the folder. It is not valid when the user enters the
network path. Therefore, if you need to monitor the folders that the users access by

both IP address and network path, create separate rules for each of the notations.

E————————————aw-

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management|

Enter object for cbservation

CAWindowshSystem3I2\#=*# l

oK | | cancel |

Figure 101. Object for observation

To change the path to the object, select it from the list and click ©~ (Change). To delete an ob-
ject from observation, select it and click @ (Delete).
For each of the objects, you can select the following operations that should be registered in re-
ports:

U Read;

U Write;

U Delete;

U Rename;

U Change.

o L . o ,
| | If an object is renamed on a client host, it is not monitored anymore.

The Write operation is registered when a new file is created with writing access rights. If the file
already existed the Change operation is registered.

When the Shadow copy option is selected, a backup copy of the object under observation is
saved before the object is modified, if the shadow copying"™® global option is enabled and De-
lete or Change fields are ticked off. If the Video recording option is selected, the screen shots

of the client host are saved with the specified parameters ' when an incident occurs.

Observation: System registry

You can select the system registry objects to monitor, in the Observation — Registry section

108
)-

of the DLP category (fig. System registry monitoring settings

To add an object to monitor, click <+ (Add) and enter the full path to it in the displayed window

108
)

(fig. Object_under observation ™). The registry root keys in the specified path should be as-

signed as follows:
* \REGISTRYWACHINE\SOFTWARE\CLASSES\-the HKEY_CLASSES_ROOT key;
* \REGISTRYWACHINE\ - the HKEY_LOCAL_MACHINE key;
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* \REGISTRY\USER\<SID>\ — the HKEY_CURRENT_USER key for the user with the spe-
cified security identifier (<SID>);
* \REGISTRY\USER\ - the HKEY_USERS key.

F Client settings editor

» Common settings

s
» SysWatch P

¥ DLP

Collect data Target
Optimization » | \REGISTRYWMACHINE\SOFTWARE#=*"# W
¥ Observation

File system
HTTP
Shadow copy
Video recording settings

Update

» SysCmd LS L

All parameters are valid

| ey | [ Conce

Figure 102. System registry monitoring settings

You can use masks to create rules for the group of system registry objects. For example, you
can create a rule for a registry key and all objects inside it. Below is the mask syntax:
* #*# — the mask replaces any number of characters except for the '\' symbol (if the mask is
placed at the end of the string, the rule affects only the key values);
* #*# — the mask replaces any number of characters (if the mask is placed at the end of the
string, the rule affects the key values, subkeys and subkeys values);
* #?# — the mask replaces exactly one character (any character).
For example, to enable observation of the registry key and all included objects, add the #**#

characters at the end of the string. Click OK to add the specified object to the list.

> Enter object for cbservation

[ \REGISTRY\MACHINE\SOFTWARE &4

oo ]|

Figure 103. Object for observation

To change the path to the object, select it from the list and click & (Change). To delete an ob-
ject from observation, select it and click & (Delete).

For each of the objects, you can select the following operations that should be registered in re-
ports:
U Read;

EEE————————————— -
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U Write;
U Delete;

U Rename.

® f an object is renamed on a client host, it is not monitored anymore.

When the Shadow copy option is selected, a backup copy of the object under observation is

saved before the object is modified, if the shadow copying ™® global option is enabled and De-

lete or Write fields are ticked off. If the Video recording option is selected, the screen shots of

the client host are saved with the specified parameters ''° when an incident occurs.

+ Observation: HTTP traffic

You can specify the network traffic data to be monitored, in the Observation — HTTP section

109)-

of the DLP category (fig. Network traffic monitoring settings

P Client settings editor

*» Common settings

~
» SysWatch HI:::,:I N E
v DLP —
Callect data Target Video recording
Optimization malware [l F
File system
System registry
HTTP

Shadow copy
Video recording settings
Update
» SysCrd

All parameters are valid

| ey | [ Conce

Figure 104. Network traffic monitoring settings

To add data to monitor, click =+ (Add) and enter a string in the displayed window (fig. Object un-

der observation'®

). The presence of the specified text is traced during data transfer over the
HTTP protocol. For example, it can be user's requests in search engines via an internet

browser, or the name of the file transferred via the network. Click OK to add the string to the list.

> Enter object for cbservation

’ malware

Figure 105. Object for observation

— e &

safensoft.com


http://www.safensoft.com

Control Service Center version 6.1.398 Administrator guide

Centralized ISS management|

To change the traced text, select a string from the list and click ©~ (Change). To delete a text
from observation, select a string and click & (Delete).

If the Video recording option is selected, the screen shots of the client host are saved with the

110

specified parameters — when an incident occurs.

Observation: Shadow copy

Inthe Observation — Shadow copy section of the DLP category, you can set up the saving of

the shadow copies of the objects under observation (fig. Shadow copying settings 110).

g~ Client settings editor X

» Common settings
» SysWatch Enable shadow copy

v D Local path to save copies of files
Collect data [

Optimization

¥ Observation

File system
System registry
HTTP
Shadow copy
Video recording settings

Update

» SysCrd

All parameters are valid

| sy | [ Conce

Figure 106. Shadow copying settings

Tick off the Enable shadow copy checkbox to enable the backups of the file_system ' and
system registry'®” objects under observation, when the objects are modified (fig. Shadow copy-

ing_settings
Shadow copies of the objects are sent to the server and are available in the management con-

%) You can enable the option for certain objects in the observation properties.

sole. They are also saved locally on the client hosts with the installed SoftControl DLP Client, by
the path specified in the Local path to save copies of files field, or to the following default

folder if no path is specified:
<SoftControl DLP Client installation folder>\Backups

Observation: Video recording settings
In the Observation — DLP video settings section of the DLP category, you can set up the

screen shots when the events under observation occur (fig. Video recording settings ™).

Specify the following record parameters:
* Recording duration — duration of screen capturing, starting from the moment the event

occurs (value range: 5 - 60 s);

- (W]
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* Frame rate delay — time interval between the screen captures (value range: 50 - 500 ms);
* Video frame width — screen shot width in pixels (value range: 0 - 1920).

» Common settings

Update
> SysCmd Start at (000000

> SysWatch Recording duration (sec): 15
¥ DLP
Collect dats Frame rate delay (ms): 200
Optimization Video frame width (px): [E
¥ Observation
File system Set schedule
i’rﬁm e Schedule typs: [ Daily E
Shadow copy
Video recording settings. Frequency (days): 1 a
l

All parameters are valid

Figure 107. Video recording settings

To start recoding the video in real time, right-click the required SoftControl DLP Client compon-
ent on the Clients ** tab and select Start video recording in the context menu.

You can enable video recording on schedule by ticking off Set schedule. Specify the following
recording options:

* Schedule type — daily or hourly;
* Frequency (days/hours) — how often the task should run;

* Invoke time — time when the task should start (as hh.mm:ss).

Update settings
You can set the update schedule inthe Update section of the DLP category. To do so, tick off the

Set schedule checkboxand specify the parameters (fig. Update schedule settings ''").

- W]
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J* Client settings editor
*» Common settings
» SysWatch
v DLP
Collect data
Optimization
* Observation
Update
» SysCmd

Figure 108. Update schedule settings

Select the Schedule type (daily or hourly), specify the frequency of the task in the Frequency

(days/hours) counter, and the start time in hh:mm:ss format in the Invoke time field.

4.6.4 SoftControl SysCmd settings

This category of settings includes the configuration of the SoftControl SysCmd component.

= Update settings
You can set the update schedule inthe Update section of the SysCmd category. To do so, tick off

the Set schedule checkboxand specify the parameters (fig. Update schedule settings).

P~ Client settings editor

» Common settings
* SysWatch
> DLP

¥ SysCrnd

Figure 109. Update schedule settings

- (7B ]
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Select the Schedule type (daily or hourly), specify the frequency of the task in the Frequency

(days/hours) counter, and the start time in hh:mm:ss format in the Invoke time field.

4.7 Security profiles

The Security profile tab allows you to work with the sets of security options (profiles) that include
the rules for file system, system registry, network, and modules. The profiles combine activity con-
trol rules from different categories. The profiles you create are saved to the SoftControl Service

Center database; you can use them in the client application settings ** .

F SoftControl Admin Console

File View Filters Tools About

g% | Fgay) RQuN | @32 o90% B QU
-

PRl EEE

Security profile name

ki Acc_profile i,
ATM_profilel

Figure 110.'Security profiles' tab

Basic operations with the profiles are performed via the tab's graphical buttons that are described
intable 17.

Table 17. The 'Security profiles' tab widgets

|;;:;| Add Create a new security profile.
-

/ Change Modify the selected profile.

[

E Delete Removwe the selected profile.

- (® ]
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= Rename Rename the selected profile.

‘_j Copy Sawe the selected profile with a different name.
‘!—'15'31} Import Import a profile from an XML file.

‘—‘L,E’,J} Export Export the select profile to an XML file.

Basic operations on this tab are:

Creating a profile
To create a security profile, click <+ (Add) and specify the name of the profile. In the dis-
played Security profile data: <profile_name> window, set the rules for file system, sys-
tem registry, network, and modules.
For details on how to add activity control rules, see the corresponding parts of the SoftCon-

trol SysWatch settings section (Control policy: File system ®, Control policy: System re-

91

gistry 8/ Control policy: Network activity = and Control policy: Modules 8 )-

Editing a profile
113)

To modify a security profile, select it and click © (Change) (fig. 'Security profiles' tab

Edit the required data in the displayed Security profile data: <profile_name> window.

Deleting a profile
To delete a profile, select it, click @ (Delete) (fig. 'Security profiles' tab""*) and confirm the
removal in the dialog box.

Renaming a profile
113

To rename a profile, select it, click ™= (Rename) (fig. 'Security profiles' tab ) and specify

the new name in the displayed window.

Copying a profile
To create a copy of a profile, select it, click =1 (Copy) (fig. 'Security profiles' tab ''*) and

specify the name of the new profile in the displayed window.

Importing a profile

- W]
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To load a security profile from an XML file, click % (Import) (fig. 'Security profiles' tab
Specify the name of the XML file in the dialog box and click OK.

= Exporting a profile
To save a security profile to an XML file, click *: (Export). Specify the name and path of the
XML file in the dialog box.

4.8 Tasks

The Tasks tab allows you to create tasks for client applications and watch the details of their exe-
cution (fig. The 'Tasks' tab '*).

F ScoftControl Admin Consocle

File  View Filters Tools About

% | Faiiy [ AOLN [ @8 o9 @] @

Clients | Client seftings Ia’ -
52 | O
ID Created on Start time

3 7 Update 12/4/2020 10:20:38... 12/4/2020 10:20:38 AM Completed -
] Executing commands on the clien 12/3/2020 6:11:53 P... 12/3/2020 6:11:53 PM Completed
5 Executing commands on the clien 12/3/2020 £:06:13 P... 12/3/2020 6:06:13 PM Completed
4 Executing commands on the clien 12/3/2020 6:00:37 P... 12/3/2020 6:00:37 PM Completed
3 Executing commands on the clien 12/3/2020 5:57:04 P... 12/3/2020 5:57:04 PM Completed
2 Executing commands on the clien 12/3/2020 5:52:31 P... 12/3/2020 5:52:31 PM Completed
1 Executing commands on the clien 12/3/2020 3:37:38 P... 12/3/2020 5:37:38 PM Completed

Figure 111. The 'Tasks' tab

The tab contains the list of all tasks and their parameters.

Basic operations with the tasks are performed via the tab's graphical buttons that are described in
table 18.

Table 18. The 'Tasks' tab widgets

|;|I;:;| New Create a new task for the client components.
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e %4 |Task status View the report on the execution of the selected task.

% Cancel Cancel a task in the Pending status.

The list of the tab fields is givenin table 19.
Table 19. The 'Tasks’ tab fields

ID Task order number.
Task type:

e profile;
Type e scan;

e update;

* executing commands on the client.
Created Data and time of the task creation.
Start time Date and time of the task start.

Task completion status:
¢ pending — none of the client component has started task execution;
Status e canceled — task has been canceled before its execution.
¢ in process — task execution has been started by at least one client component;
e completed — task has been completed by all the client components.

Basic operations on this tab are:

Creating a task

115

To add a new task, click New (fig. The 'Tasks' tab ). Specify the task parameters depend-

ing on its type, in the New task window (see figures from The_Task type' section"'® to The

121
).

'Clients' section'? in section Updating

e profile gathering "'®;

* antivirus scanning "*°;

* updating'*';

* executing commands on the client?.

Viewing task execution details

To view the details of task execution, select it and perform the one of the following opera-
tions:

* click Task status in the tab buttons group (fig. The 'Tasks' tab ™"®);

- (]
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® double-click the task.

The displayed Task: details tab contains the detailed information about the task and the
status of its execution for each of the client components (fig. Task execution details
Besides the main information (table 19) and the task parameters, the tab displays the
Status of task on clients table. Description of its fields is given in table 20.

Table 20. The 'Status of task on clients' table fields

17
):

Organization unit

The organization unit which the client component belongs to.

Client name

The name of the client host which client component installed on.

Task completion status:
¢ pending — task execution has not started;
¢ starting — the task start command has been sent to the client component
successfully;
start error — the client component could not run the task;
in process — the client component is processing the task;
process error — an error occurred during task execution;
canceled — the task has been canceled,;
completed — task execution has been finished;
e completion error — an error occurred during task completion.

The time of task completion on the client host.

Status

End time

I ScfiControl Admin Consele

File View Filters Tools About

g% oAy B8ORS | @ 0% B
| Clients | Tasks [EEREEE

Detailed task information:

Type Updste

Created on  04.12.2020 10:20:38
Start time (04.12.2020 10:20:38
Status Completed

Task parameters

Program updates
AV bases
Reboot clients

Task status on clients:

Figure 112. Task execution details
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To view the report on the completed operations, go to the Log tab and apply filters ™** to the
required types of operations. For detailed description of the report for the task Executing

commands on the client see Executing commands on the client and file exchange '*° sec-

tion.

4.8.1 Profile gathering

1) Select Profile from the drop-down list in the Task type section and click Next (fig. The "Task
type' section™'®):
o Gather profile — gathering profile on SoftControl SysWatch components.
o Clean and disable profile — clearing and disabling profile on SoftControl SysWatch compon-

ents.
. T ——
New task steps TR
Task type Select the task type and specify the options.
Start time
Clients [ Profile =]
(8) Gather profile

() Clean and disable profile

Figure 113. The 'Task type' section

2) Select the Immediately option in the Start on section to run the task right after you add it, or se-

lect Choose a date to start and specify the date and time of the start (fig. The 'Start date' sec-
118
)

tion ). Click Next to continue.

- (B ]
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C)
@)

T R

Figure 114. The 'Start on' section

3) In the Clients section, tick off the client components which you want to create the task for
(fig. The 'Clients' section). If you select the SysWatch client type, the task is assigned to all

client components. If you select an organization unit, the task is assigned to all client compon-

ents of the organization unit. Click Done to create the task, or Back to change the task paramet-

ers.

v [ SysWatch
v El Default unit
[ WIN-MG2LKINUPAL
[V WIN-MG2LKINUPAL
[ WIN-UEG53NATDPC
» D ProductionPass

Figure 115. The 'Clients' section

4.8.2 Antivirus scanning

1) Select Scan from the drop-down list in the Task type section and tick off the client host's areas
to be scanned (fig. The 'Task type' section):

U Scan memory;

- (W]
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U Scan boot sectors;
U Scan all hard drives;
U Scan all removable devices.

Click Next to continue.

Figure 116. The 'Task type' section

2) Select the Immediately option in the Start on section to run the task right after you add it, or se-
lect Choose a date to start and specify the date and time of the start (fig. The 'Start date' sec-
@). Click Next to continue.

Figure 117. The 'Start on' section

3) In the Clients section, tick off the client components which you want to create a task for (fig. The
'Clients' section).

e .
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New task steps
ot Clients
Task type # Select the clients that you want to run the task on
Start time
Clients + v [ SysWatch
v D Default unit

[ WIN-MG2LKINUPAL

WIN-MGZLKINUPAL

[ WIN-UEG53NATDPC
» D ProductionPass

[ <Back |[ Done | [ cancel

Figure 118. The 'Clients' section

If you select the SysWatch client type, the task is assigned to all client components. If you select
an organization unit, the task is assigned to all the client components of the organization unit.

Click Done to create the task, or Back to change the task parameters.

4.8.3 Updating

1) Select Update from the drop-down list in the Task type section, tick off the required compon-

ents to update and the task options (fig. The 'Task type' section ')

U Program updates: update SysWatch, DLP and SysCmd program modules.

O AV bases: update the antivirus bases of the SysWatch components.

U Reboot clients: reboot the client hosts when the update completes. If this option is not
selected, you should reboot the client host locally to complete the program module up-
dates. The corresponding message is displayed in the component's status in the Clients
“% tab and in the update events in logs "*°. The SysCmd module does not require reboot

after update, so this parameter is ignored for the module SysCmd.

- (]
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Figure 119. The 'Task type' section

Click Next to continue.

2) Select the Immediately option in the Start on section to run the task right after you add it, or se-
lect Choose a date to start and specify the date and time of the start (fig. The 'Start date' sec-
tiﬂ). Click Next to continue.

Figure 120. The 'Start on’ section

3) In the Clients section, tick off the client components which you want to create the task for
(fig. The 'Clients' section).

- (]
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New task steps
ot Clients
Task type & Select the clients that you want to run the task on
Start time  +
Clients < v ] SysWatch

v D Default unit
[J WIN-MG2LKINUPAL
WIN-MG2LKINUPAL
[ WIN-UEG53NATDPC

»> D ProductionPass
v DLP

v Default unit
WIN-MG2LKINUPAL
WIN-MG2LKINUPAL

[ <Back |[ Done | [ Cancel

Figure 121. The 'Clients' section

If you select a client type, the task is assigned to all client components of the same type. If you se-
lect an organization unit, the task is assigned to all the client components of the organization unit.

Click Done to create the task, or Back to change the task parameters.

4.8.4 Executing commands on the client and transferring files

A task of the type Executing commands of the client can run on a remote computer with an in-
stalled client SoftControl SysCmd. In one task, the following commands can be executed: upload-

ing a file to the remote computer, running a process on the remote computer, downloading a file

from the remote computer.

- (]
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v [V SysCmd
v [ Default unit
[ TEST_32E2WES1

Figure 122. The "Clients" section

4.8.4.1 Creating a task

1) Select Executing commands on the client from the drop-down list in the Task type section

and mark commands "2 for executi ng (fig. The 'Task type' section):

Executing commands on the client
v

V]

cmd.exe /C dir "log

C:\Folderifile_for_download.ext

Figure 123. The 'Task type' section

U Upload file to client — copy a file from the local computer where SoftControl Admin Console

is running to the remote computer with the installed module SoftControl SysCmd.
Parameters:

Select a file using the button Browse and enter the full target path on the remote computer to

- (]
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the Place in folder field. Both parameters are mandatory.
U Start process — run specified file.
Parameters:
Executable file for running and command line arguments (mandatory parameter).
Working directory on the client (optional parameter).
You can specify the working folder that will be set as the current one for the process.

U Download file from client — download a file from the remote computer with the installed
module SoftControl SysCmd to the server SoftControl Server. Later, the downloaded file can
be copied from the server to the local computer using SoftControl Admin Console.
Parameters:

Full path to the file on the client (mandatory parameter).

After filling in the data, click Next.

2) Select the Immediately option in the Start on section to run the task right after you add it, or se-

lect Choose a date to start and specify the date and time of the start (fig. The 'Start time' sec-
122
)

. Click Next to continue.
I ——

New task steps

tion

Start time

Task type ¢ Set date and time when you want to start the task
Start time

Clients

(O Immediately

(®) Select a date to start:

[5/'231’2020 11:08 AM g]

[ <Back | [ Meaws | [ Cancel

Figure 124. The 'Start time' section

3) In the Clients section, tick off the client components which you want to create a task for (fig. The

'Clients' section %).

- =
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New task steps Clients

Task type + Select the clients that you want to run the task on

Starttime +

Clients « v SysCmd

v Default unit
TEST_32E2WES1

[ <Bak |[ Done | [ Cancel

Figure 125. The 'Clients’ section

If you select a client type, the task is assigned to all client components of the same type. If you se-
lect an organization unit, the task is assigned to all the client components of the organization unit.
Click Done to create the task, or Back to change the task parameters.

4.8.4.2 Executing a task

During execution of the task with the type Executing commands on the client, the system per-
forms the following actions:

Preparing the task. If the task contains the command of uploading a file to the client, SoftControl
Admin Console transmits first the file to the server. The server stores the file in a folder specified in
the paramenter CmdFileStoreDir of the server configuration file (C:\ProgramData\SafenSoft
\Server.Config.xml), the default value is C:\ProgramData\SafenSoft\CmdFileStore. If the file has not
been successfully transmitted to the server, SoftControl Admin Console shows the error message
and the server does not create the task. Maximum file size for uploading to the client and for down-
loading from the client is specified in the parameter MaxFileSizeByte of the server configuration
file.

Starting a task on the client. During a heartbeat, the client connects to the server and receives a
list of tasks. The client creates a new thread for each task to execute commands from the task.
Thus, different tasks can run in a non-specific order, but commands within one task run in the exact
order as they are described in the task.

——————————————_————
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Uploading a file to the client. The client receives the file from the server and stores it according
to the parameters of the command (path, name, times, and attributes). If a file with the same name
already exists on the client, it will be overwritten. If the specified path does not exist, the client will try
to create the path. The client returns the result code to the server. After finishing the command, the
server deletes the file in any case (regardless of whether the command execution was successful
or not). If file transfer from the server to the client is interrupted due to loss of connection or reboot-
ing of the client device, uploading shall continue once connection is restored and the SysCmd ser-
vice is running.

Running a process. The client creates the process according to the command arguments and
starts reading the standard output streams (stdout and errout) of the process. After finishing read-
ing data from the output streams, the client sends this data to the server. Buffer size for the process
output is specified in the parameter MaxCmdQOutputChars in the server configuration file. If the
command restarts or shuts down the remote computer, it shall include a delay to give the client the
time to wait for the next heartbeat and send the result to the server. For example, the shutdown
command shall be used with the /t parameter. Since the client launches the process in a session
without a GUI ™ it is not possible to run processes that expect user interaction for their execution
or completion.

Downloading a file from the client. The client sends the file to the server, and the server stores
the file in the folder specified in the parameter CmdFileStoreDir of the server configuration file. The
client also sends to the server the file name, time, and attributes. If file transfer from a client to the
server is interrupted due to loss of connection or rebooting of the client device, uploading shall con-
tinue once connection is restored and the SysCmd service is running.

Task completion. When all commands are completed, the server assigns the corresponding
status to the task and sends the status to the server at the next heartbeat. It means that results of

some commands might be accessible on the server before completion of the task.

The total execution time of all commands in one task is limited by the parameter MaxCmdEx-
ecTimeSec of the server configuration file. If this time is exceeded, the command is interrupted
and gets the "Timeout exceeded" status. (All commands that follow get the same status.) If the
SoftControl SysCmd service is restarted or the client device is rebooted and execution of the com-

mands in the task continues, time keeping is reset.

There are two types of errors that are possible during command execution. Critical errors (absence

- (' ]
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of the file to transfer or to run, an error during creation of a file or a path) interrupt execution of a
command. In case of a non-critical error (network errors during file transfer), another attempt is
made to perform the command until one of the three conditions is met: the command is finished
successfully, a critical error occurs, or the time limit is reached. The next command in the task shall
be executed only if the previous command Ois completed successfully. The server inserts a five-

second delay between two successive commands.

Before and after execution of each file transfer command, the state of the command is saved on

the client device in order to continue execution of unfinished commands after a service restart.

4.8.4.3 Analyzing the results of commands

Information about the results of command execution is accessible on the tab Task details *° in the
table Task status on clients. If results are already on the server, in first column the sign e will ap-

pear. The click on this sign expands detailed information of the results (figures Results of the file up-

loading and process starting commands '2% and Results of the file downloading command 129).

File View Filters Tools About

( Clients | Tasks [RESSI 0T -

Task status on clients:

Organization unit Client name Client type Status Finished on

Marketing TEST_32E2WEST SysCrnd Completed 12/14/2020 7:03:33...

B0

Action: Upload file to client

Execution start time 12/14/2020 7:02:57 PM

Execution start time 12/14/2020 7:02:58 PM

Status Successfully completed

Return code 0

Error code 0 L

Message

File name: file_for_transfer.ext
#1

Action: Start process

Execution start time 12/14/2020 7:03:04 PM

Execution start time 12/14/2020 7:03:04 PM

Status Successfully completed

Return code 0

Error code 0

Message

Code page [ [866, Cyrillic (DOS)] (=]

v

Username: test | Roles: System administrator, Administrators | Session ID: d5bdeala-af8c-4fea-043d-0d23e134b8et | Change password | |

Figure 126. Results of the file uploading and process starting commands
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The Status field can have the following values:

® Successfully completed.

® An error has occurred.

* Timeout exceeded.
The Return code field contains the code returned by the process in the command Start process.
If an error in module SoftControl SysCmd has occurred during calling Windows API functions, the

Error code and Message fields contain the corresponding error code and description of the error.

For reading output data of the command Start process, the Code page can be selected.
If the command Download file from client has finished successfully, the file on the server can be

managed by the Download and Delete from server buttons.

¥~ SoftControl Admin Console x

File View Filters Tools About

g% | & oy | BOQBY | @ 50 B2l
-

Code page [ [866, Cyrillic (DOS)] [=]

#2

Action: Download file from client

Execution start time 12/14/2020 7:02:10 PM

Execution start time 12/14/2020 7:03:10 PM

Status Successfully completed

Return code 0

Error code 0

Message

File name: Cihtest\file_for_transfer.ext

File attributes: Archive

File creation time: 12/8/2020 10:30:39 AM

File modification time: 12/10/2019 1:06:34 PM

File access time: 12/8/2020 2:23:22 PM

File size: 463.45 KB

| Download.. | [  Deletefrom server |

v

Username: test | Roles: System administrator, Administrators | Session |0 74264cbb-85974-4935-bdde-2b9fode3dbc2 | | |

Figure 127. Results of the file downloading command
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4.9 Viewing reports

The Log tab is designed to view the consolidated reports from the client applications in SoftCon-
trol Admin Console. The tab allows tracing the events on several client hosts simultaneously in real
time, and sampling the required data with the help of flexible filtering '**. On the tab, the adminis-

trator can access the following data in a convenient format.

= SoftControl SysWatch logs ™°;
= SoftControl DLP Client logs **°;
= SoftControl SysCmd logs ™.

The obtained reports can be printed or exported to a file **°.

Reports backup ™' is supported.

4.9.1 SoftControl SysWatch logs

The Event Log tab provides the detailed monitoring of the security events that are registered by

SoftControl SysWatch on the client hosts (fig. The 'Log' tab for the SoftControl SysWatch compon-

ent ™). If you wish to browse all events from SysWatch clients, select those clients and follow the

steps given in Clients *°.

¥ SoftControl Admin Console

File View Filters Tools About

[BE% | ok A )| 8Ok | @At B el

E=les -
2| @ dd
[ClientiD] In (2, 3)
Drag a column header here to group by that column
Event ID Client name Event type i Importance Client type
-1 DESKTOP-63K.. Status 2/2/2021 12:14:23... High
755 DESKTOP-63K.. Antivirus scanning 2/2/2021 10:28:03... Trivial SysWatch
754 DESKTOP-63K.. User logon 2/2/2021 10:27:13... Trivial
753 DESKTOP-63K..  User logoff 2/2/2021 10:25:45... Trivial
752 DESKTOP-63K..  Antivirus scanning 2/2/2021 10:25:16... Trivial SysWatch
731 DESKTOP-63K..  Settings modification 2/2/2021 10:25:07... High SysWatch
750 DESKTOP-63K..  Policy viclation 2/2/2021 10:24:11... Critical SysWatch
749 DESKTOP-63K..  Policy violation 2/2/2021 10:24:11... Critical SysWatch
748 DESKTOP-63K..  Policy violation 2/2/2021 10:24:11... Critical SysWatch
747 DESKTOP-63K..  Policy viclation 2/2/2021 10:24:11... Critical SysWatch
746 DESKTOP-63K..  Policy violation 2/2/2021 10:24:11... Critical SysWatch
745 DESKTOP-63K..  Policy violation 2/2/2021 10:24:11... Critical SysWatch
744 DESKTOP-63K..  Policy violation 2/2/2021 10:24:11... Critical SysWatch
743 DESKTOP-63K..  Policy viclation 2/2/2021 10:24:11... Critical SysWatch
v
Page 1 (last) Time elapsed: 00:00:02

Figure 128. The 'Event Log' tab for the SoftControl SysWatch component

The full list of the tab fields for the SoftControl SysWatch component is given in table 21.

EE———————————— -
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Table 21. The 'Event Log' tab fields for SoftControl SysWatch

Client name The name of a client host.

Unique event identifier. If SoftControl Admin Console receives an event with the duplicated
identifier, the duplicated string is highlighted in red. If there is a break in the order of the iden-
Event ID tifiers (i.e. gaps in the sequence exist), the corresponding warning is added to the server|
component_report in the Windows event log '82. The exception is the events of the Status|
type. The Event ID parameter can be either -7 or -2 for them.

Unique identifier of a client host. The identifier is assigned automatically after SoftControl
SysWatch sends a request to SoftControl Server for the first time.
Type of the security event (incident):
¢ policy violation;
® activity control;
e client update;
® process start;
Event type e antivirus scanning;
¢ settings modification;
o status;
e user logon;
¢ user logoff;
¢ DeCrypt events.
Time Date and time when the event occurred.

Unique client ID

The event importance (priority) from the viewpoint of a threat to a client host's information se-
curity:
e trivial;
¢ high;
e critical.
Each priority level has the corresponding cell color.
Action when a policy violation event occurs:
¢ reading the file;
* changing the file;
¢ renaming the file;
¢ deleting the file;
* opehning the directory;
¢ deleting the directory;
e opening the registry key;
e creating the registry key;
¢ deleting the registry key;
Action ¢ changing the registry value;
e deleting the registry value;
¢ |loading DLL module;
¢ invalid password entered.
Action when a process start event occurs (the data are displayed in a single string):
¢ Installer: yes/no;
¢ In profile: yes/no (not available if the system profile is disabled on the client host, or
the Applications checkbox in the Activity control section of the settings 63/ is
deselected);
e Valid certificate: yes/no (for installers only);

Importance

- (]
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* Whitelist is on: yes/no (for installers only);
e Certificate is in whitelist: yes/no (for installers only and when the whitelist is enabled);
¢ Global software update mode on: yes/no (for installers only);
e Was tracked: yes/no;
¢ Execute in software update mode: yes/no.
Action when an antivirus scanning event occurs:
* running the scanner,
¢ running the profile gathering;
¢ finishing the scan;
¢ profile gathering completed;
e scanning the object.
Action when a client update event occurs:
e starting the updates;
e update completed.
Action when a settings modification event occurs:
¢ settings changed by user;
e settings changed by server.
Action when the DeCrypt events occur:
e NOTIFY-DEVO;Boot with all devices present;
e NOTIFY-PRETEST;Boot with unencrypted container;
e NOTIFY-ERROR;Error at boot;
e NOTIFY-PW;Boot with password,;
e NOTIFY-DEV1;Boot with 1 device missing;
¢ NOTIFY-DEV2;Boot with 2 devices missing (CRITICAL);
e NOTIFY-ACTION: DEV-GET;Request list of found devices;
* NOTIFY-ACTION: DEV-CHANGE;Update device list;
e NOTIFY-ACTION: PW-CHANGE;Change password;
¢ NOTIFY-ACTION: DISK-ENC STARTED;Disk encryption started;
e NOTIFY-ACTION: DISK-ENC FINISHED;Disk encryption finished;
* NOTIFY-ACTION: DISK-DEC STARTED;Disk decryption started;
* NOTIFY-ACTION: DISK-DEC FINISHED;Disk decryption finished;
e NOTIFY-ACTION: BOOT-PREPARE;Install boot loader;
e NOTIFY-ACTION: BOOT-CLEAR;Uninstall boot loader.
Action status when an antivirus scanning event occurs:
® scanner is running;
e error when running the scanner;
e scanner is stopped;
® success;
e failure.
Action status when a client update event occurs:
e update is running;
e error when running the update;
¢ no updates found;
e update interrupted by user;
e updates installed successfully;
e system reboot is required;
e update completed with errors.
Action status when the DeCrypt events occur:
e SUCCESS;

R N—————
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e FAIL.

The status of a registered client component:
* active;

Client status ® inactive;

e service was interrupted;

e status error. invalid status.

The application or the installer that triggers the events of the policy violation or the process

Binary path start types.
— Command that triggers the process start type event.
— File system or registry object inwlved in the event of the policy violation type, or the
Command line name of the DLL module loaded by the process that caused the event of the policy viola-
tion type.
— Invalid password.
User User account under which the events of the process start or the changing settings types
has occurred.
Application execution zone:
Zone e trusted; .
e default (restricted);
* blocked.
PID Unique process identifier in the OS for the event of the process start type.
Parent PID Unique parent process identifier in the OS for the event of the process start type.
Parent process The name of the parent process for the event of the process start type.
Decision for the application launch:
Decision * Belliftsd;
¢ denied.
Each decision has the corresponding cell color.
Checked objects The number of objects that have been checked during the antivirus scanning.
Threats found The number of threats that have been detected during the antivirus scanning.

Threats neutralized The number of threats that have been neutralized during the antivirus scanning.

The number of embedded certificates that have been detected during the automatic setup
(profile gathering).

The number of catalog certificates that have been detected during the automatic setup (pro-
file gathering).

Application activity control status:
Applications * active;
* inactive.

Embedded certificates

Catalog certificates

File system control status:
File system * active;
¢ inactive.

System registry control status:
System registry e active;
* inactive.

Network activity control status:
Network control * active;

¢ inactive.

Logon user name The account that has been used to log on to a client host OS.

- (]
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Logoff user name The account that has been used to log out of a client host OS.

Error Error code in the database on the server.

Client type The type of the client the report is displayed for. The field is empty for common events
(SysWatch and DLP).

Details UID of the rule where the control policy has been violated.

Senice name System name of the senice that has been started or stopped.

Display name The name of the senvice in the Windows Services snap-in.

The senice status:
e ServiceStarted;
e ServiceFoundRunning;
e ServiceStopped.

Senice event

The following events contain the extended information about an incident:

Antivirus scanner event

An antivirus scanner event allows you to view the detailed report about the results of the anti-

virus scanning '*° of the client hosts.

Open the event list on the Lﬂm tab for the SoftControl SysWatch component and select an
event of the Antivirus scanning type with the Finishing the scan action. To open a report with
additional information, perform one of the following operations for the selected event:

* double-click the event;

* invoke the context menu by right-clicking the event and select the Show additional

info for antivirus scanning event command.

® A report with the additional information only opens if threats are detected during the
antivirus scanning (nonzero counter in the Threats found field), or if some threats

have not been neutralized during previous check.

The displayed Scanner tab contains the list of all objects that contain the threats detected
during the check (fig. Antivirus check results on the 'Scanner' tab **°).

The full list of the tab fields is given in table 22.

Table 22. The 'Scanner’ tab fields

ScanEvent Date and time when the antivirus scanning has finished.
Path The path to the object in the client host's file system.
Name Object name.

Virus Malicious code name.

Scan result Profile gathering/antivirus scanning result:

- (]
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¢ Clean;

Infected;

e Suspicious;

e Error;

e Treatment error;

e Error when moving;
¢ Error when deleting.

Action that is performed for the object during the antivirus scanning:
e Treated;
¢ Moved,
e Skipped;

Deleted,;

¢ No action.

Scan action

F SoftControl Admin Console

File View Filters Tools About

g% | & Ay QOB (@0 co9 B @l

m Scanner -
s Vi Name .SCEH result .SCEH action
pagefile.sys Error Skipped u
swapfile.sys Error Skipped
B Path: C\Boot
BCD Error Skipped
BCD.LOG Error Skipped
B Path: C:\Program Files (xB6)\SoftControl\SysWatch\Data
Storage.dbs Error Skipped
B Path: C:\ProgramData\Microsoft\Search\Data\Applications\Windows
edb.log Error Skipped
Windows.edb Error Skipped
B Path: C:\System Volume Information
{3808876b-c176-4e48-b7ae-0404... Errar Skipped
SiGaiinatiiaianshaanitts S tinaas =

Figure 129. Antivirus check results on the 'Scanner' tab

= Settings modification event
Settings modification event allows you to view the full list of the SoftControl SysWatch con-
figuration changes. The SoftControl SysWatch settings can be changed as follows:

* by the administrator via SoftControl Admin Console ®*;

* by the local user with the help of:
— the program GUI;

— the configuration file.

e ——————————————.——
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Open the list of events on the Event Log ~ tab for the SoftControl SysWatch component
and select an event of the Settings modification type. To open the report with the addi-
tional information, perform one of the following operations with the selected object:
* double-click the event;
* invoke the context menu by right-clicking the event and select the Show additional
info for settings modification event command.
The displayed Settings modification tab contains the list of the SoftControl SysWatch set-

tings and their new status (fig. The 'Changed settings' tab **°).

File View Filters Tocls About

(g% Faay) DOk ) 9% (B QY

-

Drag a column header here to group by that column
N E— PR
{ MActivity control/File system

Activity control/Network On
Activity control/Applications On
Activity cantrol/Registry On
WActivity control/Enable On
\AfterLoginDelay 5
AfterSystemStartDelay 5
Incidents/Enable autamatic incident processing On
Alert/DllLoadResult Block
Alert/PeModificationResult Block
Alert/ScriptEngineResult Block
Incidents/Enable non-profile app alert timeout Disabled
Incidents/Running nan-profile application Block (default]
Incidents/Non-profile app alert timeout 1
Incidents/Enable unsigned installer alert timeout Disabled
Incidents/Running unsigned installer Block (default)
Incidents/Unsigned installer alert timeout 1
Incidents/Enable policy violation alert timeout Disabled
Incidents/Control policy violation Block
Incidents/Policy violation alert timeout 1
Password protection/Changing the settings Disabled
Password protection/Uninstalling the program On
DECHE[L\(E nse 7M LXE iTﬁE -APYCVB29 uJ

Change password

Figure 130. The 'Changed settings' tab

The full list of the tab fields is givenin table 23.
Table 23. The 'Changed settings' tab fields

Setting name The name of the settings.
Setting value The new value of the settings that has been applied as a result of the event.

4.9.2 SoftControl DLP Client logs

The Event Log tab allows viewing the reports with the data that SoftControl DLP Client collects on
the client hosts (fig. The 'Log' tab for the SoftControl DLP Client component **°). If you wish to

browse all events from DLP clients, select those clients and follow the steps given in Clients *°.

EE—————————————————— -
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F SoftControl Admin Console

$e% & oA [ QW @0 oS @@l

[ClientiD] In (10, 1)

Drag a column header here to group by that column

Event ID Client name Event type [ Importance Client type
-2 WIN-MGZLKIN... Status 4/9/2020 1:16:24... High 0
-1 WIN-MGZLKIN... Status 4/9/2020 12:36:24... High
-2 WIN-MGZLKIN... Status 4/8/2020 12:10:31... High
8 WIN-MGZLKIN... Hardware added 4/8/2020 1:34:38... High DLP
7| WIN-MGZLKIN... Hardware added 4/8/2020 1:32:38... High DLP
6| WIN-MGZLKIN... Hardware removed 4/8/2020 1:32:38... High DLP
5 | WIN-MG2LKIN... Hardware removed A/8/2020 1:32:38... Hich DLP
v
Page 1(last) Time elapsed: 00:00:01
Change password

Figure 131. The 'Event Log' tab for the SoftControl DLP Client component

The full list of the tab fields for the SoftControl DLP Client component is given in table 24.
Table 24. The 'Event Log' tab fields for SoftControl DLP Client

Client name The name of the client host.

Unique event identifier. If SoftControl Admin Console receives an event with the duplicated
identifier, the duplicated string is highlighted in red. If there is a break in the order of the iden-
Event ID tifiers (i.e., gaps in the sequence exist), the corresponding warning is added to the server
component_report in the Windows event log '82. The exception is the events of the Status|
type. The Event ID parameter can be either -7 or -2 for them.
Unique identifier of a client host. The identifier is assigned automatically after SoftControl
DLP Client sends a request to SoftControl Server for the first time.
Type of the data collection event:

¢ hardware added;

o file;

e HTTP;
Event type ¢ keylogger;
e printer;
* registry;
¢ hardware removed;
e work time.

Unique client ID

Time Date and time when the event occurred.

The event importance (priority) from the viewpoint of a threat to a client host's information se-
curity:

Importance e trivial;

¢ high;

e critical.

- (]
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Each priority level has the corresponding cell color.

The status of the registered client component:
¢ active;

Client status ¢ inactive;

e service was interrupted;

e status error. invalid status.

The path to the process that triggers the event of the file, registry, HTTP, keylogger, work
time, and printer types.

Description of the process that triggers the event of the file, registry, HTTP, keylogger,
work time, and printer types.

User account that is used to run the process that triggers the event of the file, registry,

Process path

Process description

User name . .
HTTP, keylogger, work time, and printer types.
IP Destination IP address of the HTTP request for the event of the HTTP type.
Url Destination URL of the HTTP request for the event of the HTTP type.
Header HTTP header for the event of the HTTP type.
The type of the operation with the monitored object, for the events of the file and registry,
types:
¢ read;
Access mask e write;
e delete;
* rename;
e change.
The local path to the shadow copy of the monitored object with the name of the <Full name
Backup file name of the original object>_<N>.bkp, where N is the order number of the locally saved backup,
for the events of the file, registry, and HTTP types.
File path The path to the monitored folder or file, for the event of the file type.
The type of the drive with the monitored folder of file, for the event of the file type:
Drive type ¢ fixed storage;

* removable storage.

Registry path The path to the monitored registry key or registry key value, for the event of the registry

type.

Keylogger time The date when the keyboard input has been recorded, for the event of the keylogger type.

Keylogger data Text entered by the user from the keyboard, for the event of the keylogger type.

Details Description of the print source for the event of the printer type.

Device ID Peripheral ID for the events of the hardware added and hardware removed types.

Device class Peripheral class for the events of the hardware added and hardware removed types.

Device description Peripheral description for the events of the hardware added and hardware removed
types.

Start time Time when the user started working with the application, for the events of the work time
type.

End time Time when the user finished working with the application, for the events of the work time
type.

Duration Duration of work with the application, for the events of the work time type.

File index Index of the file for the event of the HTTP type.

Client type The type of the client the report is displayed for. The field is empty for common events

(SysWatch and DLP).

- (]
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Printer name The name of the printer the print job is sent to.

Events of the file, registry and HTTP types are highlighted in different colours, if they contain addi-

tional data (video records, shadow copies) (fig. Context menu of the event with additional data **).

| ' ' |
Keylogger ' Show DLP video High

Timework [El Show DLP shadow capy  |High

Figure 132. Context menu of the event with
additional data

Viewing video records
SoftControl DLP Client saves the sequence of the client host's captured screen shots that
can be played back as a video in the management console. Viewing video records is avail-
able for events of the file, registry and HTTP types, if Video recording option is selected
in the monitored object settings. Invoke the context menu by right-clicking the event and se-

lect Show DLP video to open video record (fig. Context menu of the event with additional

139
).

data
Click Load in the displayed video player window and manage the playback with the help

buttons (fig. SoftControl DLP Client video player **°) that are described in table 25.

i To enable correct record processing by the SoftControl Server component on Mi-
crosoft® Windows® Server 2008 R2 and Microsoft® Windows® Server 2012 /
2012 R2, you should have the additional Desktop Experience component installed

beforehand. Installation instructions are given in appendix*®.

e ————————————————.——e
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P~ Player for DLP video record

-
.

File Ed# Format View Help
Write some data I

Figure 133. SoftControl DLP Client video player

Table 25. Video player widgets

° | |Play Play the record.
0 . |Pause Pause playback.
o . [Stop Stop playback.

= Viewing shadow copies

Viewing shadow copy of objects is available for events of the file and registry types, if
Shadow copy option is selected in the monitoring settings for these objects. Invoke the
context menu by right-clicking the event, select Show DLP shadow copy (fig. Context

139

menu_of the event with additional data ") and click Open in the displayed Preview DLP

shadow copy window to view the saved copy of the specified object under observation or
click the Save button to save a local shadow copy (fig. Shadow _copy of the monitored ob-

ject™).

- (]
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» Preview DLP shadow copy

Figure 134. Shadow copy of the monitored
object

4.9.3 SoftControl SysCmd logs

The Event Log tab allows viewing the reports with the data that SoftControl SysCmd collects on
the client hosts (fig. The 'Log' tab for the SoftControl SysCmd component). If you wish to browse

all events from SysCmd clients, select those clients and follow the steps given in Clients *® .

i - .. —
12 e E . : @)= ~
H = = ) X 'ﬁ ""é o o g ‘ lay Sl o ‘ [ &

Log

Drag a column header here to group by that column

Event ID - name < Unique dlient ID Ev e Time 2 C
2| CLIENTTX32 5d12505d-4c34-4e3a-b617-0680d0eeffd Client update 124472020 10:20:3... High UPDATE_FINISHED
1| CLIENTTX32 5d12505d-4c34-4e3a-b617-0689d0eaffd Client update 12/4/2020 10:20:1... Trivial Starting the updates
-2 CLIENTTX32 5d12505d-4c34-4e3a-b617-0689df0eeffd Status 12/372020 2:36:47... High
-1 CLIENTTX32 5d12505d-4c34-4e3a-b617-0689df0eefid Status 12/3/2020 9:47:34... High
-2 | CLIENTTX32 5d12505d-4c34-4e3a-b617-0680d0eefid Status 12/2/2020 11:58:5... High
-1 CLENTTX32 5d12505d-4c34-4e3a-b617-0689d0eaffd Status 12/2/2020 11:58:5... High

v

Page 1 (last) Time elapsed: 00:00:01

Figure 135. The 'Event Log' tab for the SoftControl SysCmd component

The full list of the tab fields for the SoftControl SysCmd component is given in table 26.
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Table 26. The 'Event Log' tab fields for SoftControl SysCmd

Client name The name of the client host.

Unique event identifier. If SoftControl Admin Console receives an event with the duplicated
identifier, the duplicated string is highlighted in red. If there is a break in the order of the iden-
Event ID tifiers (i.e., gaps in the sequence exist), the corresponding waming is added to the server
component_report in the Windows event log '82. The exception is the events of the Status|
type. The Event ID parameter can be either -7 or -2 for them.

Unique identifier of a client host. The identifier is assigned automatically after SoftControl

i lient ID
Unique clien SysCmd sends a request to SoftControl Server for the first time.

Type of the data collection event:
Event type ¢ client update;
¢ status.

Time Date and time when the event occurred.

The event importance (priority) from the viewpoint of a threat to a client host's information se-
curity:

e ftrivial;

¢ high;

e critical.
Each priority level has the corresponding cell color.

Importance

The status of the registered client component:
¢ active;

Client status ¢ inactive;

e service was interrupted;

e status error. invalid status.

Action when a client update event occurs:
Action e starting the updates;
e update completed.

Action status when a client update event occurs:
e update is running;
¢ error when running the update;
¢ no updates found;
e update interrupted by user;
e updates installed successfully;
¢ system reboot is required;
e update completed with errors.

Action status

4.9.4 Windows Event Logs

The Windows Event Logs tab allows to view Windows event logs from client hosts (fig. The "Win-

dows Event Logs" tab *%).

- (7B ]
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F SoftControl Admin Console

File View Filters Tools About

[ $8® | Foiiay | AOLS [ @F SB H QU
-

EFIEFFIEE
Drag a column header here to group by that column

Time .Client name .Event (0] | User .F'ID -Lcng channel | Provider .Unique dient ID

2/2/2024 3:04:38 PM +00:00 WINSE1 903 0 Application Microsoft-Windows-Security-SPP 1ac31ba5-8c66-4cBa-82a2-a44c90355450 a
2/2/2024 3:04:38 PM +00:00 | WINS1 16384 0 Application Microsoft-Windows-Security-5PP 1ac31ba3-8c66-4c8a-82a2-344c90355450
2/2/2024 3:04:11 PM +00:00 | WINE1 103 0 Application ESENT 1ac31ba5-8c66-4c8a-82a2-344c90355450
2/2/2024 2:04:11 PM +00:00 | WINET 327 0 Application ESENT 1ac31ba3-8c66-4cBa-82a2-344c90355450
2/2/2024 3:04:08 PM +00:00 | WINS1 02 0 Application Microsoft-Windows-Security-5PP 1ac31ba3-8c66-4cBa-82a2-344c90355450
2/2/2024 3:04:08 PM +00:00 | WINE1 1003 0 Application Microsoft-Windows-Security-SPP lac31ba5-8c66-4cba-82a2-a44c90355450
2/2/2024 3:04:08 PM +00:00 | WINS1 1066 0 Application Microsoft-Windows-Security-5PP 1ac31ba3-8c66-4c83-82a2-344090355450
2/2/2024 3:04:08 PM +00:00 | WINET 200 0 Application Microsoft-Windows-Security-SPP lac31ba5-8c66-4cba-82a2-a44c90355450
2/2/2024 3:0247 PM +00:00 | WINE1 1000 5-1-5-18 2076 | Application Microsaft-Windows-LoadPerf 1ac31ba5-8c66-4c8a-82a2-344c90355450
2/2/2024 3:0217 PM +00:00 | WINE1 1007 | 8-1-5-18 2076 | Application Microsaft-Windows-LoadPerf 1ac31ba3-8c66-4c83-82a2-344c90355450
2/2/2024 3:00:48 PM +00:00 | WINS1 903 0 Application Microsaft-Windows-Security-5PP lac31ba5-8c66-4cba-82a2-a44c90355450
2/2/2024 2:00:48 PM +00:00 | WINE1 16384 0 Application Microsaft-Windews-Security-SPP lac31ba5-8cb6-4cBa-B2a2-a44c90355450
2/2/2024 3:.00:18 PM +00:00 | WINE1 14208 0| System Microsoft-Windows-WMPNS5-Service | Tac31ba5-8c66-4c8a-82a2-a44090355450
2/2/2024 3:00:18 PM +00:00 | WINE1 14208 0 System Microsaft-Windows-WMPNSS-Service | 1ac31ba5-8c66-4c8a-82a2-a44c90355450

0

2/2/2024 3:00:18 PM +00:00 | WINE1 Q02

Application Microsoft-Windows-Security-5PP

1ac31ba3-8c66-4c83-82a2-344090355450

Page 1 (last) Time elapsed: 00:00:00

R

Figure 136. The "Windows event logs" tab

Note that in one heartbeat (the interval between requests by SoftControl SysWatch to SoftControl
Server, 60 seconds by default) the client device sends not more than 1000 events. If for a long
period of time a larger number of events is generated in Windows logs during one heartbeat,

events will fail to be delivered to the server, which may lead to loss of events.

Specific fields for events from Windows Event Log described in table 27.

Table 27. Fields of the tab Windows Event Logs

<column without name> For events with detailed information, the sign e allows to view it.
Time Date and time of registration of the event.
Client name The name of the client host.
Event ID Event identifier in Windows Ewvent Log.
User The security identifier of the user (SID) under which the event occurred.
PID The unique sequential process identifier (PID) in the OS for the event.

Log name:
Log channel e Application;

e System;

- (E ]
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e Security;
¢ SafenSoft.
Events from the SafenSoft log are registered by SoftControl Server and can present in
Windows Ewvent Log if SoftControl SysWatch runs on the server.
Provider Event source.
OpCode Operation code defined by the provider for logical grouping of events.
Unique identifier of a client host. The identifier is assigned automatically after SoftCon-
Unique client ID trol
SysWatch sends a request to SoftControl Server for the first time.

4.9.5 Filtering the events

Page representation
Information on the Event Log tab is displayed page by page. The maximum number of
events per page is specified in the SoftControl Admin Console interface settings " (it is
10 000 events by default).

® \We do not recommend that you set the Events page size parameter to more than

100 000 to prevent loss of performance.

Entries in the table are displayed on pages in chronological order, i.e., the most recent

entries are on the first page. To navigate between pages, use the corresponding buttons at

144
)

the bottom (fig. Page navigation ™). You can only switch to the previous/next page.

|[F'irstPagel [Previnuspagel [NE:dIPagel Page 2

Figure 137. Page navigation

Data grouping
For the convenience, information on the Event Log tab can be grouped by any field (cat-
egory). On the additional Scanner tab, you can group data by the Path (by default), Virus,
Scan result and Scan action fields (categories). To do so, drag the column header to the
panel between the table header and the group of buttons on the tab (see figures from The
'Log' tab for the SoftControl DLP Client component'* to Shadow copy of the monitored ob-
ject 136)
ing) decreases from left to right depending on the location on the panel.

140

in section above ). If you group by several categories, the priority (category nest-

Filtering by the preset filters

SoftControl Admin Console has the preset filters to make a sample of events.

- (]
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To apply common built-in filters, open the Filters menu and select one of the options:
= Default view — display all types of events on fields that contain the main information
(the filter applies by default when the tab opens).
» Full view — display all types of events on all fields.
= Status — display the events of changing the client application status.

» Client updating — display the events of updating the client applications.
To apply built in filters that correspond to the SoftControl SysWatch events, open the Fil-

ters —» SysWatch Events Filters menu and select one of the options:
= All;
= Policy violation;
= Activity control,;
= Process start;
= Antivirus scanning;
= Settings modification;
= User logon;
= User logoff;
= Service event.
To apply built-in filters that correspond to the SoftControl DLP Client events, open the Fil-
ters —» DLP Events Filters menu and select one of the options:
= All;
» Hardware added,;
= File;
= HTTP;
= Keylogger;
* Printer;
= Registry;
= Hardware removed;

= Work time.

i Filtering applies to the entries on the current page only.

- (]
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If there is a large number of events, progress bar is displayed while applying the filter. You

can stop the process if necessary.

= Filtering by custom filters

You can set up the selection options and save them as a custom filter that is invoked from
the Filters — User filters menu.

To add a new field to the current tab's table, click Choose columns and drag the required

146

field from the Column chooser window (fig. Choosing the columns ™) to the required

place in the table header. To remove an existing field, drag it to the Column chooser win-

dow, or out of the table header.

EET—

Checke j
CEm—
v

Figure 138. Choosing the columns

ic
3
Checked objects

To filter the selection by field values, move the cursor to the field name, left-click the dis-
played key icon and specify the selection criteria in the drop-down list (fig. Filter by field '*°).
The selection can be filtered by several fields at the same time. The key icon is constantly

displayed in the headers of the fields that are filtered.

(Elanks)
(Mon blanks)

Critical
High

Figure 139. Filter by field
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When you filter the entries, you will see the details about your filter at the bottom. You can re-

set or change it by clicking on the icons on the right.

' ScftControl Admin Console
Fle View Filters Tools About
=l o = 0 - L m
g E | d oAy | O [ FE 89 Bl @l
dd @ dd
[ClientlD] In (2)
e B e R e Pl et e et B e e e
"Evert ID SO P - S P
vi 468 DESKTOP-63K.. | Policy violation 2/2/2021 9:32:26.. Critical _ SysWatch
457 | DESKTOP-63K... | Policy violation 2/2/2021 9:32:28... Critical  SysWatch
466 DESKTOP-63K... | Policy violation 2/2/2021 9:32:28... Ciitical  SysWatch
465 DESKTOP-63K.. | Policy viclation 2/2/2021 9:32:26... Critical  SysWatch
454 DESKTOP-63K... | Policy violation 2/2/2021 9:32:28... Critical  SysWatch
463 DESKTOP-63K.. | Policy violation 2/2/2021 9:32:28... Ciitical  SysWatch
462 DESKTOP-63K.. | Policy viclation 2/2/2021 9:32:26... Critical  SysWatch
451 DESKTOP-63K... | Policy violation 2/2/2021 9:32:28... Critical  SysWatch
460 DESKTOP-63K.. | Policy violation 2/2/2021 9:32:28... Ciitical  SysWatch
459 DESKTOP-63K. | Policy viclation 2/2/2021 9:32:26... Critical  SysWatch
458 DESKTOP-63K... | Policy violation 2/2/2021 9:32:28... Critical  SysWatch
457 DESKTOP-63K... | Policy violation 2/2/2021 9:32:25.. Ciitical  SysWatch
456 DESKTOP-63K.. | Policy violation 2/2/2021 9:3228... Critieal  SysWatch
455 DESKTOP-63K... | Policy violation 2/2/2021 9:32:27... Critical  SysWatch
QTR EREEEK
Page 1 (last) Time elapsed: 00:00:01

Figure 140. Filter settings
Click on the pencil icon to the right of the filter parameters to open the Filter Editor.
SoftControl Admin Console enables fine tuning the selection parameters via the Filter Ed-
itor tool. If a filter by some field is applied on the Log tab, a string with the filter parameters
is displayed in the lower part of the tab.

The editor window is shown in fig. Filter editor ™.

T Filter Editor

And @
Client type Equals SysWatch &
Event type Equals VirusScanEvent &

k) [Caneet ] [—Aoriy ]

Figure 141. Filter editor
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The first line contains logical operation (highlighted in red) that applies to the filter paramet-
ers. To change it, left-click it and select one of the following logical operators from the drop-
down menu:

°* And;

* Or;

* NotAnd;

* NotOr.
To add a new filter parameter, click the plus icon near the logical operation. Click OK to
save filter parameters.
The string syntax for a filter parameter is as follows: <filtered field> <condition> <value>.
Each element in the parameter string can be changed by clicking it. The conditions are de-
tected automatically depending on the field type.
To sort the data in the tab tables by certain fields, left-click the required field and specify the
direction of the sorting by clicking. The direction of the sorting is indicated by an arrow on
the right-hand side of the field header.
To save the selection with the user-specified parameters for later use, click Save view set-

tings, enter the filter name in the displayed window and click OK (fig. Saving the filter '*°).

Save current view settings

Enter filter name: Custom ﬁlteri ]

] [oc ]

Figure 142. Saving the filter

i Filtering applies to the entries of the current page only.

If there is a large number of events, progress bar is displayed while applying the filter. You

can stop the process if necessary.

4.9.6 Database queries

If you often search for entries that fall under a specific search query, you can save the query and
then upload it from the memory to get the desired entries from the database.

Use icons located on the additional board to manage database queries.

- (5]
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& column header here to that column

-1 | DESKTOP-63K...  Status 2/2/2021 %:36:48...
468 | DESKTOP-63K... | Policy viclation 2/2/2021 %:32:28..,
467 | DESKTOP-63K...  Policy viclation 2/2/2021 9:32:28...
466 | DESKTOP-63K...  Policy violation 2/2/2021 9:32:28...
465 | DESKTOP-63K...  Policy violation 2/2/2021 9:32:28...
464 | DESKTOP-63K...  Policy viclation 2/2/2021 %:32:28...
463 | DESKTOP-63K... | Policy viclation 2/2/2021 %:32:28...
462 | DESKTOP-63K...  Policy viclation 2/2/2021 9:32:28...
461 | DESKTOP-63K...  Policy violation 2/2/2021 9:32:28...
460 | DESKTOP-63K...  Policy violation 2/2/2021 9:32:28...
459 | DESKTOP-63K... | Policy viclation 2/2/2021 %:32:28...
458 | DESKTOP-63K...  Policy wiclation 2/2/2021 9:32:28...
457 | DESKTOP-63K...  Policy viclation 2/2/2021 9:32:28...
456 | DESKTOP-63K...  Policy violation 2/2/2021 9:32:28...

455  DESKTOP-63K, Policy violation 2/2/2021 9:32:27, _%Wan:h

Page 1 (last) Time elapsed: 00:00:01

Figure 143. Buttons for managing queries

To create a query, click (Edit query). The query editor window opens.

And @
Event type Equals Palicy violation ©
Time Is between 11/10/2019 and 12/17/2019 §d ©

Figure 144. Query editor
The first line contains logical operation (highlighted in red) that applies to the filter parameters. To
change it, left-click it and select one of the following logical operators from the drop-down menu:

- (]
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°* And;

* Or,

* NotAnd;

* NotOr.
To add a new filter parameter, click the plus icon near the logical operation. Click OK to save filter
parameters.
The string syntax for a filter parameter is as follows: <filtered field> <condition> <value>. Each ele-
ment in the parameter string can be changed by clicking it. The conditions are detected automatic-
ally depending on the field type.

Find all icons for managing queries in the table below.

Table 28. Database queries

. ) Opens the query editor. You can select parameters and their val-
f? Edit query
&7 ues here

a Clear query Cancels active query criteria

Allows to select a query from the list of your saved queries. The

4

3

Select query queries are stored here: C:\ProgramData\SafenSoft\User-

Filters\QueryCriteria.xml

: = Saves the active query in this file: C:\ProgramData\SafenSoft
- ave que
% i \UserFilters\QueryCriteria.xml

: ) ) Opens the windows with your saved queries and allows to delete
& Deleting queries

queries
a Import query Allows to select an XML file and import a query from the file
j‘i Export query Exports the active query to an XML file
&

4.9.7 Printing out and exporting
SoftControl Admin Console allows you to export the information accumulated in the client applica-
tion reports.

To print out a report, make a selection with the use of the required filters ** and click Print. In the

displayed print preview window, you can specify Page setup and Scale with the help of the corres-

EE—————————————————— -
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)-

ponding buttons (fig. Print preview
Click Print to open standard printer settings window, or click Quick Print to print out the report in-
stantly with the default printer settings.

To save a report to Excel, make a selection with the use of the required filters '** and click Export

to Excel. Specify the path to save the report and the report name in the dialog box and click Save.

Print Preview

| Bz B =) s W)@ (o @@ B b g e

[Bvent 1D Event type Time

|C|iEnl name: VM-AS-W51ENX86

55[User logon 12/26/2012 1138:11 AM Trivial
54(Status 12/26/2012 11:38:06 AM High

53(5tatus 12/25/2012 5:27:00 PM Criical
52|User logon 12/25/2012 10:07:54 AM Trivial
51|status 12/25/2012 10:04:28 AM High

50(Status 12/24/2012 7:21:49 PM Critical
User logoff 12/24/2012 7:21:40 PM Trivial
Virus Scan 12/24/2012 502:40 PM High

Virus Scan 12/24/2012 456:24 PM Trivial
User logan 12/24/2012 455:26 PM Trivial
Status 12/24/2012 3:07:33 PM High

Status 12/24/2012 3.06:41 PM Criical
Policy violation 12/24/2012 10:24:50 AM Critical
User logon 12/24/2012 10:02:14 AM Trivial
Status 12/24/2012 10.06:34 AM High

Status 12/21/2012 7i11:10 PM Criical
User logoff 12/21/2012 7:11:05 PM Trivial
User logen 12/21/2012 5:32:21 PM Trivial
Status 12/21/2012 530:38 PM High

Process Launch 12/21/2012 2:57:12 PM High

Process Launch 12/21/2012 2557:05 PM High

Process Launch 12/21/2012 2:54:12 PM High

Figure 145. Print preview

4.9.8 Backing up the reports

SoftControl Admin Console allows you to back up the tables with the event log and the security

events. To set the backup options, select Server settings in the File menu in SoftControl Admin

151

Console. In the displayed window (fig. Backing up the events "), switch to the Events table tab or

to the Security events table tab depending on what events you need to back up. On either tab, se-
lect Perform backup and specify Backup path on the server to save the tables to, Period (in

days), and Backup time.
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| Backup settings |

Events table | Security events table |

Set backup mede

) 1 will configure backup myself
(®) Perform backup

Backup path |

Period (days) 5 a
Backup time 00:00:00

| Syslog |
[ Enable Syslog logging for Events

[ Enable Syslog logging for SecurityEvents
[] Enable Syslog logging for Eventlogs

e | |

Port [514 ] [upp [~

[ sy || concel ]

Figure 146. Backing up the events

You can also back up the reports with the help of third-party software, without the use of SoftControl
Service Center tools. Select | will configure backup myself in the Server settings window (see

above ") in this case.

4.9.9 Sending events with Syslog protocol

You can send events to an external server with the Syslog protocol. To do this, select Server set-

tings in the File menu in SoftControl Admin Console.

In the Syslog area, check necessary options:

* Enable Syslog logging for Events — all events from client devices (Event),

* Enable Syslog logging for SecurityEvents — all SoftControl management events (Secur-
ityEvent),

* Enable Syslog logging for EventLogs — all events from tracked Windows logs on the devices
(EventLog).

Then enter the name of the server, the port number, and select the protocol type.

- (7B ]

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide
Centralized ISS management|

F Server settings

| Backup settings |

Events table | Security events table |

Set backup mode

{®) | will configure backup myself
() Perform backup

[] Enable Syslog logging for Events
["] Enable Syslog logging for SecurityEvents
[ Enable Syslog logging for Eventlogs

e | )

Port (512 ] [uop

ey [ oo |

Figure 147. Settings for Syslog

Messages sent to an external server using the Syslog protocol conform with the standard RFC
5424. You can find event details inside the STRUCTURED-DATA element of a Syslog message.
Read more in the following articles:

* hitp://kb.safensoft.com/index.php/Sending events with Syslog protocol — elements of a Syslog

message;

¢ http://kb.safensoft.com/index.php/Information about SoftControl events — SoftControl events.

4.10 Events notifications

Notifications (warnings) about the events that are registered in SoftControl Service Center allow a
security administrator to promptly react to the appearing threats, even if he/she does not have ac-
cess to the workstation with the installed SoftControl Admin Console at the moment.

153

First of all, you need to specify the contacts ™ of the notification recipients; then you should set up

notification sending parameters *°.

4.10.1 Contacts

You can specify the recipients of notifications on the Contacts tab (fig. The 'Contacts' tab ***).

Basic operations with the contacts are performed via the tab's graphical buttons that are described
in table 29.

- (FF ]
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Table 29. The 'Contacts’ tab widgets

Description

I;;:;I New Create a new contact.
b . . .
o Edit Modify the properties of the selected contact.
[
E Delete Removwe the selected contact(s).
“_I S Mowve Mowe the selected contact to another organization unit.

The list of the tab fields is givenin table 30.
Table 30. The 'Contacts' tab fields

Organization unit The organization unit that the contact is assigned to.
Name The recipient's name.
Email The recipient's e-mail address.

=" SoftControl Admin Conscle

File View Filters Tools About

g% | Fiogiay O @ 2 s 0% B @l

Organization...  Na..~ Email ~

¥ Default unit Anna  anna@..
Default unit Alex | alex@e...

Default unit Admin  admin...

\d

s o s s ]|
Figure 148. The 'Contacts' tab

To add a new recipient, click New (fig. The_'Contacts' tab ***). Specify the recipient data in the

Contact Name and Email fields and then click Apply (fig. Adding a contact ™).

To modify and remove contacts, use the corresponding buttons.

- (]
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Contact name:

[ Southern branch security officer ]

Email: [ s_security@example.com ]

(e ) (o]

Figure 149. Adding a contact

4.10.2 Setting up notifications

The Notifications tab is designed to set up the options of sending event notifications via email
(fig. The 'Notifications' tab **°).

¥ SoftControl Admin Console
File View Filters Tools About

[$8%  Faiiady (OB |IE 0% B QHE

-
N vy a
=g 1=
! Organization... .Na.u — Is active Popup message .TirnE between notifications .The last notification Contacts
» \Default unit Notif... One day 2/2/2021 11:43:31 AM License expiration E 1
Default unit Notif... No

2/2/2021 114143 AM  Thrests detected during scan [ Show. |

Figure 150. The 'Notifications' tab

Basic operations with the notifications are performed via the tab's graphical buttons that are de-
scribed in table 31.

Table 31. The 'Notifications' tab widgets

New Create a new notification.

»
A Edit

Modify the properties of the selected notification.

- (]
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[EI Delete Remove the selected notification(s).

I l‘- SMTP Set up the SMTP senver.

The list of the tab fields is givenin table 32.
Table 32. The 'Notifications' tab fields

The organization unit that the notification belongs to. You cannot mowve a notification to an-
Organization unit other organization unit. The organization unit of a notification is the same as the organiza-
tion unit of the user who created the notification.

Name Notification name.
Is active Notification activity status flag.
Popup message The flag that indicates whether a popup message is displayed when sending the notification.

Minimum time interval after the previous notification has been sent. A new notification can

Sending period be sent after this period expires.

The last notification Time when the last modification has been sent.

Rule The condition that triggers the notification.

Contacts The list of the notification recipients.

Basic operations on this tab are as follows.

Setting up the SMTP server
To enable notifications, you need to configure the outgoing mail server (SMTP). To do so,
click SMTP (fig. The 'Notifications' tab *).

Specify the address of the mail server to send notifications in the Mail server field of the

Mail server settings window, and Port number in the corresponding field (fig. Mail server

settings ™*°
dress to send the notifications from. Tick off the Use SSL checkbox to secure enable data

)- Specify the account data in the Login and Password fields and Email ad-

transfer.

To verify the specified settings, click Send test message.

ESS——————————————————— -
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¥ Mail server settings

Mail server:
Part number:
Login:
Password:
Email address:

Use S5L

’ smtp.mailserver.com

|

587

’ notify_server

[ceereee

’ notify_server@mailserver.com

|
|
|

[ Send test message

]

[ Cancd | [ oK

Figure 151. Mail server settings

Click OK to apply settings.

= Creating a notification

To add a new notification, click New (fig. The 'Notifications' tab

155
)-

Administrator guide
Centralized ISS management|

Specify the notification Name on the General tab of the displayed window, select the min-

imum Time between notifications in the drop-down list, enter the Subject of the message

and tick off the Is active checkbox (fig. General notification parameters

157
).

To Show popup message when the notification is sent, tick off the corresponding check-

box. In this case, a pop-up message with the notification header is displayed after the noti-

fication is sent (fig. Pop-up message **")

P Notification settings

General | Rules | Contacts
MNarne: [Control policy violation incidents l
Time between notifications:
Subject: [Automatl'c Service Center notification l
Is active
Show popup message
[ Apply l [ Cancel

l

Figure 152. General notification parameters
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Motification is processed

Motification Control policy
violation incidents report:

@8] Period: Friday, April 20, 2018
1:19:08 PM - Friday, Apnl 20,
2018 1:22:08 PM. Total number of
events, that satisfy notification’s
rule: 4

Figure 153. Pop-up message

On the Rules tab, select the condition that triggers the notification (fig. Conditions_that trig-

ger notification '*®)

F Notification settings

| General || Rules | Contacts |

Change of activity control

Q

Pracess is blocked

Threats detected during scan

Policy violation <Select>

License expiration

Running the process with name Process name
A security event occurred <5Select>

Computer is not online Computer name

Computers of the organization unit are not online Organization name

OO0 0000000

Reducing free disk space with a database to ... Size

Figure 154. Conditions that trigger notification

o Change of activity control:

the SoftControl SysWatch activity control status for any area has changed.

o Process is blocked:

SoftControl SysWatch has registered the event of the process start type with the
'denied' decision.

o Threats detected during scan:

SoftControl SysWatch has detected malicious code during antivirus check.

o Policy violation:

- (]
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SoftControl SysWatch has detected a policy violation event (or several events) that you

can select by clicking <Select> (fig. Selecting control policy types to send notifications

E 159)‘

> Policy violation types

a

Deleting the file

Renarming the file
Changing the file

Reading the file

Creating the registry key
Deleting the registry key
Cpening the directory
Deleting the directory
Changing the registry value
Deleting the registry value

Invalid password entered

Madifying registry key

Madifying PE file

(]
O
]
O
O
]
O
O
O
O
O
]
O

Attempt to accept an inbound connection

Figure 155. Selecting control policy types to send notifications for

o License expiration:

a client component's license key expires in less than 10 days.

® \We strongly recommend that you set the Time between notifications parameter

for this notification to at least 4 hours.

o Running the process with name:

SoftControl SysWatch has registered the event of the process start type, with the spe-
cified Process name.

o A security events occured:

SoftControl SysWatch has detected a security event (or several events) that you can se-

lect by clicking <Select> (fig. Selecting security events to send notifications for '*°).
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P Security Event Types
A

Start of session

oo

End of session

<

Creating new settings

<

Assigning custom settings

Settings are deleted

0oa

Approval of client

O

Rejection of client

O

Deletion of dlient

O

Mew organization unit is created
Organization unit is deleted

Maoving object to another organization unit

B 0O0

Changing settings for crganization unit
Notification is created

Metification changed

| O O

v

o) o]

Figure 156. Selecting security events to send notifications for

o Computer is not online:

The selected client does not communicate with the server for the specified time (in
seconds). You cannot specify a time less than 2 heartbeat periods of the specified client
settings.

o Computers of the organization unit are not online:

Clients from the selected organization unit do not communicate with the server during the
specified time (in seconds). You cannot specify a time of less than 2 heartbeat periods
of the specified unit settings.

o Reducing free disk space with a database to ...:

Free space on the database hard drive has become less than the specified number of
MB.

Switch to the Contacts tab and select the notification recipients (fig. Selecting_notification
recipients

160)

- (]

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide
Centralized ISS management|

P Notification settings
General | Rules | Contacts

Select confacts:

[ System adrministrator

Southern branch security officer

[C] North Western branch LAN administrator
Cybercrime prevention team

Mathern branch LAN administrator

| Cancel || Apply |

Figure 157. Selecting notification recipients

Click Apply to create the notification with the specified options.

Modifying notification properties
To change the notification properties, select the notification and perform one of the following
operations:

* click Edit in the tab buttons group (fig. The 'Notifications' tab **);

® double-click the notification.
In the the displayed window, modify the required parameters, as you do with a new configur-

ation (fig. General notification parameters**”, Conditions that trigger notification'*®, Select-
160
).

ing notification recipients

Click Apply to confirm changes.

Disabling and removing notification
If you need to disable a notification without removing it from the list, open the notification set-
tings window, deselect the Is active checkbox on the General tab and click OK (fig. Gen-

eral notification parameters **’).

155

To remove a notification, select it, press Delete (fig. The 'Notifications' tab ') and confirm

the removal in the dialog box.
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4.11 Configuration snapshots

The Configuration snapshots tab is designed to create snapshots of the configuration of any
connected client host. A configuration snapshot is the profile of the computer with the installed
SoftControl SysWatch client application. SoftControl Admin Console allows you to compare snap-

shots with the current states of the selected client hosts.

' SoftControl Admin Conscle

File View Filters Tools About

&% | F oAy dOS | @ 0% B @

.
— g psho

lwd |

I "Name Comments

Snapshot 1 Ha DESKTOP-63KNC18 & 2/2/2021... [} g
Snapshot 2 Ha DESKTOP-63KMNC18 & 2/2/2021... ]
Snapshet 3 on DESKTOP-63KNC18 at $CREATL... ]
L4l Snapshot 4 on DESKTOP-63KNC18 at $CREATL... L
v
Snapshot tasks:
All || Pinned
I | e
Snapshat name Client name Started on Finished on
k7 Create snapshot  Snapshot 2 DESKTOP-63KNC18 Finished | 2/2/2021 11:51:35 AM 2/2/2021 11:52:01 AM
Compare snapshot...  Snapshot 2 DESKTOP-63KNC18 Started | 2/2/2021 11:55:38 AM
Compare snapshot... | Snapshot 1 DESKTOP-63KNC18 Started | 2/2/2021 11:52:27 AM

Create snapshot Snapshot 3 DESKTOP-63KNC18 Started | 2/2/2021 5:09:23 PM

v
- II I IN | | ,,-—cmmm il

Figure 158. 'Configuration snapshots' tab

i The Configuration snapshots button is only available to users who have all of the follow-
ing permissions: View clients connected to server, Create new tasks for clients,

View existing organization units.

The tab consists of two sections:

= spapshots'®;

= snapshot tasks '®.
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4.11.1 Snapshots
Basic operations with the snapshots in the Configuration snapshots section are performed via
the tab graphical buttons which are described in table 33.

Table 33. The 'Snapshots' section widgets

ELIj Add new Create a new configuration snapshot.
[EI Delete Remowe the selected snapshot.
b.ﬁ Compare Compare the created snapshot with a client host's profile.

List of the section fields is given in table 34.

Table 34. The 'Snapshots' section fields

Name The name of the task.
Comments Text comments. The name of the client host and the snapshot creation time are specified by default.
Ready The indication that the task is finished. This checkbox is ticked off after the client host responds.

Operations on this tab are described below.

Creating a snapshot

To create a configuration snapshot, click ++ (Add new) (fig. 'Configuration snapshots' tab
162

). In the displayed window, specify the name of the snapshot, select a client host to snap-
t163

shot and click Apply (fig. Creating a snapsho
erated, and the corresponding entry appears in the table '* in the Snapshot tasks section.

). The snapshot creation task is then gen-
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Create a snapshot

Snapshot name:

I snapshot_2 l

Comments:

[ on SCLIENT_NAME at SCREATION_TIME ]

Select client

4 SysWatch
4 Default unit
WORKGROUPSAQESS
4 Sguthemn

WIN-MGZLKINUPA

| Create || Cancel |

Figure 159. Creating a shapshot

The comments contain the following macros by default: $CLIENT_NAME and $CREATION_TIME.
When a task is created, the macros are automatically replaced with the client host name
and the task creation time, respectively.

Until the client host responds, the task status in the Snapshot tasks section (see below 166)
is Started. After the client host responds, the snapshot is marked as Ready (the corres-

163

ponding column in the table ™ is ticked off). This completes the snapshot creation task, and

the task status in the table changes to Finished.

Comparing configuration snapshots
To compare a configuration snapshot with the current state of the selected client host, select
the snapshot and click ‘& (Compare) (fig. 'Configuration snapshots' tab '?). In the displayed

window, select the client host (or several client hosts) and click Apply (fig. Selecting_client

164)

hosts to compare ™). If you select several client hosts to compare, a comparison task is

created for each of them.
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Creating companson task

Select clients

4[] SysWatch
A D Default unit
WORKGROUPSAQESS
4 D Southern
[l wWIN-MGZLKINUPAL

Create | | Cancel

Figure 160. Selecting client hosts to compare

®  You can only use snapshots that are Ready for comparison.

=~ Deleting a snapshot

To delete a snapshot, select it, click @ (Delete) (fig. 'Configuration snapshots' tab '*?) and

confirm the removal in the dialog box.

® You can only remove snapshots that do not have any associated tasks. If a snapshot
has tasks associated with it, you should delete these tasks firstin order to remove the

snapshot.

4.11.2 Snapshot tasks
The Snapshot tasks section contains the list of tasks performed on the Configuration snap-
shots tab (creating and comparing snapshots) and consists of two tabs, All and Pinned.

Basic operations with the tasks are performed via the tab's graphical buttons which are described
in table 35.

Table 35. The 'Snapshot tasks' section widgets; "All' tab

H Delete Delete the selected snapshot.

@ [Show results View how the configuration snapshot differs from the client host's profile.

- (]

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Centralized ISS management|

List of the tab fields is given in table 36.
Table 36. The 'Snapshot tasks' section fields; 'All' tab

Type The type of the task: Create snapshot or Compare shapshot.
Snapshot name Task name as specified in section Snapshots.

Client name The name of the client host.

Status Task status: Started, Finished.

Started on Date and time when the task was started.

Finished on Date and time when the task was finished.

To pin the required task, select it in the table and click the left (empty) cell in the table. The cell is

then marked as . The task becomes Pinned and appears in the table on the Pinned tab

(fig. Pinned_tasks "*°). SoftControl Admin Console deletes the tasks that are not pinned 180 days

after they are completed.

™ SoftControl Admin Conscle

File View Filters Tools About

g% Fal Ay | DO @ 3 o B2l

|

Snapshot 1 Ha DESKTOP-63KNC18 & 2/2/2021...
Snapshot 2 Ha DESKTOP-63KNC18 5 2/2/2021...

Snapshot 3 on DESKTOP-63KNC18 at $CREATI...
3

Oo0®®™

Snapshot tasks:

[ ] pinnea

k4 Create snapshot | Snapshet 1 DESKTOP-63KNC18 Finished | 2/272021 11:48:31 AM 2/2/2021 11:48:58 AM
kA Create snapshot | Snapshot 2 DESKTOP-63KNC18 Finished | 2/2/2021 11:51:35 AM 2/2/2021 11:52:01 AM

Snapshat name Client name

Finished on

Figure 161. Pinned tasks

To view how a snapshot differs from the current configuration of a client host, select the required
task and click ® (Show results). This opens the <Client_name> vs <snapshot_name> tab that

contains two fields, Gone items and New items (fig. Comparing snapshots "®).

You can invoke the context menu by right-clicking on an entry if you want to copy the checksum.
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20.05.2020, 15:47:58 | 20.05.2020, 15:48:52 |

: 1240D0C0662890E21B2FF33D407... 116144 20.05.2020 15:47:58 A\DEVICE\HARDDISKVOLUMET\USERSVADMIN'APPDATA\LOCALNTE

| | 1CAC663A190E98579AFAS6316F6...  MSI3403.TMP 750256 | 20.05.2020 15:48:48 ADEVICE\HARDDISKVOLUMET\WINDOWSNMNSTALLER
07B83FB561280580D4263A08DC0... | EVENTSVC.DLL 8049808 | 20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMEIWPROGRAM FILES (X86)\SAFENSOFT\!
2FCH5C5E486CTEG9319ADBTCE03... HTTPFILTERG4.DLL 1239128 | 20.05.2020 15:48:51 SDEVICE\HARDDISKVOLUMEINPROGRAM FILES (X86)\SAFENSOFT\
ACDSCBD5B39ET15E9ATELCCCYF..,  HTTPFILTER3Z.DLL 1039640 | 20.05.2020 15:48:51 WDEVICE\HARDDISKVOLUMETWPROGRAM FILES (X86)\SAFENSOFT\!
EB07530CCDBAAABIECBRB4G073E... | INSTLSPS4.EXE 182480 | 20.05.2020 15:48:51 A\DEVICE\HARDDISKVOLUMETWPROGRAM FILES (X86)\SAFENSOFT\|
1E4B0E37A66E60BB2FFBOF4733CE... | INSTLSP32.EXE 161128 | 20.05.2020 15:48:51 ADEVICE\HARDDISKVOLUMEIWPROGRAM FILES (X8B)\SAFENSOFT\|

Figure 162. Comparing shapshots
To view the changes for a specified period, select the required dates in the Filter field. In the filter,

you can specify a part of the file name and a part of the path to the file.
At the bottom of both sections you will find the Export items to file hyperlink. Click on it to create

an XML file with entries on the screen.
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5. Updating ISS components

SoftControl Service Center allows centralized updates for all the system components from an up-
date server. This can be either the SoftControl server or an enterprise server. The Updates tab al-

lows setting up and viewing the update history (fig. The_'Updates' tab for program modules '*®, The

'Updates' tab for antivirus bases ). You can change the update settings and view update history
168

on the Updates tab (fig. The 'Updates' tab_for program modules ™, The 'Updates' tab for antivirus

bases '"?).

The upper part of the tab contains two categories of settings to update the corresponding compon-

ents:

1
= Program modules "®:

= Antivirus bases 2.

The lower part of the tab displays the update history that contains the list of the performed opera-

tions. The list of the fields is given in table 37.

Table 37. Fields of the update history list

Last check date Date and time of the last check for updates.
Last update date Date and time when the last updates have been installed.
Component Name of the updated component.
Update state:
e Up to date;

e Updates available;

e Update downloaded,;
e Update installed;

e Update process error.

Update status

Update size Update size in bytes.

Actual version Current version of the installed component.

New version The version of the component available for update.
Details Additional information.

5.1 Setting up updates for program modules

This category of settings allows you to set up and manage the updates of the SoftControl Service
Center components' modules as well as to manage the forwarding of the SoftControl SysWatch,
SoftControl DLP Client and SoftControl SysCmd client components' modules, from the external (In-

ternet) servers (fig. The 'Updates' tab for program modules '*®).
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F SoftControl Admin Console

File View Filters Tools About

. - Sho— ~H @9 | = L m @
| &% | & 5 a0 w & @ a9 2
Clients VRS -
- A
Program medules “ AVS ‘ M
. Update mode :' | Update paths :' | Update status :' | Available updates :'
O Disabled Update URL: Last update check: 08.12.2020 06:09:31 Ui omm Upisdss
© Only check updtes [ httpy//updates safensoft.com/SeftControl/ava/eN| ;
O Update automatically p//updates.satensoit.com/sottlontrol Last update result: Up to date Update size: Up to date
heckior oo Update destination folder: iEals Check for updates
tes 5
il up7:O HEVEIY o) I Updates\Modules\ Last successful update: 02.12.2020 16:26:22

Up-to-date server version: 6.0.45.0
[] Use prowy server
URL:

I
l
Port: [g—]

Up-to-date console version: 6.0.45.0

Username:

Password:

Update history

Drag a column header here to group by that column

-

e i e e | Session ID: 72108/74-bf0e-4F7F-bb36-cf63b4d0480e ‘ H

Figure 163. The 'Updates' tab for program modules

Setting up the update mode

You can select three working modes in the Update mode section:

ODisabled:

Update in automatic mode is disabled.

OOnly check updates:

SoftControl Service Center automatically checks for updates on the external servers
with the frequency specified in the Check for updates every (min) counter, but neither

downloads nor installs them.

OUpdate automatically:

SoftControl Service Center automatically checks for updates on the external servers
with the frequency specified in the Check for updates every (min) counter and for-
wards the update packages to the server, if versions newer than the installed ones are
found. If a new SoftControl Service Center version is found, automatic update of the
SoftControl Server and SoftControl Admin Console components is performed in the
background mode on the server, after the installation packages are downloaded.

Client components are updated '7® from the created local 'mirror’.
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® |f there is no Internet access or problems occurred during automatic update, you

174

can update SoftControl Service Center in manual mode " if you have the required

version of the installation package.

Setting up the update paths and proxy server parameters
The following parameters are specified in the Update paths section:

= Update url:
Link to the external server. SoftControl Service Center uses the link to check for up-
dates. You should specify your license number in the update url:
http://updates.safensoft.com/<license_number>/SoftControl/av4/en
Note. You should specify your license number manually.

» Update destination folder:
The path to save the update packages from the external servers, relative to the follow-
ing directory: C:\ProgramData\SoftControl. Specify the folder as follows:
Updates\Modules\

Tick off the Use proxy server checkbox if it is required to connect to the external servers
through a proxy server. In this case, specify the parameters of the proxy server:
» URL:
IP address or name of the proxy server host.
* Port:
Port number to connect to the proxy server (if not specified, port 80 is used by default).
= Username:
Login for authentication on the proxy server.
= Password:

Password for authentication on the proxy server.

® Basic authorization type is supported. If authentication on the proxy server is not re-

quired, you should leave the Username and Password fields empty.

Checking and updating on demand

Operations on demand can be performed in the Available updates section with the help of

- (@ ]
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the following buttons:

Check for updates:

Check for updates for the program modules. If any updates are found, Update version
and Update size (in bytes) are displayed.

Install updates (when SoftControl Server and SoftControl Admin Console are installed
on the same computer):

Check for updates for the program modules. If any updates are found, forward the in-
stallation package from the external servers and install the updates for SoftControl
Server and SoftControl Admin Console.

Update server (when SoftControl Server and SoftControl Admin Console are installed
on different computers):

Check for updates for the program modules. If any updates are found, forward the in-
stallation package from the external servers and install the updates for the server com-
ponent (SoftControl Server).

Update Admin Console (when SoftControl Server and SoftControl Admin Console
are installed on different computers):

Check for updates for the management console (SoftControl Admin Console) and in-

stall them, if any are found.

SoftControl Server and SoftControl Admin Console settings and SoftControl Admin
Console user filters are saved after the software modules are updated. The accumu-
lated events are stored in the database and are therefore not affected during the up-

date.

The Update status section displays information about the current version and the last update

check and installation.

To apply the modified settings, click Save.
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5.2 Setting up updates for antivirus bases

This category of settings allows you to set up and manage the forwarding of SoftControl SysWatch
antivirus bases from the external (Internet) servers (fig. The 'Updates' tab for antivirus bases '’).

#~ ScftControl Admin Console

File View Filters Tools About

selay | QB @ D oo B2l
H g g@ %ﬂ < Lé o ._ﬂ.k_. I~ )] = ] ¥ LH .
Clients |12 -
— A
[ Program modules | Avs | N
{ Update mode | ( Update paths | ( Update status |
O Disabled Update URL: Last update check: 08122020 16:18:23

) Only check updates

I http:/fupdates.safensoft.com/AVS/ Last update result: Up to date

@ Update automatically

Update destination folder: Details:

Check for updates .
eck for updates every (min} Last successful update: 08.12.2020 06:00:32

=8 [Updates\avs ]

== Up-to-date antivirus databases version: 0.103.0:50:26011:1607394540:0:63:49101:331
[[] Use proxy server
URL | ]
Port: 0

Username:

Password:

Update history

Drag a column header here to group by that column

-

Username: test | Roles: System administrator, Administrators ‘ Session ID: 85b9785¢-5ff0-4328-829a-89084da01e7 ‘ Change password | ‘

Figure 164. The 'Updates' tab for antivirus bases

Setting up the update mode
You can select three working modes in the Update mode section:
ODisabled:
Update in automatic mode is disabled.

OOnly check updates:
SoftControl Service Center automatically checks for updates on the external servers

with the frequency specified in the Check for updates every (min) counter but does

not download them.

OUpdate automatically:
SoftControl Service Center automatically checks for updates on the external servers with

the frequency specified inthe Check for updates every (min) counter and forwards the
update bases to the server if versions newer than the installed ones are found. Antivirus
bases are updated as a part of the SoftControl SysWatch component update ", from

the created local 'mirror'.

Setting up the update paths and proxy server parameters
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The following parameters are specified in the Update paths section:
= Update url:
Link to the external server. SoftControl Service Center uses the link to check for up-

dates. Links for different antivirus bases are given in table 38.

Table 38. URLs to update the antivirus bases
URL Destination folder

. < i
AV4 antivirus bases http://updates.safensoft.com/<li Updates\AV4
cense_number>/avd/
. < e
AV5 antivirus bases http://updates.safensoft.com/<li Updates\AV5
cense_number>/avs/

Note. You should specify your license number manually.

» Update destination folder:
The path to save the update packages from the external servers, relative to the follow-
ing directory: C:\ProgramData\SoftControl. Folders for different antivirus bases

are givenin table 38.

Tick off the Use proxy server checkbox if it is required to connect to the external servers
through a proxy server. In this case, specify the parameters of the proxy server:
» URL:
IP address or name of the proxy server host.
* Port:
Port number to connect to the proxy server (if not specified, port 80 is used by default).
= Username:
Login for authentication on the proxy server.
= Password:

Password for authentication on the proxy server.

® Basic authorization type is supported. If authentication on the proxy server is not re-

quired, you should leave the Username and Password fields empty.

Checking and updating on demand
Operations on demand can be performed in the Available updates section with the help of
the following buttons:

= Check for updates:
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Check for updates for the antivirus bases. If any updates are found, Update version
and Update size (in bytes) are displayed.

» Install updates:
Check for updates for the antivirus bases. If any updates are found, forward the anti-

virus bases from the external servers.

The Update status section displays information about the current version and the last update

check and installation.

To apply the modified settings, click Save.

5.3 Updating SoftControl Server and SoftControl Admin Console
manually

1) Run the Service.Center.msi installation package of the version you want to update to.
174
).

2) Click Next in the SoftControl Service Center Setup window (fig. Running the update
ﬁ SoftControl Service Center Setup E”EHEI

Welcome to the SoftControl Service
Center Setup Wizard

The Setup Wizard wil update SoftControl Service Center on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Back [ Mext | [ Cancel ]

Figure 165. Running the update

3) If you accept the terms, select | accept the terms in the License Agreement and click Next

(fig. License agreement'™).
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ﬁ SoftControl Service Center Setup — *
End-User License Agreement
Pleaze read the following license agreement carefully SoftControl
Standard End User License Agreement s

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE
AGREEMENT ("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE
("SOFTWARE") PRODUCED BY ARUDIT SECURITY, LLC (hereinafter - ARUDIT
SECURITY, LLC).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT
DOWNLOAD, INSTALL OR USE THIS SOFTWARE.

1. Subiect of the Agreement. Subject to the payment of the applicable
license fees, and subject to the terms and conditions of this Agreement,
ARUDIT SECURITY, LLC hereby grants to you a non-exclusive, non- w

[11 accept the terms in the License Agreement

Print Back Cancel

Figure 166. License agreement

4) Click Update (fig. Ready to update "’°).

ﬁ SoftControl Service Center Setup EI = @

Ready to update SoftControl Service Center SofcControl

Click Update to update SoftContral Service Center from your computer. Click Back to
review or change any of your installation settings. Click Cancel to exit the wizard.

[ Back ][ I@.‘Update ] [ Cancel ]

Figure 167. Ready to update

175
)-

5) Wait until the update completes (fig. Updating progress
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ﬁ SoftControl Service Center Setup EI = @

Updating SoftControl Service Center SofcControl

Please wait while the Setup Wizard updates SoftControl Service Center.

Status: Copying new filles

Back Mext

Figure 168. Updating progress

6) After the Completed the SoftControl Service Center Setup Wizard message is displayed, click

176
).

Finish (fig. Finishing the update

ﬂSuﬂContml Service Center Setup EI =1 @

Completed the SoftControl Service
Center Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Figure 169. Finishing the update

5.4 Updating client components

After forwarding the updates from the external servers, the client components can be updated from
SoftControl Service Center in the following ways.

O When connected to SoftControl Service Center, SoftControl SysWatch, SoftControl
SysCmd and SoftControl DLP Client automatically switch to the updates through the Ser-
vice Center. The components are updated on demand by creating the corresponding task
2! or on schedule if the latter is set up for SoftControl SysWatch ™' / SoftControl DLP Cli-
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ent" / SoftControl SysCmd "2 .

O When offline, SoftControl SysWatch can also be updated from SoftControl Service
Center. To do so, replace the predefined addresses in the SoftControl SysWatch internet
update settings with the local addresses for the required components, as specified in
table 39. Server connection port is 8088 by default. After the above-mentioned settings
are applied, you can run the update on demand through GUI.

Table 39. Addresses for update from SoftControl Service Center

Core Program modules http://<server IP address>:<server connection port>/api/updates/SNS
AV-AV4 AV4 Antivirus bases |http://<server IP address>:<server connection port>/api/updates/AV4
AV-AV5 AV5 Antivirus bases |http://<server IP address>:<server connection port>/api/updates/AV5
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6. Removing SoftControl Service Center components

Removing_SoftControl Server and SoftControl Admin Console: go to Windows Control Panel —

Programs — Programs and Features, select SoftControl Service Center and click Uninstall.

Removing one of the components:
1) Go to Windows Control Panel — Programs — Programs and Features, select SoftControl

Service Center and click Change.

2) Click Next in the SoftControl Service Center Setup window (fig. Running uninstallation'®).

‘_‘@SoﬂContml Service Center Setup EI =1 @

Welcome to the SoftControl Service
Center Setup Wizard

The Setup Wizard allows you to change the way SoftContral
Service Center features are installed on your computer or to
remove it from your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

Back [ Mext ] [ Cancel

Figure 170. Running uninstallation

178
)-

3) Click Change (fig. Types of operations

179

4) Select the component to remove (fig. Selecting components to remove “~): click the icon of the

component and select the Entire feature will be unavailable option from the drop-down menu

179

(fig. Component installation options ). Click Next when all settings are specified.
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ﬂSoﬂContml Service Center Setup EI =1 @

Change, repair, or remove installation

Select the operation you wish to perform. SoftControl

Lets you change the way features are installed.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shorteuts, and registry entries.

Remove

Removes SoftControl Service Center from your computer,

Figure 171. Types of operations

ﬁSoﬂCOntml Service Center Setup E' =] @

Custom Setup

Select the way you want features to be installed. SoftControl

Click the icons in the tree below to change the way features will be installed.

- )| SoftControl Server SoftControl Admin Console

f— =) ~ | Microsoft SQL Server 20
j— IEI SoftControl Admin Console

This feature frees up 96MB on your
hard drive.

4 m k

[ Reset ][ Disk Usage ][ Back ][ Mext J[ Cancel ]

Figure 172. Selecting components to remove

=3 Will be installed on local hard drive

=38 Entire feature will be installed on local hard drive

{=)  Feature will be installed when required

X Entire feature will be unavailable

Figure 173. Component installation
options

179
).

5) Click Change (fig. Ready to uninstall
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‘_@SoﬂContml Service Center Setup EI =1 @

Ready to change SoftControl Service Center SoftControl

Clidk Change to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back ][ Change ] [ Cancel

Figure 174. Ready to uninstall

6) Wait until uninstallation completes (fig. Uninstallation progress '*°).

‘_‘@SoﬂContml Service Center Setup EI =1 @

Changing SoftControl Service Center SoftControl

Please wait while the Setup Wizard changes SoftControl Service Center.

Status: Removing files

Back Mext

Figure 175. Uninstallation progress

7) After the Completed the SoftControl Service Center Setup Wizard message is displayed, click

Finish (fig. Finishing uninstallation '®).

SSS——————————————— -
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ﬂ SoftControl Service Center Setup EI

Completed the SoftControl Service
Center Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

Figure 176. Finishing uninstallation

® |f SoftControl Server has been installed with the embedded DBMS (for example, Complete

installation '* has been performed), you should remove Microsoft® SQL Server® 2014 Ex-
press SP1 DBMS manually. To do so, delete the following components by using standard
Windows tools:

* Microsoft SQL Server 2014,

* Microsoft SQL Server 2012 Native Client,

® Microsoft SQL Server 2014 Setup (English);

* Microsoft SQL Server 2008 Setup Support Files;

® Microsoft SQL Server 2014 Transact-SQL ScriptDom.

- (]
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7. Troubleshooting

if problems occur when deploying and operating SoftControl Service Center, please check the
SafenSoft log in the Windows® Event Viewer first. To do so, go to Windows® Control Panel —
System and Security — Administrative Tools — Event Viewer. Expand the Applications and
Services Logs category in the displayed window and select the SafenSoft log in it. When you
analyze the errors, warnings and messages in the report, you can find out what caused a failure
during the component installation, launch and connection. If you cannot find the reason by yourself,

186

contact customer support — and attach the text logs of the components to the message. Table 40

lists the required files.

Table 40. SoftControl Service Center components text logs

Title Brief description | Default log rota Log rotation
tion management

Service Center logs

. Through
Once the size of
C:\Program Files (x86) SafenSoft.En-

. 209715200 is ex-
\SafenSoft\Service Senice Center log .. |ter-
ceeded, a new file is
Center\Server\logs\ prise.Server.ex

created
e.nlog

ServerDe-

Senice Center log tailedLog.txt

C:\Program Files\(x86)
Update log checks.log  |\Safensoftiservice Log of update - -
Center\Server\Tools\Up- |checks
dates\Reports\
C:\Program Files\(x86)
\Safensoft\Service
Center\Server\Tools\Up-

dates\Reports\

Update log sns.log Module update log - -

C:\Program Files\(x86) Antivirus update

\Safensoft\Service log, antivirus name
Update log [av_name].log _ _ _
Center\Server\Tools\Up- goeS|nstead of

dates\R t
ates\Reports\ av_name (aw, av)

C:\Program Files\(x86) General log that

\Safensoft\Service duplicates
Update log root.log Center\Server\Tools\Up-|sns . 1og and - -

dates\Reports\ [av name] 10g

Admin Console logs

ConsoleDe- C:\ProgramData
tailedLog.txt |\SafenSoft\

Admin Console log Admin Console log - -

Local logs of SysWatch

C:\Documents and Set-

tings\All Users\Applic-
ation Data\ (Windows ; _
XP) or C:\ProgramData Security event re 30 days Through settings
\S.N.Safe&Software pods
\Safe'n'Sec\Reports\

(Windows 7 and higher)

Security event re- [system_[date]
ports _[time] LExt

- (7B ]
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Title Brief description | Default log rota-| Log rotation
tion management

Profile gathering
reports

pro-
file_[date]
_[time].txt

C:\Documents and Set-
tings\All Users\Applic-
ation Data\ (Windows
XP) or C:\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Reports\
(Windows 7 and higher)

Profile gathering
log, list of checked
objects, and res-
ults of profile gath-
ering

30 days

Through settings

Antivirus check log

scan_[date]
_[time].txt

C:\Documents and Set-
tings\All Users\Applic-
ation Data\ (Windows
XP) or C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 and higher)

Antivirus check log

30 days

Through settings

Update log

update_[date]
_[time].txt

C:\Documents and Set-
tings\All Users\Applic-
ation Data\ (Windows
XP) or C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 and higher)

Update log

30 days

Through settings

List of infected
files

threats.xml

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec

List of infected
files

SysWatch com-
mon logs

safen-
sec_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common

\

Logs

Output of mes-
sages and errors
from safensec.exe
processes

Once a file reaches
50,000 records, a
new file is created
(the number of re-
cords may be differ-
ent from the number
of lines)

SysWatch com-
mon logs

sns-
mcon_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common

\

Logs

Output of mes-
sages and errors
from snsmcon.exe
GUI

Once a file reaches
50,000 records, a
new file is created
(the number of re-
cords may be differ-
ent from the number
of lines)

SysWatch com-
mon logs

snsods_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n"'Sec\Common

\

Logs

Output of mes-
sages and errors
from the antivirus
scanner sns-
ods.exe

Once a file reaches
50,000 records, a
new file is created
(the number of re-
cords may be differ-
ent from the number
of lines)

C:\Documents and Set-
tings\All Users\Applic-

Output of mes-

Senice Center ~ [SWw-noti- ation Data\ (Windows |qaqeg generated
. fy_[date] XP) or C:\ProgramData . - _
connection log [time].txt |\s.N.Safe&Software when connecting
\Safe'n'Sec\Reports\ to Senice Center
(Windows 7 and higher)
Local logs of DLP Client
Senice Center dlp_noti- Cz\Documents and Setj Output of mes-
. fy [date] tings\All Users\Applic- - -
connection log _[time].txt |ation Data\ (Windows sages generated

- (B ]
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Title Brief description | Default log rota-| Log rotation
tion management

XP) or C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Reports\
(Windows 7 and higher)

when connecting
to Senice Center

Output of mes-

DLP Client update |update_- C:\Program Files sages and errors
Iog log.txt \SafenSoft\DLP Client when Starting an -
update
DLP Client update SUNPEEE P Log of update
| checks.log \SafenSoft\DLP Client - -
og \Updater\Reports Bllelegs
DLP Client update C:\Program Files
| sns.log \SafenSoft\DLP Client [Module update log -
og \Updater\Reports
] . ; neral log th
DLP Client update C:\Program Files . Ge 'ea og that
root.log \SafenSoft\DLP Client duplicates -
log \Updater\Reports sns.log
Local logs of SysCmd

SysCmd common
logs

SysCmd_[date]
_[time]
_[foobar].txt

C:\ProgramData
\S.N.Safe&Software
\Safe'n'Sec\Common Logs

\

Output of mes-
sages and errors
from SysCmd.exe
processes

Once a file reaches
50,000 records, a
new file is created
(the number of re-
cords may be differ-
ent from the number
of lines)

C:\Documents and Set-
tings\All Users\Applic-

Output of mes-

Senice Center scmd_noti- ation Data\ (Windows sages generated
tion | fy_[date] XP) or C:\ProgramData h " -
connection fog _[time].txt  [\S.N.Safe&Software when C_Onnec Ing
\Safe'n’'Sec\Reports\ to Senice Center
(Windows 7 and higher)
Output of mes-
SysCmd update |update_- C:\Program Files sages and errors
log log.txt \SoftControl\SysCmd when starting an -
update
SysCmd update C:\Program Files Log of update
| checks.log \SoftControl\SysCmd\Up- heck -
0g dater\Reports checks
SysCmd update C:\Program Files
| sns.log \SoftControl\SysCmd\Up- [Module update log -
od dater\Reports
SysCmd update C:\Program Files General log that
root.log \SoftControl\sysCmd\Up- [duplicates -
log dater\Reports sns.log
Local logs of DeCrypt

Standard log file

DecryptLog.lo
g

C:\Windows\

List of devices and
event notifications

Once the size of
100MB is reached,
DeCryptLog(rotated
dd.mm.yyyy).log is
created, w here
dd.mm.yyyy is the
date of file rotation

- (]
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Title Brief description | Default log rota-| Log rotation
tion management

Once the size of

100MB is reached,
DeCrypt.log_old1 is -
. . created, then

tion failures DeCrypt.log_old2, etc.

Events of the en-
cryption system,

Detailed log file DeCrypt.log |C:\ProgramData\DeCrypt\
reasons of opera-

Note 1. The server component event log supports log rotation, which allows managing the size of
the log files. Rotation allows the logs to be automatically divided into parts of the following type (all
parts have identical parameters):

Log.000, ..., Log.N,

where the latest log has the maximum index. A new file is created each time the size of the main
log file (ServerDetailedLog.txt) exceeds 200 MB.

Note 2. Table 40 lists the default logs. To learn about the logs that are not created by default, read

this article: http://kb.safensoft.com/index.php/SoftControl logs/en.

To understand messages from logs of SoftControl components, read this article: http://

kb.safensoft.com/index.php/Understanding messages from SoftControl log files/en.

- (]
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8. Customer support

If you have any questions concerning the installation, setting up and operation of SoftControl Ser-

vice Center, please contact our customer support by e-mail support@safensoft.com.

I EEEEE—————.,
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9. Appendix

9.1 Installing and setting up Microsoft® SQL Server®

The SoftControl Service Center product can work with different versions of SQL servers: SQL
Server 2008, SQL Server 2008 R2, SQL Server 2012, SQL Server 2014, SQL Server 2016, SQL
Server 2017. This section describes how to install and set up the Microsoft® SQL Server® 2008
DBMS to use it along with SoftControl Service Center. Other versions of SQL servers are installed

in the same way.

Preparing to install Microsoft® SQL Server® 2008

Before installation, make sure that the system meets the minimal hardware and software re-

quirements for installing Microsoft® SQL Server® 2008. Take the appropriate actions if the sys-

tem does not meet the requirements.

Installing Microsoft® SQL Server® 2008
1) Run Microsoft® SQL Server® 2008 installation package.

2) Open the Installation section and select New SQL Server stand-alone installation or

add features to an existing installation in the SQL Server Installation Server window

(fig. The 'Installation’ section

187
).

4 SOQL Server Installation Center

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

B‘b f(?l: Server2o08

= e =5

Mew SQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features
to an existing SQL Server 2008 instance.

Mew SQL Server failover cluster installation

Launch a wizard to install a single-node S5QL Server 2008 failover cluster.

LB Add node to a SQL Server failover cluster

v Lr Launch a wizard to add a node to an existing SQL Server 2008 failover cluster.

E’ Upgrade from SQL Server 2000 or SQL Server 2005

Launch a wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before
you upgrade, you should run the Upgrade Advisor to detect potential problems.

_il Search for product updates
Search Microsoft Update for SQL Server 2008 product updates.

Figure 177. The 'Installation’ section

- (]
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3) The Setup Support Rules section checks for problems that might occur when installing

auxiliary Microsoft® SQL Server® 2008 files (fig. Setup support rules check '**). You should
fix errors before continuing. If there are no problems, click OK.

1 SQL Server 2008 Setup =l =
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.,

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.

Hide details <<

View detailed report

Rule Status
@ Minimum operating systemn version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Paszed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on QL Server installation media Passed

[ oK ] [ e Help

Figure 178. Setup support rules check

4) Inthe Product Key section, select Enter the product key, enter the license key for Mi-
crosoft SQL Server 2008 and click Next (fig. The 'Product Key' section '*®).

188

safensoft.com


http://www.safensoft.com

Control Service Center version 6.1.398 Administrator guide

Appendi.

75 SQL Server 2008 Setup == o

Product Key

Specify the edition of SQL Server 2008 to install.

Product Key Specify a free edition of SQL Server or provide a SQL Server product key to validate this instance of
SQL Server 2008, Enter the 25-character key from the Microsoft certificate of authenticity or product
packaging. If you specify Enterprise Evaluation, the instance will be activated with a 180-day

Setup Support Files expiration. To upgrade from cne edition to ancther edition, run the Edition Upgrade Wizard.

License Terms

©) Specify a free edition:

Enterprise Evaluation

@ Enter the product key:

< Back I MNext > ] I Cancel

Figure 179. The 'Product Key' section

5) Read the License Terms. If you accept the terms, select | Accept the license terms and

click Next (fig. The 'License Terms' '®).

%5 SOL Server 2008 Setup (=R F=R

License Terms

To install SQL Server 2008, you must accept the Microsoft Software License Terms.

Product K -
S MICROSOFT EVALUATION SOFTWARE LICENSE TERMS q
RS MICROSOFT SQL SERVER 2008 EVALUATION EDITION

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the evaluation
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

* updates,

* supplements,

+ Internet-based services, and

* support services

EE] :
Copy  Print
[¥] T accept the license terms.
I < Back ] I MNext > ] I Cancel

Figure 180. The 'License Terms'

189
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6) Click Installin section Setup Support Files (fig. The 'Setup Support Files' section
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¥4 SQL Server 2008 Setup | 5
Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008, these files are required.

Product Key The following components are required for SQL Server Setup:
License Terms

Setup Support Files

Feature Name Status

. Setup Support Files

[ <Beck || mswl || concel

Figure 181. The 'Setup Support Files' section

7) The Setup Support Rules section checks for problems that might occur when installing
auxiliary Microsoft® SQL Server® 2008 files (fig. The 'Setup Support Rules' section. De-

190
)

tails ). You should fix errors before continuing. If there are no problems, click Next.

%4 SQL Server 2008 Setup li“i“é‘
Setup Support Rules

Setup Support Rules identify problems that might cccur when you install SQL Server Setup support files. Failures must be
corrected before Setup can continue.

Setup Support Rules Operation completed. Passed: 10. Failed 0. Warning 1. Skipped 0.
Disk Space Requirements

Error and Usage Reporting Hide details <<

Installation Rules View detailed report

Feature Selection

Ready to Install
Installation Progress Rule Status ol
Complete @ Fusion Active Template Library (ATL) Passed

@ Unsupported SQL Server products Passed

@ Performance counter registry hive consistency Passed

@ Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed

m

@ Previous CTP installation Paszed
@ Consistency validation for SQL Server registry keys Passed
@ Computer domain controller Passed
@ Microsoft MET Application Security Passed b
(2 | Edition WOWS4 platform Passed
= P - —— - .
< Back l Mext > ] [ Cancel ] l Help

Figure 182. The 'Setup Support Rules' section. Details

-— (]
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8) Inthe Feature Selection section, check Database Engine Services, specify the installa-

tion path in the Shared feature directory field and click Next (fig. The 'Feature Selection'

. (191
section ).
%5 SQL Server 2008 Setup || S|
Feature Selection
Select the Standard features to install. For clustered installaticons, only Database Engine Services and Analysis Services can
be clustered.
Setup Support Rules Features: Description:
Fliraszalen Instance Features * | Server features are instance-aware and have
Instance Configuration Database Engine Services their own registry hives, They support
Disk Space Requirements [] SQL Server Replication multiple instances on a computer.

[T Full-Text Search
[] Analysis Services
[] Reporting Services
Analysis Services Configuration Shared Features

Server Configuration

Database Engine Configuration

m

Reporting Services Configuration [T] Business Intelligence Development Studio
[T Client Tools Connectivity

[C] Integration Services

[7] Client Tools Backwards Compatibility

Error and Usage Reporting

Installation Rules

Ready to Install [] Client Tools SDK i
Installation Progress [] sQL Server Books Online
Complete [] Managernent Tools - Basic
[] Management Tools - Complete -
Select All_| | Unselect Al |
Shared feature directory: C\Program Files\Microsoft SQL Server\, E

’ < Back ” Next > H o ” Help ]

Figure 183. The 'Feature Selection' section

9) Select Default Instance and click Next in the Instant Configuration section (fig. The_'In-

stance Configuration' section ™).

- (]
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5 S0L Server 2008 Setup | 5

Instance Configuration

Specify the name and instance ID for the SQL Server instance.

Setup Support Rules @ Default instance

Pt i ©) Named instance: MSSQLSERVER

Instance Configuration

Disk Space Requirements

Server Configuration Instance ID: MSSQLSERVER

Database Engine Configuration

Al Sares G Instance root directory: C\Program Files\Microsoft 5QL Servert, m
Reporting Services Configuration

v end) Usypigrmming SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL10.MSSQLSERVER

Installation Rules X X X X i
Analysis Services directory: C\Program Files\Microsoft SQL Server\MSAS10.MSSQLSERVER

Ready to Install
. Reporting Services directory:  C\Program Files\Microsoft SQL Server\M5R510.MSSQLSERVER
Installation Progress

Complete Installed instances:

Instance Features Edition Wersion Instance ID

[ < Back H Next > ” G| ” Help

Figure 184. The 'Instance Configuration' section

10) Click Next in the Disc Space Requirements section (fig. The 'Disc Space Requirements'

section ).

T SQL Server 2008 Setup =[P 23

Disk Space Requirements

Review the disk space summary for the SQL Server features you selected.

Setup Support Rules Disk Usage Summary:

Eealiisteleetinn =-{ Drive C: 2684 MB required, 29694 MB available

Instance Configuration : System Drive (C:\): 1256 MB required

Shared Install Directory (C:\Program Files\Microsoft 5QL Server): 784 MB required
Instance Directory (C:\Program Files\Microsoft SQL Server\): 644 MB required

Disk Space Requirements

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

’ < Back H Next > H G ” Help

Figure 185. The 'Disc Space Requirements’ section

11) Click Use the same accountfor all SQL Server services in the Service Accounts tab of

- (7B ]
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the Server Configuration section (fig. The 'Service Accounts' tab of the 'Server Configura-

tion' section ™).

Select the NETWORK SERVICE account in the displayed window and click OK (fig. Ac-
count ™).

Specify the SQL_Latin1_General_CP1_CI_AS parameter for the Database Engine com-
ponent and the Latin1_General_CIl_AS parameter for the Analysis Services component,

in the Collation tab of the Server Configuration section (fig. The 'Collation' tab of the
193
).

'Server Configuration' section
5 SQL Server 2008 Setup =2 =2

Server Configuration

Specify the configuration.

Setup Support Rules Service Accounts | Collation

Feature Selection

»

e Gt Microsoft recommends that you use a separate account for each SQL Server service, =

Disk Space Requirements Service Account Name Password Startup Type
Server Configuration [Manual
Database Engine Configuration SQL Server Database Engine [Automatic
Analysis Services Configuration SQL Server Analysis Services [Automatic
Reporting Services Configuration Sql Server Reporting Services [Automatic E
Error and Usage Reporting SQL Server Integration Services 1... |NT AUTHORITY\Metw... [Automatic

Installation Rules

Ready to Install -
] Use the same account for all SQL Server services
Installation Progress

Complete

These services will be configured automatically where possible to use a low privilege account.
On some older Windows versions the user will need to specify a low privilege account. For
more information, click Help. il

1 T |

’ < Back H Next > H G ” Help ]

Figure 186. The 'Service Accounts' tab of the 'Server Configuration' section

Uze the same account for all SQL Server 2008 services

Specify a user name and password for all SQL Server service accounts.

e N T AUTHORITYWMETWORK SERVICE - Browse...

Password:

ok || cancel |

Figure 187. Account

ISS———————————————as—-

safensoft.com


http://www.safensoft.com

SoftControl Service Center version 6.1.398 Administrator guide

Appendi.

%5 5QL Server 2008 Setup == o

Server Configuration

Specify the configuration.

Setup Support Rules Collation

Feature Selection

Instance Configuration DeEE i

Disk Space Requirements SQL_Latinl_General_CP1_CI_AS

Server Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Database Engine Configuration insensitive for Unicode Data, SQL Server Sort Order 52 on Code Page 1252 for

Analysis Services Configuration war-lArezs=EE

Reporting Services Configuration Analysis Services:

Error and Usage Reporting
. Latinl_General_CI_AS Customize...
Installation Rules

Ready to Install Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
insensitive

Installation Progress
Warning: The Database Engine and Analysis Services collations are not the
same.

Complete

[ < Back ” Next > ” G| ” Help

Figure 188. The 'Collation’ tab of the 'Server Configuration' section

To do so, click Customize for the Database Engine component, select SQL collation,
used for backwards compatibility, select SQL_Latin1_General_CP1_CI_AS from the
list and click OK (fig. Specifying the collation parameters for the Database Engine compon-

e_l’lt194).

Customize the SQL Server 2008 Database Engine Collation

Select the collation you would like to use:

) Windows collation designater and sort order

Collation designator: | Albanian_100

@ SQL collation, used for backwards compatibility

SQL_Hungarian_CP1250_CI_AS o~
S0QL_Hungarian_CP1250_C5_AS | _
SQL _Icelandic_Pref_CP1_CIAS |
SQL_Latinl_General_CP1_CI_AI

SQL_Latinl_General CP1_CI_AS =

Collation description:

Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode
Data, 5QL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

oK ] ’ e

Figure 189. Specifying the collation parameters for the Database
Engine component
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Click Customize for the Analysis Services component, select Latin1_General in the Col-

lation designator drop-down list, tick off the Accent-sensitive checkbox and click OK

(fig. Specifying the collation parameters for the Analysis Services component '*°).

Customize the QL Server 2008 Analysis Services Collation

Select the collation you would like to use:

@ Windows collation designator and sort order

Collation designator: l Latinl_General

Binary Binary-code point
¥ ¥ P
[7] Case-sensitive [7] Kana-sensitive

Accent-sensitive [] Width-sensitive

0K l ’ Cancel

Figure 190. Specifying the collation parameters for the Analysis
Services component

Click Next in the Server Configuration section to continue installation.

12) Select Mixed Mode in the Database Engine Configuration section, specify the Built-in
SQL Server system administrator account password in the Enter password field and
confirm it in the Confirm password field (fig. The 'Database Engine Configuration' sec-
tion"®). Click Add Current User and make sure that the current system account is dis-

played in the Specify SQL Server administrators list; then click Next.

IS—————————————————as
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%5 5QL Server 2008 Setup == o

Database Engine Configuration

Specify Database Engine authentication security mede, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories | FILESTREAM

Feature Selection

s e i aran Specify the authentication mode and administrators for the Database Engine.

Disk Space Requirements Authentication Mode

Espeoninuation () Windows authentication mode

Datat Engine G

. - ) . @ Mixed Mode (SQL Server authentication and Windows authentication)
Analysis Services Configuration

Reporting Services Configuration Built-in SQL Server system administrator account

Error and Usage Reporting Enter password: ssssnsns

Installation Rules

Confirm password: eeeesses

Ready to Install
Installation Progress Specify SQL Server administrators
Complete admin (admin) SQL Server

administrators have
unrestricted access to

l Add Current User ] [ Add... l l Remove ]

[ < Back ” Next > ” G| ” Help

Figure 191. The 'Database Engine Configuration' section

13) Click Add Current User and make sure that the current system account is displayed in the
Specify which users have administrative permissions for Analysis Services list on

the Account Provisioning tab of the Analysis Services Configuration section; then

click Next (fig. The 'Analysis Services Configuration' section™®).

%5 SQL Server 2008 Setup (=R F=R

Analysis Services Configuration

Specify Analysis Services administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories

Feature Selection

e Gt Specify which users have administrative permissions for Analysis Services.

Disk Space Requirements admin (admin) Analysis Services

administrators have
unrestricted access to
Database Engine Configuration Analysis Services.

Analysis Services Configuration

Server Configuration

Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Add Current User ] [ Add... l ’ Remove ]

’ < Back ” Next > H G ” Help

Figure 192. The 'Analysis Services Configuration' section
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14) SelectInstall the native mode default configuration and click Next in the Reporting Ser-

vices Configuration section (fig. The 'Reporting Services Configuration' section ™).

5 S0L Server 2008 Setup

o le] =

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Analysis Services Configuration

Reporting Services Configuration

@ Install the native mode default configuration.

Setup will install the report server and configure it in Native mode to use the default values. The
report server is usable as soon as Setup is finished.

O Install the SharePoint integrated mode default configuration.

Setup will create the report server database in SharePoint integrated mode and configure the
report server to use the default values. However, integrated operations will not be supported until
a minimal installation of a SharePoint product or technology is deployed on the report server

£ du Renorti computer and the Reporting Services Add-in for SharePoint Technologies is installed and
e ber liiali configured on the instance of the SharePoint product or technolegy you are using.
Installation Rules

Ready to Install 7 Install, but do not configure the report server.

Installation Progress Setup will install, but will not configure, the report server software, After installation is finished,
you can use the Reporting Services Configuration tool to set options that are required fo run the

report server.

Complete

[ < Back H Next > H G| ” Help

Figure 193. The 'Reporting Services Configuration' section

15) Click Next in the Error and Usage Reporting secton (fig. The 'Error and Usage Reporting'

section™®’).
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¥4 SQL Server 2008 Setup

o le] =

Error and Usage Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve future
releases of SQL Server, These settings are optional. Microsoft treats this information as confidential.
Microsoft may provide updates though Micresoft Update to modify feature usage data. These
updates might be downloaded and installed on your machine automatically, depending on your
Automatic Update settings.

View the Microsoft policy for SQL Server privacy and data collection.

Read more about Microsoft Update and Automatic Update.

Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This
setting only applies to services that run without user interaction.

b

Send feature usage data to Microsoft. Feature usage data includes information about your
hardware configuration and how you use Microsoft software and services.

]

[ < Back H Next > H G| ” Help

Figure 194. The 'Error and Usage Reporting' section

16) The Installation Rules section checks for problems that might occur when installing Mi-
crosoft® SQL Server® 2008 (fig. The 'Installation Rules' section®). If there are no prob-
lems, click Next.

= e =5

¥4 SQL Server 2008 Setup

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Operation completed. Passed: 11. Failed 0. Warning 0. Skipped 0.
Hide details <<

View detailed report

Setup Support Rules
Feature Selection
Instance Configuration
Disk Space Requirements
Server Configuration

Database Engine Configuration

Analysis Services Configuration Rule Status il
Reporting Services Configuration Same architecture installation Passed
Error and Usage Reporting Cross language installation Passed
Installation Rules Existing clustered or cluster-prepared instance Passed
Ready to Install Reporting Services Catalog Database File Existence Passed E

el T s Reporting Services Catalog Temporary Database File Existence Passed

C let
S SQL Server 2005 Express tools Passed

Operating system supported for edition Passed

FAT32 File System Passed

IR

SQL Server 2000 Analysis Services (64-bit) install action Paszed

’ < Back H Next > H e H Help

Figure 195. The 'Installation Rules' section
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17) Check the list of the components to be installed and click Install in the Ready to Install

. ' ' . 199
section (fig. The 'Ready to Install' section ™).
5 S0L Server 2008 Setup | 5
Ready to Install
Verify the SQL Server 2008 features to be installed.
Setup Support Rules Ready to install SQL Server 2008:
Feature Selection =- Summary it
Instance Configuration - Edition: Standard I
Disk Space Requirements - Action: Install 3
SE e g et =8 Gieneral Configuration —
. . . [=J- Features
Database Engine Configuration .. Database Engine Services
Analysis Services Configuration - SQL Server Replication
Reporting Services Configuration - Full-Text Search

Error and Usage Reporting - Analysis Services

- Reporting Services

Installation Rules . . .
- Business Intelligence Development Studic

Ready to Install - Client Tools Connectivity
Installation Progress - Integration Services
Complete - Client Tools Backwards Compatibility
- Client Tools SDK
CO Cmmime Mm e Mhm em o i
< [l | +

Configuration file path:

CM\Program Files\Microsoft 5QL Server\10045etup Bootstrap\Log'20120925_150200\ConfigurationFile.ini

’ < Back H Install H e H Help

Figure 196. The 'Ready to Install' section

18) The Installation Progress section displays the progress of installing the Microsoft SQL

Server 2008 components (fig. The 'Installation Progress' section'*).

75 SQL Server 2008 Setup =0 = o

Installation Progress

Setup Support Rules Performing Windows Installer actions.

s [ .. -

Instance Configuration

Disk Space Requirements Install_sql_commen_core_Cpu32_Acticn : Installlnitialize.
Server Configuration

Database Engine Configuration

Analysis Services Configuration

Reporting Services Configuration

Error and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

Complete

MNext = [ Cancel ] l Help

Figure 197. The 'Installation Progress' section

S——————————————————awm

safensoft.com


http://www.safensoft.com

Control Service Center version 6.1.398 Administrator guide

Appendi.

Click Next when the installation completes.

Click Close in the Complete section to complete the installation (fig. The 'Complete' sec-

tiﬂzoo).

=N =X

T4 SQL Server 2008 Setup

Complete

Your SQL Server 2008 installation completed successfully.

Setup Support Rules
Feature Selection

Instance Configuration

Summary log file has been saved to the following location:

C\Program Files\Microsoft SQL Server\100\Setup Bootstrap\logh20120925 150200%Surmmary VM-
AS-WG1RUXE6 20120925 150200.0¢

Disk Space Requirements X X X
Information about the Setup operation or possible next steps:

Server Configuration N
Prilrss G S @Your SQL Server 2008 installation completed successfully.
Analysis Services Configuration
Reporting Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress Supplemental Information:

Complete

[The following notes apply to this release of SQL Server only. -
Microsoft Update
For information about how to use Microsoft Update to identify updates for SQL Server 2008, see the

Microsoft Update Web site <http://go.microsoft.com/fwlink/?Linkld=108409> at
http://go.microsoft.com/fwlink/?Linkld=108409.

Close ] I Help

Figure 198. The 'Complete' section

9.2 Adding the Desktop Experience component

Note: The example below uses Microsoft® Windows® Server 2008 R2.

1) Open the Server Manager snap-in from the Administrative Tools section of the Start menu.

Go to the Features section and click Add Features in the Features Summary area (fig. The

Server Manager snap-in®®).
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=lolx|

Diagnostics
it Configuration
&5 storage

a View the status of features installed on this server and add or remove features,

~) Features Summary

~) Features: 0 of 41installed

¥ LastRefresh: Todayat 1:48PM Configure refresh

Features sunmary Help

&L Add Features
&8 Remove Features

@[]
o Serve Hanager (AS WG SENNG)
s ———S—SSEEESSIImssme——m—€—€—€————————————————

Figure 199. The Server Manager snap-in

2) Tick off Desktop Experience in the displayed Add Features Wizard window (fig. Selecting
components to add *") (for Microsoft® Windows® Server 2012 / 2012 R2: User Interfaces

and Infrastructure — Desktop Experience).

Add Features Wizard

ﬁ% Select Features

Confirmation
Progress
Results

Select one or more features to install on this server.
Features:

[ .NET Framework 3.5.1 Features -
[] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BranchCache

jer Administration Kit

Description:

Desktop Experience includes features
of Windows 7, such as Windows
Media Player, desktop themes, and
photo management. Desktop
Experience does not enable any of the
‘Windows 7 features; you must

manually enable them.

gement Cansole
[] Group Policy Management
] tnk and Handwriting Services
[] Internet Printing Client
[] Internet Storage Name Server
[] LPR Port Monitor
[] Message Queuing
] Multipath I/0
] Network Load Balancing
[] Peer Name Resalution Protocol
] quality Windows Audio Video Experience
[[] Remote Assistance
[[] Remote Differential Compression
ﬂ ["1 Remote Server Administration Tools

| o

More about features

< Previous | Next > | Instal

| Cancel I

Figure 200. Selecting components to add

3) When the dialog box with information about required components appears, click Add Required

Features (fig. Requesting to add the required components

201
)-
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Add Features Wizard

P’J Add features required for Desktop Experience?

You cannet install Desktop Experience unless the required features are also installed.

Features: Description:
= Ink and Handwriting Services Ink and Handwriting Services includes |nk
Ink Support Support and Handwriting Recognition.

Add Required Features I

Cancel |

@ Why are these features required?

Figure 201. Requesting to add the required components

4) Make sure that the Desktop Experience component is selected and click Next (fig. Selecting

components to add *%)
Add Features Wizard x|
E—E Select Features
TR Select one or more features to install on this server,
Confirmation Features: Description:
Progress - | Desktop Experience includes features
= LI NET Framework 3.5. 1 Features of Windows 7, such as Windows
Hesilts [[] Backaround Intelligent Transfer Service (BITS) Mexlia Pl ayer, desktap Hhemes; and

[] BitLocker Drive Encryption
[] BranchCache

photo management. Desktap
Experience does not enable any of the
Windows 7 features; you must

[] connection Manager Administration Kit
De: xperience
["] DirectAccess Management Console
[] Group Policy Management
[E 1nk and Handwriting Services
[] Internet Printing Client
[] Internet Storage Mame Server
[] LPR Port Monitor
[] Message Queuing
[] Multipath 1/0
[] Metwork Load Balancing
[] Peer Name Resolution Protocol
[] Quality Windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression
ﬂ ["1 Remote Server Administration Tools

manually enable them.

o

More about features

Cancel

crreviou [ mext> |

Figure 202. Selecting components to add

sl |

5) Click Next in the Confirmation step (fig. Confirming installation selection **).
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5
ﬁ%:%l Confirm Installation Selections

Features

To install the follawing roles, role services, or features, dlick Install.

(i) 1informational message below
Progress

Results (i) This server must be restarted after the installation completes.

Desktop Experience

~) Ink and Handwriting Services
Ink Support

Print, e-mail, or save this information

< Previous | Next > | Instal I Cancel

Figure 203. Confirming installation selection

6) Wait until the installation completes (fig. Installation progress **°).

ﬁ%ﬂ?‘l Installation Progress

Features The following roles, role services, or features are being installed:

Confirmation
Desktop Experience

Ink and Handwriting Services

Results

3_

Installing. ..

e L Concel

Figure 204. Installation progress

203
).

7) Click Close in the Results step (fig. Finished adding the components

8) Select Yes in the dialog box that suggests system restart. The system is then restarted to com-

plete the installation (fig. Requesting system restart®*").

9) After the system reboots, make sure that all the required components are installed successfully

(Installation succeeded), in the displayed Resume Configuration Wizard displayed window.
204
).

Click Close (fig. The result of adding the components

EEE————————————— —————.
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Add Features Wizard

x|
‘EE Installation Results
E

Features
One or more of the following roles, role services, or features require you to restart:
Confirmation
1. 2 warning messages below
Progress S
Results *) Desktop Experience

A\ Restart Pending
A\ You must restart this server to finish the installation process.

~) Ink and Handwriting Services A\, Restart Pending

A\ You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

< Previgus | Next > ”YI Cancel
Figure 205. Finished adding the components

Add Features Wizard

@ Do you want to restart now?

Thig server must be restarted to finish the installation

process, You cannot add ar remove other roles, role services,
or features until the server is restarted.

Yes Na

Figure 206. Requesting system restart

Resume Configuration Wizard

|
ﬁ Installation Results

Resuming Configuration

The following roles, role services, or features were installed successfully:
Progress
Results

Desktop Experience @ 1nstallation succeeded
) Ink and Handwriting Services @ 1nstallation succeeded
The following features were installed:

Ink Support

Print, e-mail, or save the installation report

<Preﬂ.'icus| Next > ”m Cancel |
Figure 207. The result of adding the components
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10. Supplemental information

10.1 About certificates

This section describes the most important aspects of cryptographic protection of the communica-
tion channel between SoftControl Service Center and client applications (hereafter referred to as
‘clients").

The HTTPS communication protocol is used in SoftControl Service Center for interaction between
the SoftControl Server component and the clients. All data between the server and an endpoint are
sent in an encrypted form through a secure channel. X.509 standard certificates are used for client

authorization.
SoftControl Server generates the following kinds of certificates during its operation:

= CA certificate is a self-signed root certificate of the certification authority (CA) within a
SoftControl ISS. SoftControl Server generates this certificate at the time of configuring and
places the CA certificate in the Windows storage. All the other certificates are signed with the
CA certificate, which is a validity criterion.

= Server certificate is a certificate signed with the CA certificate and used by the server to es-
tablish a protected SSL/TLS connection with clients. SoftControl Server generates this certi-
ficate at the time of configuring and places the CA certificate in the Windows storage on the
server computer.

= Common client certificate is a certificate signed with the CA certificate and used by a client
to establish a protected SSL/TLS connection with SoftControl Server when it connects to
SoftControl Server for the first time. This certificate is common for all new clients and it is only
used for sending their first request to the server. The common client certificate is integrated

into the encrypted client configuration file ?®/ that is applied to the client at an endpoint. The

common client certificate is generated by the server at the time of configuring and is stored on
the server computer at the following path:
C:\ProgramData\SafenSoft\Client.pem
= Specific client certificate is a certificate signed with the CA certificate and used by a client to
establish a protected SSL/TLS connection with SoftControl Server after registration confirma-
tion *® by the administrator via SoftControl Admin Console. This certificate is unique for each
client, which makes unauthorized access to the communication channel impossible even if viol-

ators have a stolen specific certificate of another client or a common certificate. If a specific
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certificate is considered invalid for some reason or is expired, it is possible to revoke it (reject-

ing the registration *"') or issue another certificate (updating *").

CA certificate

Specific client
certificate

Common client
certificate

Server
certificate

Figure 208. Certificates in a SoftControl ISS
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10.2 Managing certificates

Open Tools — Manage CA certificates to generate and apply new CA (certification authority)

certificates.

»* SoftControl Admin Console

File View Filters QLIS

Hsﬁ@% RBOLS | @ H_f-ué.\l\@u

. [~ 3 - =
g v R | m ¢
Drag a column header here to group by that column
ID  Organization... Name Client type  Settings type
Default unit = @ DESKTOP-GVNRBUE Dip Org unit settings Inactive 353 &
2 Default unit @ WIN7_PC Dip Org unit settings 6.1.285.0 Inactive 349
4 Default unit @ WINS1 Dip Org unit settings 6.1.285.0 Inactive 336
5 Default unit @ WIN8X32 Dip Org unit settings 6.1.285.0 Inactive 337
7 Default unit @ DESKTOP-R4VNKIK Dip Org unit settings 6.1.285.0 Inactive 337
8 Default unit DESKTOP-GVNRBUE SysWatch  Org unit settings 6.1.284.0 Inactive 348
9 Defaultunit = WINT_PC SysCmd  Org unit settings 601870 Inactive 335
13 Default unit WIN-JCKEIPTS1IG SysWatch  Org unit settings 6.1.283.0 Inactive 336
14 Default unit WIN-QAC9BHURVRE SysWatch  Org unit settings 6.1.283.0 Inactive 336
15 Default unit WIN-IP7IL3CHNO1 SysWatch  Org unit settings 6.1.283.0 Inactive 336
22 Defaultunit = DESKTOP-QHK39G8  SysWatch Org unit settings 601870 Inactive 29
26  Defaultunit @ DESKTOP-RBNS899C Dip Org unit settings 6.1.284.0 Inactive 329

Figure 209. Managing CA certificates

The CA certificate and Second CA certificate fields show information about the currently used
CA certificate and the certificate that will be used when the current one expires. A new CA certific-
ate is generated automatically three years prior to expiration of the currently used CA certificate.
You might need a new certificate sooner if you update SoftControl software to version 6.0 or later
(from versions under 6.0). Clients that are already connected to SoftControl Server will continue to
operate, but if you wish to register new clients, you will have to update your CA certificate.

To do this, you can Choose a previously generated certificate or Generate a new one. To gener-
ate a new CA certificate, select Generate and click

Apply or OK, confirm your intention by clicking Yes in the pop-up window.
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After applying the certificate in the CA certificate field as the currently active CA certificate and the
certificate in the New CA certificate as the next CA certificate in line. Learn more about updating
certificates for version 6.0 and newer versions in the article http://kb.safensoft.com/index.php/Up-
dating SoftControl 5 to SoftControl 6.

p»* CA certificate management X

CA certificate
| 2024-02-07/2044-02-02 @)  1b1Ffc2-65a6-4762-8458-660d5 |
Second CA certificate
| |
New CA Certificate
(") Choose
Generate
[ ey | [ ok | [ canca |

Figure 210. Window for managing CA certificates

CA certificate details have the following format: <generation_date>/<expiration_date><EKU _-

flag_if_present><certificate_name>.

10.3 Recovering connection with the server

In the system of the client-server interaction (in the context of an ISS on the basis of SoftControl
Service Center), IP address of the server can change automatically, for example, when entering the
network after a reboot. In this case, client applications with configurations that only contain IP ad-
dresses of the computer with the installed SoftControl Server, but not the computer's network
name, lose connection with the server. In order not to edit IP addresses manually and locally in the
settings of each client component, rescue recovery server is provided. To activate it, take the fol-
lowing steps:

1) Open the server configuration file that is located by the following path:

C:\ProgramData\SafenSoft\Server.Config.xml
2) Set the Active flag value to True in the RescueSettings element.

3) Add subitems of the following type to the RescueSettings element:

<Address Uri="<server new IP address or name>" Port="<connection port>" /

EE———————————————_——.
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4) Save changes in the configuration file.

5) Change the name of the computer with the installed SoftControl Server to screstore.

6) Reboot the computer with the installed SoftControl Server to apply new settings and
change the host's network name.

7) The 8888 port for rescue connection is added to the Windows firewall automatically after
the SoftControl Server system service runs.

8) After 10 failed attempts to connect the addresses specified in the settings, client com-
ponents attempt to connect to the rescue server with the name screstore on port 8888 (by
default). After successful connection to this address, a new list of server addresses spe-
cified in the settings is transferred to the clients, and the old list of addresses is replaced
with the new one in the settings. After connection with all clients connected to SoftControl
Service Center is recovered, the server's network name can be changed to the original

one.

10.4 SoftControl Service Center backup

209

In some cases, you might need to create a backup copy <™ of the SoftControl Service Center com-

ponents, so as to restore *'° a fully functional configuration without losing connection with the client
applications on the remote hosts. The cases that these operations apply to are as follows.
= you need to reinstall the OS on the computer with the SoftControl Service Center compon-

ents;
= you need to transfer SoftControl Service Center to another computer.

10.4.1 Creating the backup copy

A backup copy of the SoftControl Service Center files includes the SoftControl Server configuration
files and certificates **® that are necessary for restoring. SoftControl Admin Console user filters *°
can also be saved (optional). To create a backup copy, perform the following operations.

1) Select View — Backup copying in the SoftControl Admin Console main menu.

2) Select Create mode in the Server files area in the displayed window (fig. Creating_a
backup copy

209).
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y~ Backup copying

Server files
Path to backup directory on server [ Generate subdirectory l
I CASC backuphfiles\20140925121156848 l
() Restore mode Create backup l
Backup mode
User filter files
Local path to backup directory [ Generate subdirectory l
IC:\SC backup\uf,20140925121417959 l
() Restore mode Create backup l
Backup mode

Figure 211. Creating a backup copy

Enter the path to the folder to save backup files in the corresponding field. If you need to
create a subfolder with the unique identifier by the specified path, click Generate subdir-
ectory. If you click the button when the input field is empty, the subfolder is placed to the
following directory by defaullt:
C:\Windows\System32
Click Create backup to create backup files by the specified path. Action status is dis-
played in the lower part of the window.

3) To save user filters, repeat operations in the previous item for the User filter files area in

209
).

the Backup copying window (fig. Creating a backup copy

If you click Generate subdirectory when the input field is empty, the subfolder is placed
to the SoftControl Admin Console installation directory by default.

4) If SoftControl Service Center database is located on an external server (that differs from
the computer with the installed SoftControl Service Center components), you do not need
to save its copy. Otherwise, create a backup copy of the current database with the help of
Microsoft® SQL Server® tools.

10.4.2 Restoring from the backup copy

To restore SoftControl Service Center from a backup copy, perform the following operations.

1) Make sure the time settings on the computer are valid.
2) Install " SoftControl Service Center of the same version as on the computer that the
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backup copy has been created on.

3) Restore the previously saved database. Skip this step if the database has been on an-
other computer and has not been deleted.

4) Setup 21 SoftControl Service Center. Specify a new Database name that differs from
the name of the old database, so as not to damage the settings of the old database. After
restoring SoftControl Service Center from a backup copy, the server switches to the old
database automatically.

5) Select View — Backup copying in the SoftControl Admin Console main menu.

6) Select Restore mode in the Server files area in the displayed window (fig. Restoring

from a backup copy?").

» Backup copying

Server files

Path to backup directory on server

I CASC backup\files\20140925121410034 l

Restore mode Restore backup l
() Backup mode

Restart the server and the console l

User filter files

Local path to backup directory

IC:\SC backup\ufi20140925121417959 l

Restore mode [ Restore backup l

@) Backup mode

Figure 212. Restoring from a backup copy

Enter the path to the folder with the previously saved backup files in the corresponding
field and click Restore backup. Action status is displayed in the lower part of the win-

dow.

211

7) If you need to restore user filters, repeat the operations of step 6 < for the User filter

files area in the Backup copying window (fig. Restoring from a backup copy®"").

8) Click Restart server and console to restart the SoftControl Server system service and
apply the restored configuration.
Note: you may need to restart the computer for some OS.

9) Remove the temporary database you created during step 42"".

10) Log in * to SoftControl Admin Console. Make sure all the components work.
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10.5 Process privileges

Table 41 describes Windows privileges that the processes use (see also
https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx and
https://docs.microsoft.com/en-us/windows/device-security/auditing/event-4704).

Table 41. Process privileges

Manage auditing and security|Required to generate audit-log entries.

log With this privilege, the user can add entries to the security log.

Required to perform backup operations.

This privilege causes the system to grant all read access control to any file, regard-
less of the access control list (ACL) specified for the file. Any access request other
than read is still evaluated with the ACL.

With this privilege, the user can bypass file and directory, registry, and other persist-
ent object permissions for the purposes of backing up the system.

Required to perform restore operations.

This privilege causes the system to grant all write access control to any file, regard-
less of the ACL specified for the file. Any access request other than write is still evalu-
ated with the ACL.

With this privilege, the user can bypass file, directory, registry, and other persistent
objects permissions when restoring backed up files and directories.

Additionally, this privilege enables you to set any valid user or group SID as the owner
of a file.

Required to modify the system time.

With this privilege, the user can change the time and date on the internal clock of the
Change the system time computer. Users that are assigned this user right can affect the appearance of event
logs. If the system time is changed, events that are logged will reflect this new time,
not the actual time that the events occurred.

Back up files and directories

Restore files and directories

Shut down the system Required to shut down a local system.

Force shutdown from a re-

Required to shut down a system using a network request.
mote computer

Required to take ownership of an object without being granted discretionary access.
Take ownership of files or With this privilege, the user can take ownership of any securable object in the system,
other objects including Active Directory objects, files and folders, printers, registry keys, processes,
and threads.

Required to debug and adjust the memory of a process owned by another account.
With this privilege, the user can attach a debugger to any process or to the kernel.
Dewelopers who are debugging their own applications do not need this user right.
Dewelopers who are debugging new system components need this user right. This
user right provides complete access to sensitive and critical operating system com-

Debug programs

ponents.
Modify firmware environment |Required to modify the nonwolatile RAM of systems that use this type of memory to
values store configuration information.

Required to gather profiling information for the entire system.
With this privilege, the user can use performance monitoring tools to monitor the per-
formance of system processes.

Profile the system perform-
ance

Profile single process Required to gather profiling information for a single process.

-
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With this privilege, the user can use performance monitoring tools to monitor the per-
formance of non-system processes.

Increase scheduling priority

Required to increase the base priority of a process.

With this privilege, the user can use a process with Write property access to another|
process to increase the execution priority assigned to the other process. A user with
this privilege can change the scheduling priority of a process through the Task Man-
ager user interface.

Load and unload device
drivers

Required to load or unload a device driver.
With this privilege, the user can dynamically load and unload device drivers or other|
code in to kernel mode. This user right does not apply to Plug and Play device drivers.

Create a pagefile

Required to create a paging file.
With this privilege, the user can create and change the size of a pagefile.

Adjust memory quotas for a
process

Required to increase the quota assigned to a process.

Bypass traverse checking

Required to receive notifications of changes to files or directories. This privilege also
causes the system to skip all traversal access checks. It is enabled by default for all
users.

Remove a computer from the
docking station

Required to undock a laptop.
With this privilege, the user can undock a portable computer from its docking station
without logging on.

Perform wlume maintenance
tasks

Enables volume management privileges.
Required to run maintenance tasks on a wlume, such as remote defragmentation.

Impersonate a client after au-
thentication

Required to impersonate.
With this privilege, the user can impersonate other accounts.

Create global objects

Required to create named file mapping objects in the global namespace during Ter-
minal Senices sessions. This privilege is enabled by default for administrators, ser-
vices, and the LocalSystem account.

10.6 SoftControl SysWatch traffic

There are three sources of SoftControl SysWatch traffic:

1) HTTPS overhead,

2) Logs from client device,

3) Updates (client module and antivirus bases).

HTTPS overhead

HTTPS overhead traffic amounts to 3.7 KB per heartbeat. (Heartbeat is the client component para-
meter that specifies the period when a client component connects to the SoftControl Server com-
ponent.)

To estimate monthly traffic generated by HTTPS overhead, you can use the following formula:
T1=3.7*30*24*3600/heartbeat value [seconds]. The result will be measured in KBs per

- (EF ]
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month.

Logs from client device

Traffic generated for one event amounts to approximately 500 bytes. You can use the number of
events to estimate the traffic amount generated by logs on a standard device within 24 hours, as
well as the required database capacity.

Follow these steps to export event records of a standard device created within 24 hours:

1. Open the event log of the device in SoftControl Admin Console.

2. Select in the top menu panel Filters —> SysWatch Events Filters —> All.

File View QW Tocls About
| # A RQNE @ g pta | B @l
Default view Ctrl+1 - =
Full view Ctrl+2 -
Status Ctrl+3 ‘ ﬂ ﬂ
Client update
Cientol e ey SR
DLP Event Filters 3 Policy violation
User filters N Activity control Drag a column header here to group by that column
N Antivirus scanning i
762 | DESKTOP-63K..  Antivir Settings modification  [34:26.., Trivial SysWatch Il
761 DESKTOP-63K...  Antivin| User logon [33:16.. Trivial SysWatch
760 | DESKTOP-63K..  Antivin| User logoff 32:33.. Trivial SysWatch
759 DESKTOP-63K..  Antivir Not started processes 31:49... Trivial SysWatch
758 DESKTOP-63K..  Antivirl i 25:25... Trivial SysWatch
757 DESKTOP-63K..  Antivinl Service event 23:16.. Trivial  SysWatch
756 | DESKTOP-63K..  Antivi DeCrypt events 22:37... Tovial  SysWatch
-2 DESKTOP-63K.. Status 2/2/2021 12:15:23... High
-1 DESKTOP-83K.. Status 2/2/2021 12:14:23... High
755 DESKTOP-63K..  Antivirus scanning 2/2/2021 10:28:03... Trivial SysWatch
754 DESKTOP-63K..  User logon 2/2/2021 10:27:13... Trivial
753 DESKTOP-63K..  User logoff 2/2/2021 10:25:45... Trivial
752 | DESKTOP-63K..  Antivirus scanning 2/2/2021 10:25:16... Trivial SysWatch
751 | DESKTOP-63K...  Settinas modification 2/2/202110:25:07... High. SysWatch
v
Page 1 (last) Time elapsed: 00:00:02

P ]

Figure 213. Set filter for event log

L=h
3. Click J (Edit query). See Filtering the events ** and Database queries "*® for details.

4. To add the time filter, click on the green circle with the plus sign, then select Time, Is between,

and set a one-day interval.
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2 DESKTOP-63K.. | Antivirus scanning
ClientlD Is any of 3 @ @

Time Is between 2/1/2021 and 2/2/2021 &

o 5

7
761 DESKTOP-63K.. | Antivirus scanning
760 | DESKTOP-63K... | Antivirus scanning
739 | DESKTOP-63K... | Antivirus scanning
758  DESKTOP-63K... | Antivirus scanning
757 | DESKTOP-63K... | Antivirus scanning
756 | DESKTOP-63K... | Antivirus scanning
-2 DESKTOP-63K... | Status
-1 DESKTOP-63K... | Status
735 | DESKTOP-63K... | Antivirus scanning
754 DESKTOP-63K.. | User logon
753 DESKTOP-63K.. | User logoff
752 | DESKTOP-63K... | Antivirus scanning
DESKTOP-63K. Setti ificat

w0

wn

wn

wn

v

wm

LSRN RS R SR R

n

Page 1 (last) Time elapsed: 00:00:02

Figure 214. Edit database query. Set time

5. SoftControl Admin Console will show you records of events that pertain to the specified period.

Click Export to Excel and choose the directory where you wish to save the event log.

-1 1e9c01a2-59ba-42...

1e8c01a2-59ba-42... | Client update High Update completed | Update comple...
1e8c01a2-59ba-42... | Client update High Update info Check: Error
1e0c01a2-50ba-42... | Antivirus sca... Finishing the scan  Success SysWatch
-2| 1e9c01a2-50ba-42... | Status - | High
1e9c01a2-59ba-42... | Antivirus sca... Running the scanner | Scanner is runn... SysWatch
1e9c01a2-59ba-42... | Client update Starting the updates | Update is runni...

Page 1{last) Time elapsed: 00:00:01

Figure 215. Export to XLSX

6. Count records in the exported file. Multiply this number by 500 bytes, and you will get approxim-
ate traffic amount generated within 24 hours by the device logs.
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Updates

Client module updates

One update amounts to 30 MB. New updates are released 3—4 times a year.

Antivirus base updates

The first update after installation amounts to 60 MB. Following updates generate 400 to 1,300 KB
daily (depending on new antivirus bases released).

10.7 Sources

Sources of supplemental information are presented in table 42.

Table 42. Supporting documentation

SoftControl ATM Client user's guide Installing, setting up and working with the SoftControl ATM Client compon-

ent

SoftControl Endpoint Client user's guide Installing, setting up and working with the SoftControl Endpoint Client com-
ponent

SoftControl SClient user's guide Installing, setting up and working with the SoftControl SClient component

SoftControl DLP Client installation guide|Installing and setting up the SoftControl DLP Client component.

10.8 Updating SoftControl SysWatch and antivirus bases on Windows XP

Depending on Service Pack, Windows XP either does not support new certificates at all or sup-
ports them not completely. It is related to the fact that newer algorithms (SHA-256) were used for
generating the certificates.

To ensure that SoftControl products are updated properly, perform the operations described in this
section for the update modules.

Follow steps in this section to ensure proper update of the SoftControl SysWatch application and
antivius bases on 32-bit Windows XP.

Note. If you install version 5.1.79 or later of SoftControl SysWatch and it is the first installation of the
application on your computer, these actions are not required: all updates will be performed prop-
erly. For SoftControl DLP and SoftControl SysCmd, you do not need to perform instructions from
this section if you have version 6.0.95 or later.

1. Open the client settings editor in SoftControl Admin Console.

2. Go to Modules.

3. Clickon LI .

4. On Identification data of the module tab, enter the module name (the name of the executable

- (ED ]
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file) and its path according to the table below.

SoftControl SysWatch snsupd.exe C:\PROGRAM FILES\SOFTCONTROL\SYSWATCH\
SoftControl SysCmd upd.exe C:\Program Files\SoftControl\SysCmd\Updater
SoftControl DLP Client upd.exe C:\Program Files\SafenSoft\DLP Client\Updater

Common settings

i
Narme Use custom module settings
Heartbeat H » H
Server's IP addresses =
License | -
SysWatch
Activity contral File system rules ” Registry rules ” Network rules ” Pracess privileges
Incident management Identification data of the module I H General settings

Password protection
Module name Comments

¥ Scan
Scan common setting Isnsupd.exe I ] [
File paths

APROGRAM FILES\SOFTCONTROLYSYSWATCH]

Scan schedule setting

¥ Update
Update settings
Update sources
Update schedule
Interface settings
Reports
Notify

One-time passwords

Company name:

* Control pali
ontrotpolicy Internal file name:

Devices .
Description:
Allowed autorun list Legal copyright:
File system Version:

System registry
Metwork
File hashes

Fig_;'ure 216. Setting up an update module (for SoftContro SysWatch)
5. On General settings tab, select Trusted application execution zone and check Enable soft-

Add date from file

ware update mode.
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File system rules " Registry rules || Metwork rules Process privileges |

Identification data of the module General settings

Execution zong a

EEnable software update mode
[ save activity history

'r Set execution account jl

D In allowed autorun list

Add date from file | ok || Cancel |

Figure 217. Adding the module to trusted applications
6. Click OK.
7. Save the client settings under a new name and apply them to the organizational unit of the clients
that require updating.
If you are setting up updating for SoftControl SysWatch, now you can create a task to update the

antivirus bases or wait for a scheduled update.
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