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Introduction

Purpose

The 5.0.18 product line by Safe’N’Sec Corporation offers a set of program components for deploy-
ing the information security system. The system is designed to provide the integrity of the software
environment of the network endpoints and to protect data against unauthorized access by mainten-
ance staff or violators.

The following modules are included in the product line.

=  SoftControl Service Center that consists of:
e SoftControl Server, the server component;
¢ SoftControl Admin Console, the management console.

= SoftControl ATM Client / Endpoint Client / SClient / SysWatch, the client components for pro-
active protection of self-service devices, corporate network workstations, servers, and per-
sonal computers, respectively;

= SoftControl DLP Client, the client component designed to monitor and collect data about the
user's activity;

=  SoftControl DeCrypt, the client component designed to encrypt the hard disks of self-service
devices, corporate network workstations and servers.

This document presents the main changes and new features included in version 5.0.18.
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Improvements and new features

SoftControl [SoftControl [SoftControl [SoftControl [SoftControl
New feature Admin  Con-{Server SysWatch  [DLPClient  [DeCrypt

sole

A space character at the end of an existing rule
is displayed as a dot. It helps to avoid errors
caused by an accidentally typed space at the

end of a string.

Activity control rules can be set for groups of

users.

Built-in security principals (e.g., Local Service,
Network Service) can be selected in advanced

settings for activity control rules.

Added Printer name column to Event log tab.

Implemented security profiles. Now activity con

trol rules can be combined by categories.

File checksums for profile inclusion and exclu-

sion can be configured in settings.

Added details to notifications received from the
server: client GUID, event ID, time value with

seconds.

Name of settings sent from SoftControl Server is|
logged.
"PROTEKSHEN TEKHNOLODZHI, OOO" cer-

tificate is in the whitelist by default (only for new

installations).

Implemented KonBoot defense.

Bug fixes
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Fix SoftControl [SoftControl [SoftControl [SoftControl [SoftControl
Admin  Con-{Server SysWatch [DLPClient  [DeCrypt

sole

Fixed issues with renaming files on USB device

that is included in the whitelist. v
Fixed minor bugs in GUI.
%
Fixed minor bugs in documentation.
% v % v %

Fixed display of text grabbed by the keylogger.

Special features
Installation of the new version fails on Windows 7 and Windows Server 2008 R2 if there is no update

KB3033929 or equivalent (support of the SHA-256 algorithm for digital signature verification).
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Customer support

If you have any questions concerning the installation, setting up and operation of Safe’N’'Sec Cor-

poration products, please contact our customer support by e-mail support@safensoft.com.
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