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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl Endpoint Client (zanee no tekcty — SoftControl SysWatch) npegHasHayeH gns sawmbl
OT HECAHKUMOHMPOBAHHOIO [OCTyrma K WH(OPMAaLUMOHHBIM pecypcam paboumx CTaHumn,

dyHKUMoHVpYowwx nog yrnpasneHem OC cemerictea Microsoft® Windows®.
1.2 Bo3moxHocTH

SoftControl SysWatch saBngeTcsa npoakTMBHbIM CpPeaCcTBOM 3aluTbl, OTHOCALMMCS K Kraccy
cuctem npepoTBpaweHuss BTopxeHu Host Intrusion Prevention System (HIPS). SoftControl
SysWatch aHanmampyeT akTMBHOCTb NPUIOXKeHUI U BIIOKMpYeT onacHble ENCTBUSA, KOTOPbIE MOTyT
NpPUBECTU K HepaboTOCNOCOBHOCTN CUCTEMBI UM opye/noTepe KoHUAEeHUMansHom nHpopmaumm
noneb3oBatens, obecneyvBaeT 3awumTy OT pasnMyHbiX BUooB BpeaoHocHoro [0, ysa3BuMmocTen
"HyrieBoro gHs" 1 Apyrux 4eNCTBUA 3M0YMbI LLITEHHMKOB.
SoftControl SysWatch npegocrasnseT creayrouye 0CHOBHbIE BO3MOXHOCTMU:
* [lpoaktTMBHaa 3awmTta Ha ©0ase 3anaTEHTOBAHHOW TEXHOSIOMMM KOHTPOSS MPUIOXEHWI
V.I.P.O. (Valid Inside-Permitted Operations):
®  OMHAMMWYECKUIA KOHTPOSb LIENIOCTHOCTU — OBHapyKeHMe MonbITOK HECaHKLMOHMPOBAHHOIO
3anycka npoLeccoB 1 6riokupoBKa KX 3anycka 4o TOro, Kak Npouecc MOXeT HaHeCTu Bpen
cucTeMme;
® [OvHamudeckas "necodHuua" — 3anyck noTteHuuanbHo onacHoro MO B orpaHuy4eHHoW
N30 MpPOBaHHOM cpeae;
®  [VHaMW4YECKMUIA KOHTPOSb PECYPCOB — KOHTPOSb AO0CTYNa K hanrioBomn cucteme, Kroyam u
3HaYeHUsIM KIoyen peectpa, BHewHum yctporctBam (USB-Hakonuterm, CD/DVD-aunckn,
LPT- n COM-nopTbl) n ceTeBbIM pecypcaMm (yHKUMM OpaHamayapa) Ha YpoBHe
NPUINOXXEHWUIA.
= ABTOMaTM4eckas HacTpomka (cbop npocuna cuctembl): NpopuMpoBaHNe 3aLyLREMON
CUCTEMbI C Lierblo JarbHEeNWero KOHTPOns LenoCTHOCTU €€ UCXOAHOIO COCTOSAHMS.
* BbIbop pexxmumoB 06paboTkn cobbITUN Ge30NacHOCTH:
®  KMacCUYECKUA (PYYHOM) pexvm, MO3BOSIIOWLMA MOSb3oBaTeENo caMomMy dopMupoBaTh
MNOSMTVKY aKTMBHOCTW, MPUHMMAasi peLleHVMss Mo 3anycky W OrOKMPOBKE MPUIOXEHW

BPYYHYIO;

SSSS————————————e—
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® OKCMepTHbIM (aBTOMaTMYECKUM) pexvMm, B KOTOPOM MporpamMma aBTOMaTU4eCKM
NPUHUMAET peLleHNss OTHOCUTESbHO 3amnycka M OroKMPOBKM MPUMOXEHUW HA OCHOBE
TeKyLLEeN NOSMTUKM aKTUBHOCTU M 3aaHHbIX HACTPOEeK 06paboTKu.
* [mbkKasa HacTpoMKa npaBui aKTUBHOCTM:
® BO3MOXHOCTb 3aaHusA YacCTHbIX MPaBWI 4N OTAESbHbIX MPUIOXEHWN;
® BO3MOXHOCTb 3aJaHvsl UCKIIOYEHUW Mo AOCTyny K (hanroBon cucteme, peectpy n USB-
Hakonutensam ("6enbin cnucok" USB-Hakonutenen);

® BO3MOXHOCTb 3a[aHusi BPEMEHHbIX MHTEPBArioB AeVCTBMA NpaBun JOCTyna K (hannoson
cucTeMe, peecTpy, ceTeBbIM pecypcam n USB-Hakonutensam;

® BO3MOXHOCTb  3afaHus  Y4E€THbIX  3anucen  norb3oBaTerie, Ha  KoTopble
pacnpocTpaHseTcs OAecTBue npaBwuri JOCTyNa K oanroBon cUCTeMe, peecTpy, CeTeBbIM
pecypcam n USB-Hakonutenam.

» XpaHeHue UCTOPUM aKTUBHOCTU NPUIOKEHUM:
®  BO3MOXHOCTb MPOCMOTPA UCTOPUM aKTUBHOCTU OTAENMbHbIX MPUMOXEHWI;
® BO3MOXHOCTb COXPaHEeHuUsi pe3epBHbIX Konui ¢annoB, M3MEHEHHbIX BblOPaHHbIM

NPUIOXeHNEM, 411s UX NOCTeAYILLEro BOCCTAHOBIIEHNS B Cllydae HeobxoauMoCTW.

* AHTMBMpPYCHas 3awmTa: WHCTPYMEHTbl AfA  aHTMBUPYCHOW MPOBEPKM CUCTEMBbI W
oGe3BpexvBaHVa U3BECTHOro BpeaoHocHoro MO (BMpyCbl, TPOSIHCKUME MPOrpamMmbl, YepBMy,
NPOrpaMmbl-LLUNMOHDBI U T.4.) C UCMOSb30BaHMEM aKTyarnbHbIX 6a3 curHaTyp.

* Peructpaums cobbiTun 6€30MNacHOCTU U CTaTyCOB NPOrpamMmMmbl B OTYETbI: COXpaHEHWE
AeTanM3vpoBaHHOM MHpopmaumm o pabdoTte nporpaMmmbl B doanrbl TEKCTOBbIX 0T4ETOB 1 WM.

= CamosawuTta nporpamMmmbil:
® BO3MOXHOCTb YCTaHOBKM MaposfibHOM 3aLLWyThl MHTEpdenca 1 yganeHusi nporpamMmbl;
®  BO3MOXHOCTb BbIKITOYEHUS BHELLHErO JOCTYMA K CUCTEMHOM Criyxbe.

= CoxpaHeHMe U BOCCTaAHOBJIEHWE HACTPOEK MporpamMmbl. BO3MOXHOCTb COXpaHEHUS
pe3epBHON KONUN HACTPOEK NporpamMmmbl AN MX NOCIEeLyoLWero BOCCTaHOBIIEHNA B Crydae
HeobXoaAMMOCTM.

* BoO3MOXHOCTb yAanéHHOro ynpasreHUs: B Cliydae NpUMeHeHUss NporpaMmbl B COCTaBe C
nporpaMmmHbiM  npogyktom  SoftControl  Service  Center, B0O3MOXHO  yganéHHoe
LEeHTpanM3oBaHHOEe YrnpaBfieHne aK3eMmnsipamu nporpamMmbl, HacTpPoOMKa WM MOHUTOPUHN

COCTOSIHMS 3Tl Ha yanax JIBC ¢ nomolubto cpeacTs agMUHUCTPUPOBAHUS.
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BeedeHue

1.3 YcnoBHble 0603Ha4YeHUA U TePMUHbI

1.3.1 O603HauYeHusd

YcrnoBHble 0603Ha4YeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHUsA

i BaxxHas nHdopmaums, npumedvaHue.
Ycrnosue Ycnosue BbINOMHEHUS, NpUMeYaHue, npumep.
— 3arosfioBKM M COKpaLL, eHUs;
O6HOBUTL

— Ha3BaHWS 3KPaHHbIX KHOMOK, CCbIMOK, MYHKTOB MEH0, APYrnX
3M1EMEHTOB NMPOorpamMMHoOro nHtepgenca.

lMonumuka KOHMpPOIiAa

TepMUHbI (onpeaeneHunst);
— MMeHa annoB n opyrux oObEKTOB;
TEKCTbl COOOLL EHUIA, BbIBOAUMBIX MOMb30BATENHO.

C:\Program Files\SoftControl

My k dannam, kaTtanoram, KrnoyYam CMCTEMHOro peecTpa.

pwindir%\system32\msiexec.exe /i

®parMeHTbl NPorpaMMHOro Koda, KOMaHAHbIX Y KOHGMIY paLMOHHBIX

cannos.

<katarnor ycTtaHoBku SoftControl
SysWatch>

Mons ansa 3ameHbl ('pyHKLI,I/IOHaJ'IbeIX Ha3BaHWUN (*BKTI/I‘-IGCKMMM
3Ha4YeHnAMN.

MpunoxeHue -8

Cchbifnkv Ha BHYTPEHHVE pecypchbl (pa3aernbl JOKYMEHTa) C yKasaHUeMm
HOMepa CTpaHuubl N Ha BHewHue pecypcbl (URL-agpeca).

1.3.2 CokpaweHun

B naHHOM OOKyMeHTe yn0Tpe6n$|r0TC$| oe3 pacLwmgpoBKK crieayroupe CokpalleHus:

s TN — rpadnyecknn MHTEpdENC Nofb3oBaTess;

«»+» JIBC — nokanbHas BblYUCIUTENbHASA CETb;

% O3Y - onepaTvBHOE 3anoMyHaloLEee YyCTPOMCTBO;

s OC — onepauuoHHasa cuctema;

+ MO — nporpammHoe obecneyeHue;

%+ YC — ycTponcTBO caMoobCyXmBaHus;

+¢ UM — ueHTpanbHbIn NpoLeccop;

¢ AU — anekTpoHHas uudpoBas Nnoanuch.

ES————————————————— e
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1.3.3 Mnoccapun

Taobnuua 2. Fmoccapumn

Pykosodcmeo nornb3osamerisi
BeedeHue

MpoakTnMBHas 3awmTta

Komnnekc mep no npegoTBpaLL eHVO BPEAOHOCHLIX BO34EMCTBUN, OCHOBaHHbIN
Ha NPEBEHTUBHbIX TEXHOSOMMSIX.

rlpeBeHTI/IBHbIe TEXHOormm

[MNepenoBble TEXHOMOMUN 3aLLUTbl AAHHbIX, B OCHOBE KOTOPbIX JIEXMWT aHanm3
aKTVBHOCTU Ha KOMMbOTEPE NOMb30BATENS: AEACTBUMA MHOOLIX MPUMOXEHWUNA,
cny>6 onepauvoHHON CUCTEMBI, LENCTBUMA NOMb30BaTENSs, aKTMBHOCTU U3BHE U
T.0. B oTnnume ot peakTMBHLIX TEXHOSOMUIA, HA KOTOPbLIX NOCTPOEHbI Takue
CpeAcTBa 3alL UTbl Kak aHTUBMPYCbl U NEPCOHAarbHbIE CETEBLIE KpaHbI,
NPEBEHTVBHbIE TEXHOMOMMM aHANM3NPYIOT HEe KO 0OBbeKTa, a OTCNEXMBAOT
NoTEeHLMAanbLHO onacHble AENCTBUS, BbINOMHAeMble M. CnefoBaTtenbHo,
WHCTPYMEHTbLI NPOAKTUBHOW 3aLlUTbl HE TPEOYIOT HAaNM4YnA 1 NOCTOSTHHOrO
0OHOBrEHNS 6a3 Bpe4OHOCHOro Koga, YTo ABNsieTcs HeobxoaMMbIM ANs
TPaAULIMOHHBIX CPEACTB 3aLlUThl.

MonnTnka KoHTpons

Ha6op npaswusl, HA OCHOBaHWN KOTOPbIX OCYLL eCTBJIAETCA KOHTPOJIb aKTMBHOCTU
I'IpVIJ'IO)KeHVIﬁ M UX aHanM3, a Takxe BbIHOCUTCS 3aKfo4eHne 06 onacHOCTU
NpUNoXXeHuns. MIMeHHO nonuTuka onpegendeT, Kakue OencTsua un KaKyt Ux
nocnegoBaTteflbHOCTL CYUTATL OMACHOWN.

I'Ipanmo KOHTPOJ1A aKTUBHOCTUN

Habop ycnosui, onpegensitoL, nx akTMBHOCTb NPUMOXEHWS, U AENCTBUS, KOTOpble
NPUMEHSIET CPEA,CTBO NPOAKTUBHOW 3aLLUTbl K MPUMOXEHNIO C aKTMBHOCTHIHO,

YO, 0BMNETBOPSIOLLL eI YCIOBUSIM MpaBuna. YCIoBus npasuna onpegenstoT obrnactb
KOHTPONS 1 AeTarnm3npytoT ee (06beKT KOHTPONs, JeNCTBME Haf OOBLEKTOM
KOHTPOrsi, MpUroXeHue, BbINOMHSLL ee JencTBUe U T.4.).

Mpodwmnb cuctemsl

COBOKYMHOCTb KOHTPOSIbHBIX CYMM NMEPEHOCUMbIX UCTOMHAEMbIX MoAyrew (CM.
"goarnosbii gopmat PE") n nyten K HUM B cucteme, nosyyeHHasa B pesyfbTtaTte
aBTOMaTMYECKON HACTpoVikK (c6opa npodmns).

an/I3HaK VMHCTannAaTopa

CneumanbHbIi duiar, AatoLL i MpoLeccy ocobble NpuBUernm no 3amnycky (Cm.
"pexXum yctaHoBku").

Pexnm YCTaHOBKU

Pexum 3anycka npoueccoB 6e3 orpaHW4eHniA, NpyM KOTOPOM MPOUCXOQMUT
MOMeLL eHre MpoLecca 1 BCex ero 4o4epHuX NpoLeccoB B Npodmilb CUCTEMBI,
€CIV OH €Ll e He HaxoaWUTCs TaMm.

Peakt1BHble (CUrHaTypHble)
TexHonornm

MeTog paboTbl aHTMBMPYCHOrO NPOrpaMMHOro obecneyeHns n cUcTem
0o6GHapy>keHWsi BTOPXKEHWI, NpY KOTOPOM MporpaMma B npoLiecce aHanmsa obbekTa
obpalaetcs k 6a3e AaHHbIX M3BECTHLIX BUPYCOB W NMPOBEPSIET COOTBETCTBUE
Kakoro-nmbo yyacTka kofa npocmaTpMBaeMoro o6bekTa M3BECTHOMY Koy
(curHatype) Bupyca B 6a3e faHHbIX.

dannosbii gopmat PE
(NepeHoCHMMBIN NCNOSNHAEMBIN

daiin)

dopmat ucnosnHaembIx gannos, 0ObEKTHOrO Koga 1 AMHAMUYECKUX Gnbnmnorexk,
ncnonb3yembln B 32- n 64-6UTHbIX BEpCUSAX onepaumoHHon cuctembl Microsoft®
Windows®.

XocT

CpencTBo BbIMUCIIUTENBHON TEXHUKK (pabovasi cTaHums / cepBep / TepMuHan
camMoobCny>K1BaHNUs), NOAKIMOYEHHOE K JTOKANbHOWM BbIYUCIUTESNILHOW CETU UK
rnobanbHOWM KOMMbIOTEPHOW CETU.
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TpebosaHusi K annapamHoMy U rpospamMmMHOMY 0becrneqyeHuro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CuctemHble TpeboBaHua SoftControl SysWatch

Ta6nuua 3. MMHUManbHblIe cUCcTeMHble TpeboBaHUsA

YactoTa LI

O6BLEM
o3y

O6BLEM
cBo6ogHoro

NnpocCTpaHCTBa Ha

Paboune ctaHumm / cepBepbil:

Microsoft® Windows® XP (SP2, SP3) x86 (32-bit)
Microsoft® Windows® XP (SP2) x64 (64-bit)
Microsoft® Windows® Server 2003 (SP2) x86/x64 (32-bit/64-bit)

Microsoft® Windows® 10

800 MI'y

800 MI'y

512 Mb

1024 MB

Pabouve ctaHuuu / cepsepbl:

Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)
Microsoft® Windows® 8 / 8.1 x86/x64 (32-bit/64-bit)
Microsoft® Windows® Server 2008 R2

Microsoft® Windows® Server 2012

Microsoft® Windows® Server 2012 R2

Microsoft® Windows® 10 x86

Microsoft® Windows® 10 x64

1My

11y,

1024 MBb

2048 Mb

YcTtponctBa camoobenyXnBaHus:

Microsoft® Windows® XP Embedded (SP2, SP3)
Microsoft® Windows® Embedded for Point of Service 1.0
Microsoft® Windows® 10 (6e3 gucnnes)

Microsoft® Windows® 10 (c aucnneem)

MpumMeyaHve: NoaaepKUBatoTCA BCe NONynsipHble nnatdopMbl Nog
ynpaeneHuem ykasaHHbix OC.

800 MI'y

800 MI'y,

256 Mb

512 Mb

)KECTKOM AMUCKe

150 Mb
+
[ ONONHUTENBHO
ot 120 MB gns
XpaHeHust
aHTMBMPYCHBIX 6a3

S——————
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3. YcTtaHoBKka un Hactpomnka SoftControl SysWatch

SoftControl SysWatch MoxeT BblTb YCTAHOBIEH HA KIMEHTCKME XOCTbl KaK JOKarbHO '+, TaK

OLHVM 113 yaanéHHbIX LeHTPanmM3oBaHHbIX ' cnoco6oB. Beibop noaxoasiuero crnocoba ycTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pa3BepTbiBaHMA.

B pmaHHOM pa3sgene Takke npuBegeHa uHgopmauma no peructpaumm SoftControl SysWatch Ha

cepsepe " SoftControl Service Center.

3.1 JlokanbHafa ycTaHOBKa

[aHHbii MeToa npefnoraraeT fiokarkbHyld YCTAHOBKY 3K3eMMisipa MNPUIOXEHUS Ha Kaabli

KIMMEHTCKMUI XOCT.
BoamoxHbI criegytolpe BapuaHTbl fiokansHon yctaHoBku SoftControl SysWatch:

* B 06bIYHOM PEXUME (C UCTIONb30BAHWEM UHTEpdelica nonb3oBaTtens) ' ;

* B TVXOM pexume '*;

* B TUXOM PEXUME C NPUMEHEHNEM KOHUrypaLWoHHOro daina .

3.1.1 YcTtaHOBKa B OObLIYHOM pexume

1) 3anyctute yctaHOBOYHbIN NakeT SysWatch.msi.
2)B okHe YctaHoBka SoftControl SysWatch Haxmute Ha kHonky [Hdanee (pwvc. 3anyck
Nporpammbl YCTaHOBKM ).

ﬁ)’aﬂﬂonmSoﬂConﬂol SysWatch EI = @

Bac NpUBETCTBYET MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoBkM yeTanoenT SoftControl SysWatch Ha
KOMNBOTEPE, HawmuTe kHonky “Hanee”, ytobel
MPoACMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPa YCTEHOBKH,

Hazan

OTMeHa

PucyHok 1. 3anyck nporpamMmbl YCTaHOBKU

- (W]
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3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO
COrnalleHms 1 HaxMuTe Ha KHorKy [lanee (puc. JTuLeHaoHHoe corratLeHme '2).

‘_'@ Yeranoeka SoftControl SysWatch El; = '@

JInueHznoHHoe cornaleHne

z SoftControl
BHMMaTENEHD NPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLIEH3MOHHOE COMNMALLEHME
1. TlMpegmeTt cornaweHWa

HacToAwee JWUEHSWOHHOE COTNaWeHWe (fanee CoOrMawWeHwWe) ABnAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKAO4EEMBIM  Memgy ObwecTsom  c
OrpaHWY4eHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (ganee -
MNpaeocobnagaTens) U Bamu, SUSHUECHUM AW KPUOMUECHMM AWLOM (aanee -
MoAs30BaTENL), NPEBCMEPHD ENSASKIMM 3KSEMNAAPOM MPOTPaMMHONS
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammyelid npogyxT).
YCTEHaBAMBEA, KOMMPYA, 3arpyitad WM MHeim obpasom  wcnonesyas =

[VIgn

[ [eqyats ] [ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 2. JluueH3anoHHoe cornatueHue

4) Bulbepute kaTanor gns yctaHosku SoftControl SysWatch (¢ nomouwpio kHonkvn U3MeHUTb) u
HaXkMUTe Ha kHonky [lanee (puc. MyTb ycTaHOBKM 2).

‘_'@ Yeranoeka SoftControl SysWatch El; = '@

Koneunas nanka

= 5 SoftControl
HarmmTe khonky "fanee”; 4Tobbl BEINOMHWTE YCTAHOBKY B MNENKEe No yMo. ..

YcraHosuTb SoftControl SysWatch e:

|C:\Program Files (x86)\SoftControl\SysWatch),

MsmeHnTE. ..

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 3. MyTb ycTaHOBKMU

5) Mo ymoryannio nocrnie yctaHoBkn SoftControl SysWatch HaumHaeT cbop npocwuns cuctemsl

(puc. Bkmoyenne_cbopa npoduna '?). Tak kak 3TOT NPOLECC 3aHMMAEeT HEKOTOPOEe BPEMS, Bbl

MO>XeTe (riakoK 1 3amycTuTb c6op npodurst noaxe (cM. pasaen 3anyck no Tpebosarmio ).

-
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ﬁ Yeranoska SoftControl SysWatch EI = .|
BuibepnTe THN yCTAaHOBKH
. SofcControl
YraknTe Hanbonee NoAXoAAWMA TUN YCTAHOBKN
[¥] Brntoam T chiop npodwna nocne yoTaHoBKK,
[ Hazan ][ Lanee ] [ OTmeHa ]

PucyHok 4. BknouyeHue cb6opa npocduns

6) HaxxmuTe Ha kHomnKky YCTaHOBUTL (pyc. [OTOBHOCTL K yCTaHoBKe ).

! ¥eranoska SoftCentrol SysWatch EI = @

Bce roToeo K ycraHoBke SoftControl SysWatch SoftControl

HammuTe kHonky “YCTaHoBuTh , 4Tobkl HEHaTE YCTaHoBKY, HarmmiTe kHonky Hasaa ™,
yTobk MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HakMMTE KHoMKy "OTMeHa",
uTobbl BEIATH M3 MACTEPa.

[ Hazan ” '%'Ec':r.ar.—]bsufg ] [ OTtmeta

PucyHok 5. [0OTOBHOCTb K yCTaHOBKe

7) [loxauTech OKOHYaHWs MpoLiecca ycTaHOBKM (puc. MpoLLece YCTaHoBKU ).

- ® ]
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ﬁ)’aﬂﬂonmSoﬂConﬁol SysWatch EI = @

Ycranoeka SoftControl SysWatch SofcControl

MopowanTe, NOKa MECTEP YCTAHOBKM yCTaHasmmeaeT SoftControl SysWatch.

CocToaHwe:  KomuposaHue Hoskix alinos

Hazan Oanee

PucyHok 6. MNpouecc yctaHOBKU

8) Mocre nosiBrnenua coobweHna YectaHoBka SoftControl SysWatch 3aBeplieHa Haxmute Ha
kHorky FoToBo (puvc. 3aBepLLUeHre YCTaHOBKM ).

ﬁ)’aﬂﬂonmSoﬂConﬁol SysWatch EI = @

YcraHoeka SoftControl SysWatch
3aBeplieHa

HaokmmTe kHonky “ToToBo”, YTobkl BEIATH U MACTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 7. 3aBeplueHue ycTaHOBKMU

3.1.2 YcTtaHOBKa B TUXOM pexume

YcrnoBue: BCe Laru BbINMOMHAKTCS No4 YYETHOM 3anMCbio C NpaBaMmn agMuHUCTpaTopa.
1) CkonmpywTe ycTaHOBOYHbIN NakeT SysWatch.msi B kaTarnor C:\Temp KIMMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows 1 BbINOMHUTE CrieaytoLLyto KoMmaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" /quiet

-— (€ ® ]
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3.1.3 YcTtaHOBKa B TUXOM peXume ¢ NnpuMeHeHueM KOH(puUrypaLumuoHHOro
¢danna

YcroBue: BCe Warn BbINOSHATCA Nog y4ETHOM 3annCbio C NpaBamMy agMUHUCTpaTopa.

1) Mpn TUXOM yCTAHOBKE BO3MOXHO MPUMEHUTb MOMb30BATEMbCKYID KOHUrypaumo (paHee

BbIFPY)eHHble HACTPOWMKM_Mporpammbl >, B npumepe HWwke — Storage.xmlc) wm dain

HaCTPOEK C NapamMeTpamu_MOAKMOYEHVS K YIPaBIstoLLEMY cepBepy (ClientSettings.xmlc) c

COXpaHEHNEM OCTasrbHOM KOHdurypaumm no ymorMaHuio. CKOMMpPyWTE YCTAHOBOYHbLIN MakeT
SysWatch.msi n HeobxoanMbln KOHMOUIypauUoOHHbIN dhann B NpeaBaputesribHO CO34aHHbIN
KaTanor C:\Temp KIMEHTCKOro XocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CrieyroLLyto KOMaHAay.

AJ19 KOHUrypaLumMoHHOro hawnna ¢ norb30BaTesbCKOM KOHUrypaLumen:

Powindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" configfilename="C:\Temp\Storage.xmlc" /quiet]

anA KOH(*)I/IpraLI,I/IOHHOFO (ba|7|na C napamMeTpamMmun noakImoHeHuaA:

Powindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" tsconfig="C:\Temp\ClientSettings.xmlc" /quiet

[Mpumeyanve: B aTom criydae SoftControl SysWatch 6yaet aBTomaTtuyieckmn nepeBeéH B peXumM

ynpasrieHusi ¢ CepaucHoro Lientpa *" no okoHYaHUM yCTaHOBKM.

3.2 YpganéHHas ycTaHOBKa

YpanénHasa yctaHoBka SoftControl SysWatch nogpasymeBaeTt LeHTpanM3oBaHHO ynpaBrsieMyro
YCTAHOBKY KIMEHTCKMX MPUIOXEHW Ha rpynmny XOCTOB, OObeAVHEHHbIX B OAHYy ceTb. Bbibop
OnpedenéHHoro BapuaHTa YCTaHOBKM 3aBUCUT OT crnocoba opraHusauum ceTu, Ha KOHEYHbIX
TOYKax KOTOpPOW mpednoriaraeTcs pas3BépTbiBaHME KIMEHTCKUX NpurioxeHun (paboyasa rpynna,

,EI,OMeH), M UCnoJib3yeMbliX cpencts aaAMUHUCTPUPOBAHUA.

BoamoxHbl  criefytoupme BapuaHTbl  yOoanEHHOM LieHTparm3oBaHHOW YycTaHoBku SoftControl
SysWatch:

® yepe3s JOMEHHYIO FPYMMOBYIO MOSMTUKY ° ;

® C MOMOLLBIO YTUINTbI YAAMEHHON MHCTAMmsILN 2 ;

® CTOPOHHMMUM cpeacTBaMn agMUHUCTPUPOBAHUA % .

-_— (W]
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3.2.1 YcTtaHOBKa Yepe3 AOMEHHYIO rPynnoBYHO NOSIUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunmncTpupoBaHve) meHto Start (Myck) B OC koHTposiepa JOMeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeHi0 U Bblibepute nyHKT New

Organizational Unit (puc. Co3aaHve HOBOro nogpasaeneHns JomeHa o).

-18ix]

File Action View Help

L sl I AENEI

51 Roles local

=] ﬁ:j Features Mars.local

Bl |2 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhertance I Delegation | More Actions 3
=] _ﬁ Forest: Mars. local
; | Link order = [ GFO | Erforced | Link E
1 ] Defautt Domain Policy Mo Yes

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

5t Group Block Inheritance

& WMIF - —

3 Starter Group Policy Modeling Wizard. ..
[ Sites New Organizational Unit

s Group Policy M
& Group Policy R
i Diagnostics

i’& Configuration e
(ﬁ Storage Active Directory Users and Computers...

Search...
Change Domain Controller...
Remove

View »

Refresh

Properties

Help

1| |
Create a new Organizational Unit | |

PVICYHOK 8. Co3paHue HoBOro nogpas3geneHnsa goMeHa

3) B ananorosom okHe New Organizational Unit 3agante nma (Name) HoBoro nogpasgenenus u

HaXkMUTe Ha kHonky OK (puc. 3afaHue uMeny noapasgenerns ).

New Organizational Unit x|

Mame: ISuﬂware deploymert]|

ok |  Cancel |

PucyHok 9. 3agaHne nmeHu noapasaeneHus

4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains
— <UMAl AOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHI CO3[aHHOro nogpasgerneHus n Bblbepute

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHve_HoBoro o6bekta

rPYNMOBON MOMMTUKN ° ).

- ® ]
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F,: Server Manager 1= x|
File Action View Help

I EEEREL G

5 Roles
El 5| Features Mars.local

[ | Group Policy Management
= _ﬁ Forest: Mars.local
B [£% Domains
B 3 Mars.local
i/ Default Domain Policy

Linked Group Policy Objects |Gmup Policy Inheritance | Dielegation | More Actions »

Link Order = | GPO | Erforced | Link E
1 =/ Default Domain Policy Mo Yes

] Create a GPO in this domain, and Link it here...
5 WML Filters Link an Existing GPO. ..
) 5]l Starter GPOs Block Inheritance
@ Sites : —
5% Group Policy Modeling Group Policy Modeling Wizard...
& Group Policy Results MNew Organizational Unit

ﬁ Diagnostics —
jﬁ Configuration

Rename
=5 Storage
& “ Refresh

Properties

Help

4 o
Create 3 GPO in this domain and link it to this container | |

PucyHok 10. CozgaHne HOBOro o6bekrTa rpynnoBor NOSIMTUKKU

5) B ananorosom okHe New GPO 3apaite umss (Name) HoBoro o6bekta 1 HavarnbHbli 06bekT
rpynnoson normtukn (Source Starter GPO), ecrm TpebyeTcs HacrnegoBaTb CBOWCTBA OT
"LWaBroHHOW" rpynnoBOK NOMUTVKM B HOBOM O06bekTe, nocre 4ero Haxmure Ha kHonky OK (pwc.
3agaHvie MEeHM 1 HavarnbHoro 06LEKTa rpyNMnoBON MOMMTUKM ).

mewcro x|

Mame:

IDients deployment|

Source Starter GPO:

I{nnne} j
ok |  Cancel |

PucyHok 11. 3apaHne UMeHM U HaYanbHOro o6bLeKTa
rpynnoBoMn NONMUTUKK

6) PasBepHuTte cosgaHHoe noapasaerieHne, Bbi30BUTE KOHTEKCTHOE MEHI0 CO3[4aHHOro oGbekTa

rpynnoBon nosmtukn u BbiGepute nyHkT Edit (puc. PegaktupoBaHve o6bekTa rpynnoBowu
normTvkn 7).

- (W ]
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E: Server Manager

=18
File Action View Help
€= | 2m0 [ XE s Bim
T Server Manager (DEV-03) Software deployment Actions
B Roles
L Software deploy... &
El ] Features Software deployment oy
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B & Domains Link Order ~ | GPO | Erforced | Link E
El 4 Mars.local 1 Efgclienls deployment Mo Yes
i/ Default Domain Policy

2 | Domain Controllers

=]

"3 WMI Filters Enforced

1] Starter GPOs v Link Enabled

_E Sites Save Report...
§E& Group Policy Modeling
' Group Policy Results Delete
i Diagnostics Rename
jﬁ Configuration Refresh
23 storage
Help
4 o

Open the GPO editor [ [
PucyHok 12. PegaktupoBaHue o6beKkTa rpynnoBoOM NOSIMTUKN

7) B oTkpbiBLIEMCA OKHE ocHacTkm Group Policy Management Editor (YnpasneHnve rpynnosou
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —

Software installation, BbI3oBUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(pvic. [Jo6aBneH1e HOBOro NaKeTa yCTaHOBKM ° ).

E Group Policy Management Editor
File Acton View Help

&= H[mE d= 05
_.EI Clients deplayment [DEV-09.MARS.LOCAL] Palicy
= & Computer Configuration
B [ Polices
=[] Softw

=10l

Version | Deployment state |Souroe |

There are no items to show in this view,

| Administrative Template:

| Preferences
B ## User Configuration Paste
:JPD“UES Refresh
| Preferences Torilsi
Properties
Help
I — I

|adds a package. |

PucyHok 13. lo6aBneHne HOBOro nakeTa ycTaHOBKM

8)B oOTKpblBLEMCHA AOManoroBoM OKHe Bblbepute naket yctaHoBkn SysWatch.msi,

-_— (W]
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PacnosioXXeHHbI Ha CEeTEBOM pecypce, AOCTYNMHOM Ans KIMEHTCKUX XOCTOB, Ha KOTOpble
npegnoraraeTcsl NPOU3BECTU YCTAHOBKY, N HaXXmuTe Ha KHonky Open (OTkpbiTb) (puc. Beibop

nakeTa ycTaHoBKku '°).

[ 5
e ~
|°\ )v| .~ Computer ~ Local Disk (C:) ~ share - & I Search share [ﬂ‘
Organize ¥  MNew folder ==+ O @

¢ Favorites Mame “ | Date modified | Type
Bl Desktop ﬁ?ﬂ SafenSoft_DLP_Client 3/1/2015 11:43 PM Windows Ins
4 Downloads 18 safensoft_SysWatch 3/1/2015 11:48PM  Windows Ins

1=l Recent Places

4 Libraries
3 Documents
J‘. Music
&=/ Pictures

E Videos
1M Computer
&‘! MNetwork

2l | ol

File name: ISafenSof‘t_S}rSWatch j IWindows Installer packages (*.rj

Open I Cancel |

4

PucyHok 14. BbIGop nakeTa ycTaHOBKM

9) B cnyyae nosiBneHust npepynpexaenvsi, 4ONONHUTENBHO yoeauTech, YTO BbliOpaHHbIA nakeT
YCTaHOBKM OOCTYNEH yAanéHHbIM KIMEHTCKMM XOCTaM MO CeTW, U HaXmuTe Ha KHorky Yes

(pvic. MpeaynpexaeHre Npu BbIGOpe MeCTOHAXOXAEHWS NakeTa YCTaHoBKM ).

C\share\safenSoft_SysWatch.msi il

Cannot verify path is a network location, I this package is not
», available from a network share, dients will not be able to install it.
Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. NMpepynpexaeHue npu Bbibope MeCTOHaXoXaeHUs
nakeTa yCTaHOBKM

10) B puwanorosom okHe Deploy Software Bbibepute meton passeptbiBaHus Assigned u

HaxxmuTe Ha kHonky OK (puic. Bbibop MeTofa pasBépThiBaHUS NPUNOXEHUS ).

- ® ]
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x
Select deployment method:
= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkm Group Policy Management Editor (YnpasreHve rpynnoBoOn NOSMTUKON)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nNyHKT Properties (puc. IameHeHne

CBOVCTB pa3sB&pTblBaHWA NPUNoXeHuii 2°).

B Group Policy Management Editor i =] 3

File Action View Help
&= |3nlEdE HE
_.,' Clients deployment [DEV-09.MARS.LOCAL] Policy | Name =
(=l & Computer Configuration [ safenSec SysWatch 3.10 Assigned Ci\share\SafenSoft_SysWatch.msi
= [ ] Polices
= | Software Settings
Software installation
| Windows Settings MNew 3
| Administrative Template:
_| Preferences
=] ﬁ?J User Configuration Pasta
| Policies Refresh
_| Preferences

e

Export List...

I ]

|Open5 the properties dialog box for the current selection. | |

PucyHok 17. UsmMeHeHUe CBOUCTB pa3BEépTbiBaHUA NMPUIIOKEHUN

12) B nosiBvBLIeMCA OKHe HacTpoek Software installation Properties nepengute Ha BKragky
Advanced, yctaHosute cdrnaxok Uninstall the applications when they fall out of the scope
of the management, ecrm TpebyeTcs yganaTe NPUIOXKEHUS, KOrga npekpaligeTca genucTeue

3a[laHHOW rpynrnoBOM MOSUTUKUA B OTHOLLEHUM KIMEHTCKUX XOCTOB, N doriaxok Make 32-bit X86

————.
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Windows Installer applications available to Win64 machines, ecrm npegnonaraetcs
yCTaHOBKa Ha KrmeHTckme xoctbl ¢ OC, mmetowen 64-6utHyio paspsagHocTe (puc. CeoricTBa
pa3BépTbiBaHUS NpUNoXeHUi 2. [Ina BCTYNMEHUs U3MEHEHWIN B CUMY HaXXMUTE Ha KHomnKy OK.

‘General Advanced I File Extensions I Categories |

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on 64-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
management.

™ Include OLE information when deploying applications.

32+bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win&4 machines.

[~ Make 324it X86 downdevel (ZAP) applications available to
Win&4 machines.

oK | Cacel | Appy

PucyHok 18. CBoncrtBa pa3BépTbiBaHUA
NPUNOXeHun

13) B okHe ocHacTkn Group Policy Management Editor (YnpaBrneHue rpynnoBon NOSMUTUKOMN)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, B cnucke ycTaHaBMBaeMblX NPWIOXeEHUA cnpaBa Bbibepute Tpebyemoe
NPWIioXXeHne, BbI30OBUTE KOHTEKCTHOE MEHK M Bbibepute nyHKT Properties (puc. 3meHeHve

CBOVCTB pa3BépThbiBAHWA KOHKPETHOrO Npurioxenus ).

- (A ]
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B Group Policy Management Editor ' =loix|
File  Action View Help
&= | 27[mE dl= |85
_.EI Clients deployment [DEV-09.MARS.LOCAL] Palicy
= & Computer Configuration Safef atc 5: ft_SysWatch.msi
Bl [ Policies v futo-Tnstal
=[] Software Settings fssian
Software installation Publish
| Windows Settings _
| Administrative Templates: Policy defini All Tasks +
" | Preferences
B ## User Configuration T
7 eoces
| Preferences =
Help |
I — I
|Open5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus

14) B nosiBMBLLEMCSI OKHE HacTpoek nepeunaute Ha Bkragky Deployment v yctaHoBuUTE (oriaXok
Uninstall this application when it falls out of the scope of the management, ecrm
TpebyeTca yaansaTb JaHHOE NPUNOXeHWe, Korga npekpalieTca AecTBue 3aaaHHON rpynnoBom

NOJIMTUKN B OTHOLLEHUN KIMMEHTCKUX XOCTOB (pVIC. CBolcTBa_pa3BepTbiBaHNA KOHKPEHTHOIO

npuroxenvsi ).

Safe'n'Sec SysWatch Properties e e

"General  Deployment | Upgrades I Categories I Modifications I Semrit)'l

r Deployment type
' Published
' Assigned

r Deployment options
V| Auto-ristallthiz application by file extension activation
¥ Uninstall this application when it falls out of the scope of

management

= Do nat display this package in the &dd/Femoye Programs contol
parel

= Irstall this application &t lagon

r Installation userinterface options
{7 Basic

&t aimum

Advanced... |

ok | cancel | Appy

PucyHok 20. CBoicTBa pa3BepTbiBaHUSA
KOHKPEHTHOro NpunoxeHus

e N—————————————,
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Haxwvute Ha kHorky Advanced v B okHe Advanced deployment options ycraHosute
drnaxok Make this 32-bit X86 application available to Win64 machines, ecmu
npegnoraraeTcsl yCTaHOBKa Ha KrMeHTckme xocTbl ¢ OC, umetrowen 64-6utHyto paspsgHOCTb

(puc. JononHutenbHble_ceoiictea 2*). [InA BCTYNNEHUS USMEHEHU B CUMY HAXKMUTE Ha KHOMKY

OK B 0601x OKHax HaCTPOMKM.

Advanced Deployment Options =

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

[V Make this 32-bit XB6 application available to WinG4 machines.

™| Include OLE clags and product infarmation.

r— Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZBD1 1ASE}

Deployment Count: 0

Script name: “Mars local’ SysVol'Mars local\Policies
“{36B7ETC3-CO39-45CC-AFOA-03ETCERASSRD}
“Machine"Applications
“{AADDI5EF-7BE6-4014-B93C-93115FDFDTEF} aas

oK I Cancsl

PucyHok 21. lononHnTenbHble CBOUCTBA

15) 3akpowre okHa ocHacTok Group Policy Management Editor n Server Manager v otkpoute
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBaterm u
KOMMbloTepbl) u3 pasgerna Administrative Tools (AgmuHnctpuposaHune) meHio Start (IMyck).

16) PasBepHute pasgen <umsa gomeHa> n Bblbepute pasgen Computers (puc. [lepeyeHb

XOCTOB foMeHa *%).

—————.
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B Active Directory Users and Computers i i ] 4

File Action View Help

e ME 4 RE = BHE(BRETID

: Active Directory Users and Comput | Name | Type | Description |
| saved Queries i DEVOL Computer
= &4 Mars.local M DEVD2 Computer
_ Builtin lDEVD3 Computer
.—_ Computers Computer
::_ Dom..ain Contr.ollers ) Tre
-t ForelgnSecurlt.y'Pr\nupals 1 DEVOS Computer
- Managed Service Accounts {EiDEVD7 Computer
2| Software deployment =
= Users (%= DEVDS Computer
1% DEVo9 Computer
Computer
1ADEV1L Computer
1A DEV1Z Computer
i&DEV13 Computer
1ADEV14 Computer
1A DEV1S Computer

KN — o
| |
PucyHok 22. lNepeyeHb XOCTOB AOMEHa

17) Bblgenure B cnMcke XOCTOB AOMEHHOM CETU Te, Ha KOTOpble npennoriaraeTtca ycTaHoBKa
KIMMEHTCKUX NPUIOXeHun, 1 nepemectute nx B pasgen Software deployment. B noasuBsLiemcs

OKHe npeaynpexneHus Bbibepute BapuaHT Yes (puc. MpeaynpexaeHne npy nepeHoce XoCToB

B Apyroe nogpasaenenue ).

Active Directory Domain Services x|

Moving objects in Active Directory Domain Services can prevent your existing
h system from working the way it was designed. For example, moving an
—  organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU,

Are you sure you want to move this object?

[” Don't show this warning while this snap-n is open.

Yes | Mo I

PucyHok 23. lNMpeaynpexaeHue nNpu nepeHoce XOCTOB B Apyroe
noapasgeneHue

18) Otkpowre pasgen Software deployment n ydeaurecb, 4To HeOGXOaMMbIE KIMEHTCKME XOCTbI

pacrorioxeHbl B MepeyHe KOMMbIOTEPOB AaHHOTO noapasaeneHvst (puc. MepeyeHb XOCTOB
nogpasgenenvs 2*).

- (& ]
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ive Directory Users and Computers =
Active Directory U v G ut Oj x

File  Action View Help
e=2@ 40 XEc=BEA TS
: Active Directory Users and Comput | Name | Type | Description |
__' Saved Queries 1% DEVD4 Computer
El &3 Mars.local 1 pEVDS Computer

_| Buitin & DEV10

_| Computers

2 | Domain Controllers

_| ForeignSecurityPrincipals

) Managed Service Accounts
9l Software deployment
| Users

Computer

K — i
| | |
PucyHok 24. lNMepeyeHb XOCTOB noapa3saeneHns

19) Mo ucteyeHn nHTepBana OBHOBMEHWUA rPYNMNOBbLIX MOMMUTUK (AaHHBbIN NapameTp 3aBUCUT OT
HacTpoek Active Directory) cosgaHHas noOfmMTUMKA MPUMEHSIETCA K KIMEHTCKMM  XOCTaM.
YcTaHoBKa BblIOpaHHbIX MpUIoXeHW ByaeT npousBeneHa Mnocrie odYepedHoro nepesanycka
KIMMEHTCKMX XOCTOB. [1511 MTHOBEHHOIO MPUMEHEHU CO34aHHOW rpynrnoBOWN NOSMTUKL 3anycTuTe
KOMaHHy0 CTPOKY OT MMEHWN aJMUHUCTPaTOPa Ha KIIMEHTCKOM XOCTE U BbINOSHUTE CrieyHoLLyo
KOMaHay:

gpupdate /forcs

Mo OKOHYaHMK BLINOSIHEHUA KOMaHAbI noarsepaute nepes3arpy3ky CUCTemMbl KomaHoon Y ans

npyMeHeHusi OBHOBIIEHHOW rpynnoBoM normTukM  (puc. PydHoe  obHoBreHve rpynnosBowu

nonmTuky 2*).

R N————,
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Bl Administrator: C:\Windows\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76011]
Copyright <(c) 2009 Microsoft Corporation. All rights reserved.

m | »

C:=“UserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely before the next startup or logon for this user. and this may result in sl
ow startup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only »un during startup.

OK to Restart?. (Y- M)y

PucyHok 25. PyyHoe o6HOBRNeHue rpynnoBor NOMMTUKMU

3.2.2 YcTtaHOBKA C NOMOLbLI YTUNUTbI YAANEHHON MHCTaNNALUN

® JlaHHbIV CcNocob YCTaHOBKM paccyuTaH Ha criydaun, B KOTOPbIX YyCTaHOBKa Yepes rpynrnoBble
NOJMTVKM JOMEHA HEBO3MOXHA, HAaNpPUMep, Koraa CeTb M3 3aLMLLaeMblX KOHEYHbIX TOYEeK

opraHusoBaHa B pabouyto rpyny.

YTuruta KomMaHgHOW CTpokuM Srvrimp.exe noctaBngeTtcsa ¢ SoftControl Service Center wu
npeaHasHavyeHa Ons yaanéHHOM YCTaHOBKM KrmeHTckux npurnoxeHnin SAFE ‘N SEC Corporation.

YTunuta pacnoroxeHa B KaTariore yctaHoBKku komrnoHeHTa SoftControl Server.

[na yCI'IeLIJHOI7I YCTaHOBKM Ha y,EI,aJ'IéHHbIX XOCTax AOOJPKHbl BbIMOJIHATLCA MNMPUBEOEHHbIE HWKE

yCroBusi.

YcnoBua ycTaHOBKU
* Ha cepBepe u yaanéHHbIX KOHEYHbIX TOYKaX CyLLEeCTBYET YYETHAs 3anncb Mofib3oBaTens
C npaBaMn agMuUH/ACTpaTopa W Haxogsdweroca B rpynne AAMUMHUCTPATOPbI

(Administrators), c 0gHUM 1 TEM Xe FIOrMHOM U NapOosieM.

= 3anyLeHbl 1 paboTatoT criyxbbl OC:
1) YoanéHnHbil peecmp (Remote Registry);
2) Y0anéHHbIU 8bi308 ripoyedyp (RPC);
3) Jlokamop ydanéHHo20 8bi308a npouedyp (RPC Locator);

4) MIHcmpymeHmapul  ynpaeneHusi Windows (Windows Management

—————.
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Instrumentation).

» CuctemHas cnyxba Ycmanoswiuk Windows (Windows Installer) He oTknioyeHa u He

3abrnokmpoBaHa.

» OTkpbIT goctyn Kk obuwmm pecypcam \\host\C$, \\hosNADMIN$ Ha 4TeHue, 3anucb U
yoaneHve.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownte ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) MNepewngute Ha Bknaaky Bua (View).
3) Otknounte onumo Ucnonb3oBaTb NpocTon obwumm goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:

1) OTkpownte ocHacTky MapameTpbl nanok (Folder options) NaHerm ynpasneHus

Windows.

2) MNepewngute Ha Bknagky Bua (View).

3) Otkmounte onumio Ucnonb3oBaTtb macTtep obwero poctyna (Use Sharing
Wizard).

4) Otkponte ocHacTky [lapameTpbl ynpaBneHUsi Y4YeTHbIMU 3anuUCcAMM
nonb3oBatenen (User Account Control Settings) MNManerm ynpasnenna Windows.

5) OTKMtoUMTE KOHTPOSb YYETHBIX 3anuCel, BbLICTABMB MMOSBYHOK C YPOBHEM
onoseLeHms B nonoxeHne Hukorpa He yBegomnaTb (Never notify).

6) OTkpouTe crieaytoLLmin pasgen CUCTEMHOMO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO yKa3aHHOro pasgernia peectpa Bblbepute komaHgy Cosaatb

(New) — Mapamerp DWORD (DWORD Value) v BBegute wums
LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

8) B KOHTEKCTHOM MEHI0 CO34aHHOro napameTtpa Bbibepute komaHgy U3meHUTb
(Modify) n B nosisnsLiemcs okHe Beeaute 1 B none 3HadveHune (Value data), nocne
yero Haxkmute Ha KHornky OK.

9) lNepesarpyaute cuctemy ansa BCTYNNEHNA U3MEHEHWIA B CUIY.

= BkroyeH O6LLI|/II7I AO0CTyn COo crieayroupmMmn napamMmeTpamMn.

- (& ]
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Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

1) Otkponite LleHTp ynpaBneHus cetamu u obwum goctynom (Network and

Sharing Center) NaHerm ynpasnenua Windows.

2) Ybegutecb, YTO XOCT MMEET Creaylolee CeTeBOe pasMelleHve: ana pabdoyen
rpynnbl — JlomawHsAn cetb (Home network) nnm Paboyvas cetb (Work network),
ana gomeHa — flomeHHas ceTb (Domain network). [na nameHeHus Tuna cetu
Ha>KMUTE Ha CCbIfKY C Ha3BaHVWEM TEKyLLEro CeTeBOro pasMmeLLeHus.

3) Haxxmute Ha ccbiiky U3MeHUTb [ononHuTenbHble napamMeTpbl obuero
poctyna (Change advanced sharing settings) n passephute npodune A5
TEKYLLEro CeTEBOro pasMeLLeHns.

4) B pasgene Oowun pgoctyn K c¢pannam n npuntepam (File and printer sharing)
BblOepuTe onumio BknounTb obwmnmn aoctyn K channam n npuHtepam (Turn on
file and printer sharing).

5)B pasgene MoakntouveHusa pomawHen rpynnbl (HomeGroup Connections)
Bblbepute onumo WMcnonb3oBaTb Yy4yeTHble 3anucu nonb3oBaTenevm u
naponu ansi NoAKMYeHUA K Apyrum komnorotepam (Use user accounts and
passwords to connect to other computers).

6) Haxkmute Ha kHorky CoxpaHuUTb u3MeHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOVHOE HaXkaTue NIEBOW KHOMKOW MbILM Ha 3HA4Ke ceTu B obractu

yBe4OMIIEHUNA.

2) Haxxmute npaBom KHOMKOW MbILLKM HA MIMEHWN CETU B MOSIBMBLLEMCS CMIUCKE crpaBa U
BblGepute NyHKT BknovyeHue u oTknoveHmne obuwero gocrtyna (Turn sharing on
or off).

3) Bbibepute BapuaHT [a, BKNHO4YUTb OOWMM AOOCTYN M NOAKIOYEeHMe K
yctpouctBam (Yes, turn on sharing and connect to devices).

4) Otkponte LleHTp ynpaBneHus cetamu u ob6wmm poctynom (Network and
Sharing Center) Nanerm ynpasnenua Windows.

5) Haxxmute Ha ccbinky U3MeHUTb pononHuTenbHble napamMeTpbl obuwero
poctyna (Change advanced sharing settings) n passepHute ceteBon npourb
YacTtHas (Private).

6) B pasgene O6wun goctyn Kk dannam u npuHtepam (File and printer sharing)

BblOepuTe onumio Bknountb o6wmmn goctyn K ¢hannam n npuHtepam (Turn on

R N—————.
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file and printer sharing).

7)B pasgene MoakniouveHua pomawHen rpynnbl (HomeGroup Connections)
Bbibepute onumo WMcnonb3oBaTb Yy4YeTHble 3anucu nonb3oBaTenem u
naponu ans noaknyYeHus K agpyrum komnbrotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuTb nameHeHus (Save changes).

» [1pu BKMO4eHHOM BpaHamayape Windows paspelleHo Bxoaslee ceTeBoe NnoakrtodeHue
K cryxbe O6wmn goctyn K coannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpowite 6paHamayap Windows.

2) Boibepure Bknagky UcknrouveHus (Exceptions).
3) JobaBbTe B uCKMoYeHUs (ycTaHoBuTe dhriaxok y npasura) O6wuu aoctyn K
cdannam u npuHTepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft®l Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) Otkpowre 6paHgmayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpbl (Advanced settings).

3) Beibepute MpaBuna ansa Bxoaawmx nogkntoydeHun (Inbound Rules).

4) Bkrouute npaswio O6wmn goctyn K dannam v npuHtTepam (Bxoaswuu
Tpacdhuk SMB) (File and Printer Sharing (SMB-In)) ans npodwuna ton cetu, B

KOTOPOM HAXOOUTCA XOCT.

» B ocHacTke AgmuHuctpupoBaHue (Administrative Tools) — JlokanbHas nonuTuka
6e3onacHocTu (Local Security Policy) Manerm ynpaenenns Windows BbICTaBIEHbI
cregyroupe napametpbl: JlokanbHble nonutukn (Local Policies) — [MapameTpbl
6e3onacHocTn (Security Options) —» CeTteBoM pocTtyn: Moaenb COBMECTHOrO
pocTtyna u 6e3onacHoOCTU AnAa nNokKanbHbIX Y4€THbIX 3anucen (Network access:
Sharing and security model for local accounts) — O6bl4yHas - nokKanbHble
nonb30BaTenu yaoctoBepsaroTcA Kak oHu camum (Classic - local users authenticate as

themselves).

ﬂapameprl 3anyckKka yTUInuTbl

-
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MapameTpbl, NPUHUMAEMbIE YTUMATON yaaNEHHON MHCTarr\LMm, onucaHbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h KpaTkasi cnpaBka no npuHMMaembiM NapaMeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHund obsA3aTenbHbIX

- N -
Kno4yen n nx 3Ha4eHnn, onncaHHbIX HMXe.

Nms nonb3oeaTtens, UMeloLLero npasa agMuHUcTpaTopa Ha

—-login=<ums> R
yAanéHHoM XocTe.

Maporb nonb3oBaTtens, MMeloLL ero npaesa agMUH1MCTpaTopa Ha

--password=<mnaporsib> B
yAaneHHoM XocTe.

MyT Kk nakety yctaHoBku SoftControl SysWatch. Ecnn dpann
--client="<nyms K ycmaHosuwWuKy>" pacnonoXeH B Karanore, OTKyJa BbI3blBaeTCA yTUNUTA,
[0nycKaeTcs ykasblBaTb TONbKO UMs darina (6e3 kaBblvek).

MyTb K KOHGMIy paLMOHHOMY doariny HacTPOEK COeANHEHMUS C
ynpaBnsioLw, um cepepoM. TpebyeTca Anst aBToMaTM4ecKom

--config="<nymsp K ¢palry nogauu 3anpoca Ha peructpaumio 3! Ha cepsepe SoftControl
KOHgbuaypauyuu>" Senrver nocre okoH4YaHUst ycTaHoBkW. Ecnn dpann pacnonoxeH B

KaTanore, oTKyAa BbI3bIBAETCS YTUIUTA, AOMNYyCKaeTCsl ykasbiBaTb
TONbKO UMs davina (6e3 KaBblyek).

Cnncok NetBIOS-MMEH yaanéHHbIX XOCTOB, Ha KOTopble

--hostnames=<ums 1> <ums 2>...<ums N> ..
TpebyeTcsa Npom3BECTM YCTAaHOBKY, pa3aenéHHbiX npobenamu.

[onyckaeTcs Takke 3arnyck yTunuTbl 6e3 ykasaHusi UMEH KIoYel, pacrosioxvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <ums> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHourypauum>" <uma 1> <uma 2>...<uma N>

® Ecrwm Tpe6yeTc;| YCTaHOBUTb KIMEHTCKUA KOMMOHEHT B TOM YKCrie U Ha cepBep, TO

yTunmMTa gosrkHa 6biTb Bbl3BaHa M3 koMaHaHon cTpokm Windows, 3anyLieHHOM ¢

npaBaMu agMuUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenve Installation successfully

completed on host <ums xocma>.

3.2.3 YcTtaHOBKa CTOPOHHUMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

Ona ypnanénHon yctaHoBkum SoftControl SysWatch moryt npMmMeHATbCs CTOPOHHME CUCTEMBI
ynpasnenus [T-uHppacTpykTypon, Hanpumep, Microsoft® System Center Configuration Manager
(nanee — MS SCCM). MeToguka ycCTaHOBKM B [aHHOM Crydae onpegenseTrcs ucxoga u3

KOHKPETHOW CUCTEMbI U MPUHATLIMM B HE criocobamm pacnpoCTpaHeHUs MAKeTOB MHCTarvIA LMW,

— &
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3.3 PerucTtpauus Ha cepBepe

SoftControl SysWatch sBnseTtcs KnimeHTCKMM KOMMOHEHTOM 1 cnocobeH paboTaTb Kak aBTOHOMHO,
Tak n B pexume yaanénHoro ynpasrneHnusa ¢ SoftControl Service Center («CepBucHoro LieHTpay).
Urobbl nogkmountb  SoftControl  SysWatch k  CepsucHomy  LleHtpy, HeoGxogumo
3apeructpypoBatb ero Ha cepBepe SoftControl Server. [Ina 3Toro BbIMOMHUTE Ccriegylouye

JencTBus:

1

1) Nepeseaute SoftControl SysWatch B pexxum_yaanéHHoro ynpasrnenus ** B HacTponkax

nporpamMmbl.

2) MNpumeHnTe  3aumpoBaHHbIM _ KOH(PUrypaLUMOHHbIN  dhann =X C  HacTpoukamu

NMOAKIMOYEHUST K CEPBEPY.
3) NogTtBepante peructpaumto B koHcorm ynpaerieHuss SoftControl Admin Console Ha
BKnagke YcTpouctBa M ctatycbl (CM. OOKYMeEHT «PykoBOACTBO agMuHMCTpaTtopa

SoftControl Service Center»).

-,
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4. JlokanbHas paboTta ¢ SoftControl SysWatch
B paHHOM pasgene npuBeneHbl MHCTPYKLUMM MO flokanbHoW pabote ¢ OCHOBHbIMU (OYHKLMAMM
SoftControl SysWatch.

4.1 Untepdenc SoftControl SysWatch

"paduyeckmin nHtepdenc nonbsosartensa (FMIM) SoftControl SysWatch coctasnswoT criegytoume

OCHOBHbI€ 3JIEMEHTbI:

= 3Hayok B 06racTi yBegomneHn > (nos. 1 Ha puc. Hke %);

= KoHTekcTHoe MeHio > (no3. 2 Ha puc. Huxe >2);

= [laHerns ynpasneHus ** (nos. 3 Ha puc. Hke *2).

E SoftControl SysWatch

CraTyc 3aWuThl

Crartyc
Mposepka
P S OMNBHOTED 3ALLALLEH
JNuueHzna o+ Npunokenus

MomMowe v Nnoaoepxra J alinosan cucrema
+f CucTemHeii peectp

+f Cems

38pErUCTPUPOBAHE NPUAOHEHWI

[loBEpeHHEIE NPUACKEHWA
OrpaHU4eHHbIE NPUADKEHUS
3abnoKMpoBaHo NpUNOKEHUIA

MocneaHuil MHUWAEHT

MNoapobHo
Hactpoiika

SoftControl SysWatch

Hactpoiika

MonuTuka KOHTpOAR
rlpOLl.ECCbI W NPUNOXEHNA
Mpoeepka

OBHoBneHNE

OTyetsl

BBIKNOYMTE 3ELLMTY

O nporpamme

OroBpakaTte 3Ha40K Nporpammel
Aseik nnTepdeiica

Bexog

18:47
27.09.2006 |

GURDOY SO )

PucyHok 26. dnemeHTbI UHTepd eca nporpamMmbl

——————.
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4.1.1 3Ha4yok B obnactu yBeaomMneHumn
Mocrne yctaHoBku SoftControl SysWatch ero 3Ha4ok nosisrnsietcss B 06ractn ysegoMreHn naHenm
3agad Microsoft® Windows®.

3Hauyok siBnsieTcst UHaMKaTopom paboTbl NpunoxkeHusi. OH OTpaXkaeT COCTOSIHVE 3alMThl, a Takke

nokasblBaeT psg OCHOBHbIX AEVCTBUM, BbINOMHAEMbIX NPUIOXeHeM (Tabn. 5).

Tabnuua 5. CocTosiHUA nporpamMmbl
CocTosiHne nporpamMmmbl

™ 3alymTa BKNoYEHa (akTMBHA 3aLyuTa Kak MMHUMYM OfHOM 061acT KOHTPOns).

Ls 3alluTa BbIKMOYEHa.

s BbinonHsieTcs aBToMatMyeckasi HacTPoViKa/aHTMBUPYCHOE CKaHMPOBaHME.

* BbinonHsaeTcs o6HOBRNEHWE NporpaMMHbIX MOAYen u/unn aHTMBUPYCHbIX 6a3.

Takxke 3Ha4yok obecrneumBaeT JOCTYN K ocTanbHbIM aniemeHTam [T npurnoxeHna — KOHTEKCTHOMY

MeHto > 1 nanerm ynpasnerust >*:

® 4yTOOLI OTKPbITb KOHTEKCTHOE MEHI0, HaXMute I'IpaBOIZ KHOMKOW MbIWN MO 3Ha4Ky
NPUINoXXeHuA,;
® 4yTOOLI OTKPbITb NaHeENb ynpaBlieHuA, OBaXxdbl HAXMUTE NeBOW KHOMKOW MblILLM MO 3Ha4Ky

NPUIOXEHUsI.
4.1.2 KOHTEeKCTHOEe MeHIo
KoHTtekcTHoe meHto SoftControl SysWatch cogepxut nyHkTbl, o6ecneunBatouye ObiCTpbI 4OCTYN

K OCHOBHbIM HAcTpoVkaM W KOMaHgam nporpammbl. BHewHWA BUO MEHKO MoKasaH Ha

NC. KOHTEKCTHOE MEHK S0 ontrol sysvvalc , ONMcaHme NyHKTOB — B TAOIJ1. 0.
K SoftControl SysWatch VH 6n.6

SoftControl SysWatch

Hactpoiika
MonuTuka KouTpona

Mpouecce: n NpunoxkeHa
Mpoeepka

OBHoBNEHWE

OTyerel

BrikntounTe 3aLmTy

O nporpamme

¥ OrtoBpaxaTs 3Ha4OK Nporpammel
Asbik nHTEpdEiica 3

Bemxog

PucyHok 27. KoHTekcTHOe
meHto SoftControl SysWatch

IS———————————s—
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Taonuua 6. OnMcaHne NyYHKTOB KOHTEKCTHOro meHto SoftControl SysWatch

SoftControl SysWatch

Mepeiiv Ha Bknaaky CTaTyc naHenm ynpaerieHusl Nporpammei.

HacTtponka

MepeiiTv B pasgen NpocMoTpa 1 HaCTPOWKM NapameTpoB NPorpaMMbi.

Monntuka KOHTPONA

Mepeit Ha Bknaaky O6nacTu KOHTponsa okHa MonuTuka KOHTPOns Afs NpocMoTpa
N U3MEHEHUS NPaB 40CTyna NPUIoXKEHWU K pecypcam U yCTporcTBaM KoMnbloTepa, a
TaKXe NpaBwUi CETEBON aKTVBHOCTU.

Mpouecchbl U NPUNoXeHUs

Meperitn Ha Bknagky Mpoueccbl U npunoxeHus okHa MNMonutuka KoHTpona Ans
NPOCMOTPa U U3MEHEHUSI CBONCTB KOHTPOMSA aKTUBHOCTU MPUMNOXEHWUN.

MpoBepka MNepen Ha Bkragky MNMpoBepka naHenu ynpasneHus nporpammei.
O6HoBnEHME Meper Ha Bknaaky OB6HOBREHWe NaHenu yrnpaBneHns nporpaMmmbl.
Omyetnl OTKpbITb KaTanor XxpaHeHnss OTYETOB MPOrpaMmbl.
BknounTs/BLIKNIOYUTL

M3MeHUTb cTaTyC aKTMBHOCTU 3aLL UThl.
3awuty

O nporpamme

OTKpbITe OKHO ¢ uHGopMaumen o SoftControl SysWatch.

OTo6paxaTtb 3Ha4YoK
nporpamMmbl

BKnoUnNTL/BbIKMIOYNTL OTOOPaXXEHUE 3HaYKa NporpaMmbl B 061acTy yBEL,OMIIEHNIA.

A3bik MHTepdenca

M3meHnTb 3bIK MHTepdenca nporpaMmbl.

Bbixon

Bbirpysuts 'MIN nporpammel (Mpy BbIbOpe JaHHOrO NyHKTa MEHIO MOAYIb MHTepderica
SoftControl SysWatch 6yaert BbirpyeH uz O3Y, 6e3 3aBepLueHusi pabotel MOgYy s
3aLL UThl).

4.1.3 MNaHenb ynpaBneHus

MaHenb ynpaBrneHus gasnsieTcs rmaBHbIM okHOM SoftControl SysWatch n coctout us Bkragok

Crartyc, NpoBepka, O6HOBRNeHue, JllnueHsus, NMomowb u nogaepxka.

Ha Bknagke Ctatyc oTobpaxaeTtcss Tekyumi crtaTyc 3aumrbl (puc. Bknagka "Cratyc

nl 34 )

[eTtanbHoe onucaHne paboTbl C BKMAgkow npuvBedeHo B pasgene KoHTposb — akTMBHOCTU

NPUIOXeHuiA > .

.
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dSoftControl SysWatch  [o] & [

o Crartyc 3awmThl

Mpoeepka

~OMNBHITED I3LWMLILLEH

OBHoBREHNE

TNnueHzus o+ Npunookenus
+ waiinosan cucrema

MoMowe W NoaoepHKa
1’ CHUCTEMHEIA peecTp

4‘ CeTb

33perucTPUPOBaHO NPUASKEHWA ... ... 43
[oBepeHHbIE NPUASKEHMA ... ... ... 43
OrpaHMHEHHbIE NPUAOKEHMA ... e 0
SabnoxupoBaHo NPUACHKERMA 0
NocnemHuil MHUMASHT . e Het

MNoopobHo

HacTpoika

PucyHok 28. Bknagka "Cratyc"

Ha Bkrnagke lMpoBepka pacnornioxeHo AepeBO OOBLEKTOB AN aHTMBMPYCHOM MNPOBEPKM MO

Tpe6oBanno (puc. Bknaaka "MpoBepka” **). MogpobHas uHdopmaums npvBeneHa B pasgere

AHTVBMPYCHOE CKaHvpoBaHue 7.

SeftCentrol SysWatch | B (3]
" MNpoBepka
IR 4 PaGouwii cron -
OBHoBNEHNE CUETEMHEA NAMATE

m

[[]) 3arpyzoumbie cextopa
[[]) OfbexTbl Ha KapaHTUHE
[TLE Bce coemmbie HocuTenu
[T} Bce xectrne gncku

4 [|8 Komnbrotep

NrueHsua

MoMowes 1 NoonepxKa

r [T 485 FO_nurrasan finth}

(% Touck BpEAOHOCHOTO KoAa

KOMNBHTER NPOBEPEH W SALUMILEH 3anycTuTb NPoBEpKY

MocneaHAR NpoBEpKa ... ............... 29.09.2016 01:23:15
Peakuma Ha ¥Ipo3Y ... ABTOMETHHECKHK

OBBEKTEl HA KAPAHTHHE
HacTpoiika

PucyHok 29. Bknaaka "lMpoBepka”

Ha Bkrnagke OOHOBReHWe HaxoauTcs I/IH(*)OpMaUMﬂ no HamuMio OBHOBIIEHWA MPOrpamMMHbIX

MoAyrei 1 aHTYBMPYCHbIX 6a3 " (puc. Bknagka "O6HoBneHue" ).
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. SoftControl SysWatch [F=B|EcR ==
_— O6HoBneHune
Mpoeepka
OGHOBNEHNE %/ Obuoenenue He Tpelyerca
N eH3ua -
Het HoBeix obHosneHWA 3anycTuTb obHOBNEHME
MoMowe v NoaoepHKa
MocneaHyi novck obHoBneHWiA ... ... 28.09.2016 14:39:46
YcoraHoBneHel oBHOBRSHWUA L. HeT AaHHbIx
PERMM ZAMYCKA ... ... PyuJHON
HacTpoiika

PucyHok 30. Bknagka "ObHoBneHue"

Bknagka JIMUEH3Wsi COOEpXUT [aHHble MO  WCMOMb3YEMOMY JMLIEH3VOHHOMY Kiouy *°

KOMMOHeHTam nporpammbi (puc. Bkriagka "Muuexaus” ).

Ha Bkragke Momowb v nopaepXxka ykasaH HoMep Bepcun ycTaHoBreHnHoro SoftControl
SysWatch n nicpopmauuma 06 OC. Ha gaHHowm Bkriagke no cebinike OTKpbITb CnpaBKy 4OCTYrNHa

ANEKTPOHHAA cnpaBKa nporpamMmbl, a TakxXe npmeBeneHbl CCblJiKM Ha CauT KOMMaHuM Ana CBA3M C

TEXHW4ECKON MOAAEpPXKON . BHELLHWI BUA BKNAAKM NpecTaBneH Ha puc. Bkragka "Momouk 1

nogaepxka" ¢

"3 SoftContral SysWatch o] @ | ]
JlnueHs3na

Cratyc

Mpoeepka

U CTEYHILAA NWLEHINS

OBHoBREHWE

HLAETETT Homep  BVASV-DVBUS-KIXCE-Y4GX AKTMEMPOEATE
MoMOWE W NOAAEMHKKS

TR INUEHIHM KommMepueckan
OaTa OKOHUEHWA ... 20.06.2018
OHeR 00 OKOHYEHWA . 935
KOMNOHEHTB ... Core; AV_KAV
OrPaHMHEHHA . Het

anHMTaTh JNHUUEHSMOHHOE COornaweHue
MpoanKTs NUUEHZHIC

PucyHok 31. Bknagka "IluueHsna”
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"2 SoftControl SysWatch

Crartyc
Mpoeepka
OBHoBREHWE
N eH3ua

Momowe »
noonepxKa

(o] & (==

MoMolb 1 NoAAEPKKA

WHdropMaLKMA O CUCTEME

Bepowua: 4.0.243.0

ocC: Microsoft Windows 7 SP1

OTKpbITE CNpaBEKy
Mowck & Base 3nanui oHnain

Zanpoc B cnyxby nogonepxen (pexoMeHayeTca)
Zanpoc 8 cnyxby nognepskM (oHnaiH-gopma)

PucyHok 32. Bknagka "lMomolwb 1 nogaepxka”

4.1.4 HacTtpounka nHrepdenca n onoseLeHUn

= HacTtpowuka uHtepdenca

JlokanbHas paboma ¢ SoftControl SysWatch

Ona Hactpovkn napametpoB UM SoftControl SysWatch B HacTponkax nporpammbl

BbiGepure pasnen HacTpoitkn — Bua (puc. Hactpoiika uhtepdeiica °*).

Bbi6epute HeobxoaumbIn A3bIK MHTEPhEca B BbinagatoLweM cnmicke Bbibop A3bika:

* English (aHrnuickun);

* Pycckun.

YctaHoBuTe hriaxkok NMoka3sbiBaTb 3HA4YOK NporpamMmMmbl B o6nactvu yBeaoMneH1Mmn s

OTOGpaXeH!st 3HauKka > .

-,
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"1 Hactpoiika nporpammer SysWatch

Bua
HacTpolka BHelUHEro BKMAa NporpamMiel
JawuTa

WHTepdeic
MpoBepka

(o] & ==

OfbHoBREHNE Bribop Asbika

PyCCKMiA -

4 HacTpoliku
Bun
OTYETHI

OnoseweHua

MNokaselBaTe 3Ha4oK nporpamMel B obnactu yeeaoHnednid

Cnpaeka [

OK ] ’ OTMeHa ][I‘IavncmuaHmo

PucyHok 33. Hactpoiika uHtepcdenca

HacTtponka nokanbHbIX onoBeLweHnmn

[na HacTpoku napamMeTpoB onoBelueHus nosb3oBartena SoftControl

SysWatch o

COObITVSIX 6E30MacHOCTU U COCTOSIHMM NpOrpaMMbl B HACTpOWKax MporpaMMbl Bbibepute

pasnen HacTpoitkn — OnoBeleHus (puc. Hactpoiika onoseLgHun %)

“i Hacrpoiika nporpamme SysWatch

OnoeelweHns
HEICTDOHKEI EEaMHO-.‘LeHCTEMH C NoNe30BaT2N2M

3awuta OnoBelleHNA NoMb30BaTENS
Mpoeepka
OfHoeneHke
" MoKasblEETE CNOBELLEHWA
4 HacTpoMeEn
Bun
OTyETEI

OnoeeweHnA

BKNHOUMTE 35YKOB0E COMPOBOMAEHHE

o] & [

Cnpaeka [

OK ] [ COTMeHa ][I‘Iavmcmuaﬁmo

PucyHok 34. Hactpoiika onoBeleHUn
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[ns BKMOYEHMS 3BYKOBbLIX OMOBELLEHUMA MpOrpamMMmbl yCTaHOBUTE priaxok BKROuUMTb
3BYKOBOE COMpPOBOXAEeHWe.

[Ons BKMOYEHUST TEKCTOBbIX W rpaduMyeckMx OMOBELLUEHU YCTaHOBUTE  (priaxxok
NMoka3biBaTb onoBeweHusa N Haxmure Ha kHornky Hactpowmka. B okHe HacTtpowmka
pexxuma onoBeleHUNn ycTaHoBUTE naxkn y Tpebyembix cobbiTui (puc. Hactpoika

TMNOB COBLITUN Ans onoseLeHns %)

U Cratyc 3awuThl;

U O6HoBMNEeHMe nporpaMmmbl;

U MpoBepka koMnblOTEPA;

U OtyeThl;

U JluueH3us;

U YcraHoBKa (yaaneHue) nporpamm;

U BnoknpoBaHue moayneun nporpaMmmb;

U OrpaHu4yeHue NpuUnoxXeHUn.

i HacTpoiika pekima cnosewwedni @

OnoBelweHKa

MoKa3elEaTs ONOBELLEHNUS

CTaTyc alHTbl

[V]0BHoanEHMe Nporpammel
[VINposepka komnsioTepa

DT‘-IETbI

J'IMI_LEH3L-1;|

[V]ycranoska (yoanenue) nporpamm
[¥|Bnoknposanue noayneii nporpanmsl
[V]Orpannyerne npunoxenui

Cnpaska ’ O ] ’ OTHeHa ] [ﬂpHHEHHTb]

PucyHok 35. HacTtpoiika TMNoB coObITUM AN onoBeLueHust

[ns BCTyNneHust USMeHeHUn B CUIy HaxxMuTe Ha KHornky OK.
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4.2 Pexvumbl ynpaBneHus

Bo3moxHbI criegytoupe BapuaHTbl ynpasreHus paboton SoftControl SysWatch:

»  ABTOHOMHbIN pexum *°';

= YpganéHHoe ynpaBsrieHve ¢ cepeepa .

UTtobbl yCTaHOBUTbL HEOOXOAMMbLIA pEeXuM, OTKPOWTE HACTPOWKM NporpamMmbl, nepenauvte B
pasgen Hactpounku u Bbibepute Tpebyemblit BapyaHT B obrnactm YaaneHHoe ynpaBreHue

(pvic. HacTpolku napameTpoB nporpammbl **). [Ns BCTYMNEHUS! M3MEHEHUA B CUMy HAaXMUTE Ha

kHomnky OK.

iHacrpoﬁxa nporpammbl SysWatch o W[=] '

HacTpoiiku
Hactpouka obiwmx napaneTpos paboTel Nnporpartel

SawmTa CAMO3ALLMTE
MNpoBepka [¥] 3anpeTTe BHEWHEE YNIpaBNEHWE CUCTEMHON cryrboil
ObHoBneHwe [¥] Crpbits cnyxby Windows
4 HacTpolku YOaneHHoe ynpasneHue
B, =
o () ABTOHOMHOD
OTHETBI y
@ CepeucHbIi LieHT] =
OUYWCTKE H3CTPOEK COSAMHEHWA C TEKYLLWM CEPESPON CYNETUTE

MapaMeTpel NporpaMMel

CD)(DBHEHHE napaMeTpoB NporpamMMbl B |:bav'1n CD)(DEHWH:I

[T MexntounTs napamMeTpsl NOAKNKYEHNS

OTNOKEHHBIR CTapT

SHaYEeHWE BPEMEHW OTNOMEHHOrO cTapTa C.I'I\I’)KEbI 0 =

[7] Bepwats nocToAHHOE COBOMHEHWE © CEPBMC LEHTRONM

Cnpaeka I OK ‘ | OTMEHE

PucyHok 36. HacTponku napameTpoB nporpamMmbl

4.2.1 ABTOHOMHBLIU PEXUM

Mpn aBTOHOMHOM pexume ynpasrenua SoftControl SysWatch HacTpovka nporpammbl, 3anyck
3agay u obpaboTtka cobbiTvin ©e30nmacHOCTM NPOM3BOAUTCA JoKanbHO C nomouwkto UM
SoftControl SysWatch.

[Ona yctaHoBKM pexuma Bblibepute BapuaHT ABTOHOMHO B HacTpovKax nporpamMmbl

(pyc. HacTponkm napaMeTpoB NporpamMmbl 40 ).

- (]
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4.2.2 YpanéHHoe ynpaBrieHue ¢ cepBepa

Mpn ypanénHom pexume ynpaeneHus SoftControl SysWatch ¢ nomouwkto cpeacts
agMUHUCTpUpoOBaHMA nporpammHoro npogykta SoftControl  Service Center HacTponka
nporpamMmsbl, 3anyck 3agay M MOHUTOPUHI COCTOSAHMSI 3alLMTbl NPOM3BOAUTCA agMUHUCTPATOPOM
yaanénHo. NogpobHoe onucaHue mpouecca yoanéHHOro ynpaBreHus NpUMBEAEHO B OOKYMEHTe

«PykoBoacTtBo agmunmctpatopa SoftControl Service Centery.

[nsa yctaHoBku pexuma Bbibepute BapvaHT CepBUCHBLIM LIeHTp B HacTpounkax nporpammbi

(pyc. HacTponkm napaMeTpoB NporpamMmel 40 ) U HaXXMuTe Ha KHOMKy HacTpowmka, 4Tobbl OTKPbIThb

OKHO C noAapO6HbIMM HACTpoOMKamMuM NOAKMOYEHUA K cepBepy (puc. [lapameTpbl_NoaKmoYeHusa K
cepsepy V).
[na npyUMeHeHNs KIMeHTCKMX HACTPOEK, 3aJaHHbIX Ha cepBepe, BbINOMHUTE CrieayoLiee:
1) Ckonupywnte dpann ClientSettings.xmlc (cM. JOKyMeHT «PykoBOACTBO agMUHUCTpaTopa
SoftControl Service Center») Ha XECTKMIN ONCK KIMEHTCKOrO XOCTa.
2) Haxkmute Ha kHorky O630op B okHe HacTtpownku SoftControl Server (puc. [NlapameTpbl

noaKmoueHVst k cepeepy *+).

3) B nosiBvBLEMCA OKHEe Bbibepute paHee ckonupoBaHHbIM dpann ClientSettings.xmlic v

Ha>XMUTE Ha KHOTKY OTKprTb.

i Hactpoiikn SoftControl Server @
HacTpoliky coeanHeHUa |
MNoaknioHeHe K cepsepy
JarpysnTe HacTpoHKK .xmlc:
Cepeep:
NoBasuTs
N2 Cepsep
https://192.168.222.128:3000/
2 WM-AS-WE1RUXS86: 8000/
MNepwoa obHoBneHuA Hosbld napone:
B0 TIIITITITIIT)
CepTudukaT:
----- BEGIN R5A PRIVATE KEY-----8#xD;&&x [ sarpysurs ceprugurar |
Crpaska ’ Ok ] ’ OTMeHa ] [ MpUMEHUTE ]

PucyHok 37. MapameTpbl NOAKMIOYEHUA K cepBepy

Cpasy no okoH4yaHu npumeHeHust pana HacTtpoek SoftControl SysWatch otnpasnsieT nepsbii

3anpoc Ha cepBep, B okHe HacTtpoukm SoftControl Server oTobGpaxaetca npuHATan

- € F ]
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KoHdpurypauws (pvic. MapameTpbl NoAKMoYEHVs K cepaepy ).

B obriactn lNMopaknioyeHne K cepBepy pacrosfiokeH CNUCOK agpecos, no kotopbiM SoftControl
SysWatch ocywectBnsetr noaknoyeHve K - ynpaensiowemy cepsepy. Cnucok 3agaeTtca
aAMUHUCTPATOPOM yaanéHHo u3 koHcorm ynpasrneHns SoftControl Admin Console. Cnincok Takke
MOXeT ObiTb M3MEHEH BpPYYHyl0 4Yeped uHTepdenc SoftControl SysWatch. [Ons pobasneHus

agpeca B CMCOK BBeAMTE MOJHYI0 afpecHyto CTPOKY Braa

https.//<IP-adpec unu NetBIOS-umsi cepsepa>:<ropm rodko4eHUs K cepeepy>/

B norne CepBep 1 Haxmute Ha KHonky flo6aBuTb. [Na yoaneHus agpeca u3 cnucka Bbibepute
€ro N HaXXMUTe Ha KHOMKYy YaanuTtb. B cnucke OOSpkeH HaxoguTbCs MO MeEHbLUEeW Mepe OfuH
agpec, N03TOMY yaareHne eauHCTBEHHOro agpeca HEBO3MOXKHO.

B HwkHen 4actn obnactn MoaknioyeHnMe K cepBepy pacrnornioXeHbl ocTarnbHble napameTpbl

NoAKIno4YeHns .

* Mepnon oGHoBNeHnsa — uHTepBan mexagy obpaweHuamu SoftControl SysWatch «k
ynpasrsAoLLEMY CepBepy (B cekyHaax).

* Maponb — naponb Ana ayreHtudpukaumm SoftControl SysWatch ¢ ykasaHHbIM Huke
cepTndUKaTOM Ha yrNpaBraloLLEM cepBepe.

* CepTucdmukat — CTPOKOBOE npefcTaBfieHne cepTudukaTa, UCNONb3yeMoro A
ycTaHoBIeHust 6e3onacHoro coeavHeHns mexay SoftControl SysWatch n ynpasnaiowym
cepBepoM.

Bce napameTpbl MOryt ObiTb M3MEHEHbl BPYYHYO B COOTBETCTBYOLMX nonsx. [ns 3ameHbl
ceptucmkata 6e3 M3MEHEHMS OCTalbHbIX HACTPOEK HAXMUTE Ha KHOMKY 3arpysuTb
cepTudmMKaT, B OTKPbLIBLLEMCS OKHE Bblbepute dann ceptudurkata ¢ pacumMpeHVeEM .pem W
HaXXMUTE Ha KHOMKY OTKPbITb.

Ecrm Tpebyetca BbINOMHUTL fokanbHoe oTcoeavHeHne SoftControl SysWatch oT Tekywero
cepBepa, nepengute B HACTPOWMKM NporpamMmmbl U B pasgenie HacTpouku Haxmute Ha KHOMKY

OuncTutb (puc. HacTpoiikn napameTpoB nporpammbl *°). B OKHe € npemynpexaeHiem

Bbibepute BapuaHT Oa (pwvc. MpegynpexneHne npu 0YUCTKE NapaMeTpoB MOAKMOYEHUS K

cepBepy ).

.
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2] OUNCTKE HACTPOEK COBAMHEHINA € TEKYLLIAM CEPBEROM @

A% Bl ASWCTBMTENBHO XOTUTE OYWCTHTE HACTPONKN COBAMHEHMWA C

\ ! cepeepom (KnweHT He GyaeT yaaned Ha cepeepe. Caenaite 3To

= caMocToATeneHo, yTobel u3bemate ayBNMpoBaHUA NPpW NOBTORHOM
NOAKNKYEHHW K TOMY Xe Cepeepy)

| ma || Her |

PucyHok 38. lNpepynpexpneHne npu o4nCTke
napameTpoB NOAKIIOYEHUA K cepBepy
Mocne ouncTtkn HacTpoek SoftControl SysWatch aBTtomaTtuyeckn nepeknoyaeTcss B aBTOHOMHbI
pexum paboTbl. UTOObl M3bexaTb OyOrMPOBaHUA KIMEHTCKMX KOMMOHEHTOB MPU MOBTOPHOM
MOAKIMOYEHUM K TOMY Xe CepBepy, agMUHUCTpaTOpy HEOOX0aAMMO yaanuTb AaHHbIN KIMEHTCKWUIA

KOMMOHEHT C cepBepa 13 koHcorm ynpasrneHuns SoftControl Admin Console.

4.3 AKTUBaLMA JNIMLLEH3NOHHOIO KIkoYa

BosmoxHocTb mcnonb3oBaHus SoftControl SysWatch onpegenaeTtcsa HanmMyunem rmMLEH3VOHHOIO

Krova. JlvueHsua paet npaBo UCMNOJIb30BATb KOMIMOHEHTbI NpOorpamMmmbl CO AHA aKTMBaLUWK KIto4a:

¢ SoftControl SysWatch Core (Core) — 6a30Bblii KOMMOHEHT MPOAKTUBHOW 3aLThI
SoftControl SysWatch;

® Anti-Virus (AV_AV1) — [pONOMHWTESNbHBbIN KOMMOHEHT MOWCKa BUPYCOB, TPOSIHCKUX
nporpamMmm mn gpyrux BpeaoHoCHbIX 06bekToB (ckaHep BitDefender);

® Anti-Virus (AV_KAV) — [OONOMHUTENbHBIA KOMMOHEHT MOWCKA BUPYCOB, TPOSIHCKUX

nporpamMmm un opyrmx BpeaoHOCHbIX 06bekToB (ckaHep Kaspersky anti-virus);

i Ana SoftControl SysWatch ¢ aHTrBupycHbeim aswxkkom Kaspersky Anti-virus
[OMNOSHUTENBHO TPEDYETCS AEVUCTBUTEbHbBIN MMLIEH3VOHHBIN Krtod KAV (*.key), koTopblii

Heobxo4UMO NMOMECTUTb B CrieAyHOLLWN KaTaror:
<kaTanor yctaHoBku SoftControl SysWatch>\Plugins\AV\KAV

e Anti-Virus (AV_AV3) — [OOnOrnHUTESNbHBIN KOMMOHEHT MOWUCKa BUPYCOB, TPOSIHCKUX
nporpamMm v gpyrux BpeAoHOCHbIX 06bekToB (CkaHep Commtouch anti-virus);

® Anti_virus (AV-AV4) — [OONOMHUTESNbHBIN KOMMOHEHT MOMCKa BUPYCOB, TPOSIHCKUX
nporpaMm v gpyrux BpeAoHOCHbIX 06bEKTOB (CkaHep Avira).

Tunbl muueHsun SoftControl SysWatch onncaHbl B Tabn. 7.

Taonuua 7. Tunbl NULEH3NUN

JINLEH3MOHHBIN KN4 ANns NPpoBHOro MCnornb30BaHUsi NPOrpamMMbl.
Cpok genctsua — 30 gHen.
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I'Igmmeanvle: MOXET ObITb UCMOMb30BaH Ha O4HOM KOMMbIOTEPE TONMIbKO OOUH pas. I'Ipo,u,neHVle
M NOBTOPHOE UCNOoJib30BaHME KInko4a HEBO3MOXHO.

JIMUEH3MOHHBIN KoY A5 MOMHOLEHHOMO UCMOSb30BaHWs nporpamMmmsil.
KOMMepquKaﬂ CBocTBa NNLEH3UN U ncnosnb3dyemblie OOMOJIHUTENTbHbIE KOMMOHEHTbI OrnpenernaTCA
KOHKPETHbIMU JTMLUEH3UOHHbIMW KITFIO4YaMW.

ﬂ,J'IFI rfoKanbHOW akTuBauMn JIMLEH3NOHHOIO Kro4a nepeVl,que Ha BKIiaaKy NnueH3una naHerm

ynpasnenus °

AxktuBupoBatb. B crnyyae ycnewHon aktuBauum oTtobpaxaeTca crtaTtyc [edcmeyrowas

* SoftControl SysWatch, BBeaute kmiod B nore Homep M Haxmute Ha KHOMKY

JIUYEH3Us.

3a 30 gHew, 2 Hegerm OO0 UCTEYEHMA CpPOKa, a Takke B TedeHve nocrefHen Heaenm OevcTBus
Kroya npurioxxeHve ysegomndeT 06 aTom nonb3oBartens. B ykasaHHble AHW Ha 9KpaH BbIBOOUTCS
cooTBeTCTBYIOLLEE COOOLLEHMe. 10 OKOHYaHMM CpoKa OEeNCTBUS Krova Ha Bkragke JinueHsus
otobpaxaeTtca ctaTtyc JluueHsusi 3akoH4unack. [Mpu atom dyHKUMoHanbHocTb SoftControl

SysWatch coxpaHsieTcsi, 3a UCKMOYEHMEM BO3MOXHOCTM OOHOBIIEHMS_NPOrpaMmHbIX Moayrnen u

aHTVBMPYCHbIX 623 1",

Utobbl mcnonb3oBaTb HOBbIE (byHKLI,VIVI nporpamMmmbl U nocregHue p83pa6OTKVI B obnactu

NnpeBEeHTMBHbIX TEXHOSIOMUN, pekomMeHagyeTca npoaresaTb JIMUEH3NIO NMPOorpamMmbl.

4.4 MpwuHuun paboTtbl SoftControl SysWatch

3apgava cuctembl 3auptbl SoftControl SysWatch — coxpaHeHne nepBoHavanbHOM LIENIOCTHOCTM

OC n Bcex eé KoMMNoHeHTOB, Bkrtoyas 10, YCTaHOBJIEHHOE MNOoJib30oBaTelieM.

Mocrne ycrtanoBkn SoftControl SysWatch aktuBupyetcs npocton  pexvm  paboThl,
obecneyvBatoLLMA KOHTPOSb 3arycka HEM3BECTHBIX UCMOSHAEMbIX KOMMOHEHTOB. B ocHoBe 3TOro
pexuma nexut rorvka obHapyxenua HoBoro MO B cucteme, OTCrEXMBAHME MNEPEMELLEHNS WU

MO}J,I/I(*)VIKa LUK UcrioJiHAemMbIX Mo,qyne|7|.

Mpn nepsom 3anycke SoftControl SysWatch npoBOAUT aBTOMaTUHECKYIO HACTPOuKy *°,

cosgatouyto npodurb cuctembl (6enbii cnucok). o okoHdYaHum cbopa npoduna akTMBMpyeTCs
pacCLMPEHHbIN PEXMM, SBIAIOLLMACS LUTATHLIM PEXMMOM paboTbl NporpaMmmMbl U obecneynBaoLyin
HambomnbLLyto 3P(PeKTMBHOCTL 3aumTbl. [lpyM noMbITKE 3anycka HeW3BEeCTHOro mnpolecca
(MCNOMHAEMOro KOMMOHEHTa, He BXOASALLEro B NPOMuib CUCTEMbI UM HE MMEIOLLErO MNpu3Haka
nHcTannaTopa) SoftControl SysWatch npuHnmaeT pelueHre o 3anycke B COOTBETCTBMM C BbIGOPOM

nonb3oBaTens (B PY4HOM peXvMe) UM COrnacHo BbiBpaHHbIM onumam > (B aBTOMAaTUHECKOM

pexviMe). B pesynbTaTte npoLeccy Ha3HayaeTcsl OfHa U3 30H BbIMOMHEeHUs > ;

- € T
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" [0OBEpeHHas;
"  OrpaHuMyveHHas;
"  3anpeLLeHHas.
[ns HesanpelEHHbIX MPOLIECCOB (OOBEpPEeHHasi U OrpaHnMdeHHas 30Hbl) OENCTBYOT obupe B

npegenax Kaxgow 30Hbl MpaBwura MOJSMTUKU KOHTPOSISA ® o aocTtyny K anrioBon cucteme,

CMCTEMHOMY PEECTPY 1 BHELLHUM YCTPOWCTBaM, CETEBOWN aKTMBHOCTU, NMPUBUMErnsiM NpoLLECCOB U
MEXMNpOoLEeCCHOMY B3auMoaencTmio. Kpome Toro, KaXxaoMy NpUoXXeHUo MOryT ObiTb Ha3Ha4eHsbl

yacTHble npasuna .

Mo «knaccudmkaumm SoftControl SysWatch Bugbl  cobbitvi, npeacTtaBnsoumx — yrposy
Be3onacHoOCTN NPorpamMmmMHON cpefbl (VHUMOEHTbI), NoApasfernialoTCa Ha criefyloupe OCHOBHble

kaTeropum:

¢ 3anycK Hem3BECTHOIO NPUIoXXeHW4 ;
® 3anyck HEN3BECTHOW nporpamMmmbl YCTaHOBKW;
¢ HapyLLeHVe NOJITUKN KOHTPOIIA.

B Tabn. 8 nepeyncneHsl BO3MOXHbIE OENCTBUS ANA KaXKO0m KaTeropum MHUMOEHTOB.

Tabnuua 8. Bo3MoXHble e CTBUS NPU MHUMAOEHTaX

¢ BbINONHUTL B OrpaHU4YE€HHOM pexXume

BbinonHeHvne NpunoxeHusi Nof, TeKyLL el y4ETHOWM 3anucbio NGO B U30NMPOBaHHON cpefe
("necoynnue™) nog y4€THOM 3anucbto nonb3osatens «V.I.P.O.» ¢ orpaHndeHHbIMK NpaBamu. [pu
9TOM fo06aBneHns B NPOdwmb CUCTEMbI HE MPOUCXOAUT, @ NPUIIOXKEHVE MOMELL aeTCs B
OrPaHNYEHHYO 30HY.

MpunoxeHne MOXET 3arpyxaTtb JO4EPHME MOOYIM, KOTOpblE TakXKe He BOMAYT B NpodmIib
cucTembl. [laxke ecnv Takoe NPUIIoXKeEHNEe SBNSIETCS BPEAOHOCHbIM W BbIMOMHUT YCTAHOBKY KaKMX-
rmbo JononHMTENbHBIX KOMMOHEHTOB, TO UX Nocreaytollas 3arpy3ka OyaeT npegoTtspaly eHa.

¢ BbINONHUTL B OrpaHU4€HHOM peXXume nocrie NPoBepPKU

3anyck NpurnoXxeHust B orpaHNYEHHOM peXxunMe, ecriv Npu aHTMBMPYCHOM CKaHWpOBaHUK
NPUIoXXeHnst He HangeHo BpegoHOCHOro kofga. B obpatHom crniyyae 3anyck byaeT 3abrokMpoBaH.
¢ BbINONHUTL B peXuMe yCTaHOBKM

BbinonHeHne npunoxeHusa nog TekyL e y4€THoM 3anuckio 6e3 orpaHudeHnit nnbo c
YMEHbLLEHHBLIMU NpuBUnerusiMu. MNpu aTom NpUNoxXeHe U BCe ero fo4YepHUe Moy nm

MoMeLL alTca B NPOGMIib CUCTEMbI U [LOBEPEHHYHO 30HY.

¢ BbINONHUTL B peXuMe yCTaHOBKU NMOCIe NPoBepPKU

3anyck NpunoXxeHus B peXUMe yCTaHOBKW, €CIK NPU aHTUBUPYCHOM CKaHMPOBaHWMW MPUIOXEHUS
He HangeHo BpedoHOCHOro kofa. B obpatHom cnyyae 3anyck 6yaeT 3abrokMpoBaH.

e 3a6nokuMpoBaTtb (MO YMOMYaHUIoO)

BriokvpoBka 3anycka NpUIoXeHNs 1 MOMELL eHMe ero B 3anpeLy EHHYIO 30HY.

3anyck
Heun3BeCTHOro
NpUNoXeHns

* YcTaHOBUTb
3anyck

- ]
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BbinonHeHne nporpaMMbl yCTAHOBKM MO, TEKYLL e yYETHOM 3anucbio 6e3 orpaHudeHuii nmbo c
YMEHbLLEHHLIMU MpuBUernsamu. Mpu 3Tom Nocne yCTaHOBKM NPUIIOXKEHNE U BCE ero fo4epHue
MoAy M NoMeLL alTcs B NPOgmilb CUCTEMbl U JOBEPEHHYIO 30HY.

* YcTtaHOBUTbL Nocne npoBepKu

3anyck yCTaHOBLL UKa B PEXMME YCTAHOBKW, €CIN MPY aHTMBUPYCHOM CKaHWPOBaHUM
YCTaHOBLLMKa He HarngeHo BpegoHOCHOro koda. B obpatHom criydae 3anyck 6yaet
3a610KMpOBaH.

¢ YCTaHOBUTb B OrpaHUYE€HHOM peXxume

BbinonHeHne nporpaMMbl yCTAHOBKU MO, TEKYLL e YYETHOM 3anuchbio NGO B M30NMMPOBAHHOM
cpege ("necoynHnue") nog yy4étHom 3anmcbkto norb3osatens «V.I.P.O.» ¢ orpaHM4yeHHbIMU
npasamu. NMpu 3TomM f06aBNeHNs B Npodmnb CUCTEMbI HE MPOUCXOQMT, a Nocne YCTaHOBKU
NPUNoXeHne 1 BCe ero Ao4epHUe MOoAy M NOMELL aloTCA B OrpaHUYEHHYH0 30HY .

¢ YCTaHOBUTb NOCIie NPOBEPKU B OrpaHUYEHHOM pexXume

3anyck yCTaHOBLL UKa B OrpaHUYEHHOM pPeXMMe, eCrin Npu aHTMBUPYCHOM CKaHWPOBaHUM
yCTaHOBLLMKa He HanaeHo BpegoHOCHOro kofa. B obpatHom cny4yae 3anyck 6yaet
3abn1oKMpOBaH.

e 3abnokupoBaThb (M0 YMOMYaHuIo)

BriokupoBka 3anycka nporpaMmmbl YCTaHOBKM M NMOMELLLEHNE €€ B 3arpeLl,EHHYHO 30HY .

HEN3BECTHOWN
nporpamMmmb|
YCTaHOBKM

e PaspewunTtb

PaspeLueHne npoLeccy BbIMNONMHUTL AENCTBUE, COBNaAaLLee C YCIOBUSIMU NpaBuna 3a4aHHon
MONUTUKM KOHTPOJIS, OQHOKPATHO/HA CECCUIO.

¢ Paspewntb nocne npoBepku

PaspelueHne npoueccy BbINOSMHUTL AeNCTBUE, COBMaatoLee ¢ yCroBUsaMN npasura 3agaHHon
MONMUTUKN KOHTPOJIS, OQHOKPAaTHO/HA CECCUI0, €CIU NMPU aHTMBUPYCHOM CKaHMPOBaHUM npoLecca
He HangeHo BpeoHOCHOro koga. B obpatHom crnyyae genctsme GyaeT 3anpeLy eHo.

e 3anpeTuTb (MO YMOMYaHUIo)

3anpert npoueccy BbINONMHUTL AEACTBUE, COBNaaroLlee ¢ YCNoBUSMM NpaBumna 3agaHHowm
MONMUTUKM KOHTPOSS, OQHOKPAaTHO/Ha CECCUI0.

e 3anpeTUTb ¥ 3aBepLNTbL NPUNOXKeHNe

3anperT npoueccy BbINONHUTL AENCTBUE, COBMNaaroLlee ¢ YCnoBUsSMM Npasuna 3agaHHom
MONMUTUKM KOHTPOSS, U NocreaytoLl ee 3aBepLLeHne npoLecca, ogHOKpaTHO/Ha Ceccuio.

HapyweHnne
MONUTUKW KOHTPOMSA

4.5 ABTOMaTM4yeckasi HacTpomka (coop npoduns)

ABTOMaTmM4eckasa HacTpovka, um cbop npodund, SBAFAETCS BaxHbIM 3Tanom B obecnevyeHuu
NPOAKTVBHOM 3alyTbl NPOrpamMMHOIO OKpyxeHus cuctembl. C6Hop npocuna 3anyckaetcs
aBTOMaTU4eCKM Mo okoH4YaHuM yctaHoBkM SoftControl SysWatch, 3a ncknoueHnem crniydaes, Korga
CHAT donaxok Bknrouutb cbop npocuna nocne yctaHoBku (cM. puc. BknoueHne cbopa
npocuna 2'), M yCTaHOBKM B TUXOM PEXUME C MPUMEHEHMEM KOHMUIypaLMoOHHOro dhaiira, B

KOTOPOM OTKMIOYEHa [aHHAs OMuUMS WM BKIOYeHa 3ajepxka 3amycka ' °. Mpeanonaraetcs, YTo

nepen Hayarnom cbopa npoduna cucTeMa He COOEpPXUT BPEeAOHOCHbIX 0ObekToB. Mo aToM

NPVYMHE NepBOHaYanbHbI cGop NPOdUIsA Mo YMOMHaHMIO OCYLLECTBIIIETCS C BKMOYEHHOW ONLVE

- (5]
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4 .
dHTUBUPYCHOIO _CKaHMpoBaHWA ! anda HageXHoro obecneyeHus YKa3aHHOro YycrioBus. Ecrm

00beKkT He WHULMpOBaH, TO PacCYUTLIBAETCS €ro KOHTpONbHasi cymMma u gobaBrsieTcs B

npodune. O6bekTamum aBnaOTCA annbl popmaTa PE (nepeHocrmble ucnonHaemble dairnbi).

9

Mepen Havarnom cbopa npoduns no TpeboBaHmio *° BbIMOMHUTE HACTPOVKY ero napameTpos *" .

4.5.1 Onuum c6opa npoduna

[lna HacTpowiku napameTpoB cbopa npodwuns oTkponte pasgen 3awmTta HacTpoek NporpaMmmbl, B

obnactn Pexum 3awmuTbl HaxXmuTe Ha KHOnKy Hactpownka (puc. Hactporikm obumx napameTpos

3auptbl ")

" Hactpoiika nporpamme SysWatch = | ﬁ

3awmTa
Hactporka oblumx napaMeTpos 3almThl

SawuTa PEMXKMM 38WNTBI

MNposepka E}Bmml—mm 3AWMTY

OBHoBneHKe &
[¥] Npunoxenua

4 HacTpoiku i
|¥| paiinosan cuctema
Bun
= -
OTuUeThl |¥| CuctemHeii peectp

CnoseweHna File= "

HacTpoika...

@ BrnrmouwTs asToMaThdeckyto obpaboTky MHUKMOeHTOE

() Brnrounte obpaboTky MHUMOSHTOB NONb30BaTENEM HacTpoiika...

¥YnpaeneHue naponsm

¥NpasneHwe MHUWOSHTaMKI

|| BrenrouuTe 33WMTY Nnaponem HacTpoiika
MnoBansHbIA PEXKWM MHCTANNALMKY (pEKOMEHOYETCA NEpe3arpysxKa)

|| FnoBaneHbiil pexvm MHCTAANAUMK (pEeKOMEHOYETCA NEpesarpy3xa)

Cnpaeka I OK ‘ | OTMEHE

PucyHok 39. HacTtpowkm o6umx napameTpoB 3alMThI

B okHe HacTpomnka pexuma 3awutbl Ha Bkragke MNMpodunb cMcTeMbl HaXXMUTE Ha CCbISKY

HacTtpoiika (puc. OkHo c6opa npoduns *°).

B obractn CocTosiHMe kKomnbloTepa (puc. Hactpoiiku c6opa npocurs **) BoamoxeH BbIGOp

OBYyX BapraHTOB aBTOMaTM4YEeCKoUn HaCTpOIZKI/IZ

o TpebyeTcs npoBepkKa

Mpwn BbIGOPE AaHHOM onummn ByaeT NPoM3BOAUTBLCSA MONHAA aBTOMAaTUYECKas HaCTPOVKa,
BKIIOYaoLWaa B cebs aHTMBUPYCHOE CKaHMpoBaHue. PekomeHayeTca npoBoanTb NPOBEPKY
B npoLecce aBTOMaTU4ECKOW HACTPOVKW B Crydae, Koraa B CUCTEME He YCTaHOBJSIEHO

aHTmBMpYycHoe MO 1 BO3MOXHbI YA3BMMOCTM B 06riacT 6e30nacHOCTU.

-— ¥ ]
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o YncTtbin, npoBepka He TpebyeTtca

Pykosodcmeo nonb3ogamerns

B cnyvae Bbibopa aaHHOM onuum aBTOMaTM4ECKasi HacTponka GyaeT npousBoautbcst 6e3

AHTUBUNPYCHOIoO CKaHMpoBaHWUA.

Mpwv NONHOM aBTOMAaTUYECKON HACTPOVKE 3aTpaunBaeTcst 60MbLLe CUCTEMHBIX PECYPCOB U

BpeMEHU, HEXXET MNMpKn aBTOMaTU4YEeCKoun HaCTpOIZKe 6es adHTMBUPYCHOIo CKaHMpoBaHWUA.

i HacTpoiika pesrma 3auTel

Npoduns cucTeMsl | MpunomeHna

Mpodkne CUCTEMEI

o :
[T#cnonssosate npoduns cucTems:

Heobxoawmo coznate npodmne cHCTEMEI

[ BeinoanuTs oBnosneqke aHTMBEMpycHbX Gas nepea chopom npodwns

MNpodune HE co3aaH

OBNacTh NPORNAMPOBEHNE . .. ..o s et st s i CucTEMHBIR pasaen
ORI e RO RETE D, +: rvireirouors vt o D s O e Y T T Tpebyerca nposepka
Hactpoiika

Cnpaexa ’ Ok ] ’ OTMeHa MpUMEHUTE

PucyHok 40. OkHo c6opa npodmnsa

AETOMETHYECKAA HACTPOHKE @

MporpaMma cobepeT AaHHLIE O NPHACHEHWAX, YCTEHOBNEHHEIX HA BaweM
KOMMBKITERE M CUCTEMHBIX dainax Windows. Mpodune cucTemel Byoet
3adMKCHPOBaH ANA NPEACTEPALLEHMA BEINOAHEHMA NOTEHUWANEHD
OMECHBIX NPHAGKEHWA HA KOMNBIOTERE,

MNpodune cUCTEMEL

@ TonbKo cUCTEMHEIR pazaen

Bce avckm

CocTofHue KOMNOBHTEPRA

@ Tpebyetca nposepka (PekoMmeHayeTcq)

He ncnone3ayetca anTMenpycHoe MNO. He ycTaHoBnNeHsl
nocnefHue obHOBNEHUA onepaLWoHHol cucTemel. Bo3MmoxHo
HanW4Ke BPEeAOHOCHBIX NPOrpaMM HE KOMNBIOTEPE.

() YucTelid, nposepka He Tpebyertca

PeaKuUmMa Ha yrposy
@ Bbibop AsficTBMA aBTOMATUHECKK
* Jleyuts
* [ponycKaTb, ecn NeYEHME HE BOSMOMHO
() MNepeMecTUTs Ha KapaHTuH
@) NponycTuTs
BHUMaHWE. ABTOMATWUECKES HACTPONKE MOKET 33HATL HEKOTOPOE BpemMs,

B 33BMCUMOCTH OT KOHMIYPaLWKM B3WErc KOMNBIOTERE W YCTAHOBAEHHBIX
NpUAGKEHMI.

[ OK ] [ OtMeHa

PucyHok 41. Hactpowku c6opa npocduns

- (]
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B obrnactn Peakumsa Ha yrpo3sy (OOCTynHa TOSbKO Mnpu BbiGope MOMHOM aBTOMaTUYEeCKOM
HaCTPOWKKM) BO3MOXHbI Criefyloluye BapuaHTbl AEWCTBUM NpyU OBHapyXeHun yrpo3 B npoLecce

AHTUBUNPYCHOIO CKaHMpoOBaHNA:

o BblGop gencTBuA aBTOMaTUYECKMU:
* JleunTtb
O6e3BpeanTb 3apaKEHHbIN OO BEKT.
* [lponyckaTtb, ecrnu neyeHme HeEBO3MOXHO
He BbINOSHATDL Kakmx-rimbo AencTBU Haf 3apaxxeéHHbIM 06beKkToM, ecriv 0b6e3BpeanTb
ero He ygaércs.
o NMepemecTnTb Ha KapaHTUH
MepemecTuTb 3apa€HHbIN 0OBHEKT B CneumanbHbI KaTasnor 1 3anpeTuTb ero BbiMoSHEHKE.
o Mponyctutb

He BbINOMHATL Kakux-rimbo AENCTBUMN Hag, 3apaKEHHbIM OO BEKTOM.

4.5.2 3anyck no Tpe6oBaHuIO

3anyck cbopa npocduns
[Ona Havana cbopa npoduna B okHe HacTpowka pexuma 3awuTbl Ha BKagke

Mpodunb cucTembl HaxmuTe Ha kHorky Co3aaTth (puc. OkHo c6opa npoduns “%).

i Bo Bpems aBTOMaTn4ECKON HACTPOMKM HEXENATENbHO BbINOMHATL YcTaHoBKy 10 B

CcuUctemMe.

Ecrm Heobxogumo npepBatb cbop npoduna, Haxmute Ha KHOnNKy OCTaHOBUTb

(pvic. Mpouecc c6opa npocuns *%).

- ]
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|3 Hactpoiika peskitma 3awutsl
Mpoduns cucTensl |—|'|p|.|J'|Q).(3HM_q
MNpotdune cHcTEMBI
[T venenssoeats npoduns cucTemsl
[ BrinoaHuTe oBHoBNEHKME aHTHEMPpYCHEX Gas nepen cBopom npoduna
Cosnanue npoduisa CHCTEMBI
OBNaCTE NDOQNAMPOBEHNE . ... ..o saihe s st s e s s s CucTeMHEIR pazaen
COCTORRWE IROMBIBRITBIN. . v o e i e A e Tpebyerca nposepka
BOWEEIBHEICTE ..o o s o om oo st s st v oo s o 00:57:08
T T ——— CHWindows\SysWOWE4\NIsData0011.dll
MNoapoBHo
Cnpaexa ’ OK ] [ OtMeHa l MpUMEHNTE

PucyHok 42. MNpouecc cbopa npocuns

B onanoroBom okHe Bbibepute, COXpaHATb fiM HAKOMMEHHY MHbopMaumio o dannax ans

MCMOSNb30BaHMA Npy NpoAospkeHun cbopa npoduns (puc. Belbop pexvma npepbiBaHus

cbopa npocpuna °*). Mpu BbIGope BapvaHTa [la Bbl CMOXeTe NPoAoIKUTL cbop Npoduns ¢

TOro MecTa, rae OH Obln NpepBaH.

d Mpodune He cosaan @

\ CoxpanuTe cobpannyr wrdopMaune o dainax ans WCNoNb30BaHWA
" npw npoaonxeHud cbopa npoguna?

Ca ) [ rer | [omen |

PucyHok 43. Bbi6op pexuma npepbiBaHUA c6opa npoduns

i Ecrm paboTta cuctemHon crnyx0bl safensec.exe Obina kakum-nmbo obpasom
3aBepLLeHa B npouecce cbopa npocund, To nocrne e€ NoBTOPHOro 3anycka
npocurb NPOaOITKUT cobupaTbca aBToMaTndeckn. Ecrm cbop npodpuns Gbin
OCTaHOBJIEH NOMb30BaTENIEM C NMOMOLLBH COOTBETCTBYIOLLEN KHOMKK, TO NOCIie
MOBTOPHOrO 3anycka CUCTEMHOW Cry0bl safensec.exe npodurb cobmpaTbes He
Gynet. B aTOM crnyyae aAna npogostkeHMa aBToMaTuieCKon HaCTPOVKM He0BXoauMo

3anycTuTb €€ BPYYHYHO.

Mo OKOHYaHWMKM MpoLiecca aBTOMATUYECKOM HACTPOMKM oToBpaxaeTca cratyc [lpogpurib
co3daH W aBTOMaTMYECKM YycTaHaBimBaeTca ¢rnaxok Wcecnonb3oBaTtb npodpunb

CUCTEeMbI — MporpamMmma nepexognt B paCLUMpeHHbIIZ pexum paGOTbI.

— &
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i He pekomeHayeTcsa cHuMaTh hraxok Mcnonb3oBaTb NPounb CUCTEMbDI, T.K. B

9TOM Crly4ae nepecTtaét paboTaTb KOHTPOIb UcnonHsaemblx cpamrnos PE.

O6HoBneHne npocuna cuctemsl
B cnyyae HeobxogumocTu (Hanpumep, ecrm Obifio pa3sépHyto Borbwoe uyucro MO 6e3
MCMOSb30BaHMA MpOrpaMm ycTaHoBKM wim korga 3aumra SoftControl SysWatch 6bina
OTKIIOYEHA) MOXHO 0B6HOBUTL NPOUSTb CUCTEMBI.
|3 Hactpoiika pesaima sauure:

MNpoeduns cHCTEME {npnnoxewg
MNpodune cHCTEMEI
[¥icnonssosate npoduns cucTeMsE
[ BeinoauuTe oBrosneHke aHTMEMpYCHEX Gas nepea cBopom npoduna
Mpodune cozaaH
MNpw Heobxoawmoctw obHoBuTe npodkib
QbnacT APODUNMEOBEHNR .. ..o i s s s s o CucTemHbli pasaen
CoCTORHWE KOMIBIITEOE .. ..o v s s s s s s i Mposepka He TRebyeTcA
BETa CORARMAR. . oo r cinns s s s S s S s T s 16.03.2016 13:07:49
MoapoBHo
Hacrpoika
CnpaBka ’ OK ] [ OtMeHa l MpUMEHNTE

PucyHok 44. 3anyck o6HoBneHunsa npoduns

Mpn 3aTOM NOMHBLIN C6OP NPOdUA He NPOM3BOAUTCS, COBUPAlOTCS AaHHble TOMbKO O Tex
NPUIIOXXEHUSIX, KOTOPbIE HE BKIKOYEHbI B MPOUIb HA MOMEHT Havarsa ero obHosrieHus. [na
BbINOSHEHMSA onepaumMn B okHe HacTpomka pexuma 3awuTtbl Ha Bkragke Mpodwmnb

CUCTEMbI HaXXMUTE Ha KHONKy OBHOBUTB (prc. 3anyck o6HoBNeHUs npocuns °).

HNob6aBneHne otaenbHbIX hannoB B npodunb
Ecrm Tpebyetca pobaButb TONMbKO onpedenéHHbin hain wm katanor ¢ daniamum B
npodune cuctemMbl, B OokHe HacTpomka pexuma 3awuTtbl Ha Bkragke Mpodunb
cuUcTeMbl Haxmute Ha cTpoky ObnacTe npodunupoBaHusa (puc. 3amnyck 0bHOBIIEHUA
npocouna °"'), BbIGepuUTe cooTBETCTBYIOLMIA BapuaHT (Jlo6aBuTb dain wm Jo6aBuUTb
nanky), ykaxure Heobxoammble pairnbl n HaxXMUTE Ha KHOMNKY OTKpbITh. [Mocre Toro, Kak B

cTpoke OGnactb npodunupoBaHuUa oTobpasnTca nyTb K Tpebyemomy chany wum

- (& ]
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KaTasory, HaxxmuTe Ha KHonky OGHOBUTbD.

MpocmoTp oT4yéTa 0 cbope npocdhuna
[ns npocmoTpa nogpobHOro oT4éTa 0 NPOBEAEHHOM COOpe NPOMUIA HAXXMUTE Ha CCbISKY

Moapo6Ho (puc. 3anyck obHoBneHUs npodunsa >*).

4.6 KOHTpONb aKkTUBHOCTU NPUNOXEHUMN

Ha Bkragke CTaTyc naHerm ynpasnexms >

nporpamMmmbl 0TOBpaxkaeTca TEKYLLMIA CTaTyC 3aLyThl
1 cnmcok obracten KOHTpors. Takke Ha BKagke NPpMBOAUTCS CTaTUCTUKA MO OOLIEMY KONMYECTBY
3apernctpupoBaHHbix SoftControl SysWatch npoueccoB B cucteme, ctatuctika rno KOnmM4ecTBy

npmno»(eHvM B KaXKQ0M 13 30H BbIMNOSIHEHUS %0 , @ TAKXKe MMm4 npouecca, Bbi3BaBLLero nocregHun no

BPEeMEHMU HUMAEHT. 1o yMOnYaHMio yCTaHaBIMBAETCA KOHTPOSb MO BCeEM 06riacTam 3awmTbl, nNpu
aTOM oTobpaxaeTcs cratyc Komnbromep 3awuujeH. OTKIIOYEHNE N BKIKOYEHME KOHTPOSS MO
KaXxgon obriacTu OCYLLECTBIIIETCA HaXaTUeM JieBOW KHOMKM MbILLKM MO Ha3BaHU obractu, npu
3TOM 06LMI CTaTyC 3auyTbl UBMEHSETCA Ha HernonHas 3awuma KoMrbomepa, €Crii OTKIHOYEH
KOHTPOJb XOTs1 B6bl MO ogHOM obrnacTtun, n Ha KoMmrneromep He 3awjuWeH, €Cim OTKIKOYEH KOHTPOSTb
no Bcem obrnactam. [laHHble BO3MOXHOCTM Takke AyOrmpyrTcs B HAcTpowKkax nporpamMmmbl B

pasgene 3awmTa (puc. Hactpoiikn obumx napameTpoB 3aumtbl °2). KOHTpomb aKTMBHOCTM

NPUINOXKEHWUIA BKITOYEH, KOraa oTMedeHa obracTtb 3auytsl MpunoxeHus.

————an
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s Hacpoiika nporpammer SysWatch

3awmTa
Hactporka oblumx napaMeTpos 3almThl

SawuTa PEMXKMM 38WNTBI

MpoBepka @Bmml—lmh SJAWMNTY

OfHoBNEHNE
[¥] Npunoxerus
4 HacTpoiku
[¥] ¢aiinoean cucrema
Bun

= i
OTuUeThl |¥| CuctemHeii peectp

CnoseweHna File= "

¥NpasneHwe MHUWOSHTaMKI

¥YnpaeneHue naponsm

[7] BrnrounTs 33WMTY naponem

Cnpaeka

@ BrnrmouwTs asToMaThdeckyto obpaboTky MHUKMOeHTOE

() Brnrounte obpaboTky MHUMOSHTOB NONb30BaTENEM HacTpoiika...

MnoBansHbIA PEXKWM MHCTANNALMKY (pEKOMEHOYETCA NEpe3arpysxKa)

[ rnoBansHeiil pexum uHcTannAUMM (peKOMEHOYETCA Nepesarpyska)

= B |

HacTpoika

I

OK ‘ | OTMEHA

PucyHok 45. HacTtpowkm o6mx napamMeTpoB 3alMThI

Hwke npmBeneHa getarnbHas I/IHCbOpMaLI,I/IFI rno HaCTpOﬁKe KOHTPOJIA aKTUBHOCTU npmno>KeH|/||7|:

" onunn KOHTPOJ1Id akKTUBHOCTH 58 ,

»  06paboTka MHUMOEHTOB 3amnycka NpoLeccoB ¢

»  30HbI BbINOMHEHUS NpUroxXeHuit °°;

=  CBOICTBA OTAEbHbIX MPUNOKEHN & ;

= Benblil CIncoK cepTudmkaTos ° .

4.6.1 Onuumn KOHTPONSA aKTUBHOCTHU

Onsa m3aMeHeHuss OOMOSHUTESbHBIX OMNUUA KOHTPOJIA aKTUBHOCTU OTKpOIZTe pasnen 3awuTa

HACTpoOeK nporpammel,

B obrnactm Pexum 3awuTbl

HaxkmuTe Ha KHonky HacTpomka

(pvic. HacTpoiku_0BLLyX napamMeTpoB 3almTbl >2) M B OKkHe HacTpoika pexuma 3awuTbl

nepenouTe Ha Bkriaaky Mpunoxenus (pyc. OnumM KOHTPOMS aKTUBHOCTU > ).

B o6nactu MpunoxeHua pacnonoxeHbl crieaytowme onumm:

d COXpaHFITb UCTOPUIO aKTUBHOCTU HEN3BECTHOIO NPUINNOXEeHUA Npn nepBom

3anycke:

ABTOMATMYECKOE BKIHOYEHME ONUMM 3anucu UCTOPUM aKTUBHOCTU &4 npu nepsomM 3anycke

HEN3BECTHOIO npouecca.

d 3al1peTVITb BbiMNOJIHEHUE CKPUMNTOB!

— &
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BriokmpoBka BbIMOMHEHMS HEOOBEPEHHbIX CLEHaApueB uHTepnpeTatopammn  (Kpome
cueHapveB, nognucaHHblx aencrteutenbHon OUIM wwm SBUIM w3 ©Genoro_ cnucka

cepTudmkaTos °”). 3anpeLLaoTca crieayloLyie NPoLeceh:

— wscript.exe (Microsoft ® Windows Based Script Host);

— cscript.exe (Microsoft ® Console Based Script Host);

— java.exe (Java(TM) Platform SE binary);

— javaw.exe (Java(TM) Platform SE binary);

— javaws.exe (Java(TM) Web Start Launcher).

Ans 3anpeta 3anycka oOnpedenéHHbIX MPOLECCOB  PEKOMEHOyeTcs  co3gaBaTb

cooTBeTCTBYIOLME [paBuMna NOMMTUKL KOHTPOs 22 .

U Bknrountb KoHTponb dll Moagynen (TpebyeTca nepe3arpyska):

KOHTpOSb LIeNOCTHOCTM AvHaMmudecku nogkrodaemblx 6ubrmotek (DLL), mcnonb3ayembix
MCMOJSHAEMbIMU KOMMOHEHTAMMW.

KoHTporb 3anycka dll-moaynen pabotaet crieaytouym obpasom. NMpu nonbiTke 3arpy3uts dll-
6ubrmoteky SoftControl SysWatch nposepsieT, nognucaHa mm oHa QUIM. Ecrm 6ubrmoTeka
nognucaHa n Windows cuutaet ceptudukat OLUIN goBepeHHbIM, TO 3arpyska 6ubrmoTteku
paspewaeTca (gaxe ecrm eé HeT B npocune). Ecrm y 6ubrmotekn otcyrcteyeT O,
SoftControl SysWatch npoBepsieT, ectb fm gaHHas GubrmoTteka B npocwune. Ecrm ectb,
3anyck paspeLlaeTcs; eCfM HET — OTKITOHAETCA.

[MpumeyaHve: He NOAAEPXMBAETCSH 3anpeT Ha 3anyck OubrmoTek, B KOTOPbIX OTCYTCTBYET
TOYKa BxoAa (bubnmoTek, coaepKalmx ToNbKO pecypcbl, 6e3 UCNOoNHAEMOro Koga).

U 3anpeTnTb BCeM KpOMe MHCTaNNATOpPOB Moaucukaumio ncnonHsemoix cpamnos PE:
3anpeT M3MeHeHUs UCMONHAEMbIX (paroB HedOBEPEHHbIMU MpoueccamMu (He UMeELLIMU
npu3Haka nHctamaTopa). JaHHas pyHKUmMS 3anpeligeT nobbiM Takum npoueccaMm BHOCUTb
nameHenns B dll- M exe-pannbl. MO3BOMSET CHU3UTL PUCKM HAPYLLEHMSA LENOCTHOCTU

CUCTEMDbI.

- (& ]
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'3 Hactpoiika peskima 3awutel @

MpWnokeHs

COXpaHATE UCTOPUKD BKTMEHOCTH HEM3BECTHOMO NPUIDKEHWA NPU NEPEOM 3anycke
[[] 3anpeTiTe BbINGAHEHME CKPUNTOR

[[] Brntouuts kontpons dil moaynei (tpebyetcs nepesarpyska)

[[] 3anpetiTe BCEM KpOME MHCTANAATOPOE MOAMBMKALNK MCNONHASMEX dalinos PE
YaaneHe HESKTUBHBIX NMPHACHEHWA W Npasun

[] ¥nanaTe nHbopMaLMD o NPUADKERMAX He anyckaswixes Bonee | 20

MNocneaHas O4YWCTEE: He NPoWM3BoOMNach

Crnpaexa ’ OK ] ’ OmmeHa ] [HDMMBHMTb

PucyHok 46. Onuum KOHTPONA aKTUBHOCTU

B obrnactn YaaneHune HeakTUBHbIX NPUINOXEHUW N NpaBun ycTaHoBUTE (briaxxok YaanaTb
MH(OpPMaLIMIO O NPUSIOXKEHUAX He 3anyckaBLUMXcA Gonee n Bbibepute KONMMYECTBO OHEW,
ecrm TpebyeTtca ymamaTb M3 6a3bl gaHHbix SoftControl SysWatch 3anucnm o HeakTMBHBLIX
NPUIOXKEHUAX, YOOBNETBOPSOLYX 3a4aHHOMY YCroBUIO. YTOOLI NPOM3BECTUN OUUCTKY HEMEOSIEHHO,
HaXXMUTE Ha KHOMKY O4nMcTUTb cenyvac. Ytobbl cobupaTb UCTOPUIO aKTMBHOCTU MPUIOXKEHWNA,

BbICTABUTE ranoyky XpaHUTbL MCTOPUIO aKTUBHOCTM NPUITOXEHMI (CM. PUCYHOK Hibke ).

B SoftControl SysWatch peammsoBaH rnobanbHbin pexxumM YCTaHOBKMW ANs1 NOAAEPXKKN BbIMOSTHEHUS
MHOTrOLLAroBbIX MporpamMm YCTaHOBKW. [1py BKIHOYEHMM [aHHOMO pexumMa BCe MnpoLecchl
3anyckarTcs C Npu3HaKoM MHCTanAaTopa u gobasnatotcs B npodurb (pexvm obyyderus). Kpome
TOro, B npopurnb Oob6aBraoTCa BCe U3MEHeHUst B ucnonHsemblx hannax PE. [na BkmoveHus
pexvima ycTtaHoBuTe briaxkok y onuum FnobanbHbIN peXnuM UHCTannsaUuuMmn (pekomeHayetcs

nepesarpy3ka) B pasgerne 3awmrta HacTpoek nporpammebl (pyc. Hactponku obumx napameTpoB

saupbl °*) 1 nepesarpyaute cuctemy. Takke ynpaBreHMe PexumoM rnobarnbHoON yCTaHOBKM

BO3MOHO B TUXOM PEXMME C MOMOLLH JOMOMHUTENLHON yTrMThl changetpsmode ™%,

® Bo u3bexaHne nobaeneHus B npodunb BpegoHocHoro MO onuuio Mo6anbHbIN peXxXum
MHCTaNNALUMN PEKOMEHOYETCS UCMONb30BaTh TOMBbKO Ha "4ncTbIX" cuctemax, Bcé MO ans

KOTOpbIX yCTaHaBmMBarsnoch ¢ "3onoTtoro" obpasa.

ﬂ,J'IFI OTKIMKOYEHUA pexnma CHUMUTE cbna>|<0|< nnepesarpysumte CUCTemMy.

— &
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4.6.2 O6paboTKka MHUUOEHTOB 3anyckKa npoueccos

Obwas cxema pearmposaHud Ha MHUMOEHTbI 3arnyCka HEW3BECTHbIX npoueccoB B paCclLMpEeHHOM

pexxume paboTbl SoftControl SysWatch npeacraeneHa Ha puc. Hbke *° .

( 3anyck HeM3BeCTHOro npouecca >

poLiecc SABNSETCS NporpaMMon
yCTaHoBKM ?

HeT porpaMma ycTaHoBK/ UMEeT
[eNCTBUTENbHbIV cepTudmkaT 3

usroToBuTens ?

Benbiit cncok cepTucmkaTos
BKITIOYEH ?

Ceprudpuar 3L BbINonHeHne B pexxume YCTaHOBKY
MomelLieHve Bcex moaynen B
B H6enom cnvcke ?
[OBEPEHHYI0 30H

paspeLueHue
3anycka

3anpet
3anycka

Pewwenve TpebyeTcsi nposepka ? BpenoHoCHbIN kog, HarkaeH ?

orpaHu4yeHve
3anycka

Tpebyetcsi npoBepka ? BpenoHocHbIn ko, HarkaeH ?

BbinonHeHve B orpaHN4YeHHOM pexvime
MomeLlueHve Bcex moaynev B
OrpaHNYEHHYI0 30HY

BrokvpoBka BbINOMHEHWS

PucyHok 47. O6wana cxema o6paboTku 3anycka HensBeCTHbIX NpoLeccoB

OkoHuaTernsHoe pewerue (pyvc. Bbile °*) BbIBMPAETCA B 3aBMCYMOCTM OT peXxuma ynpasrieHns

WHUUOEHTaMU:

= ABTOMaTM4eCKUmn

Pewenne npuHumaetca SoftControl SysWatch ucxogs w3 napametpoB 06paboTku
vHUMaeHToB, 6e3 obpaleHna K nonb3oBaTtento. [ns yCTaHOBKM [AaHHOTO pexuma u
M3MEHEHUS €ero napameTpoB OTKpowTe pasgen 3awmrta HacTpoeKk nporpammbl,
yCTaHOBUTE Mepeknoyaterb YnpaBneHue WMHUMAeHTaMu B MornoxeHne Bknouutb

aBTOMaTU4YeCKyr0 00OpaboTKy WHUMAEHTOB U Haxmute Ha kHonky Hactpownka

EES—————————————————— .-
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(pvic. HacTpoitku obuwx napameTpoB 3aumrbl > ). B okHe YnpaBneHue WMHUMAEHTaMM

(pvic. HacTpoika _peakumv Ha uHUMOeHTbl ') B CnMCKe WHUMAEHTOB BbiGepuTe

Tpebyembli TMN coObiTMS M B BbiNagawwem MeHio PelueHue ycTaHoBUTE AelcTBuME,
koTopoe 6yaeTt npomssoauTtbca SoftControl SysWatch npu HacTynneHum gaHHoro cobbiTus.

i)’npaﬂnewe WHLUMAEHTAMIN @
MHUWAEHTEI

CNWCOK MHUWAEHTOS

MHUMaSHT

BBI'IYCK HEW3IBECTHOrC NPpUNOHEHWUA

3anyck HEWSBECTHOW NPOrpaMMel YCTAHOBKK
HapyWweHWe NoAUTHEN KoHTPOAA

YI'ID'EEJ'IEHME WHUWOEHTaMK

PeweHue: ZabnokupoBaTe (NC YMONUaHWKD) -

JaNoMHUTE pEeWeHWE Ha CeCCUID

Crnpaexa ’ OK ] ’ OmmeHa ] [HDHMBHHTb

PucyHok 48. HacTtpoika peakuvm Ha MHUMAEHTbI

MonHbIN NepeYveHb MHUMOEHTOB M BO3MOXHbLIX peakuuin Ha HWX npvBenéH B 1abn. 8. [ns
NOATBEPXKOEHUS BbIOPaHHBIX YCTAHOBOK HAaXMUTE Ha KHOMKy OK.

* Py4yHou

Pewenne npmHmmaeTca SoftControl SysWatch ucxogsa ns sbibopa nons3oBarens, OTMETUB-
wero Tpebyembln BapuaHT B AManoroBOM OKHe. [1n9 yCTaHOBKW JAHHOrO pexvMa OTKpouTe
pasgen 3awuta HacTpoeK nporpaMmbl, YCTaHOBUTE Mepeknoyatens YnpaBneHue
MHUMOEeHTaMu B rosioxeHve Bknountb 06paboTKy MHLMAEHTOB Nonb3oBaTenemM u

HaxxmuTe Ha kHonky OK (pwic. HacTpoiikv obLyix napaMeTpoB 3almThl 2).

3anyck HeM3BeCTHOro NPUIOXeHUsA
OxHo npepynpexaeHusi, otobpaxxaemoe SoftControl SysWatch npu 3anycke HensBecTHOro

npuroXxeHusa, NoKa3aHo Ha PUC. OkHo npegynpexaeHnda and HEU3BECTHOIO NMPUIoXXKeHNA = .

OxHo NMpeaynpexaeHue - SoftControl SysWatch coctout us 2 yacrei:
e Obnactb onucaHua npwuroxeHns. B gaHHOM 6roke npvBoautcs  uHopmaums o

HEN3BECTHOM TMPUIOXXEHUN. UMA, U3rOTOBUTESb, pPe3yribTaT aHTMBMPYCHOW MpPOBEPKMK =

(BO3MOXHO MPOBEPUTL MPUMOXEHWE Nepen MPUHATVEM pPEeLLeHUs, HaXXaB Ha CCbISKy

- (& ]
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npOBepMTb 00BLEKT 1 Bbl6paB B KOHTEKCTHOM MEHIO0 BapuaHT 3a|'|y0TMTb npOBepKy).

* Obnactb Bblbopa aencteus. B Groke BbiGopa gencTBMA OTOOpaxkaloTCs BO3MOXHbIE

nencTeuAa npu 3anycke Hen3BeCTHOIO NMPUIoXXeHUA:

— BbINONHUTDL

©0 OAHOKpPAaTHO 3anyCTuTb B OI'paHVI‘-IeHHOﬁ cpege — BbIMNOJIHATL NpUoXxexHne B

nsormmpoBaHHon cpege ("necoynvue")

«V.LP.O.» c orpaHuyeHHbIMN NpaBamu;

noa YYETHOW 3anuCblo MoSfb3oBaTens

0 3anyCTuTb B pPexunmMme YCTaHOBKWU — BbINOJHUTb TMPUIIOXXEHNE U nobaButb B

npPoduUnb CUCTEMBI.

® PekomeHayeTcsl BbIOUpaTb 3TO AENCTBUE, ECIM YBEPEHDI, YTO AAHHOE NPUIIoXeHWe

He HaHeceT Bpena cucteme unm npurioxxeHne BblnylweHO JoBepeHHbIM

N3roToBUTEIEM.

— 3anpeTuTb — 3a0r0KMPOBAaTh BbIMNOSHEHNE NPUMOXEHWS.

® PekomeHayeTcsi BbIOVpaTh 3TO AEMCTBME, ECIIM NMPOUCXOXOEHNE NPUMOXKEHMS

HEN3BECTHO WK ero 3anyck He CaHKLUMOHNPOBaH NoJsib30BaTeENEM.

i NMpeaynpesxasnme - SoftControl SysWatch @

3anyck HEM3BECTHOW NporpaMMbl Bbin

NMPUOCTAHOBNEH ‘

MporpamMMa:  PROGRAM.EXE
@ MznaTens: <HET OaHHBIX=

MNpoBepuTe cbbexT

< BbINOAHUTL
Mporpamma GyOer sanylweda ¢ orpaHudeHnaMn. OnacHele
neictena ByayT 3abnokupoBaHtl

@ oQHOKpaTHO 3anyCTUTb B OTPaHUYEHHOR cpej
) 3aNyCTUTE B PEXUME YCTAaHOBKH
< 3anpeTuTb

A He 3Hat, oTKY.Oa B3ANAch 3Ta NPOrpamMMa W He A0BEpA
ei

() AononHuTensHo

PucyHok 49. OkHO npegynpexaeHus ans
HeWn3BeCTHOrO NPUIIoXKeHUsA

Ecrm B TeueHre 5 muHyT genicteue He byaeT BbibpaHo, SoftControl SysWatch 3abrnokupyeT

3anyck npurio>keHnda 1 3akKpoeT OKHO npeaynpexneHus.

— &
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3anyck Hen3BeCTHOM NPOorpamMmbl YCTaHOBKU

OxHo npepynpexaenus, otobpaxaemoe SoftControl SysWatch npu 3anycke HensBecTHoOm

nporpamMMbl YCTaHOBKM, MokaszaHo Ha puc. OkHO MmpeaynpexaeHus Ans  Hew3BECTHOW

NporpaMmbl yCTaHOBKM > .

i NMpeaynpesxasnme - SoftControl SysWatch @

3anyck nporpaMMbl YCTaHOBKMU Obin

il

MNporpaMMa:  SETIUR.EXE
@ W3natens: <HEeT OaHHEIX>
MNposepuTs obbexT
< BbINONHUTL

A CaMOCTOATENBHO 3aNYCTWN NPOrpaMMy, OAHEKO HE 3HAH,
Hackonexko oHa besonacHa

3anyck B OrpaHUYeHHOM pexuMe

< 3anpeTuTb
A He zanyckan STy NporpaMMy W HE OCEEPAK: e BEINCAHATE
nicbble ASACTEMA Ha STOM KOMNbHTERE

[] 3anpetuts 3anyck nporpaMMel B AanbHeWEM

(#+) JononHUTENBHO

PucyHok 50. OkHO npegynpexaeHus ans
HeU3BeCTHOM NpPorpaMMbl YCTaHOBKM
OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:
* OBracTtb onMcaHusi NporpaMmmbl yctaHoBkW. B gaHHom 65ioke npyBoanTca nHdopmMaumsi o

HEN3BECTHON nporpamMme YCTaHOBKU. UMA, U3SrOTOBUTENb, pe3yrbTaTt aHTI/IBI/IpyCHOI7I

npoBepky >* (BO3MOXHO MPOBEPUTH MPOrPamMMy YCTAHOBKY Nepes MPUHSTUEM peLLeHVs,
HaxaB Ha ccblfky MpoBepuUTb OGBLEKT U BbiOpaB B KOHTEKCTHOM MEHIO BapwaHT
3anycTuTb NPoOBEPKY).

* Obnactb Bbibopa aencteus. B Groke Bbibopa gencTBMA OTOOpaxatoTCA BO3MOXHbIe
AENCTBMS Npu 3anycke HEM3BECTHOWM NporpamMMbl YCTaHOBKM:
—  BbINOMHUTL — BbIMNOSHUTL MNPOrpaMMy YCTaHOBKM M OobaButb €€ un Bce

YCTaHOBJIEHHbIE MOYIN B I'IpOCbI/IJ'Ib CUCTEMBbI,

i PeKomquyeTc;l Bbl6l/|paTb 3TO AeuncTBme, ecrm yBE€pPEHbI, YTO AaHHaA nporpamMmma
YCTaHOBKWM HE HaHeCET Bpeaa cncreme mnm yCtaHoBLLMK BbiMNyLLeH JOBEepPEeHHbIM

n3roTtosutTeniemM.

— &
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0 3anyck B orpaHM4YeHHOM peXumMe — BbIMOSHUTL NPOrpaMmy YCTaHOBKU B
nsommpoBaHHon cpege ("mecoynnue") nog YY4ETHOM 3anmMCbio  MONb30oBaTenNns
«V.LP.O.» ¢ orpaHn4eHHbIMU NpaBamu, 6e3 aobaBreHns YCTaHOBIIEHHbIX MOAYren
B NPOWib CUCTEMBI.

- 3al1peTVITb - 3a6J'IOKI/IpOBaTb BbIMNMOJIHEHNE NPOrpamMmbl YCTAHOBKW.

i PekomeHayeTcsl BbIGUpaTh 3TO AENCTBUE, €CIM NMPOUCXOXKAEHWE NPpOorpamMmmbl

YCTaHOBKN HEN3BECTHO UM eé 3anycK He CaHKUMOHNPOBaAH MNoJib3o0BaTesieM.

Ecrm B Teyenune 5 muHyT gencteme He Byaet BbibpaHo, SoftControl SysWatch 3abnokupyet

3anyck nporpamMMbl YCTaHOBKM U 3aKPOET OKHO NMpeaynpeXxxaeHust.

4.6.3 30HbI BbINOJIHEHUA NPUSOXKEHUN

UTto6bl NPOCMOTPETL M UBMEHUTL TEKYLLEE pacnpeaerneHne NPUoXeHWn no 30Ham BbIMOSTHEHS,
BbiGepuTe NyHKT Mpouecchbl U NPUNOXEHUA KOHTEKCTHOro MeHio >> SoftControl SysWatch. B
okHe [Monutuka KoHTpons Ha Bkragke [poueccbl u [punoxeHua cogepxaTcsa Bce
npuroxeHus (npoueccel), 3apeructpupoBanHble SoftControl SysWatch ¢ momeHTa ycTaHOBKM

nporpammbl (puc. Mpouecchl v npurioxerus ).

" Monwtuka koHTpona @IE“&I
OBnactn kontponsa | MPouecce 1 MNpUaokeHa | Cepmcbm(a'rbl|

Kma Mone3oBaTtens OrpaHHMyeHua & [pons3scauTens MaonHoe 1uMAa MNpodwne o
EETRUSTEDINSTAL... cuctema YacTHele f B npodune
IﬂL‘SEEIHIT EXE <HET O3HHBIX> YacTHele \ x B npodune
mVMTOOLSD.EXE CHCTEMA YacTHele VMware, Inc. C:\PROGRAM FILES\WM... B npodune
@JMTOOLSD EXE John YacTHele VMware, Inc. C:\PROGRAM FILES\VM...B npodwmne
<HET OaHHEX> YacTHele ft i A B npodune
<HET O3HHEIX> YacTHele B npodune
<HET OaHHBIX> YacTHele B npodune
<HET AaHHBIX=> YacTHele : B npodune
IﬂWININIT EXE CHCTEMA YacTHele Microsoft Corporatlon C: \WINDOWS\SYSTEM... B npodune
BWINLOGON EXE CHCTEMA YacTHele Mlc:rosof't Corporatlon C: \WINDOWS\SYSTEM... B npodune
Iﬂ'\'}I[‘-l‘-";.'-T EXE <HET O3HHBIX> YacTHele B npodune
Iﬂ\'}l\]l.l}'-: EXE <HET O3HHBIX> YacTHele t B npodune
IEWMIF’R\.-‘SE.EXE cucTeMa YacTHele Microsoft Corporatlon C:AWINDOWS\SYSTEM... B npodmne
IEWMPNETWK.EXE MNETWORK SERVICE YacTHele Microsoft Corporatlon C:\PROGRAM FILES\WI... B npodune
w.\l}l‘]:HSCFG EXE  <HET OaHHbIX> YacTHele Microsoft C:\PROGRAM FILES\WI... B npodune

d WSOQMCONS.EXE <HeT gaHHbIX> YacTHele Microsoft n CHAWINDOWS\SYSTEM B npodune B

MpUNoMXEHNA B 30HE OTPaHNHEHHBIX NPABENA

|JC.'-L" EXE <HET OaHHBIX> OBwme, HacTHele B npodune =
@IE.‘-{: CORE.EXE <HET AaHHbBIX> Obwwe, YacTHele B npodune
lgDTELHET EXE <HET OaHHEX> Obwwe, YactHele  Microsoft Corporation B npodune

JobaeuTs CeoicTea 3aBepWwKTh ¥YOanute M3 cnucka
Cnpaeka OR ” OTMeHa ][anMEHHTb

PucyHok 51. Mpoueccbl un npunoxeHus

— &

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykosodcmeo rnosnb3ogamernsi

JlokanbHasi paboma c¢ SoftControl SysWatch

Kaxxgoe npunoXxeHue (npouecc) pacrosioXXeHO B O4HOW M3 30H BbINOSHEHMS N UMeeT creagywoupe

napameTpbl:

* UmAa — nmsa ucnonHsemoro doanna NpuroXKeHus .

* Monb3oBaTtenb — y4€THAs 3anucb Monb3oBaTesNisd, MNo4 KOTOPOW 3anyckaeTtcs
NPUIoXeHe.
* OrpaHu4yeHnsa — Habop orpaHMyeHn U paspeLLeHu, KoTopble OEeWCTBYOT npwu

BbIMOJSIHEHWUN NMPUIOXEHWUS:
—YacTHble — JeNCTBYIOT A8 OTAESTbHOro NPUIoXKeHUs.
— O6LWue — 4eNCTBYIOT A4J19 BCEX NPUMOXKEHWUI B 30HE BbIMOSHEHMS.
— 3anpeT BbINOSIHEHUSA — BbINOMHEHVE MPUMOXEHNS 3anpeLLEHO.
* MpousBoaUTENb — U3rOTOBUTESTb NMPUMOXKEHWS.
* [MonHoe NMsa — NOJSHLIN NYTb K UCMONHAEMOMY thairny NPUoXeHUs.
* ABTOpCKME npaBa — nHpopmauma 06 obragaTerne aBTOPCKMX NpaB Ha MPUoXeHve.
* OnucaHue — KpaTkoe onMcaHne OCHOBHOW (DYHKLINM.
* Bepcus danna — nonHas Bepcus UCNONHAEMOro doanra NPUoXeHns!.
* Bepcusa — Bepcusa npurioxeHust (MpoaykTa).
* Pabouee HazBaHue — paboyee HavMMeHOBaHUE OT U3rOTOBUTENSA MPUMOXKEHNS.
* HasBaHue — HauMeHOBaHVE NPUINOXKEHUS.
* MpoAayKT — NporpaMmHbIN NPOAYKT, B KOTOPbLIN BXOAUT NPUMOXKEHME.
* UpeHTUcUKaTop — naeHTUdUKaTop npouecca B cuctemMe.
¢ CtaTyC — COCTOSIH/E MPUIIOXKEHWS:
— BbInonHseTcs — akTMBHbIA NPOLECC, NPUIOXEHNE BbINOMHAETCA B AaHHbIA MOMEHT
(vmsi 0603HaAYEHO YEPHBIM LIBETOM);
— HEeaKTVBHbIA NPOLECC, MNPUIOXEHWe He BbIMOMHAETCA B AaHHbIM MOMEHT (UMS
0603Ha4eHO cepbiM LLBETOM).
* YaoanuTb Npu nepesarpyske — vHOVKaATOp HEOOXOAMMOCTW yaarieHUs UCMOSHAEMOro
dhanra NpuroXXeHus nocre nepesarpyskm CUCTEMBI:
— HeT — chbann npunoxeHust He ByaeT yaanéH nocre nepesarpysku;
— Oa — chann npunoxxeHust 6yaeT yoanéH nocre nepesarpysku.
* B npocdune — nHOMKaATOP HaXOXOEHUA KOHTPOJSIbHOW CyMMbl MPUNOXeHUs B npodoure

CUCTEMbI:

- F ]
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— B npodwune;

— He B npocune.

Bo3moXHble AENCTBUS B CNINUCKE MPUIIOXKEHNN:

HNo6aBneHuelynaneHue NpunoxeHus u3 cnucka
Ecrm npuroxxeHue oTCyTCTBYET B CMUCKE, MOXHO J0OaBUTb €ro BPYYHYHO, HaXXaB Ha CCbISKy
[Ho6aBuTtb 1 ykasaB nyTb K npuroxeHuto. ObpaTHoe AeNCTBME COBEPLLAETCS C MOMOLLBHO
CCbIfkM YaanuTb U3 cnucka (nmbo ropsden knasuwen Delete). Ecnm ganHoe npurnoxenve
He BKIMOYEHO B NpOoduib CUCTEMbI, TO AN TOro, YTOObl OHO 3anyckanocb ¢ TpebyeMbiMu

NpVBUNErsMK, He06Xx0aMMO 406aBUTL ero B Nnpodurs 2.

Hob6aBneHnelypaneHue npunoxeHus s npoduna cucTembl
Ecrm TpebyeTtca nepemecTuTb Npurioxenve B Npodunb CUCTEMbI WM yoarmTb ero 6e3

06HOBIEHMSA _BCEro npoduns = , BbIBOBUTE KOHTEKCTHOE MEHIO HaXXaTunem HpaBOVI KHOMKN

MbILLM Ha TpebyeMOM NPUNoXeHnn n Bbibepute HEOOXOAMMbIN BapUaHT:
— [do6aBuTb B npocunb;

= YpanuTtb us npoduns.

MN3MeHeHMe 30HbI BbINOTHEHUS NMPUIOXKEHUS
[ns nepemeLLeHUs MPUIoXKeHUs1 MeXay 30HaMu BbINOSHEHUS! BbI30BUTE KOHTEKCTHOE MEHIO
HaXkaTUeM MNpaBOW KHOMKM MbILLM Ha Tpebyemom npuriokeHn n Bblbepute oavH U3
BapuaHTOB (B 3aBUCMMOCTU OT TEKYLLIEN 30HbI BbINOMHEHNS):

— 3anpeTuUTb BbINOJIHEHNE NPUSIOKEHUS;

—YaanuTb NpuUnoXxeHue U3 4OBEePEHHbIX;

— PaspelwnTb BbINONMHEHNE NPUNOXKEHUS;

— Cpenatb npunoxeHne AOBepPEeHHbIM.

3aBepLlueHue npouecca
Ecrm npurnoxxeHue 3anyLieHo B TEKYLLWMIA MOMEHT, MOXHO NpepBaTb BbINOSHEHME NpoLecca,

BblOpaB Tpebyemoe MpurioXeHne B CNUCKE WU HaXaB CCbiNKy 3aBepwuTb. [na Toro,

———————.
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4yTOOLI YAanuTtb (baﬁn NPUNoXeHUs nNpu nepe3arpy3kKke, BbiISOBUTE KOHTEKCTHOE MEHIO

1 BblGepute OQHOUMEHHBI MYHKT.

4.6.4 CBoncrtBa oTAENbHbLIX MPUNOXEHNN

SoftControl SysWatch no3sonseT 3agaBaTb He TOMbKO 00Lye NpaBunia KOHTPOSA akTUBHOCTU Ans
BCEX MPUIOXEHWA, HO 1 paboTaTe CO CBOMCTBAMM OTAESMbHbIX MPUMOXEHUM, BKIOYaa 3agaHue
YaCTHbIX NMpaBun NOSMTUKN KOHTpona. [ns atoro BbiGepute nyHKT CBOMCTBA MPUIIOXKEHUA B

60
KOHTEKCTHOM MEHIO Mnpouecca Ha BKriagke [Npouecchbl N NpuroXxexus — .

MpocmoTp noapo6HON MHhbopMaL MK O NPUNOXKEHUN
[ns npocmoTpa nogpobHom nHdopmMaumm 06 oTAeNbHOM NPUMOXEHUN NepenauTe Ha BKraa-

ky O6wme okHa CeBoncTea npunoxeHus (puc. O6as nHhopmaums o npuroxeHn °%).

g CeoiicTsa npuno:eHna = | %

OBwue |YU1|:|BMR BBINCAHEHWA I Hcropua | OrpaHYeHna U paspewenua

.| NOTEPAD.EXE

06wme
MyTb: CH\WINDOWS\SYSTEM32\NOTEPAD.EXE
Pasmep: 193536 Banr
CosaaH: 13.07.2009 23:56:36
W3meHeH: 14.07.2009 01:39:25

Bepcusa
OnucaHne: Notepad
MNpunoxeHue: Microsoft® Windows® Operating System
NponssoanTens: Microsoft Corporation

Mpouecc
MNonbsosatens: <HET AaHHEX>
CucTemMHBIR npouecc: Het

Nposepka

Pe3yNbTaT NPOBEPKH: <HET AaHHBIX> ﬂLCEELW-

Cnpaska [ oK ][ QOmMena ][I‘Ipmnenmb

PucyHok 52. O6wan nHdopmaLmsa 0 NpuUnoxeHUu

,D,J'IFI aHTI/IBI/IpyCHOIZ NnpoBEPKN UCMOJTHAEMOro q)aﬁna NPUIOXXeHnA Ha>XMUTE Ha CCbIJKY

MpoBepuUTb 1 BbIGEPUTE B KOHTEKCTHOM MEHIO BapvaHT 3anyCcTUTb NPOBEPKY.

3apaHue ycnoBuin BbINONTHEHUS
[ns npocMoTpa TEKYLLMX YCIIOBMWIA BbIMOSHEHUS MPUIOXEHNSA N X U3MEHEHUS NepenanTe Ha
BKNagky YcnoBuA BbINONMIHEHUA oOkHa CBoMcTBa npunoxeHusa (puc. YcroBus

63
BbINOJIHEHNA NMPWUIIOXXEHUA )
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_d CsoiicTsa npunosenna =0 X

OBwue | YCNOBUA BEINGAHEHUA | McTopHA | OrPaHMYeHNA M paspelleHia

OrpaHuyeHna: HacTHble
HasHaueHbl aBTomaTudeckn 06.05.2013 10:52:44

[] BrntoumTe pexum BEINOAHEHMA MPOrpaMMel yCTaHOEKN/ 0BHOSNEHUA

AgToMaTHueckoe nofaeneHue scex Moaynel HoBON NporpaMMel B NPodMNL CHCTEMEL.
MNpegctepawenne ownbodroro GNCKNPOBAHNS YCTAHABNWEZEMOID NPOTPaMMHOID
obecneyeHus.

HasHa4eHWe y4eTHOMH 3anuch

_) OrpaHW4eHHbIA NoNb30BaTENs.

YUETHAA 3aNUCs AN BEINONHEHWA A0BEPEHHLIX NPUAGKEHWA B OrpaHUYeHHDi cpene.
MNpencTepalleHe NCNONL30BaHUA YASEMMOCTER NPUIOKEHNA EPEACHOCHEIMN
nporpamMMani.

@ He MCNONB30BaTe HAaZHAYEHUE YYETHOW 3anuck

BHuMaHue. HasHaYeHue yUETHOR 3anNnCk BCTYNMT B CHAY NPW CNEAYIOWEN CTapTe
NpUNOKEHWA.

Cnpaeka [ OK ][ QTMEHa ]IHDMMEHMTb

PucyHok 53. YcnoBusi BbINOSIHEHUSA NPUNOXKEHUA

Ha paHHOM BKrnagke ykasaHbl kateropym OrpaHu4eHUM A58 OAHHOTO  MPUIIOXKEHWS,
M3MEHUTb KOTOPbIE MOXHO HaXaTveM Ha HUX U BbIBOPOM OOHOrO U3 BapuaHTOB B
KOHTEKCTHOM MEHIO (B 3aBUCUMOCTM OT TEKYLLIEW 30HbI BbINOSHEHNS):
— 3anpeTuTb BbINONIHEHUE NPUIOXKEHUS;
—Yaanutb npunoXxeHue U3 JOBEPEHHbIX;
— Pa3pewunTb BbINOSIHEHUE NMPUNOXEHUS,
— CpaenaTb NpuUnoXxeHue AOBEPEHHbIM.
Mpn BbIGOpe onuum BKAKYUTL pPEXUM BbINONMHEHUA NpPOrpamMmbl YCTaHOBKM/
OBGHOBMEHMA NPOMCXOOUT BKIMOYEHME BCEX MOAYNEN NMporpaMmmbl B NPpOuib CUCTEMBDI.
[na BKIHOYEHMA ONUUM YCTaHOBUTE COOTBETCTBYIOLLWN (PIIaXOK.
Mepeknoyatens HasHavyeHuMe y4€THOM 3anucu OTBeYaeT 3a BbIOOP YY4ETHOW 3anucu
norb3oBaTesis, No4 KOTOPOM AOSMKHO OCYLLECTBIIATLCS BbINOSHEHNE NPUIOXKEHUS:
o He ucnonb3oBatb Ha3Ha4YeHUe YYETHOM 3anUCK: 3anycKk NpoLecca Noa TEeKyLen
YYETHOW 3annChblo;
o OrpaHu4eHHbIN MoOnb30OBaTenb: 3anyck npouecca M3 [AOBEPEHHOM 30Hbl MOoA
TeKyLen Y4ETHOM 3aMUCbH0, HO C YMEHb LLEHHBIMUW MPUBUNErUSMU;
o UsonupoBaHHbIN nonb3oBaTtens V.I.P.O.: 3anyck npouecca 13 orpaHM4eHHON 30HbI

noA y4éTHom 3anuckto nosb3osartens «V.L.P.O.» ¢ orpaHM4eHHbIMY npaBamMu.

CoxpaHeHue UCTOPUUN aKTUBHOCTU NPUNOXEHUA

- (& ]
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[ns npocmMoTpa UCTOPUN aKTUBHOCTU NPUMOXEHUS NPU AOCTYyMNe K hairoBbiM pecypcam U
CUCTEMHOMY peecTpy nepenaute Ha Bkragky Uctopusi okHa CBOMCTBa NMpUIoOXeHUs

(puc. icTopust akTUBHOCTM NpUNoXeHns ).

YctaHoBute briaxxok XpaHUTb UCTOPUIO aKTUBHOCTU MPUIOXEHUN ANA BKIHOYEHUS
YyHKUMM XpaHeHust uctopun. [Ons obHoBneHns uHpopmauum Ha Bkriagke WMcrtopwusa
HaXXmMuTe Ha cCbliky OGHOBUTD.

YcrtaHoBuTe ¢hriaxxok CoznaBaTb pe3epBHble KONUM OOBLEKTOB ANs nocnenyroLero
BOCCTaAHOBJIEHUA, €CIM HEOBXOAMMO COXPaHATb pe3epBHbIE KON MOAUDULMPOBAHHBIX
npuroxxeHnem ob6bekToB. [ BOCCTAHOBMEHMA OObekTa K npegblayleMy COCTOSTHUKO

Bbl6epVITe B Cru1cKe cobbITME MO €ro U3MEHEHMIO U HAXXMUTE Ha CCbIJIKY BoccTtaHOBUTDL.

2 CeoficTea npunoxenns = Ii“é‘

| OBwme I Yonosua seinonHeHua | MCTCPUA | OrpaHuqenna u paspeleHna

Xpanvm:. WCTOPWIC 8KTMEHOCTM Npunoxedna ¢ 13.05.2013 15:51:46
[7] Cosnaeats pesepsHbie Konuk 06LEKTOR ANA NOCAEAYIOWLETD BOCCTAHOBNEHMUA
Bpens CobuitHe ObbekT Pesynetat e
05/13/13 14:06:19 3anyck
05/13/13 14:06:27 3anyck
05/13/13 14:06:27 OcTaHoeka
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\SECHOST.DLL
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\WINSXS\X86_MICROSOFT.WINDOWS.COMMON-CQO... £
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\WERSION.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM3ZV\WINMM.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE COWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\WINDOWSSHELL.MANIFEST
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\UXTHEME. DLL
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\SYSTEM32\DWMAPL.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\WINSXS\¥86_MICROSOFT.WINDOWS.C..-CONTROL...
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\GLOBALIZATION\SORTING\SORTDEFAULT.NLS
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\UXTHEME. DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\FONTS\STATICCACHE.DAT
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\MMDEVAPLDLL
05/13/13 14:06:27 OTKpbITHE CHAWINDOWS\SYSTEM32\PROPSYS.DLL e
BoccraHosuTh OBHOBMTE
Cnpaska [ OK ][ OtMena ] [I‘Ipwnenmb

PucyHok 54. Uctopusi akTUBHOCTU NPUIIOXKEHUSA

3apaHue 4YacTHbIX npaBun
,D,J'IFI 3aaHnA 4YacCTHbIX npaBwn nepe|7u:|,|/|Te Ha BKIaaky OrpaHquva n paspewieHuns

okHa CBOMCTBa NpunoxeHus (puc. YacTHble npasunia npuroxeHns °°) n sbibepurte oaHy

13 obracTen KOHTPOSA B BbiNadatoLLEM CrNCKe:
* dannoBana cuctema;
* CucteMHbIN peecTp;
* CeTb;

¢ [lpuBunernn npoueccos.
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i CeoiicTsa NnpunoseHna = S|
| Obwme I YCNoBMA BEINGAHEHHA I WcTopua | OTPAHNYEHNA 1 paspeweHins |
YacTHeIE OrPaHMYEHNA W Da3PeWeHUA: YTeHue, Cosaanue, MameHeHne, YaaneHwe katanores u dakinos. NpeooTepalleHue
WM3IMEHEHNA H3CTPOEK CHCTEMBI W HECAHKUWOHNPOBAHHOID A0CTYNa K KDHd]M,ﬂEHuHEﬂthIH AaHHbIM.
lmav’moaan cuCTEMa v]
jin} Pecypc YreHne 3anucb YnaneHue  AKTWBHO
10009  CATEST\#**# Paspewnte  Paspewwte  Paspewudto
Hobasute H3MEHUTE Yaanute Baepx BHW3
LOononHUTENBHO
Cnpaeka [ OK ][ QTMEHa ] IHDHMEHWH:-

PucyHok 55. YacTHble npaBuna npunoxeHus

[lencTBust HA JaHHOW BKMagKe aHanornyHbl AEUCTBMAM NPW 3a4aHnn 00X HACTPOEK:

o o - 69
® npaB A0CTYNa NPUMOXKEHUN K dairioBON CUCTEME |

* NpaB [OCTyNa NPUIOXEHWN K CUCTEMHOMY peecTpy ' ;

* MpaBun ceTeBOM aKTUBHOCTY NPUIOXKEHWN 2>

* npviBURerun npoueccos .

OTrmure oT obumx nNpaBwun KOHTPOSSE COCTOUT B OTCYTCTBMM HEOBXOOUMOCTM BbIOMpaTb
obrnacTb NPMMEHSIEMOCTU — 4YacTHOE nNpaBwWio AeVCTBYeT TOMbKO AN BblGpaHHOro
npuroxeHus. MpuopuTeT BbLIMOMHEHWUA YaCTHbIX OrPaHWYEHWA Bbille, Yyem Yy obupx, —
CHayana NpOBEpPSIOTCHA OrpaHUYEHUss MPUIOXeHus, 3ateM obume orpaHudeHusi. YTobbl
NOCMOTPETb 06LKe NpaBwuia, 4EVCTBYIOLLME A1 30HbI BbIMOSIHEHUS, B KOTOPOW HAXOOUTCS
npwuroxeHue, Bbibepute obrnactu KoHTpond PaunoBas cuctema (o6wme), CuUCTeMHbIN
peecTp (06wme) wm Cetb (06LWME).

B nocraBky SoftControl SysWatch moxeT Bxogutb cTaHgapTHbiM HaboOp YacCTHbIX
OorpaHu4eHnn, KOTOpbIN CO34aH cneumancTaMmm KOMMnaHum B pesynbTaTe aHarmmsa AencTBun

AOaHHOIo NPUIroXxeHu4.

[N BCTyNneHus1 USMeHeHun B cury HaxkmmTe Ha KHornky OK nnm MpumeHuTb.

— &

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

4.6.5 benbin cnucok ceptucpunkaTon

Mpn 3anycke npouecca SoftControl SysWatch apuctndeckn onpegensetr sBndeTcs SiM OH
NPOrpaMMon YCTaHOBKM WM cueHapueMm. 1o ymoryaHuioo, B 3TOM Criydae npouecc noryyaet
Npu3HaK WHCTanaTopa, ecrm umeeT peuctesuterbHyio JUI. Momumo 3TOro, BO3MOXHa
aonorHuTenbHasi npoeepka cepTtudukata AUIM Ha Harmuve B Gerom cnucke cepTudmKkaTos,
onpegenseMoMm nosib3oBaTenieM. Takum 00pa3oM, MexaHusM KOHTpOsns cepTudukaTtoB B
SoftControl SysWatch cnyxut ana orpaHndeHusi 3anycka nporpaMmm YCTaHOBKM U BbIMOSHEHUA

CKpMNTOB B Crieyrowpx criydadx:

® oTcytcTBMe JUIT;

® Harmume JUIM, cpok penctBua cepTudukata KOTOPOM UCTEK, MNPU  OTCYTCTBMM
NOANMCaHHON METKN BPEMEHW,

® Harmymne O HemsBecTHoro npowussogutens, fmbo npoussogutens, Yba OLUIM Gbina
yKpageHa 3royMbl LLITEHHUKOM.

B kaxgom u3 ykasaHHbIX CrydaeB CyLIECTBYET PUCK 3apakeHus BpedoHOCHbIM 10 u nopuu

LIeNIOCTHOCTM MPOrPaMMHOIO OKPYXXEeHVS 3aLLULLAEMOW CUCTEMBI.
UToObl BKIMOYNUTL KOHTPOSb MO 6enomy cnncky cepTudmkaToB, BbINOMHUTE Crieayrolme encTBUs:

1) Bolbepute nyHKT TMpoueccbl U MPUNOXKEHUA KOHTEKCTHOro Mew >°  SoftControl

SysWatch n B okHe lMonuTuka KOHTpona nepevaute Ha BKragky Ceptucpukarbl

(puc. benbin cnucok cepTudrkaToB &7 ).

g Menwmnka korTpons \i"i“é‘
| OBbnactn koHTpona | Mpouecce! 1 MpUnoKeEHWA | CepTubnkatel |

BrnrouuTe Benblil ciMcoK CepTMdHKATOE

HassaHue Serial Pubkey MoBepsaTs Tun
CISC Computing Forces a2653e07aafd1c9626d76... 95a3d0bif15a23ae7ce3fda... BCTpOSHHEIH
F-Secure Corporation 74fa467046493b1c6708a... 1387ff74ab6d092775cd060... BcTpoeHHEIR
Microsoft Root Authority Seb4e1485b47bess16d5 ... 3fcB8cb0be05241e58d65294... BCTpOSHHEIH
Microsoft Root Authority Bebde1485bd7bed616d5E... 3fc8cb0bec05241e58d65e94. .. Karanor
Microsoft Root Certificate Authority d60c16d1a04459cb93d2e...983b132635b7e91deef54a6. .. BCTpoeHHbIH
Microsoft Root Certificate Authority d60c16d1a04459chb93d2e...983b132635b7e51deef54a6. .. Katanor
Microsoft Windows a06ffb147d8357b74789d... e6e496211448ac8d4f2cf55... BcTpoeHHEIR
Microsoft Windows a06ffb147d8357b74789d... e6e496211448ac8d4f2cf55... Katanor
Microsoft Windows Verification PCA 9ad307aa43d557f5e0177... daa548737c3clffbdesfddes. . BcrpoeHHEIR
Microsoft Windows Verification PCA 9ad307aa43d557f5e0177... daa548737c3c1ffbdesfdses... Katanor
Protection Technology, Ltd. cf65205434e06a7a57326... cedf5659167196aeded0c10. .. BcTpoeHHEIR
Protection Technology, Ltd. a2e531992d0289c3eb40... 48bba3fac132c84ci4cibdd... BCTpoeHHbIH
Skype Technologies SA e122689%9aa0a%aed540ef6... 34d77ccbef297e7751bb7ce. .. BCTpOSHHEIH
Thawte Premium Server CA 55854008ad1ba585%aa21... SdcdSe2cd1845791bdde760... BcrpoeHHEIR
VeriSign Class 3 Code Signing 2004 CA 47b5c0abfe493dd9co6fe... 02f2117f88004c18bcdd332... BCTpoeHHbIH

HoBaswTs  YAaanuto

Cnpaeka

[ ox

] [ OtmeHa ] [ MpumMeHUTE

PucyHok 56. Benbii cnucok ceptucdkaToB
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2) YcrtaHoBuTte drnaxok BknounTb 6enbin cnnucok ceptudumkatoB A5 akTMBaLmm
6ernoro cnucka.

3) Ha Bkragke Ceptudukatbl npvBeneH nepeveHb ceptudukaTtoB U ux napametpsbl. 1o
ymorManmo  SoftControl SysWatch copgepxut  06a30Bbii  CNMCOK  CEPTUUKATOB

OOBEPEHHbIX HpOVISBO,D,MTGJ'ISVI.

i BriBepute aoBasnaemele cepTUdNKATLI = @

HazeaHue LobasnTs Tun

BCTpoeHHEIR 05/23/2016
BCTpoeHHEIR 06/05/2014
BCTpoeHHEIR 01/01/2013
BCTpoeHHBIA 02/08/2020
BCTpoeHHEIR 11/08/2021
BCTpoeHHEIR 12/04/2013

Class 3 Public Primary Certification Authority

5nS Soft

Symantec Time Stamping Services Signer - G3
VeriSign Class 3 Code Signing 2010 CA

VeriSign Class 3 Public Primary Certification Auth. ..
VeriSign Time Stamping Services CA

EO0EEEDO

[ QK ] [ OTMeHa ]

PucyHok 57. Bbibop ceptucdukaToB ana agobasneHus

UTtobbl go6aBuTb HOBLIM CepTUdUKAT B CMMCOK, HaXMuTe Ha ccbifky Jo6aButb u
YKaXUTE MPUIIOXEHME, MNPOrpaMmMmy YCTAHOBKM WM CUEHapui, nognucanHbin LI,
cepTtudmrkaTt KOToporo TpebyeTcst BKIOUUTD B NEPEYEHb, MOCHE Yero HAXXMMUTE Ha KHOMKY
OTKpbITb. B nosiBMBLIEMCS OKHE CO CUCKOM cepTudmkaToB AL ycTtaHoBUTE (briaXkkm B
ctonbue [obGaBuTb Ons Tpebyembix cepTUdUKaToB M Haxmute Ha kHornky OK

(pvic. Bbibop cepTudmkaToB Ans JobaBneHns ).

4) YctaHoBute naxok B crornbue [oBepaTb And [obaBrieHHbIX cepTudukaToB

(puc. Bernbii civcok cepTudukaTos ).

5) Ecrm HeoBxoamMMO UCKIMIUNTL cepTudmKaTt n3 nepeyHs JoBepeHHbIX 6e3 ero yaaneHus,
cbpocbTe hraxok B ctonbue [doBepATb. [Ans nonHoro yganeHus cepTudmkata ums

cnucka Bbibepute ero u Haxmute Ha ccCbiiky Yaanutb (puc. benbii  cnucok

cepTudpmkatos °).

6) [Ans BCTYNreHMs WU3MEHeHUn B Cwily Haxmute Ha kHonky OK wm MpumeHnTb

(pvic. Benbiit cnvicok cepTudmkaTos °").

— &
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4.7 MNMonnTtuka KOHTpONA

Ha Bkragke CTaTyc naHemv ynpaerneHvs >* nporpamMMbl 0ToBpaxaeTcst TEKyLLMA CTaTyC 3aLLyThbl
1 cnncok obracTewn KoHTpons. MNMormtuka koHTpons SoftControl SysWatch no goctyny npunoxeHun
K pecypcam CUCTEMbl aKTUBHA, Korga BKMYeHbl obriactn daunoBas cuctema, CUCTEMHbIN
peecTtp wWum CeTb.

Hwke npuBegeHa getanbHasa MHpoOpMaUmsa No HACTPOUKE MOSITUKN KOHTPONA:

= focTyna K daiinosoii cucteme %;

4
- AOocCTyna K CUCTEMHOMY peecCTpy ! X

»  [JOCTYyna K YyCTPOWCTBaM M nopTam ">

*  CeTeBOW aKTUBHOCTM &';

=  MPUBUIErMIA NPOLLECCoB 28

= B3aMMOZECTBMS NPOLECCoB > .

4.7.1 Hactpouka npaB aoctyna K ¢pansioBou cucteme

ObnacTtb kKOHTponss PannoBasi cMCcTemMa rno3BosiieT co3gaBaTb NpaBura AoCTyna NPUIIOXKEHUN K

obbekTam hanroBom CUCTEMbI:

* UteHne danna nmm katanora;
* 3anncb B dhann nnm kataror (co3gaHve/msmeHeHe danna um katarora);
* YaaneHue panrna wmv kaTtanora.
[na npocMmoTpa M M3MEHEHUS MOSMTUKM KOHTPONs (panrnoBOW cucTeMbl Bbibepute MyHKT

3

MonuTuka KOHTPOMA KOHTEKCTHoro Mmenio >° SoftControl SysWatch, B okHe MonuTuka

KOHTpONnA Ha Bkragke OOGnacTtun KOHTponsa BbibepuTe B BbiNAdaltoWEM CMUCKe pasgen

danosas cuctema (puc. [Monmtrika KoHTpona ainosoii cuctembl °%).

— &
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24 MonuTika koHTpona Ii"i“é‘

OBAacTH KOHTPONA | Mpoueccel W MpUAoKEHUA I Cepmdm»ca'rb\|

O6lUWe OrpaHUYEHMA W Pa3PEWEHUA: YTeHne, Co30aHWe, 3anuce, YAaNeHUe Katancros 1 Gaincs. MpenoTspalleHne MIMEHEHUA
HAcCTpOEK CMCTEMBI M HECAHKUWOHWPOBAHHOMS OOCTYNS K KDHd}MﬂEHuHEﬂDHbIM A3aHHbIM.

[maﬁnuaaﬂ cucrema V]

MNpasBuna Ana 30HbI

[ﬂoaepengle NPUNSHKEHURA v]
D Pecypc YreHue 3anuce YaaneHue AKTUBHO
502 #SNSDIREE** 2 PaspewuTs  3anpetwTe  3aNpeTUTb
503 #SYSTEM32#DRIVERS\SNSCORE.BLK PaspewuTs SanpeTuTs 3anpetuts
504 #SYSTEM32#DRIVERS\SNSCOMLPT.SYS PazpewnTs SanpeTHTs JanpetuTe
505 #SYSTEM32#DRIVERS\SNSTDLSYS PazpewuTs 3anpeTwTs JanpetuTe
506 #SYSTEM32#DRIVERS\SNSCORE.SYS PazpewuTs SanpeTHTs JanpetuTe
507 #SYSTEM32#DRIVERS\SNSCORE.DAT PaspewuTe SanpeTHTo JanpetTuTe
534 #SYSTEM32#DRIVERS\SNSWFP.SYS PaspewnTs 3anpeTnTo JanpeTuTe
536 #SNSAPPDATA#FQUARANTINE\#**& PaspewnTs 3anpeTnTo JanpeTuTe
537 #SNSAPPDATAZREPORTS\&**& PaspewwTs  3anpetwTs SJanpetnte
538 ESNSAPPDATAZBACKUP\2**2 PaszpewnTs  3anpeTuTs 3anpeTuTL
10000 CATESTAWSWA\TFILE.TXT PaspewnTs  3anpeTuTs 3anpeTuTL
10001 CATEST\#**# 3anpoc 3anpeTwTe  Pazpewdts
10002 ENE*ZLOGE?E.TXT PaspewuTs  3anpeTuTs 3anpetuts

HobasuTs N3MeHHTE Y.Oanuro Beepx BHK3

OoncnHUTENEHD

Cnpaeka [ QK ” OTtmeHa ”I‘IpMNeHMTb

PucyHok 58. Monutuka KOHTpons ¢annoBon cucTe Mbl

I'Ipanu'la pas3gereHbl No cnnMckam anA I'IpVI.l'IO)KeHl/Iﬁ "3 crnegyroumx 30H BbIMNOJIHEHUA:

* [loBepeHHble NPUITOXKEHUS,;
* OrpaHu4YeHHble NPUNOXEHUA.
[na nepeknoyeHns mMexay cnmckamm Bbibepute COOTBETCTBYIOLLYIO KaTeropuio B BbiNagaloem

crmcke I'IpaBMna AnA 30HbI.

Kaxxgoe npaswuro npeacraBnseT cobon 3anicb B SIMHEMHOM CMUCKE U UMEET CBOW YHUKambHbIN
noeHtucpmkatop ID. O6bekTbl NPUMEHEHNS YKkasbiBaloTca B cTtonbue Pecypc, npaBa goctyna K
HAM — B cTonbuax YteHue, 3anucb 1 YpaneHue. BknoueHve n BbIKMIOYEHWE MpaBuna

ynpaerisieTcsa riaxkkoM B ctonibue AKTUBHO.

Ecrm Heckomnbko npaBuin UMEIOT NepeceKarLmeca obnacTtu gencteus, To npuropuTeT BbINMOJIHEHUA
B TaKOM CJiydae UMeeT npaBurio, pacriosyioxkeHHoe B Crn1cke Hamnbornee Hu3Ko. lNonoxeHue npasuna

B CMUCKEe U3MEHAETCA C NOMOLLKIO CCbIflok BBepx 1 BHUs.

MMpumep: npaswurio ¢ ID 10001, nokasaHHoe Ha puc. [ofmMTUKa KOHTPOIS (ParioBOW CUCTEMBbI 69,

nepekpbiBaeT gencteue npasura ¢ ID 10000, T.K. pacnosioXXeHo HWKe ero no Crmcky.

CuHTakcuc npaBuna
Ctpoka B ctonbue Pecypc npencraesnsetr cobon nytb OO0 ob6bekta wmM 0ObekToB

npYMeHeHus npaswra. B gaHHOM CTpoke MOryT WUCMoMnb30BaTbCsH MackM — WMHCTPYMEHT
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3agaHvs NpaBun Ana rpynnbl 06bekToB annoBon cucTembl. Hanpumep, ¢ nomousto
MacCOK MOXHO cO34aTb NpaBurio A9 Katarnora n Bcex 06bEKTOB BHYTPU HErO UM NpaBusrio
A8 onpefenéHHbIX TUNoB (pacLumpeHuin) dhansos.
Hwke npmMBeaéH CUHTaKCUC Macok:
## — 3ameHseT nmoboe KONMMYECTBO CUMBOSOB, Kpome cumBona '\' (B cnydae
pasvelleHnsl B KOHLE CTPOKM PacnpoCTpaHseTCsl TOMbKO Ha panrnbl KOPHEBOM
AVPEKTOPUN);
#*# — 3ameHseT noboe KONMM4eCTBO CUMBOJSIOB (B Cllydae pasMeLLeHUst B KOHLIE CTPOKU
pacnpocTpaHseTcss Ha danrbl KOPHEBOW AUPEKTOpUW, nogavpektopum un  danrnbl
noaanpeKTopun);
#7?# — 3ameHsieT poBHO 1 nMo6OK CUMBOT.

[Mpumep: Ha pwuc. [MomTUKa_ KOHTPOSA (PanrnoBOW CUCTEMDI ® nokasaHo npasurio ¢ ID

10002 (E:\#*#log#?#.ixt), pencTBylollee Ha criegylolme obbekTbl — TEKCTOBbIE hbanrbl B
KOPHEBOMN OVPEKTOPUM FOKarbHOrO XXECTKOro aucka E, nmeoupe B CBOEM VMEHMU
nocriegoBaTeNibHOCTL OyKB /0g, Moboe KonmM4eCcTBO MPOM3BOSIbHBIX CUMBOSIOB A0 HEE U

OAMH NPOM3BOJIbHbIA CUMBOJST MOCTIE HEE.

Cos3pgaHue npaBuna
UTo6bl co3aaTh NpaBuio, HaXXMUTE Ha cCblfky [lo6aBuUTb.
B okHe Pecypc thannoBon cuCTeMbl HaXXMUTE Ha KHOMKY ... AN Bbibopa obbekTa m3
NMPOBOAHVMKA WM BPYYHyl0O BBegute nyTb A0 Hero B norne ®awn wnum  Katanor

(pvic. Co3paHvie npaBuna Ans 06bekTa paiinoBoi cucTemMbl ).

Pecypc arnoeoi cnctemel @

Dann unK Katanor (NonaHBIA NYTe WKW Macka)
EN\E*2LOGE?E. TN ™

HYTEeHKWe 3anuce YoaneHwe

[PaBpELIJMTb v] [SBHpETMTb VI [SEHpETMTb v]

N [ Ok ] [ Cancel

PucyHok 59. Co3zpaHue npaBuna anAa obbekTa
cdannoBon cucrembl
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® [lpu BbIGOPE KaTarora Yepes NPOBOAHUK K HEMY aBTOMaTUYEeCKN AobaBnseTcs

macka "* #*#, T.e.npaBuUro ycTaHaBMBaeTCs AN Katarnora v ainos BHyTPY HEro.

B obractax YrteHue, 3anucb n YpaneHue BbibepuTe B BbiMagatoLyx CrncKax
COOTBETCTBYIOLLME NpaBa A0CTyna K 06 beKTy:
* Pa3pewnTtb — No3BONUTb MPUINOXKEHMIO BbINOMNHATL Onepaunio Hag 06 beKkToM;
* 3anpeTuUTb — 3a65I0KMPOBAaTL BbINOSIHEHME NPUIOXEHNEM Onepaummn Hag 06 bEKTOM;
* 3anpoc — BbIBOAUTb 3anpoCc Npu COBMNaaeHnn AecTBUS Hag OObeKTOM C YCrioBUEM
npasuna.
YTOoObI BKIOYNTL CO3A4aHHOE MPaBWUIO B CMMCOK W cAenaTb ero AeNCTBYILYM, YCTaHOBUTE

doraxok AKTUBHO 1 HaXXMuTe Ha KHOMNKy OK.

M3meHeHUe npaBuna
UT06bl M3MEHWUTb MNPaBWIO, HaXXMUTe Ha CcCbiKy U3MEeHUTb M HacTpouTe napameTpbl

npaBwra aHarorM4Ho AENCTBUAM NP ero co3aaHnm .

MNMepemelweHne npaBuna mMexay 30HamMu
Ecrm Tpebyetca nepemecTuTb NpaBWiO B CMAMCOK OS11 MPWIOXEHWA U3 APYro 30Hbl
BbIMOSHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO NpaBuria 1 BbibepuTe OAVH 13 BapyaHTOB:
* [Ina Bcex — co3faTb NpaBwrio Ans 06eunx 30H BbIMOSNHEHNUS, €CIY NPaBUIO HAXOAUTCH
TOMBKO B OHOM CrVCKE.
® OrpaHu4YeHHble — MepeMecTUTb MPaBwO B CMWCOK MpaBun And OrpaHnYeHHbIX
NP UIIOXEHNI.
* loBepeHHble — MepemMecTuUTb MPaBWNO B CMUCOK NpaBun And [OOBEPEHHbIX

NP UIIOXEHNI.

HononHuTenbHbIe NapamMeTpbl NpaBuUa U UCKITOYEHUSA
Bbi6paB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CChISIKE B
HWKHENW 4YacTWU OKHa), B TMOSIBUBLLEMCSI OKHE MOXHO oOnpeaermtb  cregytoupe
AONoNHUTENbHbIE NapamMeTpbl NpaBuna:

* NNonb3oBaTenu — Ha JaHHOW BKINagke 3afatoTcs y4€THbIe 3anucy nosib3oBaTernen, Ha

KoTopble ByaeT pacnpocTpaHATbCs AencTBme npasuna (pyc. Boibop_y4ETHbIX 3anmncemn

nonmb3osatenein °). o ymMorMaHMio npaBuma ycTaHaBrvMBalTCA [AnS  BCeX
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nofib3oBaTernen.

i fononnutensHo @
Nonb3o0BaTeny | Bpema | McKnroYerHns

BribepuTe nonb3oBatensi, ANA KoTopeix ByOeT ASACTEOBATE AaHHOE
npasWno.

John

[ OoBaeuTs ][ YoanuTs ]

[ O ][ OTtMeHa ]

PucyHok 60. Bbibop y4€THbIX 3anucen
nonb3oBaTeneun

* Bpems — Ha JaHHOM BKIagKke 3aaloTCcs BPeMEHHble MHTepBarbl AENCTBUA MpaBuna

(pvic. BbiGop BpeMeHV feiicTBus npasuna ).

i JononnuTensHo @I

| I'Icmh:maa'renn| Bpena ||r‘|CI{J'IIO'—lEHMF|

BErifepnTe BpEMEHHEIE MHTERBANEI, B TEYEHWE KoTopeix ByaeT
AelCTBOEATE AaHHOE NPaBsKUo.

=

=l

7:00:00 % nNo  [@12:00:0002
C 2:23:504 no [0 z:23:50k8
c 2:23:50%4 no [0 2:23:502

2:23:504 no [@ z:23:50k8

o O O O

2:23:508 MO [0 2:23:50(%

[ O ][ OTtMeHa ]

PucyHok 61. Bbioop BpeMmeHu ae ACTBUA nNpaBuna

® FEcmmTpebyeTcs 3agaTth MHTepBar, 3aTparnsatoLLmi BOE CYTOK, He06X0aAMMO
pa3butb ero Ha ABa nHTepBana (0auH 13 KOTopbIX 3akanumBaeTca B 23:59:59, a

apyron HaunHaeTcs B 0:00:00).

* UcknroYveHUA — Ha JaHHON BKIagke BbiOGypatoTca NpUnoXeHns, Ha Kotopble He ByaeT
pacnpocTpaHAaTbLCA AencTBme npasuna (puc. Boibop NpunoXXeHuni And UCKIYEHUI 13

npasura ">).
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'3 NononkutensHo @I

| MNonb3oBaTtend | Bp&NSIl Wcknroyenna

BrifepuTe NpUAO#EHWA ANA KOTOPbIX daHHoe npasuno HE BYOET
NefdcTBoBaTE

[ o] caLc.exe
_|NOTEPAD.EXE
[C] % sTIKYNOT.EXE

[ Ok ” OmMeHa

PucyHok 62. BbiGop npunoXxeHun gnsa UCKIoYe HUsl
13 npaBuna

® 115 NpUroXXeHwn, BbIGPaHHbLIX B KAYECTBE UCKIMIOYEHUIA, CO3AAETCA YacTHOE

npaBuIio, KOTOpoe HeAOCTYNHO A1 peakKTUpOBaHNA Ha BKIadKe OrpaHI/I‘-IeHMFI n

paspelLenus °

® B OKHE CBOWICTB MPUIOXEHMS.

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna
UtoObl yoanmMTb NpaBWio, HaXMUTE Ha CCbiIfKy YAanuTb W NOATBEPAWTE yaareHue B

OnarioroBoM OKHe.

B SoftControl SysWatch cogepxatcs npenyctaHoBnEHHbIE NpaBuna, pacnpoCTPaHsito-

LLMEeCs Ha CUCTEMHbIE KaTanorum n 00 bLEeKThI pacnosioXxxeHnsa KOMMOHEHTOB MNPOAYKTa.

N3meHeHne wm yganeHue npeaycTaHoBIIEHHbIX NpaBur MOXeT NMoBJieYb 3a cobol

HapyleHne 3aluytbl LEeJIOCTHOCTU CUCTEMBI.

[na BCTynneHns nsMeHeHu B cury Haxxmurte Ha KHonky OK v MpumeHnTb.

4.7.2 Hactpouka npaB goctyna K CUCTEMHOMY peecTpy

ObnacTb KoHTpond CUCTEeMHbIN peecTp MNO3BOSIET cO34aBaTh NpaBwura A0CTyrna NPUIIoXEHUN K
ob6beKTaM CUCTEMHOTO peecTpa:
® 3an1cb B KIOY Ui NapameTp peecTpa (co3gaHue/M3meHeHre Krtoda unm napameTpa);

* YaaneHue Kro4ya unm napameTpa peecTpa.

- 7T
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2 MonuTuka KOHTPOAA Ii"i“é‘

OBAacTH KOHTPONA | Mpoueccel W MpUAoKEHUA I Cepmdm»ca'rb\|

O6lUWe OrpaHUYEHA W Pa3PEWEHUA: YTeHne, Co30aHWE, 3anuch, YOaNESHUE KNYER U SHAYEHWA KoYl CUCTEMHOTD peecTpa.
MpeaoTEPAILEHHE MSMEHEHWA HACTPOEK NPHACKEHWHA, PETMCTRALUAN KOMNOHEHT U T.4.

[Cnmennblﬁ peecTp v]

MNpasBuna Ana 30HbI

[OrpaHMueHHb\e MNPHAOKEHNS V]

D Pecypc 3anuce YaoaneHune A
525 WREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCORE\E*2F  3anpetuts JanpeTuTe
526 N\REGISTRYWMACHINE\SYSTEMVCURRENTCONTROLSET\SERVICES\SAFENSEC\£... 3anpemuts 3anpeTuTs
527 \REGISTRYWMACHINE\SYSTEM\VCURRENTCONTROLSET\SERVICES\SAFENSEC\#*# 3anpemuts 3anpeTuTe
528 WREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCOMLFT ... 3anpetuts JanpeTuTe
529 WREGISTRY\WMACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSCOMLFT\... 3anpetuts 3anpeTuTs
530 WREGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSTDIVE**# JanpetuTe 3anpeTuTe
531 WREGISTRYWMACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSTDIVE*# JanpetuTo JanpeTuTe
532 WREGISTRYWMACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSWFP\#**#  3Janpetuts JanpeTuTe
533 WREGISTRYWMACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\SNSWFP\E*& JanpetuTe JanpetiTe
535 YWREGISTRYYWMACHINE\SOFTWARE\MICROSOFTAWINDOWS NT\CURRENTVERSIC... 3anpemuTts JanpeTuTb

HEREEEEEEEEEE 3

10003 \REGISTRY\MACHINE\SOFTWARE\TESTKEY\#**# Paspewnts  3anpeTwTb

10004 \REGISTRY\MACHINE\SOFTWARE\TESTKEY\TESTVALUE Paspewute  PaspewuTb =
10005 ‘\REGISTRY\MACHINE\SOFTWARE\MICROSOFTA\INTERNET ACCOUNT MANAGER PaspewuTs 3anpeTuTs —
HobasuTs N3MeHHTE Y.Oanuro Beepx BHK3

OoncnHUTENEHD

Cnpaeka [ QK ” OTtmeHa ”I‘IpMNeHMTb

PucyHok 63. NonuTrMka KOHTPOJIS CUCTEMHOIO peecTpa

na npocmMmoTpa U WU3MEHEHUA MNOJIMTUKMN KOHTPOJIA CUCTEMHOINo peecTpa Bbl6epI/ITe NYHKT

MonuTuka KOHTPOMSA KOHTEKCTHOrO_ MeHo *°

SoftControl SysWatch, B okHe [Monutuka
KOHTpoONnA Ha Bkragke OO6GNacTtu KOHTponsa BbibepuTe B BbiNAdalwolEM Crncke pasgen

CucteMHbIN peecTp (pyc. [MommTiKa KOHTPOIS CUCTEMHOrO peectpa '+).

I'Ipanu'la pasgerieHbl No cnnckam anA I'IpVIJ'IO)KGHI/IVI "3 crnegyroumx 30H BbIMNOJIHEHUA:

* [loBepeHHbIe NPUSIOXKEHUS,;
* OrpaHu4YeHHble NPUNOXEHUS.

ﬂ,J'IFI nepeKkrnoyYeHna mMexay crnmckamm Bbl6epI/ITe COOTBETCTBYWLLYHO KaTeropuio B BblNMagakolem

cnucke NMpaBuna onsa 30HbI.

Kaxxgoe npasuro npeacraBnsetT cobon 3anicb B SIMHEMHOM CMUCKE U UMEET CBOMW YHUKambHbI
noeHtngurkatop ID. O6bekTbl NpUMEHeHUsT yKasbiBatoTCs B cTtonbue Pecypc, npaBa gocrtyna K
HUM — B cToribuax 3anucb 1 YaaneHue. BkroyeHe n BbIKIOYEHVE MpaBwuria yrnpasrseTcs

doraXxkom B cTondue AKTUBHO.

Ecrnm HeckombKo NpaBun UMeT nepecekatoyecs obractv AecTBus, TO NPUOPUTET BbINOMHEHNS
B TaKOM CIly4ae MMeeT NpaBurio, pacrnorioXXeHHoe B Crucke Havbornee HU3Ko. MoroxeHue npasuna

B CMUCKEe U3MEHAETCA C NOMOLLKIO CCbIflok BBepx 1 BHU3.

Mpumep: npaewro ¢ ID 10004, nokasaHHoe Ha puc. [MonMTUKa_KOHTPOS CMCTEMHOro peecTpa ',

nepekpbiBaeT gencteme npasura ¢ ID 10003, T.K. pacnosioXXeHo HWKe ero no Crmcky.
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CuHTakcuc npaBmna
Ctpoka B cTtonbue Pecypc npencraesnsetr cobon nytb OO0 ob6bekTa wm 0ObekToB
npMMeHeHns npaBwna. B gaHHOM CTpoke MOryT MCMosfib30BaTbCA MacCKM — WHCTPYMEHT
3agaHvs nNpaBwn ana rpynnbl 0GBHEKTOB CUCTEMHOrO peecTtpa. Hanpumep, ¢ nomousto
MaCoOK MOXHO co3aaTb NpPaBwWIio AN pasgernia peectpa n Bcex 00 beKTOB BHYTPU HETO.
Hwke npuBefEH CUMHTAKCUC MACOK:
## — 3amenseT noboe KONMMYECTBO CUMMBOSIOB, Kpome cumBoria '\' (B crnydae
pa3MeLLEHNS B KOHLIE CTPOKM pacnpoCTpaHAETCA TOMbKO Ha NapamMeTpbl pasaena);
#**# — 3ameHsieT Noboe KOMYECTBO CMMBOJSIOB (B CIiydae pasMeLLEeHMs B KOHLIE CTPOKM
pacnpoCTpaHsaeTCHa Ha NnapamMeTpbl pasaena, noapasaers! U napaMeTpbl NoApa3aerioB);
#?# — 3ameHseT poBHO 1 NGO cumBon.
Mpumep: Ha pwc. MonUTVika_KOHTPOJSt CUCTEMHOro peectpa '+ nokasaHo npasurio ¢ ID
10003 (\REGISTRYWACHINE\SOFTWARE\TESTKEYW#*'#),  penctByiougee Ha

creayloume o6bekTbl — pasgen TestKey, Bce ero napameTpsbl, Nogpasaerbl U napameTpsb

rnoapasaeros.

CospaHue npaBuna
YUTto6bI co3gaTh NpaBwUio, HaXXMUTe Ha ccblfiky [lo6aBUTb.
B okHe Pecypc cuctemMHoro peectpa Bblibepute 0OBLEKT M3 NPOBOAHUKA WM BPYYHYHO

BBeOuUTE NyTb O HEro B peectpe B noJsie nod npoBoOOgHNKOM (pI/IC. CosgaHve npaBuna ans

obbekTa cUcTeMHoro peectpa ).

Pecypc cucremuoro peectpa @
Knkouy unM 3HauyeHue (NonHelii NyTe MaW Macka)

Pecypc
| Sonic -
4 | Testkey
ir Bce noapasaene
TestVaIue
J ThinPrint
. VMware, Inc.
. SYSTEM

m

VREGISTRY\MACHINE\SOFTWARE\TESTKEY\#**&

3anuce Yoanedue

PaspewnTe - ] [SEI'IDETMTI: -

[¥] AkTuEHD [ OK ] [ Cancel ]

PucyHok 64. Co3paHue npaBuna ans obbekTa cMcte MHOro
peecTpa

- (W ]

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

B obrnactax 3anucb 1 YaaneHue BbiGepute B BbiNagatoLLmxX CMCKAxX COOTBETCTBYOLLME
npaea AocTyna K 0O6beKTy:
* Pa3pewnTtb — No3BONUTbL MPUINOXKEHMIO BbINOMNHATL Onepaunio Hag 06 bekToM;
* 3anpeTuTb — 3a65I0KMPOBaTL BbINOSIHEHME NPUIOXEHNEM Onepaummn Hag 06 bEKTOM;
* 3anpoc — BbIBOAUTb 3anpoC Npu COBMNaaeHnn AecTBUS Hag 0ObeKTOM C yCrioBMEM
npasuna.
YToObl BKIOUNTL CO3A4aHHOE NPaBWUIO B CMMCOK W cAenaTb ero 4eNCTBYILYM, YCTaHOBUTE

doriaxxok AKTUBHO U HaXXMuUTE Ha KHOMKy OK.

M3meHeHMe npaBuna
UTtoObl M3MEHUTbL MpaBwUno, HaXXmute Ha ccbliky U3MEeHUTb 1 HacTponte napameTpbl

npaBura aHaror14Ho AeViCTBMAM MpK ero cosaanmm "o .

MepemelweHne npasuna mexay 3oHaMmu
Ecrm Tpebyetca nepemecTuTb NpaBWiO B CMAMCOK OS11 MPWIOXEHWA U3 APYroh 30Hbl
BbIMOJSIHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO NMpaBurna u Bbibepute oamH U3 BapraHTOB:
¢ [1na Bcex — co3gaTb npaBwio A4S 06enx 30H BbINOSHEHUS, €CIM NPaBUIIO HAXOAUTCS
TOSbKO B OHOM CIUCKE.
* OrpaHU4YeHHble — MNEepPemMecTuTb MNPaBUIO B CMAUCOK MpaBun Afs OrpaHnYEeHHbIX
NP UIOXEHNI.
* [loBepeHHble — MNepeMecTutb MNpPaBWIO B CNMCOK MpaBwin AN AOBEPEHHbIX

NP UIOXEHNI.

dononHutenbHbIE napamMeTpbl npaBuna n NCKNL4YeHUA

BbibpaB komaHgy JlonosfIHUTESIbHO (B KOHTEKCTHOM MEHIO Ui MO OAHOUMEHHOW CCbISKE B
HWKHEM 4YacTU OKHa), B MOSIBUBLLEMCSI OKHE MOXHO OMpeaermTtb cregytoume
AOnoSNHUTESNbHBLIE NapaMeTpbl NpaBuna:

* [lonb3oBaTenNu — Ha JaHHOW BKraZKe 3a4at0TCAa YY4ETHbIE 3anucu rnornb3oBaTernen, Ha

KOTOpble ByaeT pacnpocTpaHaTbCcs AencTBre npasuna (pyc. Boibop y4ETHBIX 3anucen

nonb3osaternein °). Mo ymorMaHMiO NpaBUNa YCTaHABMMBAKOTCH [N BCeX

nosib3oBaTenemn.

b BpeMﬂ — Ha JaHHOW BKragKke 3ajatoTcs BpeMeHHble NHTepBarbl aencTeud npasuna
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ww w .safensoft.com


http://www.safensoft.com

SoftControl Endpoint Client Bepcus 4.2.505 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

(puc. Bbibop BpemeHn aeiicteusa npasuna '>).

® EcrmTpebyeTcsa 3agaTtb MHTEpBAr, 3aTparvBatoLLmii ABOE CyTOK, HeobxoamMmo
pa3butb ero Ha ABa MHTepBana (0auH 13 KOTopbIX 3akanumBaeTca B 23:59:59, a

apyron HaunHaeTcs B 0:00:00).

2 NononnutensHo @
Nonesosartend | Bpema | MCKHYEHNA

BriGepuTe Nonb30Bartensil, AnA KoTopelx ByOeT OedcTBOBaTE A3HHOE
npaswnc.

John

[ OoBaeuTs ][ YoanuTs ]

[ O ][ OTtMeHa ]

PucyHok 65. Bbibop y4€THbIX 3anucen
nonb3oBaTeneun

2 Nononxutensto @I

| I'Icmh:maarenm| Bpena |Ir1cncmouerm5|

BrIGepWUTE BPEMEHHEIE WHTERBANEI, B TEYEHWE KoTopbIx ByaoeT
AeWCTBOEATE A3HHOE NPaBHAo.

=l

7:00:00 5 NO  [@1z2:00:0002
2:23:50E no |[@ 2:23:50k2
2:23:50 no [0 z:23:502

2:23:50E no |[@ 2:23:5082

o o o o 0

oo oo

2:23:50 NO [0 2:23:50%

[ Ok ” OmMeHa ]

PucyHok 66. Bbibop BpeMeHU geNcTBUs NnpaBuna

* Ucknio4yeHUs — Ha aHHOW BKIaaKke BbIOMpatoTCs NpUIoXeHus, Ha KoTopble He byaeT

pacnpocCTpaHATbCA aencTeuve npasuna (pMC. Bbl60p NPUIOXKEHUA ANA UCKIKOYEHUS 13

npasuna '%).
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'3 NononkutensHo @I

| MNonb3oBaTtend | Bp&NSIl Wcknroyenna

BrifepuTe NpUAO#EHWA ANA KOTOPbIX daHHoe npasuno HE BYOET
NefdcTBoBaTE

[ o] caLc.exe
[¥] Z|NOTERAD.EXE
[C] % sTIKYNOT.EXE

[ Ok ” OmMeHa

PucyHok 67. BbiGop npunoXxeHun gnsa UCKIoYe HUsl
13 npaBuna

® 115 NpUroXXeHwn, BbIGPaHHbLIX B KAYECTBE UCKIMIOYEHUIA, CO3AAETCA YacTHOE

npaBuIio, KOTOpoe HeAOCTYNHO A1 peakKTUpOBaHNA Ha BKIadKe OrpaHI/I‘-IeHMFI n

paspelLenus °

® B OKHE CBOWICTB MPUIOXEHMS.

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna

UtoObl yaanuMTb NpaBWro, HaXMUTe Ha CCbifKy YAanuTb W MNOATBEpAUTE yaareHue B

OnarioroBoM OKHe.

B SoftControl SysWatch cogepxatcs npeayctaHoBneHHbIE Npasuna,
pacrnpoCTPaHsAOLLMECS Ha KIMtoYM 1 MapamMeTpbl peecTpa, BImsiioLLme Ha paboTy cuctembl

1 KOMMOHEHTOB MPoAyKTa. IaMeHeHve U yaaneHve npeaycTaHoBEHHbIX NPaBW MOXET

noBereyb 3a cobon HapyLleHune 3allyTbl LEeJIOCTHOCTU CUCTEMDbI.

[N BCTyNnNeHus1 UsMeHeHun B curny Haxkmmre Ha KHonky OK nnv MpumeHuTb.

4.7.3 Hactpouka npaB goctyna K yCTpOMCTBaM M nNopTam

Obnactb KOHTPOJTA yCTpOVICTBa Nno3BoJideT co3daBaTb MNpaBuria MUCNOSib30BaHUA Clieyrouwmx

BHELLHWX YCTPOWCTB M NMOPTOB CUCTEMBI:

* USB-ycTponctaa;

e CD/DVD-ycTtponcTBa;
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* | PT-nopThbl;

* COM-nopThl.
i Monntwka koHTpona = =R <

OBnacti KOHTPONR | Mpoueccel  MpuAKeHHs | Capmd)m(arb\l

OBbwme orpaHMyeHUs W paspewenns: MCnons308aHne pasiuyHeX yoTpoicTe. penoTepaleHne NPOHMKHOBEHNA Ha KOMNBHTED
HEMXENATENEHEIX NPOTrPaMM YEPES BHEWHNE YCTPORCTEA.

Ycrpoiictea V]

Tun ycrpoicTea YreHue 3annce YnaneHwne
s USE yCTpoicTEa
.;, CD/DVD ycTpoiicTea
= LPT noptel
s COM nopThl

EEEE

EEEO
EEEDO

[7] 3anpetvte asTozanyck ans scex ycrpoiicTs HononHutensHo

Cnpaeka [ oK H CmeHa H!‘Ipunenmu

PucyHok 68. Monntuka KOHTPOssS YCTPOUCTB U NOPTOB

ﬂ,J'IFI npocMmoTpa N UIMEHEHUA MNOJIMTUKMN KOHTPOJIA yCTpOﬁCTB Bbl6€pI/ITe NYHKT MonuTtuka

3

KOHTPONA KOHTEKCTHOro meHio >° SoftControl SysWatch, B okHe lMonuTuka KOHTpons Ha

Bkrnagke OOnacTtu KoOHTpona Bbibepute B BbiNadalwlWeM Ccnvicke pasgen YcTpoucTBa

(pvc. MommTIKa KOHTPOA YCTPOWCTB M MOpTOB 2 ).

HacTtpownka npaB goctyna k USB-yctpouncrtBam
Urobbl onpegermts  npaBa pgoctyna kK USB-ycTpowctBam, 3agante  npaBa
COOTBETCTBYIOLWMU (hriaxxkamu B cTonbuax YreHue, 3anucb n YaaneHue ana tuna USB
yCTpOMCTBaA.
BbibpaB komaHgy JlononHUTEsNIbHO (B KOHTEKCTHOM MEHIO Ui MO OAHOUMEHHOW CCbISKe B
HWKHEW 4YacTW OKHa), B TMOSIBMBLLEMCS OKHE MOXHO oOnpeferutb criegyloume
OONONHUTENbHbIE NapamMeTpbl NpaBuna:

* [lonb3oBaTenNu — Ha JaHHOW BKraZKe 3a4atoTca YY4ETHbIE 3anucu nornb3oBaTternen, Ha

KoTopble OyneT pacnpocTpaHATbCA OeWCcTBUE orpaHudeHuid (puc. Bbibop y4ETHbIX

3anucei nonb3osateneit ).

— &
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S —_— =

Nonbsosatenu |E|pann I Weknrouerna

BuibepuTe nonb3oearensaii, AnA KoTopuix 6y.aeT AeficTBOEaTL AaHHOE NPABMAD.

John

PucyHok 69. Bbibop y4éTHbIX 3anucen nonb3oBaTesien

b BpeMFI — Ha [daHHOW BKragke 3ajaloTcs BpeMeHHble WHTEepBalslbl aencTeua

orpaHuienuii (puc. Buibop Bpemerm aencTeus npasmna ).

"2d Aononnwrensrio ==
| Nonssosarenn | Brena | Mexaouerna
BhifiepiTe EpEMEHHbIE MHTEPEAbI, B TEHEHWE KOTOPLIX ByAST ASHCTEO0BAT AGHHOS MPABMAC.
@ 2:00:00%5 MO 8:30:00 %
c [Fl10:16:56 ] NO  [[10:16:56 =
c [10:16:56 2 no [ 10:16:56 &
c [J10:16:56 4 no [ 10:16:56 =
@ [10:16:56] MO [10:16:56 =

PucyHok 70. BbiI6op BpeMmeHu aeACTBUSA nNpaBuna

i Ecrm TpebyeTcs 3agaThb MHTEpBan, 3aTparmBatoLyii ABOE CYTOK, HE0Bxoaumo
pa3butb ero Ha ABa nHTepBarna (0avH U3 KOTopbIX 3akanymBaeTca B 23:59:59, a

apyron HaunHaeTcs B 0:00:00).

* AcKnoYeHUa — Ha JaHHOW BKIMagKe 3a4aloTcA OTAeSNbHble YCTPOMUCTBA, Ha KOTopble

He OymeT pacnpocTpaHsaTbCa gencTBrne obupyx orpaHndeHnn (puc. Boibop USB-

YCTPOVICTB /151 VCKIOYeHUst 3 npasun ).

-,
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i lononnurenso =
MNonbsoeatenu | Bpema | Mcknosenns

BriiepuTe yCTPOICTES WS CNNCKE, HA KOTOPLIE He BYET PACNpOCTPaHATECH ASHCTEME ABHHOMC Npasuna.

Onucanue VaentudukaTop Ytewne  3anuce  Yaanerue

%- KINGSTON DT_101_G2 PMAP USB\VID_0930PID_6545\001CCOC61220EA904..] B | E [ HE |

< . ] »

PucyHok 71. Bbibop USB-ycTpoiicTB Ana UCKNOYeHUs U3

npaBun

B "6enom cnucke" USB-ycTpOCTB MOXHO 3a4aTb YaCTHblE OrpaHnyeHUs a1 Kaxaoro
HaKoMUTENs M3 CAMCKa aHanorndHo obuym orpaHumdeHussM. Ytolbl akTMBMpoBaTb
BKoyeHre USB-ycTponcTea B "6enbivi cnncok”, ycTaHoBUTE OriaXkoK Y MIMEHWN JAaHHOIO
Hakonutensa B ctoribue OnucaHune. YtoObl OOHOBUTL CNMCOK MOAKMHOYEHHbIX USB-
HakonuTenen, HaXXmMute Ha KHornky OGHOBUTL. [1119 yoaneHuss Hakonutensa K3 Cnmcka
BblGepuTe ero 1 HaXXMuTe Ha KHoMky YaanuTb.

Haxmute Ha kHonky OK, 4ToObl COXpaHUTb Yka3aHHble AONONHUTENbHbIE MapaMeTpbl.

3anpeweHue goctyna Kk CD/DVD-HakonuTtensam
Utobbl 3abrniokmpoBaTb goctyn k CD/DVD-Hakonutensm, ycTaHaBiMBaEMbIM B OMTUHECKWN
npvBog 3auppemoro obbekta, cbpocbTe nodon u3 hraxkos B cTorbuax YreHwume,
3anucb v Yaanenue ana tuna CD/DVD ycTpouncTBa (npu aTom 6yayT cbpolueHbl Bce

doriaXXkn Ana gaHHoro Tuna).

3anpelleHune aBTO3anycka Ans BCeX YyCTPOMUCTB
Utobbl 3abrnokupoBaTtb aBTo3anyck and USB- n CD/DVD-yctponcTs, ycTaHoBUTE dhriaXoK

3anpeTuTb aBTO3anyckK ANS BCeX yCTPOUCTB.

3anpeweHue goctyna Kk LPT-noptam
YUT0o6bI 3abriokmpoBaTh goctyn K LPT-noptam 3aupupemoro obvekrta, copocbTe mobon ns
dnaxkoB B cTonduax YreHue, 3anucb wm Yaanenume ana tuna LPT nopTbl (Mpu 3TOM

OyayT cOpoLleHbl BCe (hriaXkkm Ans AaHHOro Tvna).

——————
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® [1nq n3MeHeHsa Npas OOoCTyna A0MNoNHUTENLHO Heobxoayma nepesarpyska

CUCTEMDbI.

3anpeweHue poctyna Kk COM-noptam
Utobbl 3abnokmpoBaTtb goctyn k COM-nopTam 3aumupemoro obbekra, copocbTe nodon
13 doriaxkkoB B ctonbuax YreHue, 3anucb nm Ypanenume gnd tuna COM noptbl (npu

aToM ByayT cOpoLLeHbl BCe hNiaxkm Ana AaHHOro Tuna).

® [1ng nsMeHeHust NpaB AOCTyra AOMNOSHUTENbHO HeoOXoaMMa nepesarpyska

CUCTEMDI.

[ns BCTynneHns nsMmeHeHu B curty Haxkmute Ha KHonky OK v MpuMeHnTb.

4.7.4 HacTtpouka npaBus ceTeBoM akTUBHOCTU

Obnactb KOHTPOJIA CeTb no3BosfsieT co3gaBaTb npasuia KOHTPOJIA CEeTEBOWN aKTUBHOCTU

NPUINOXKEHWUIA:

* [1prém gaHHbIX;

* [lepegayva gaHHbIX.
‘2 MoawTnka kontpons \i"i/&l

O6AacTn KOHTPONA Mpoueccel M MpUackeHna | Cepmrbw(arb\l

OBlume orpaHMyeHnA W paspeWwenna: YCTaHOBKA CETEBOM0 COEAMHEHUA, [TpHEN 1 Nepenaqa OaHHbIX No CeTh. MpenoTspalleHne
BTOPMEHMA M3IBHE M KPAMKM KOHBUASHLMENbHBIX A3HHBIX.

lCe'n: ']

Mpaewna AnA 30HbI

IHDBEDEHHHE NPUNGHEHNA v]

ID HazeaHwe Hanpaenexnne MpoTok... Mokan... Yoanedweid agpec  Paspew... Mogre...  AKTMEHO

10006 10080 port block Bxoaswes/Wcxonawes — TCP e *:10080 (=]
10007 Violator block Bxonswee Es 72.124.59.78:3000 ]

10009  Trusted local net Bxomdwee/Mcxopawee TCP/UDP  *:8000 192.168.0.1-192.1.. ]

HoBasute UsMeHUTE Yoanute Beepx BHus

AononHutensHo

Cnpaeka [ OK H OtMeHa Hl'lpunenvm:

PucyHok 72. NonuTMKa KOHTPOSi ceTe BOW aKTUBHOCTU

Ona npocMoTpa W U3MEHEHVS MOJMUTUKW KOHTPOSisl CETEBOW aKTUBHOCTM BbIOepuTe MNyHKT

MonuTUKA KOHTPOMS KOHTEKCTHOro MeHwo >° SoftControl SysWatch, B okHe MMonuTuka

— &

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykosodcmeo rnosnb3ogamernsi

JlokanbHasi paboma c¢ SoftControl SysWatch

KOHTpons Ha Bkragke O6nacTu KoHTponsa BbiGepuTe B BbiNadawowem crncke pasgen CeTb

(pvic. MonMTMKA KOHTPOITS CETEBOW aKTUBHOCTU =),

I'Ipanu'la pasgerieHbl No cnnMckam anA I'IpVI.I'IO)KGHI/IVI "3 crnegyroumx 30H BbIMNOJIHEHUA:

* [loBepeHHbIe NPUSIOXKEHUS,;
* OrpaHu4YeHHble NPUNOXEHUS.
[na nepeknoyeHns mexay cnmckaMmm Bblibepute COOTBETCTBYIOLLYIO KaTeropuio B BbiNagaloLem

cnucke NMpaBuna ansa 30HbI.

Kaxxgoe npasuro npeacraBnseT cobon 3anicb B SIMHENMHOM CMUCKE U UMEET CBOW YHUKambHbIN

noeHtudukatop ID. MapameTpbl CETEBOro COEAMHEHMS yKa3aHbl B CrieaytoLpx ctonbuax:

* HasBaHue — HanMeHOBaHWe NpaBwna, 3agaBaemMoe nosb3oBaTenem.

* HanpaBneHue — HanpaBreHVWE CETEBOW aKTMBHOCTW, OMNpederdiolee uHuumaTopa
coeavHeHvst:

— Bxopgsiwee — ceTeBoOe CoeaMHEHNE, MHLMMPYEMOE yaarEeHHbIM XOCTOM;
— Ucxopsawee — ceTeBOe coeamHEHNE, MHALMMPYEMOE JIOKarbHbLIM XOCTOM;
— Bxopgsawee/cxopswee — noboe 13 HanpasreHi.

* [MpoTokon — TN NPOTOKOSA Nepeaayn AaHHbIX MO CETU:
- TCP;
— UDP;
— TCP/UDP — no6ow 13 npoTOKOSIOB.

* llokanbHbin appec — IP-agpec wwm pguanas3oH IP-agpecoB FoKanbHOro XOCTa,
YYaCTBYIOLMX B Nepeaade AaHHbIX. Ecrm npu cosganmi npasuna ** ans Hero BbiBpaHa
onuust Jlrobon agpec, otobpaxkaeTcs CMMBON * OO 3HAaKa OBOETOYUs, ecrv BbibpaHa
onuus JTlo6omn NopT — CMMBON * NOCIe 3HaKa 4BOETOUUS.

* YpanéHHbln apgpec — IP-agpec wm pguanasoH IP-agpecoB yaanéHHOro XxocTa,
YYaCTBYIOLMX B Nepeaade AaHHbIX. Ecrm npu cosganmi npasuna ** ans Hero BbiBpaHa
onuust Jlrobon agpec, otobpaxkaeTcss CMMBON * OO 3HAKa OBOETOYUs, ecrv BbibpaHa
onuus JTlo6on NopT — CMMBON * NOCIe 3HaKa 4BOETOUMS.

PaspelseHne v 3anpet CeTeBOro COeAMHEHVS C yKa3aHHbIMW MapaMeTpaMy yrnpaBriieTcs
drnaxkom B cTtorbue Paspewuntb. Ecrm npegnonaraetca obpaboTka cobbiTuin ceTeBou

aKTMBHOCTM NPUNOXeHWiA Nonb3oBaTernem >, yctaHoBuTe draxok MoaTeepxaaTth y TpebyeMoro

npaBwuna. BknoueHne 1 BbIKIOYEHVE NpaBura ynpaenseTcs dnaxkom B cTonioue AKTUBHO.

-
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Ecrnm HeckorbKo NpaBun UMeT nepecekatoyecs obractv AevcTBus, TO NPUOPUTET BbINOMHEHNS
B TAKOM Clly4ae MMeeT NpaBusio, pacnosioXkeHHoe B criucke Havbornee Hu3ko. MonoxeHre npaBuna

B CNCKe n3MeHAEeTCA C NOMOLLBIO CCbIJIOK BBer 1 BHus.

Co3paHue npaBuna
Urtobbl co3pgaTb npaBwrio, HaxmuTe Ha ccbifky [lo6aButb. B okHe CeTteBOoM pecypc

Bbl6epI/ITe HeobxoavmMble napamMmeTpbl ceTeBoro coegnHeHudA (pVIC. CosgaHne npasuna

KOHTPOJI CETEBOW aKTMBHOCTM &%).

UTo6bl BKIOYUTL CO3AaHHOE MPaBUIIO B CMINCOK, HAXXMUTE Ha KHOMKY OK.

Cetesoii pecypc @

HazsaHue:

Hanpasnenwe: [onmmeefhm(ommee ']

MpoTokon: [TCP v]

NokaneHele aOpeca | Yoaneddole anpeca

() Nobaii anpec

c:
(") OnpeaeneHHeli IP-aapec

@ OwanasoH anpecos Lzs

) Noboit nopt
@ OnpeaeneHHeIi nopt

() AnanasoH nopTos

[ OK ] [ OTMEHA ]

PucyHok 73. CozpaHune npaBuna KOHTpons
ceTeBOW aKTUBHOCTHU

PyyHas o6paboTka coObITUI CEeTEBOM aKTUBHOCTHU
YcroBwe: 4 BKIIOYEHNA 4aHHON BO3MOXHOCTU OKEH OblTb aKTUBUMPOBAH PYHHON PEXUM
06paboTkM MHUMOEHTOB, ONA 3TOro OTKpouTe pasgen 3awmrta HacTpoeKk Nporpammel,
yCTaHOBUTE Mepekrnioyaterns YnpaBneHue MWHUMAEHTaMM B rorioxeHve BknrounTtb
06paboTKy MHUMAEHTOB Nosib3oBaTeneM 1 Haxmure Ha kHornky OK.
OkHO npepynpexaeHusi, oTobpaxaemoe SoftControl SysWatch npu coBnagenun

napamMmeTpoB CeTeBOro coeanHeHnsa ¢ npaBWIioOM KOHTPOJIA ceTeBOW aKTUBHOCTW, NOKa3aHO

Ha puc. Hke & .

— &
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i Mpegynpexcaenne - SoftControl SysWatch @

lNMporpaMMa NbITAETCH YCTAHOBUTH CETEBOE

2 W nepejartb ,EI,EIHHIJIE.‘

;‘; MNporpamma: IEXPLORE.EXE

locathost -> 94.245.115.205:80
MpoeepuTs obBEKT

2 PaspewnTb

A 3HaK, 4TO 3TO 33 NPOrpaMMa W ee OeAcTEMA Be3onacHel

* 3anpeTtuTb

5 He 3Haw, 4TO 3TO 3@ NporpaMMa W He ACBEPHID el

[ 2anemuuTe pewenne Ha cecomm

(~) OononHuTensHo

PucyHok 74. OkHO npegynpexaeHusi Ans ceTe BOW
AKTUBHOCTU
OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:
* Ob6racTtb onMcaHusa ceTeBoKn akTMBHOCTU. B gaHHoM 6rioke npmvBogutcs nHopmaumsa o6
yCTaHaB/MBAaEMOM CETEBOM COEOMHEHUM: WMS  MPUMOXEHWUS, OCYLLECTBAIOLEro
aKTVBHOCTb, KOHEYHbIE Y3fbl YCTAHOBMIEHVS COEAVHEHVS W HarnpaBlieHVe COeaVHEHUs,

pesynbTaTt aHTI/IBI/IpyCHOﬁ npoBeEpPKn 9 (BO3MO)KHO npoBepuUTb nNnpurioxeHne nepen

MPUHATUEM pELLEHVsI, MPU HanMYMM aHTMBMPYCHOTO CKaHepa W COOTBETCTBYHOLLEN
mueHsm ' mporpamMMbl, HaxaB Ha ccbinky lMpoBepuTb O6BLEKT U BbLIGpaB B
KOHTEKCTHOM MEHIO BapvaHT 3anyCTUTb NPOBEPKY).
* Obrnactb Bbibopa aencteus. B Gnoke BbiGopa gencTBua OoToOpaxkatoTCs BO3MOXHbIE
AENCTBMSI NPU NOMbITKE YCTAHOBIIEHMSI NPUIOXEHWEM CETEBOIO COEANHEHMSI:
— Pa3peLwunTb — N03BOMMTb MPUMOXEHNIO YCTAHOBUTb CETEBOE COEAUHEHME;
— 3anpeTuTb — 3ab5I0KMPOBaTb CETEBYIO aKTUBHOCTb NMPUIOXKEHNS;
0 3anoMHUTbL pelleHMe Ha CeccUr — MPUHATOE pelleHue OyaeT NpUMEHEHO K
AaHHOMY NpaBwITy O OKOHYaHWA TEKYLLE CECCUM.
Ecrm B Teyenune 5 muHyT gencteume He Byaet BbibpaHo, SoftControl SysWatch 3abrnokupyet

CeTeBY0 aKTUBHOCTb U 3aKpPOET OKHO npeaynpexageHud.

M3meHeHUe npaBuna

UTOObI M3MEHUTL npaBurio, Ha*XMutTe Ha CCbIJKKY N3meHUTb 1 HaCTpOﬁTe napamMeTpbl

— &
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npaswuria aHaJiorm4Ho OencTBUAM npun ero co3gaHum % .

MepemeleHne npaBuna mexay 3oHaMmm
Ecrm TpebyeTcss nepemectutb MpaBWIO B CAMCOK AN MPUMIOXEHWA U3 Opyrov 30HbI
BbINOSIHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO NpaBuria 1 Bbibepute oamH U3 BapraHTOB:
* [Ina Bcex — co3aaTb npaBwio A4 06enx 30H BbINONHEHUS, €CIM NPaBUIIO0 HAXOAUTCS
TOSMbKO B OOHOM CrKCKE.
* OrpaHU4YeHHble — MNepeMecTUTb MNPaBWUIO B CMAUCOK MpaBun Afs OrpaHnYEeHHbIX
NPUINOXEHNI.
* [loBepeHHblIe — MNepeMecTuTb MNpPaBWIO B CNWCOK MpaBwn AN AOBEPEHHbIX

NPUINOXEHNI.

HononHuTenbHbIe NapamMeTpbl NpaBuna
BbibpaB komaHgy JJonONHUTENIbHO (B KOHTEKCTHOM MEHIO MY MO OAHOUMEHHOWN CChINKE B
HWKHEW 4YacTW OKHa), B TMOSIBMBLLEMCS OKHE MOXHO oOnpefdermtb cregyloupe
AonorHUTENbHbIE NapamMeTpbl NpaBuna:

* NNonb3oBaTenu — Ha JaHHOW BKINagke 3afatoTcs y4€THbIE 3anucy rnosib3oBaTernen, Ha

KOoTopble ByaeT pacnpocTpaHATbCs AencTBme npasuna (pyc. Bolbop y4ETHBIX 3anmncemn

nonb3oBateneit °). o ymMorMaHMiO npaBWma YCTaHaBIMBAKOTCA AN BCeX

nofib3oBaTernen.

i JononruTensHo @I
MNonss0Batend | Bpema

BribepuTe nonb3oBatensi, ANA KoTopeix ByOeT ASACTEOBATE AaHHOE
npasWno.

VM-AS-WE1RUXB6John

[ OoBaeuTs ][ YoanuTb ]

[ O ][ OTtMeHa ]

PucyHok 75. Bblbop y4€THbIX 3anucen
nonb3oBaTeneun

* Bpems — Ha JaHHOM BKIagKke 3aatoTCcs BPEMEHHble MHTepBarbl JENCTBUA MpaBuna

-,
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(pvc. Boibop BpeMeHu AencTBMSA NpaBunia 88 ).

_d NononnntensHo (23]
MNonssosateny | BpeMa

EbiffepuTe BpEMEHHBIE MHTEPBANL], B TEYEHWE KOTOpLIX ByaeT
AefCTBOBATE A3HHOE Npasuno.

C 7:00:00 no  [¥12:00:00

C [[15:02:04) no  [[15:02:04 2
c [Fl15:02:04 mo [15:02:04 2
c [15:02:04% N0 [[15:02:04 %
c [15:02:04% NMO  [O15:02:04 2

[ OK ][ OTtMeHa

PucyHok 76. Bbibop BpemeHU gencTeBusi
npasuna

® EcrmTpebyeTcsa 3agaTtb MHTEpBaAr, 3aTparvBaoLLmMii ABOE CyTOK, Heobxoammo
pa3butb ero Ha ABa nHTepBarna (0avH U3 KOTopbIX 3akanymBaeTca B 23:59:59, a

apyron HaunHaeTcs B 0:00:00).

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna
UtoObl yoanmMTb NpaBWio, HaXMUTE Ha CCbiIfKy YAanuTb W NOATBEPAWTE yaareHue B

OnarioroBoM OKHe.

[ns BCTynneHns nsMmeHeHu B curty Haxkmute Ha KHonky OK v MpuMeHnTb.

4.7.5 HacTtpouka npuBunermn npoueccoB

Obnactb KOHTPOJIA anBMﬂerMM npoueccoB TMo3BOJIAET OrpaHndmBaTb WCMNOJIb30OBaAaHME

npoueccamu npvsunerni Windows:

* YnpaBreHve aygutom 1 XypHanom 6e3onacHoCTy;
* ApxmBauusa hanros 1 KaTasioros;

* BoccTaHoBeHVE GhalrioB 1 KaTaroros;

* /IamMeHeHMe CUCTEMHOIO BPEMEHM;

* 3aBepLueHre paboTbl CUCTEMBI;

¢ [MpuHyauTenbHoe yaanéHHoe 3aBeplueHre paboTol;

88

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

¢ CMeHa BriagernbLueB (hannos 1 pyrmx o6 LeKToB;

* OTnagka nporpamm;

* /IameHeHve napamMeTpoB cpenbl N3roTOBUTESS;

* [MpochnrmpoBaHue NPoOn3BOANTENLHOCTM CUCTEMBI;

¢ [1podunmpoBaHme ogHOro nNpouecca;

* YBenm4eHue npuoputeTa BbINOSHEHWS;

® 3arpyska 1 Bblrpy3ka gpariBepoB YCTPOWCTB;

* CosgaHve dainra NoaKauKy;

® HacTpowka KBOT NnaMATK 4S9 NpoLecca;

* O6xon4 NepeKpPeCTHOM NPOBEPKY;

® OTKMOYEHME KOMMbIOTEPA OT CTbIKOBOYHOIO Y3ra;

* BbinonHeHve 3agady no o6CnykMBaHMio TOMOB;

* /iIM1Tauusi KnneHTa rnocre NpoBEpPKM Nofb3oBaTeNs;

® Cospanve rnodarnbHbiX OObEKTOB.
YcrnoBue: npaBuna pacrnpoCTPaHsItoTCA Ha BCE NPUIOXEHNS U3 OrPaHUYEHHON 30HbI.
[na npocmoTpa n M3MeHeHus NpuBUnerMin npoueccoB Bblibepute nyHKT MonuTuKa KOHTpoOns

KOHTEKCTHOro_MeHio ** SoftControl SysWatch, B okHe TMonuMTMKa KOHTPONS Ha BKragke

O6nacTtum KOHTpO-NA Bbl6epVITe B BblMagarwolwemMm Crncke pasgern anBMﬂerMVI npoueccosB

(pvc. MormTIKa KOHTPOA NPUBMMErUIA MpoLeccos ).

i Monntwka koHTpona = =R <

OBnacti KOHTPONR |I'Ipuua:cm W Mpunoxedna | Capmd)m(arb\l

Obwme orpaHMdeHus 1 paspewenns: Monons3osanne u NoBsiweHne NpuBierii npoueccos. OrpaHuyeHe MCNoNs308aHna
CWCTEMHEDRC dyHKUWA, NPEACTEPALEHWE SKCNNYSTALUMKM YASBMMOCTH NPHI0KEHNA.

[Hpuaunerm npoueccos v]

HefcTere CocToaHue
4 Bce npueenernmn
yHDEEﬂEHME ayavToM 1 xypHanonm GesonacHocTh
Apxmaaumq thalinos w kartanoros
BDDCTEHEEI\EHME :baﬁnna W Katancroe
H3MEHEHWE CUCTEMHOMD BpEMEHK

m

3asepweHue paboTel CHCTEMEI

MpUHYOUTENEHOE YAaNeHHoe 33BepweHne paboTel
Crena enagensues Gainoe n apyrux obsexroe
OTnagxka NporpamMm

M3MeHEHWE NapaMeTpoB CPEabl M3TCTOBMTENA
MNpoduauposaHue NPoOM3BOAWTENLHOCTU CHOTEMbI
Mpodmnuposanue oaHoro npouecca
yEEJ’MHEHME NPUOPHUTETE BbINCAHEHWA

3arpyska v BoIlpy3Ka OpaiBepos yoTpoicTe

O0EEEEEOEEEEEE

BifpaHHble 06lUKE OrpaHUUeHHA M pazpeweHna paboTakT ToNsKE ANA OrpaHMYEHHED: NPUAoKEHUH

AononHUTENLHO

Cnpaeka [ oK H CmeHa H!‘Ipunenmu]

PucyHok 77. NMonuTuka KOHTPONS NpyUBUIerun npoLeccoB

— &
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Co3paHue npaBuna
Mo ymorManuo, npuroxenus (Mpoueccbl) o6ragalT BCEMM  BbilLeyKa3aHHbIMU
NPUBUIErMSIMK, HO MPKU 3TOM MOrYT ObiTb orpaHudeHbl OC. YTobbl orpaHnyanTb NpyBUNErMm

BPY4Hyt0, cOpocbTe donaxkn y TpebyemMbix npusunerun B ctonbue CoctosiHue.

HononHuTenbHbIe NapamMeTpbl NpaBuna
BbibpaB komaHoy lonoNHUTENbLHO (B KOHTEKCTHOM MEHIO Uriv N0 OOHOUMEHHOW CCbIfIKe B
HWKHENW 4YacTX OKHa), B TMOSABMBLLEMCH OKHE MOXHO oOnpefermtb criefyloupe
AOMOoSHUTENbHbIE NapameTpbl Npasura:

* Nonb3oBaTenu — Ha JaHHOW BKINaaKe 3afaloTcsa YY4ETHbIE 3anncu nosib3oBarerien, Ha

KoTopble ByaeT pacnpocTpaHATbCS AencTBMe nNpasuna (pyc. Bolbop y4ETHBIX 3anmncemn

nonmb3osatenein ). Mo yMorMaHMO npaBWma yCTaHaBrMBalOTCH ANA  BCEX

nosfib3oBaTenemn.

i,ﬂ,ononereano @
MNonsz0BaTend | Bpema

Beibepute nonb3osartened, Ans kotopeix ByaeT aefcTeoeats AaHHoe
npaswnc.

VM-AS-WE1RUX86\Iohn

[ Oobasute ][ ¥aanuts ]

[ O ][ OTMEHa ]

PucyHok 78. Bblbop y4€THbIX 3anucen
nonb3oBaTeneun

® BpeMﬂ — Ha JaHHOW BKragke 3agatoTcst BpeMeHHble NHTepBarbl AencTeua npasuna

(pvuc. Bbibop Bpemen aevicteusa npasuna ).

— e &
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_x [ononHutensHo (mE3a)
Mons3ceatenu | Bpens

BelbepuTe BPEMEHHEIE MHTEDBANGI, B TEHEHME KOTOpbIX ByneT
AeACTBOBATL AaHHOE NpaBuno.

= 7:00:00 2] No  [¥12:00:00
c [F115:02:04 no  [[15:02:04

c [15:02:044 no [0 15:02:04

|l | fafle [ (e

c [F15:02:04 no [ 15:02:04

c E15:02:04 No [ 15:02:04

[ OK ] [ OtneHa ]

PucyHok 79. BbI6op BpeMeHu aeAcTBuUs
npaBuna

® FEcmmTpebyeTcs 3agaTtb MHTEpBAr, 3aTparneBaroLLmMiA ABOE CYTOK, HEOOXOAMMO
pa3butb ero Ha ABa nHTepBarna (0avH U3 KOTopbIX 3akan4ymBaeTca B 23:59:59, a

Apyron HaunHaeTca B 0:00:00).

Haxmute Ha kHonky OK, 4ToObl COXpaHUTb Yka3aHHble AONONHUTENbHbIE MapaMeTpbl.

[na BCTynneHns nsmMeHeHu B cury Haxxmurte Ha KHornky OK v MpumeHnTb.

4.7.6 Hactpomnka BzanmoaencTBusi npoLeccoB

Obnactb KOHTPOJIA B3anmopgencrteue npouyeccoB Tro0O3BOJIHAET 3adaBaTb Ccreayloupe

paspelleHVs Ans B3aMMoaencTBUS NPOLIECCOB:

¢ [Noctyn npurioxxeHusi K Bydpepy oOmeHa;
® YcTaHOBKa NpUMoXeHeM rrobarbHbIX NepexBaTyMKoB;
* [locTyn K NpoLeccy 1 ero noTokam M3BHe.
YcroBwve: nNpaBunia pacnpoCTPaHSATCA HAa NPUIOXEHUS U3 OFPaHUYEHHON 30HbI, 3anyLUeHHbIEe NoA

y4E€THOM 3anucbto nosb3osartens «V.L.P.O.».

ﬂ,J'IFI npocMoTpa N USMeHeEHNA HaCTPOEK B3aMMO4eNCTBUS npowueccos Bbl6epl/ITe MNYHKT MonuTtuka

3

KOHTPOMA KOHTEKCTHOro meHio >° SoftControl SysWatch, B okHe lMonuTuka KOHTpons Ha

BKJ1aaKe O6nacTtu KOHTpO-NA Bbl6epVITe B BblMagalollEeM CrUCKE pasaen B3anmopeucrteue

npoueccoB (puc. [TormMTrka KOHTPOIA B3auModencTBMA npoueccos ).

-_— F ]
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24 MonuTika koHTpona Ii"i“é‘

OBAacTH KOHTPONA | Mpoueccel W MpUAoKEHUA I Cepmdm»ca'rb\|

OrpaHWHeHUA ANA NPOLECCOB, 3aNyCKaeMblX B M30NWPOBaHHOA cpene: B3aUMOAEHCTBME NPOLIECCE C CUCTEMON, MEXNPOLIECCHOE
B3aNMOAEACTBNE.

[Ebamnu.ﬂeﬁcraue npoueccos -

[Tl Ascryn npunosenna k Bydepy obnena
[¥]ycranoska npunoxeHnen rnobansHsIX NePEXBaTUMKOE
[¥]RocTyn k npoueccy u ero noTokam u3sHe

BrifpatHbie obline orpaHWHEHA M paspewednA paboTatoT TONBKO ANS OrPpaHUHEHHLIX NPUACHKEHHIA

OoncnHUTENEHD

Cnpaeka [ QK ” OTtmeHa ”I‘IpMNeHMTb

PucyHok 80. NonuTtuka KOHTponsi B3auMoAe NCTBUA NpoLLEeCCoB

CospaHune npaBuna
Mo ymMoOrm4aHuo, MPUroXeHUs M3 OrpaHWYEHHOM 30Hbl BbIMONHEHWUS, 3anyleHHble nojg
y4€THOM 3anucbto norb3oBaTtens «V.LP.O.», He wumeldT npaB Ha BbINOSHEHWE
BbllLeyKasaHHbIX onepauvn. [Ana paspelweHuss BbINOMHATL Kakoe-bo 13 OaHHbIX

MEXMPOLIECCHbIX B3aMOAENCTBUIN, YCTaHOBUTE HEOOX0aUMbIE (hrakKu.

HononHuTenbHbIe NapamMeTpbl NpaBuna
BbibpaB komaHgy JlonosfIHUTESNIbHO (B KOHTEKCTHOM MEHIO Ui MO OAHOUMEHHOW CCbISKE B
HWKHEM 4YacTU OKHa), B MOSIBUMBLLEMCS OKHE MOXHO OMpeaermTtb cregytoume
AOMnoSNHUTESNbHBLIE NapaMeTpbl NpaBuna:

* [lonb3oBaTenNu — Ha JaHHOW BKraZKe 3aal0TCAa YY4ETHbIE 3anucu rnornb3oBaTernen, Ha

KOTOpble ByaeT pacnpocTpaHaTbCcs gencTBre npasuna (pyc. Boibop y4E€THBIX 3anucen

nonb3osateneit ). Mo ymorMaHMiO MpaBUNa yCTaHABMMBAKOTCS [N BCeX

nosib3oBaTenemn.

N—————
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2 Nononxutensto @I
MNonssosateny | Bpema

BriGepuTe nonb3ceateneil, Ana koTopeix GyaeT AefcTEBOBATE AaHHOE
npasung.

VM-AS-WE1RUX86Yohn

[ HobasuTb ][ Y.oanuTs ]

[ Ok ” OmMeHa ]

PucyHok 81. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

* Bpemsa — Ha AaHHOM BKragKe 3a4al0TCA BPEMEHHbIE MHTEpBaSbl EVUCTBUA NMpaBura

(puc. Bbibop BpemeHM AencTBUA NpaBuia = )-

i JonoannrensHo @
Monszoeatenn | Bpens

BifepuTe BpEMEHHBIE MHTEDBANLI, B TEHEHWE KOTOPLIX GyaeT
ﬂeﬁmﬂﬁﬁ'ﬂ: A8HHOE Npasvno.

c 7:00:00 no (¥ 12:00:00

C  [E1s:02:04 no  [F15:02:04

no  [[15:02:04

c [15:02:04 no [0 15:02:04 %
c [115:02:04 2 =

c [E15:02:04k no [ 15:02:04k2

[ OK ] [ OTneHa ]

PucyHok 82. Bbibop BpemeHu AeACTBUSA
npaBuna

® EcrmTpebyeTca 3agaTtb MHTEpBar, 3aTparvBaoLLmii BOE CyTOK, He0b6X0aAMMo
pa3butb ero Ha ABa vHTepBarna (0avH 13 KOTopbIX 3akaHumBaeTca B 23:59:59, a

Apyron HaunHaeTtcs B 0:00:00).

Haxmute Ha kHonky OK, 4ToBbl COXpaHUTb yka3aHHbIe AOMOSHUTENbHbIE NapaMeTpbl.

[na BCTynneHns nsMeHeHu B cury Haxxmute Ha KHornky OK v MpuMeHnTb.

— e &
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4.8 AHTMBNPYCHOE CKaHUpoOBaHue

SoftControl SysWatch codetaet B cebe npeumylectBa Kak NPEBEHTUBHbIX TEXHOSIOMUA, TaK U
pPEeaKTVBHbIX (CUIHATYPHbIX) TEXHONOrM 3aumTtbl. MeToa NpPOaKTMBHOWM 3auyTbl OCHOBAH Ha

KOHTPOME_aKTMBHOCTU npunioxeHwii >, MeTon curHaTypHol saummbl B SoftControl SysWatch

pearnm3oBaH B BUOEe aHTUBUPYCHOIo CKaHepa, UCMNoJib3yloLlero 6a3y BUPYCHbIX CUrHaTyp (Hanmqme

3

3aBUCUT OT COOTBETCTBYIOLLEN MMLEeH3n *° nporpaMmbl).

Cuctema moxeT 6bITb 3apaxeHa BpegoHocHbIM 1O go ycraHoBku SoftControl SysWatch. MNonHas

adHTMBUPYCHaA TMpoOBEpKa BbINONHAETCA B MNpouecce aBTOMaTU4ECKOM HaCTQOVIKM 48 no

ymor4aHuio. B npoTvBHOM crydae, pekomeHayeTCcss NPOBECTU MPOBEPKY CUCTEMbI A0 YCTAHOBKU
SoftControl SysWatch, Bocnosnb30BaBLIMCb CTOPOHHUM aHTUBUPYCHBIM CKaHEPOM.

B npouecce aHTMBMpPYyCcHOro ckaHupoBaHus SoftControl SysWatch npoussogut nowuck

BpeaoOHOCHOro Kkoga C UCnoJib30BaHNEM:

® aHTMBUPYCHbIX 6a3 — MOUCK M3BECTHbIX BUPYCOB, TPOSIHCKUX MNpOrpamMm W Opyrux
BPEAOHOCHbIX OOBbEKTOB;

e Das nporpamMmm-LnnMoHOB — NOUCK N3BECTHbLIX NporpamMmm-LUInmMoHoOB.

i [ns acbdekTMBHOrO noncka BpeAOHOCHOro koga Heobxoaumo nepuoandeckn o6HOBMATL
aHTMBUPYCHble 0a3bl. PekoMeHaoyeTcs HacTpOUTb eXedHEeBHOe aBToMaTuMdeckoe
o6HoBrerve M. 119 npenoTBpaLLeHNs HECAHKLVOHMPOBAHHOMO 3anycka MpUroXeHuit

o6HOBrieHMs He TpebyroTcA.

[ns BbINONHEHUS NPOBEPKM Heo6X0AUMO:

1) MpousBeCTN HACTPOVKY NAapaMeTPOB MPOBEPKU > .

2) Onpegermtb 06bekTbl B 005acTM NpoOBEPKH % K HUM OTHOCATCS KaKk OBBbEeKTbl

danrnoBon cuUCTEMbI (rlormdeckne aucku, dannbl), Tak MU 0BbeKTbl Apyrux TUNoB
(cnctemHas namATb, 3arpys3odHble cekTopa v T.4.). 1o ymomdaHuo BbibpaHbl Bce
00beKTbl 0611acT NPOBEPKN.

3) OcyLLeCTBUTb 3amycK NpoBepku 22 .

4) Mo pesyrbTataM_nposepkm '
He Oblfn 00e3BpeXEHDI.

NPUHATb peLleHne 00 O6H8pY)KeHHbIX yrposax, ecrimt OHU

PekomeHayeTcsl BbINOSHATL NPOBEPKY:

® Cpasy nocrie yCTaHOBKM MNpOrpaMmmbl, €CfM B CUCTEME He YCTaHOBIIEHO [Jpyroe

- (T ]
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aHTmBMpycHoe 0.

® Kaxxgpbl pas, Korga KOHTPOSb aKTMBHOCTWU MPUIIOXEHUN 22 BbIK/MOYEH, @ B npouecce

paboTbl 6GbInM UCNOMb30BaHbl BHeWHWe Hocuterm ganHblx (USB, CD, DVD wn 1.4.) wwm

NoAKIi4YeHne K cCeTn MHTepHeT.
4.8.1 Onuuun npoBepKU

Mepen HavarioM aHTMBUPYCHOrO CKaHMPOBaHMA HeobxoaMMO MPOU3BECTU HACTPOWKY €ero
napameTpoB. [na atoro otkpoute pasgen lNMpoBepka HacTpoek nporpammbl (puc. Hactporkm

napaMeTpoB npoBepkn %)

" Hacpoiika nporpamme SysWatch EI =] @
Mpoeepka
HacTpoika oflWWx NapaMeTpos 334341 NpOBEpKK KoMNeaTepa
3awmTa Peakumna Ha yrposy
MNpoeepka @ Bribop ASHCTEWA SBTOMATMUYECKK
OfBHoBneHKe s JleuuTs
4 HacTpoiikn s YOanats, SCAW NEYEHWE HE BOIMONHO
Bua () BeiBop O8fCTBMA N0 OKOHYAHMID NPOBEpKK
OT4eTsl () 3anpoc aeiictema
OnoBeweHuA
MNposepka dannos
MNpoeepats: TonbKo MCNOAHAEMBIE dakinbl
MNpOEEPKE ChEMHBIX HOCHMTENENR
[7] ABToMaTMHECKaR NPoBEPKa ChEMHbIX HOCUTENE
Crnpaw1eaTs o NPOBEPKE ChEMHLIX HOCUTENER
Cnpaska [ OK ] [ OTMeHa ] [ Mo yMondYaduw

PucyHok 83. Hactponku napameTpoB NpoBepKu

HacTtpouka peakuuu Ha yrpo3sy
B obrnactm Peakuums Ha yrposy BO3MOXHbl Creaylolpme BapuaHTbl OENCTBUA MNpu
obHapyxeHun yrpo3 B NpoLecce aHTYBUPYCHOMO CKaHMPOBaHUS:
o Bbl6op gencTBusa aBTOMaTUYECKMU:
* JleunTtb
Obe3BpeanTb NHPULMPOBAHHBI OOBEKT.
* Yaanatb, ecriv neyeHme HeEBO3MOXHO
Yaanutb MHUUMPOBaHHbLIN O6BHEKT, ecriv 06e3BpeauTb ero He yaaértcs.
o Bb16op AencTBmMA N0 OKOHYaHUIO NPOBEPKU

3anpoc gencteust ByaeT BbiBeAEH NOSMb30BaTENO MO BCEM OOHapPYKEHHbIM yrpo3am Mo

— e &
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3aBEpPLLEHNIO NPOBEPKM.
o 3anpoc gencTBuA

3anpoc aelcTeua 6yaeT BbiBeAEH NOMb30BaTENHO NPY OGHAPYKEHWM KaXKa0W Yrpo3bl.

HacTtpownka kaTeropumn hannoB Ans NnpoBepKU U peXuma 3anycka
B obrnactu [MpoBepka ¢¢annoB otobOpaxatoTca KaTeropum awnrnos, KoTopble
aHarmM3VpyrTCsl aHTUMBUPYCHbIM CKaHepoM. Haxmute Ha kHonky HacTtpomka ans

M3MEeHEHNA NapamMeTpoB.

B okHe [JononHuTenbHbleé HAaCTPOMKM Ha Bkragke ObnacTtb [ENCTBUA BO3MOXHbI

creayloume BapvaHTbl Bbibopa (puc. HacTpoiikv o6riactv genctsus nposepkm 2 ):

o Bce dannbli

CkaHupoBaHue Bcex TUNOB (QalrioB, 3a WCKIMOYEHMEM HE OTMEYEHHbIX B 06ractu
NMpoBepka cocTaBHbIX ¢pannoB (dpraxkm MoytoBble 6a3bl 1 APXUBDI).

o TonbKo ncnonHsaemble cpannbl

CkaHnvpoBaHue Torbko channos oopmata PE (*.exe, *.com nt.4.).

"2 lononnuTensHele HacTpoiiki @

Ofnacts AeACTBUS | NapameTpel pacnucaHus | Pexum sanycka

Tunel dainoe
) Bee daiine
@ Tonbko UcnofHAeMele daiinel (PekoMenayerca)
MNpoBepka cocTaeHbIX Gadnoe
MNoytoBkle Basel

ApxuBsl

Cnpaeka [ oK ][ OTMeHa ] MpuMEHUTE

PucyHok 84. HacTtpownku obnactu e icTBUS nNpoBe pKu

Ha Bkrnagke Pexum 3anycka Bbibepute Y4E€THYO 3anucb, Mo KoTopou Oyget

NPOU3BOAUTLCS CKaHMpoBaHue (pyc. [lononHMTeNbHbIE HACTPONKM NpoBepku *%):

o C cucTeMHOM y4eTHOM 3anuUCbIo;
o C yYyeTHOM 3aNUCBLIO: YKaXuTe YYETHbIE AaHHbIE.
YcraHoBute dhriaxok MNMpepBapuTenbHas MHULMaNU3aumMa ckaHepa, ecrm Tpebyetcs

MHLMaM3aund aHTUBUPYCHOIO ABWXKKa MPU Ka*KOoM 3aryCke CKaHMpOoBaHUA.

— e &
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.l AlononnuTensHele HacTpoiiku @I
‘ Ofnacte asicTemMa I MNapaMeTpel pacnucaHKa | FEXHM 3anycka
Y4yeTHanA 3anuce ana CKaHepa
@) C cHCTEMHON yUETHOR 3anuckers
(71 C yueTHOW 3anucLro: 0630p
Wecnonssoeanne CKaHepa
MNpensapuTENbHAA HHWLIMANW3aLUMA CKanepa
PucyHok 85. [lononHuTe NbHble HAaCTPOUKU
npoBepKu

[ns npumeHeHnsa HacTpoek Haxkmute Ha kHomnky OK v MpumMmeHnTb.

HacTtpowka ckaHupoBaHu1A NO pacnucaHuro
Ycrosue: Tonbko Ana crydas pabotbl SoftControl SysWatch B pexwvme yganéHHoro

41
yrnpaBieHVs c cepsepa .

[ns HacTponkn napameTpoB aHTUBMPYCHONO CKaHMPOBAHMA MO PACMMCaHWUIO HaXMUTE Ha
kHornky HacTpouka B obrnactu MpoBepka dannos.

B okHe [lononHUTenbHbIe HACTPOMKM OTKponTe BKraaky MapameTpbl pacnucaHmsa n B
cyéTunke YacToTa AHEN yKaxkuTe nepmoandHOCTb, C KOTOPOW ByaeT BbINOMHATLCA 3a4a4a,
a B norne Bpemsa 3anycka — BpeMs Hayarna BbINOSHEHUS 3adayn B popmaTe Yy:MM:.CC

(pvic. HacTpolikv napaMeTpoB NPOBEPKY MO pacnvcaHnio > ).

-_— (]
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"2 JlonoaHUTENEHBIE HACTPOIKN @

OBnacte geiictems | [@paMETPEI PACNMCAHUA | Pexiim 3anyc:|<a|

MapaMeTpbl pacnucaHua

Twn pacnucaHua [no AHAM ']

“YacTota aHel 2

BpemMa 3anycka 12:00:00 =

Cnpaeka [ OK ][ OTMeHa ] NpUMEHWTE

npoBepkKa CbEMHbIX HocuUTenewn,

PucyHok 86. Hactpoiku napameTpoB npoBepKu no
pacnucaHuio

HacTponka aBTOMaTM4eCKOro CKaHMpOoBaHUSA CbEMHbIX HOCUTENen

AnarioroBoro okHa c rnpeasio>XXeHmem rnpoBepKu.

[N BCTyNnNeHus1 USMEHEHW B CUIY HaXXmMuTe Ha KHornky OK.

4.8.2 3anyck no TpeboBaHuto

B obractn MNMpoBepka CbeMHbIX HOCUTENen ycTaHoBuTe driakok ABTOMaTuUYecKas
ecrmm HeobxoaMmMo aBTOMaTUYECKM 3anycKkaTb
aHTMBUPYCHOE cKaHupoBaHue USB-HocuTernen nocrne wux noakmoYeHus. YcTaHoBuUTe

dnaxok CnpawmBaTb O NPOBepKe CbeMHbIX HOCUTenen, ecrv TpebyeTcs NosiBreHne

Bbibop obractm npoBepku M €€ 3anyck npousBoasaTca C Bkragku lMpoBepka naHerm

ynpasnenus ** SoftControl SysWatch.

Nepapxumyeckuii cncok 06beKTOB At NPOBEPKUN COAEPXKUT CrieaytoLLmMe SrieMeHTbI:

* CucrtemMHas namsTb — npoBepkKa BCEX 3arpyKeHHbIX B MNaMATU NPOLECCOB.

PekomeHayeTcsl BbINOSHATL NMPOBEPKY CUCTEMHOWN NAMSITU Kaxkabl A pa3 B crydae, ecrim B

cucrtemMe noABUnMCb HeN3BECTHbIE NpPOoLEeCChbI, 3anyleHHbIe 0e3 Begoma nosnb3oBaTers.

* 3arpy304Hble CEeKTopa — MPOBEepKa 3arpy304HbIX CEKTOPOB AVCKOB.

* O6BbEeKTbl Ha KapaHTUHE — NPpoBepKa 0OBHLEKTOB, NEPEHECEHHBLIX HA KAPaHTUH.

— e &
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L J PeKomer,yeTc;l BbIMNMOJIHATL NMOBTOPHYIO NMPOBEPKY 0ObEeKTOB Ha KapaHTuHe nocrie

06HOoBReHVa ' aHTUBMPYCHBLIX 6a3 Nporpammb!.

* Bce cbeMHble AUCKU — npoBepka hanroBbiX 00bEKTOB HA BCEX CbEMHbIX AUCKAX.

PeKomer,yeTc;l BbIMNMOJIHATb NPOBEPKY CbEMHbIX HOcuUTEnen BCAKUN pa3s, Korga

npeanoraraeTcs NnepemMeLaTb MHpopMaLmio Ha KOMMbITEP UM BbIMOMHATL NPUIIOXKEHUS

CO CbEMHOr0 HocuTend.

* Bce xecTkne guckm — nposepka panroBbiXx OO bEKTOB Ha BCEX XKECTKMX ANCKAX.

* Mon koMmnblOTEep — NpoBepka OOBLEKTOB (PAMIOBOM CUCTEMbI Ha XECTKMX OuCKaxX M
BHELLHMX HOCUTESSIX B JUCKOBOZAX M NMopTax KOMMbIoTepa.

* Kop3uHa — npoBepka panroBbiX 06BHEKTOB, MOMELLEHHBIX B KOP3VHY.

* Mou AOKYMeHTbI — NPOBEepKa AOKYMEHTOB MOSib30BaTens.

* Pabounm cton — npoBepKa BCEX AOCTYMHbIX OO bEKTOB.

3anyck npoBepKu no TpeboBaHuIo
YcTtaHoBuTE doriaxkn y Tpebyembix O6bEKTOB M HAXXMUTE Ha KHOMKY 3anyCcTUTb NPOBepPKy
Ana Havana npouecca CKaHMpoBaHuS.
B ctpoke NMocneaHsa npoBepKa ykasaHbl JaTa u BpeMsa rnocriegHen npoBenEHHON NMpo-
Bepku. B cTpoke Peakuus Ha yrpo3y oTobpakaeTcsl COOTBETCTBYIOLAA HACTpolika »° .
Mpn HaxaTm Ha ccbiiky OGBbEeKTbl Ha KapaHTUHEe OTKPbIBAETCA KaTaror XpaHeHus
006bEeKTOB, MOMELLEHHbIX HA KapaHTUH.

3anyck B TUXOM pexume
CywecTtByeT BO3MOXHOCTb 3arnycka aHTMBUPYCHOrO CKaHMPOBaHUSE B TUXOM pexume C

MOMOLL O JOMOSHUTESIbHOW YTUIMTLI changetpsmode ™.

MpocmoTp oTYETa O NpoBepkKe
[ns npocMoTpa noapobHbIX CBeAEHWI O NPOBEPKE B NMPOLIECCE CKAHNPOBAaHMSI HAXKMUTE Ha
cebinky Moapo6Ho. [na mpocmoTtpa oT4éTa '™ No OKOHYaHWM MPOBEPKU HaXMUTE Ha

CCbISIKY C AaTOWN U BpeMeEHeM rnocrieHen NnpoBepkn B cTpoke MNocneaHasa npoBepka.
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4.8.3 Pe3ynbTat npoBepKu

Mpn oBHapyxeHun BpegoHocHoro obbvekta, SoftControl SysWatch onpegenset ero tun (Bupyc,
TPOSAHCKasa Mporpamma, NporpaMma-LUInMoH U T.4.) U BbIMOSHAET Hag OOHapYXEeHHbIM OOBHEKTOM

onpeaerneHHoe AeficTBME B 3aBUCUMOCTM OT HACTPOEK peakLmn Ha yrpoay .

Bbi6op aencreusa ans otaenbHOWN yrpo3bl
Ecrm B HacTpomkax BbibpaHa onuusa 3anpoc pencteusa, SoftControl SysWatch
npegnaraeT nosfb3oBaTtento BbIGOp AeNCTBUA A9 Kaxaomn oBHapyKeHHON Yrpo3bl.
OkHo npepynpexaeHusi, otobpaxxaemoe SoftControl SysWatch npu HaxoxaeHum yrposbl B

npoLecce aHTUBMPYCHOIO CKaHMPOBAHMS, MOKa3aHo Ha puc. Hvke .

SoftControl SysWatch - Mpeaynpesxgerne
O6HapyXeH BPEAOHOCHbIN Koa -
ObbexT: 0a7b9215.EXE
I ! ¢ C:\Temp\TestVirus\
Gen:Trojan.Heur.PT.hrXaadx0tNai
* NeyuTb
BLINEYMTE MAK YOANWTE 3apameHHbIl Gain M BeIrpyIuTe 1
3aBEpWWTL BPEAOHOCHBIR NPOLECce
% Ypanutb

YOAnWTE 3apameHHelil $ain v 38BepwnTs BPEACHOCHEI NpoUece

< MNepeMecTUTb Ha KapaHTUH

MepeMecTUTb 3apakeHHbIll $aitn Ha KapaHTMH 1 3anpeTuTe
BhINOAHEHKE 3TOro daina

< MponycTuTb

He BEIMONHATE HUKaKUX AeicTEN Han obbexTom

[7] NpumenuTs BHiBpanHoe AsiicTeMe Ko Beem obbexTan.

PucyHok 87. OkHO npegynpexaeHus ons
3apaxéHHoro obbekTa

OxkHo SoftControl SysWatch - lNpegynpexaeHne coctout us 2 yactem:

® ObnacTtb onucaHust yrpo3bl. B gaHHom Groke npuBoauTtcs uHopmMaums o6 obbekTe,
NpeacTaBrAloWEM Yrpo3y: WMs, pasMmelleHne, onucaHve (mpegnoraraemblii  Tun
BPEeOOHOCHOro Kofa Mo YCTaHOBSIEHHOMY COOTBETCTBUIO C MMELLENCS Ba30M BMPYCHbIX
CUrHaTyp).

* ObnacTtb Bbibopa gencteud. B Grnoke BbiGopa OencTBusi oTobpaxkaloTcsi BO3MOXKHbIE
AencTBus Ans obHapyXeHHOM yrpo3bl:

— JleunTb — BbISIeYUTb UMM YOArmMTb 3apakeHHbI dhaun, ecrm reyYyeHne HeBO3MOXHO,

— e &
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WM BbITPY3UTb U 3aBEPLLMTL BPEAOHOCHbI NPOLIECC;

— Ypanutb — yaanuTb 3apaxeHHbl hainn 1 3aBepLumTb BPeJOHOCHbIN NPOLECC;

— lMepemecTUTb Ha KAPaHTUH — NEPEMECTUTb 3apakeHHbIN 0O BbEKT B cneuyarnbHbIn
KaTaror v 3anpeTuTb ero BbINOSHEHVE;

— MponycTUTb — HEe BbINOSHATbL HUKAKUX 4ENCTBUA HAZ OOHLEKTOM.

U MpumeHnTb BbIOPaHHOE AENCTBUE KO BCEM 06 beKTaM — NPUMEHUTb BblBpaHHoe

AelcTBME AN AaHHOro O0bEeKTa KO BCEM MOCIeAyoUyM yrpo3aM B pamMKax TeKyLLen

MPOBEPKM.

Bbi6op aencrTeum ans yrpo3 no OKOHYaHUIO NPOBEPKU
Ecrm B HacTponkax BbibpaHa onuusi Bbibop AeMCTBUA NO OKOHYaHUIO MPOBEPKM,
SoftControl SysWatch npegnaraet nonb3oBaTento BbIGOp AEUCTBUMA A1 BCEX HAWOEHHbIX
0OBbEKTOB B paMKax TEKYLLEN MPOBEPKM.

OkHO OOHapyXeHHble Yrpo3bl CO CMUCKOM HaWOeHHbIX BPELOHOCHbIX OOBLEKTOB W
BO3MOXHbIX AEWCTBMM Ana HuX, oTobOpaxaemoe SoftControl SysWatch no okoH4aHum
npouecca aHTMBUPYCHOIO CKaHMPOBaHWs, MokasaHo Ha puc. OKHO_C 0oBHapyKeHHbIMU
yrposamu %",

4 OBnapyxenmie yrposs =0 =l

Oata Obbexr MyTe OOHapymeHo Cratyc
8/24/2012 3:45:55 PM é 9ddf02ec.EXE V123 ;Backdoor.Win32.Hupigon.cn MepeMellEr Ha KapaHTHH
8/24/2012 3:45:55 PM g8dboecl0.EXE C:h123Y, ;Backdoor.win32.Delf.aah OfHapy#eHo

EXE C:\123 ;Backdoor.Win32.Delf.rz MNepeMelled Ha KapaHTUH

8/24/2012 3:45:54 PM '\-’ 4CES81B84.EXE  C:\123% ;BackDoor.CmjSpy.103 OBHapyxeHo
ﬁ 3c541338.EXE C:\123% ;Backdoor.Win32.Hupigon.ahe OBHapyxeHo

- acf

OEOO0O0EEOEDO

“ 1 3

Belneuuts YOanuTe MepeMecTUTe Ha KapaHTUH ¥.NanuTe CKpEITEIA pecypc

PucyHok 88. OkHO ¢ oGHapyXeHHbIMU yrpo3amMu

B cronbuax O6bekT, MNMyTb, OOGHapyXxeHO npvBoauTCa WHpopmauma o6 obbekTe,
NPeAcTaBrsAloWEM  yrpo3dy: uMsl, pasMmelleHne, OonucaHve (npegnoriaraembln  Tvin
BPEAOHOCHOro Koda Mo YCTaHOBIIEHHOMY COOTBETCTBMIO C MMetoLEencs 6a3on BUPYCHbIX

curHatyp). B ctonbue [arta ykaszaHo Bpemsi oObHapyxeHus yrposbl, B ctoribue CraTtyc —
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TeKylee COCTOsIHUE Yrpo3bl.
YctaHoBUTE (hriaxkm y 0OBbEKTOB, Hag KOTOPbIMU HEOOXOOUMO BbINOMHUTL AEWCTBUE U
HaXXMWUTE Ha OHY M3 CCbISIOK:
— BbINe4YnTb — BbINeYUTb UK yOanuMTb 3apaxk€HHbIN doann, ecrim rieveHve
HEBO3MOXHO, UM BbITPY3UTb U 3aBEPLLMTL BPEOOHOCHbIN NPOLECC;
— Yaanutb — yoanutb 3apaxXe€HHbl oain 1 3aBepLLmTb BpeOHOCHbIV NPOoLIecc;
— [MepemMecTUTb Ha KapaHTUH — NEPEMECTUTb 3apaXXEHHbIN OOBLEKT B crieLmasibHbIN
KaTarnor v 3anpeTuTb ero BbIMOSHEHWE;
— Ypanutb pecypc — NPOM3BECTU yaaneH1e pyTkuTa.
Mo OKOHYaHMM NPUMEHEHUS OENCTBUSA TEKCT CTPOKM C BblGpaHHbIM OOBLEKTOM M3MEHsieT
LBEeT Ha cepbi, B cTonbue Ctatyc otobpaxaeTcs pesyrnbTaT BbINOSHEHNA AEUCTBUS.

Mo oKOHYaHUM paboThbl C OKHOM HaXXMUTE Ha KHOMKY 3aKpbIThb.

MpocmoTp pe3ynbTaTa aBTOMaTU4eCKOro Bbibopa AeMcTBUM ANns Yyrpo3
Ecrm B HacTponkax BbibpaHa onumst Bbibop aenctBua aBTromatuyecku, SoftControl
SysWatch BbinonHaeT OencTBus Hag 3apaxEHHbIMM obbekTamu 0e3 obpalleHust K
Nosb30BaTento.
[nsa npocmoTpa pesynbTaTa NPOBEPKN HaXMUTE Ha cCbifky OOHapyXeHO Ha BKragke

4

MpoBepka nanerm ynpaenenns ** SoftControl SysWatch. B okHe OG6Hapy»XeHHbIe

101
)

yrpos3bl (pl/IC. OkHo C O6Hapy>KeHHbIMI/I yrpo3amu MOXHO NMPOCMOTPETb CMAUCOK Yyrpo3 n

npumeHéHHbIe K HUM SoftControl SysWatch genictaus.

Mo okoH4YaHUM pa6OTbI C OKHOM HaXMute Ha KHOMKY 3aKprTb.

Ecrm yactb yrpo3 octanacb HeobpabotaHHOW, Ha Bkragke lMpoBepka naHeu ynpasreHus 4
SoftControl SysWatch otobpaxaeTca ctatyc Hali0eHHbIe y2po3bl He 06e38pexxeHbl. 3aBepLmTb

06paboTKy yrpo3 MOXHO HaxaB Ha CCblfKy OBHapyXeHOo.

Ecrm Bce penctBus no HeuTparnmsauum yrpo3 BbIMOSHEHb! YyCrewHo, Ha Bkragke lMpoBepka
naHernn ynpasnenus > SoftControl SysWatch otobpaxaeTtca cratyc Komnbromep rnposepeH u

3alWULeH.
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4.9 OTyéThbl

B SoftControl SysWatch peanm3oBaHo npoTokosmMpoBaHue cobbiTuii 6e30nacHOCTM U CTaTycoB

nporpamMMbl B OTYETbI ABYX BUOOB:

» TekcToBble OTYETHI %2

»  Peructpauusi cobbituii B Windows Management Instrumentation (WMI) .

4.9.1 TeKkcTOBbIE OTYETDbI

TekcToBble OTYETHI ABMAKTCSA OCHOBHbIM MHCTPYMEHTOM PETPOCMNEKTUBHOIMO aHarmsa coObITui
6esonacHocTn nporpaMmmHoro okpyxeHusi. SoftControl SysWatch cospaet TekctoBble OTYETHI

crieayropx TUnoB:

* CUCTEMHBbIN OTYET, BKITIOYaOLWMI B cebsi creaytoLLyto MHOpMaLmo:

® 3anyck 1 ocTaHoOB cucteMHou criyxBbl SoftControl SysWatch (safensec.exe);

® MHUUManmM3auus crykebHom 6asbl JaHHbIX;

® Ha3BaHWe 1 BEpCcus NporpaMmmel;

® /3MEHeHUs CTaTyCOB M HACTPOEK MPOorpamMmsi;

® VHUMAEHTLI aKTUBHOCTM MPUIOXeHWA °% 1 1x napameTpbl: HasBaHWe, NpoLecc n ero
noeHtucpukatop (PID), mogynbs poauTenbckoro npouecca u ero ugeHtudukaTop
(PPID), komaHgHas cTpoka, umsa 3arpyxaemoro DLL-mogyns, y4€THasa 3anucb, 30Ha
BbIMOSHEHWS, CTaTYC;

® VHUMOEHTbI HapyLUeHUs MOMUTUKM_KOHTporna ®° u ux napameTpbl: HasBaHue, Tur
aKTVBHOCTMW, YY4€THaA 3anuCb, MNPOrpamMMa-uCTOYHUK WHUMOEHTA, KOHTPOIrMpyeMbli
00OBbEKT, peLLEHNE;

* yneHtudgukatop (UID) npaBura, B OTHOLLUEHMM KOTOPOrO MPOM3OLLTO HapylleHue

NOSMTVKM KOHTpONs & .

» OTYET 0 coope npoduns, BKIHOYaOLWN B ceba crieaytoLLyto MHpopmMaLumio:

* o6nacTb c6opa npodpurs *¢;

® CMNCOK NPOBEPEHHbLIX 0OBHEKTOB;

* pesynbTaThl c6opa npodpurs *° .

* OTYET O NpoBepKe, BKIoYaoLWwmi B ceba crieaytoLLyto MHpopMaLumio:

* o6racTb NpoBepkn >

* HacTpoVika peakuuv Ha yrposy >

® pesyrbTaTbl NPOBEPKM .

EEE———————————— -
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» OT4éT 06 OOHOBNEHUM, BKHOYawWWN B cebs uHPopMauulo O MNPOBEOEHHBIX

OGHOBIEHUsSIX MPOrpammbl .

Hactponka napameTpoB COXpaHEHMUS OTHYETOB

[lna npocMoTpa u M3MEHeHUA NapaMeTpoB OTYETOB OTKPOWTE HACTPOMKWM NporpamMmbl U

BbiBepute pasgen Hactponku — OTyeThl (puc. Hactporika napametpos oT4éTos '%).

[ns BkrtoYeHuss yHKUUM BeeHUA OTYETOB ycTaHoBUTE (hriaxok dopMMpoBaTb OTYEThI
1 BblGepute Byabl COObITUIA AN NPOTOKONMPOBAHWSA:
U O6bHoBRNEeHue;
U MposBepka,;
U CucrteMHbIN:
U Yrpossil;
U [oBepeHHble npouecchl.
BoicTaBute ranoyky [loBepeHHble mnpouecchbl, 4YTOObl BKMOYUTL 3anMCb COOLITUM
3anycka/octaHoBa cryx6. Crnyxbbl, koTOpble OblfM 3anyleHbl OO CUCTEMHOM CITyXObl
safensec.exe, byayT nomevaTbCsa B OTYETAX KaK bblsia 3anyuwjeHa paHee.
B cuétunmke XpaHUTb OTYETbI YCTAHOBUTE KONMMYECTBO OHEW, 32 KOTOPbLIE COXpaHsieTCA

nctopust cobblTvin. [Ina yaaneHusa Bcex anroB OTYETOB HAXXMUTE Ha KHOMKY OYMCTUTD.

i HacTpoiika nporpamme SysWatch EI =] @
OT4eTbI
HacTpoika ofWmx NnapaMeTpos 0TYETOB, MX XpaHeHnA
JawmTta OTYETHI
Mposepica POpMUPOBETE OTHETHI
OBHoBNEHNE
. OBHoBNEHKME
4 HacTpoWku
Bua Mposepka
OTUETEl CHCTEMHBIR
o]
NOBELLEHNA @] Yrposs
7] Aosepentbie npoueccsl
XPEHUTE OTYETHI 30 = AOHel
BRAMYHTE pOTALMID
OrpaHu4eHWE NO BPEMEHN: 0 ceK. -
OrpaHU4eHWE No pasMepy: 10
KonwyecTso xpaHuMelx Noros: 0
BENHOUMTE perucTpaumie colemmii B WMI
10 Pasmep wctopuu B8 WMI
Cnpasxa [ OK ] ’ OTMeHa ] [ Mo yMon4aHuo

PucyHok 89. Hactponka napameTpoB OTYETOB
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B SoftControl SysWatch nogaepxvBaetcs potauusi OTYETOB NpOrpaMmbl, NMO3BOSAKOLASNA
KOHTpOSmpoBaTb pasmep ghawioB OTY4ETOB. PoTaums nossosnset oopmMmpoBaTb OTYETHI,
aBTOMaTU4ECKN pa3brBaeMble Ha MOEHTUYHbIE MO CBOUM NapameTpam 4acTy Buaa
<ums ¢patina omyéma>.txt.<uHOeKkc Yyacmu om4yéma>,
npv 3TOM MOCIeAHUA No BPEMEHM OTYET BCErga MMeeT mHaekc 1, a Hanbonee crapbin —
MaKcMarsibHbl MHOEKC.
[na BktoyeHns gaHHOM OYHKUMM ycTaHoBUTE (hriaXkoK BKAKOYUTL poTaumio U yKkaxure
napameTpbl poTaummn (OAMH UM HECKOJSbKO):
* OrpaHu4yeHue No BpeMeHu
Beegute B AaHHOM rosie fMMUT MO BPEMEHW, MO JOCTWKEHUN KOTOPOro dhann oTyéTa
AoJKeH OblTb POTUPOBAH, M Bbibepute euHULbl BEMMYMHBbI B BbiMagaloweM Crncke
(CeKyHabl, MUHYTbI, Yachbl, AHW).
* OrpaHu4yeHue nNo pasmepy
Beegute B AaHHOM rosie rMMuT no pasmMepy panrna oT4éta, no JOCTKEHUM KOTOPOro
dann oTt4yéTta [oStkeH ObiTb pPOTMPOBAH W Bblbepute eavHUUbl BENMYMHbI B
Bbinagatowem cnucke (b, Kub, Mub).
¢ KonnyecTBO XpaHUMbIX JIOroB
Beeaute B JaHHOM nosie MakcumarbHOE YMCIo XPaHUMbIX YacTen hansrioB OTHETOB.
[ns BCTyNneHust USMEeHEeHU B CUIy HaXxXMuTe Ha KHornky OK.
MexaHu3m poTauum nocrieaHero oT4€Ta (Mo pasmMepy 1 no BpEMEHW) U MEXaHMU3M yaaneHus
(oumcTkn) BCex panrioB OTYETOB, KpOMe MocreaHero, paboTaloT He3aBMCMMO OpPYr OT
apyra. lNyctb, Hanpumep, Ana onuum XpaHUTb OTYeTbl BbICTaBieHO 3HayveHve 10 gHen,
ana onuum OrpaHuyeHue nNo BpemMeHu — 1 geHb, a Ans onuum KonnyectBo XpaHUMbIX
noroB — 1. Torga kaxgpln geHb OyaoyT cosgaBaTbCs alrbl Buga <murl omyéma™>
<00.MM.22>_<4y4y.MM.CC.MMM> .txt  <mun omyéma>_<00.MM.22>_<44.MM.CcC.MMM>.txt.1,
NpUM4EM pas B CyTkM dpaln C UMeHeM <murn omyéma>_<00.MM.22>_<44.MM.cC.MMm>.txt.1
OyoeT yoanaTtbcs, pacumpeHue danna <mun omyéma>_<00.MM.22>_<44.MM.CC.MMM>.txl
OyoeTr MeHsaTbca Ha .ixt.1, n OGyaeTr co3gaBaTbCA HOBbIM hamn <mun omyéma>_
<00.MM.22>_<yy.MM.CC.MMM>.txt, B KOTOpbIA W OyagyT 3anucbiBaTbCA JarbHenwwe
cobbITuS.
OpHako ecrm B TeyeHuwe yKasaHHOro B HaCTpowkax BpeMeHu (B JaHHOM Criydae O[HOro
OHS) KOMMbIOTEP UM cUCTEMHas crnyxba safensec.exe Oblnn nepesanylleHbl, TO CO34aéT-

ca hann <mun omuyéma>_<Hoeas_0ama>_<44y.MM.CC.MMM>.Ixt, a yepe3 OeHb — pann

EEE———————————we-
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<mun omy4éma>_<Hogas_0O0ama>_<y4.MM.CC.MMM>.txt.1, 1 MExaHuaM poTaLun, OnucaH-
HbI Bblle, BygeT NPpUMEHATLCA TOSMbKO K HUM. Pannbl <mun omuyéma>_<00.MM.22>_
<yy.Mm.cCc.MMm>.txt © <mun omuyéma>_<00.MM.22>_<y4d.mMM.cC.MMM>.txt.1 ByaoyT coxpa-
HeHbl 6e3 n3meHeHuns B TedeHne 10 gHen, nocre Yero 6yayT yaaneHsi.

MomMmMMO cTaHgapTHOM BO3MOXHOCTW 3aaHns HAaCTpoeK nporpamMmmbl nocpeactesom AT,

MOXHO TaKXe OCYLLECTBUTb AaHHy0 OnepaLyio C NOMOLLB IO KOHUrypaLMOHHOro daiima ' .

MpocmoTp oTYéTOB

UT06bI NPOCMOTPETL OTYETHI, BbIGEepUTe NyHKT OTYETbl KOHTEKCTHOIO MEHI0 ¥ SoftControl

SysWatch. B nosiBuBLIeMCS KaTanore OTKPOWTe TEKCTOBbIN dhain C MUMeHeM Buaa

<mun omyéma>_<00.MM.22>_<44.MM.CC.MMM>.tXt,

4.9.2 Peructpauyusa coobitnn B8 WMI

B SoftControl SysWatch pearmsoBaHa ¢yHKUMA HEMOCPEACTBEHHOW 3anuMcu MHoOpMauum O
cobbiTMAX WM cTaTycax nporpammbl B arpernpoBaHHon c¢opme B obbektbl WMI. [daHHbin
PYyHKLMOHaN npefocTaBngeT BO3MOXHOCTb MOSyYeHUss 3TOW MHAPOPMaLMN C KIMEHTCKMX XOCTOB
npu UX yganéHHoOM agMUHUCTPUPOBaHUM C NMOMOLLLIO CPeacTB ynpaBrieHusa [T-uHgpacTpyKTypon,
Takmx kak MS SCCM.

[anee npvBeneHo on1caHne cammx o0bLeKToB, BUOOB cobbiTui 1 ctaTycoB SoftControl SysWatch.
Ona cuctemHon cnyxbbl safensec.exe obvekt WMI HasbiBaeTca SafenSoftService, gns

aHTMBUPYCHOro ckaHepa snsods.exe — SafenSoftScanner.

B Tabn. 9 ykasaHbl BUAbl COObITU 5151 060X OOBHEKTOB.

Taonuua 9. Buabl coobIiTUm

InstallerAllow — pa3pelueHne Ha 3anycK NporpaMmmbl yCTaHOBKY;
InstallerBlock — 6nokmMpoBka NporpaMMbl yCTaHOBKMU;

SafenSoftSenice
e ProcessAllow — pa3pelueHne Ha 3anyck npouecca;
e ProcessBlock — b6rnoknpoBka npouecca.
SafenSoftScanner e SuspectList — HavgeH No[03pUTENbHBIN OOBHEKT;

VirusList — HangeH NHAMUMPOBAHHbIN OOBLEKT.

lMpvBeOeHHbIE B MepeyvncrieHnn Tunbl SBISOTCSA nNpedmkcaMy, KOTOpble CTaBATCS nepea
CBOWCTBOM cooTBeTcTBytowero obvekta WMI. 3a npedmkcom crnenyet napametp _Count —

obLee KonmyecTBO cobbITu Takoro Tuna um _ItemO - _Iltem[N], roe [N] — nocnegHne N coObiTui

E————————————aw-
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(KOnmM4ecTBO, YCTaHOBIIEHHOE B KOHGpUrypaumm).

o
1 Ouwwmbku ckaHMpoBaHusa cucteMbl He permctpupytotea B WM.

B Tabn. 10 ykasaHb! Tunbl CTaTycoB NporpamMmbl 4511 060Mx 06BHEKTOB.

Taonuua 10. Tunbl cTaTycoB

e AutoSetup — ctatyc aBTOMatM4ecKomn .
. CTPOKOBbLIN  [<CTpOKa cTatyca>
HacTpowikn (cbopa npodmns);
¢ FilesystemControl — KOHTPONb hanIoBow .
4 e ta TIOTUYECKUIA
CUCTEMBI;
* RegistryControl — KOHTPOMb CUCTEMHOTO .
) nornyeckui .
peecTpa; False ("0") — oTkntoyeH
. e Network Control — KOHTPOMb CEeTeBOA . [True ("He 0") — BKMIOYeEH
SafenSoftService NOrnYecKui
aKTVBHOCTY;
e GloballnstallationMode — rnobanbHbIN PeXnm .
NorM4eckni
YCTaHOBKY;
e SystemScan — cTaTyC CKaHMpOBaHUsI .
CTPOKOBbIN  [<CTpoka cTatyca>
CUCTEMBI;
. . |<Ha3BaHuWe npoaykTa> <HOMe
e Version — nHdopMaLmsi 0 BEPCUN. CTPOKOBbIN poay P
Bepcum>
. . |<Ha3BaHuWe npoayKTa> <HoMme
SafenSoftScanner |® Version — nHgopmaumsi o Bepcum. CTPOKOBbIN — poay P

Tonbko cbop npodhuna MoxeT nepeBoauTb SystemScan BO BCe HWKE MNepeydncrieHHble
COCTOSAHUSA:

* [Iposepka KoMrbromepa Ha4ama;

* [Iposepka KoMrbomepa rpepeaHa nosibaosamesem,

* [lposepka koMmrbromepa 3asepuieHa. BpeOoHOCHbIU KOO He HalOeH;

* [Iposepka KkoMrbromepa 3asepuieHa. HatdeH 8ped0oHOCHbIU KOO.

CkaHvpoBaHue Ha BUpycbl caMo rno cebe MoxeT nepeBecTn SystemScan ToNbKo B COCTOSAHME:

* [Iposepka Komrbromepa 3asepuieHa. HalideH epedoHOCHbIU KOO.

[na cbpoca coctosnua [lposepka Komrnbromepa 3asepweHa. HaludeH 8pe0OHOCHbIU KOO
HeobxoammMbl 3anyck cbopa npoduna 1 ero ycnewHoe 3aBeplueHne (ycrioBne — He OBHapyxeHo

BPeOOHOCHOro Koaa).

[ns Kaxooro cBOWCTBA (33 WCKMOYEHWEM CMUCKOB) CO30aeTcs el OOHO CBOWCTBO, C

cydbdukcom _LastChange, B KOTOpoOe 3anvcbiBaeTCs BpPEMS 3anncu CBOMCTBA.

- (7" ]
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Hactpounka napameTpoB perncrpaumm cobbitun B WMI
[na npocmoTpa 1 M3MeHeHMa napameTpoB 3anucu cobbiTim B WWMI OTKponTEe HaCTPOMKK

nporpammbl 1 BbibGepute pasgen Hactpomnkn — OTtyveThbl (pyc. HacTpolika napameTpoBs

oTuéToB '%).

Ans BKMoYeHUs yHKUMM ycTaHoBUTE oriakok BKMHOUYMTL perucrpauuio cobbiTuin B

WMI v ykaxxute Paamep ncrtopuu B8 WMI B COOTBETCTBYIOLLEM MOJIE.

i [ns npenoTBpalleHVs NPo6Grem ¢ NoBbILLEHHBIM MOTPEBNEHNEM CUCTEMHBIX
PecypcoB He pekoMeHayeTcs 3aaaBaTb pasmep UCTopun paBHbIM Bornee 100

coObITU, onTMarnbHasa BenmdnHa — ot 10 ao 50 cobbITun.

[ns BCTYNneHust USMEeHEHU B CUIy HaXxXMuTe Ha KHornky OK.
MomMmMmMO cTaHgapTHOM BO3MOXHOCTW 3aaHna HacTpoeK nporpamMmmbl nocpeactsom AT,

MO>HO TaKXe OCYLLECTBUTL JaHHYO onepaLmio C NOMOLLBIO KOHMrypaLumoHHoro darna .

MpocmoTp 3aperncTpupoBaHHbIX COObLITUN

[ns npocmMoTpa onucaHHbIX 06bEKTOB B yTuUnTe TecTep MHCTPYMEHTapus ynpaBneHus

Windows (Windows Management Instrumentation Tester) BbinonHute cregytowpe waru:

1) 3anyctute yturmty wbemtest.exe n3 coctasa OC Microsoft® Windows®.

2) Haxxmute kHonky Mopgknwoumtb (Connect) n B guanorosom okHe [MopgknioveHue
(Connect) ykaxnte B BepxHeM rnorsie BBoga nNpocTpaHcTBo UMEH \\<UR/>\root\cimv2, roe
<URI> — IP-agpec um NetBIOS-nmsa krmeHTCKoro xocta ¢ yctaHoBrneHHbiM SoftControl
SysWatch. [1ns paboTbl C yganeHHbIM KIMEHTCKUM XOCTOM HeOBXo4uMO UMETb Ha HEM
paspelleHMe Ha YTeHVe M 3anucb, KOTopoe MpedoCcTaBrdeTcsl C MOMOLLb OCHAaCTKu
Ynpasnsarowun anemeHT WMI (WMI Control).

3) Haxkmute kHonky MoaknounTtb (Connect).

4) B obnactn IWbemServices Haxxmute Ha kHonky Knaccbl (Enum Classes).

5) B nosiBMBLUEMCS AMANIOrOBOM OKHE OCTaBbTe rnofsie nycTbiM 1 Haxkmute OK.

6) B nosiBvBwemcs cnucke Bbibepute SafenSoftService nm SafenSoftScanner wu
OTKpPOUWTE CBOWCTBA BblOpaHHOro 06beKkTa ABOMHLIM HaXXaTueM fieBOW KHOMKU MblLLM Ha
HEM.

7) YctaHoBuTe driaxok CKpbITb cucteMHble cBouctBa (Hide system properties) B

EEE————————————— -
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OTKPbIBLLEMCA OKHE.

8) O3HakoMbTECb CO CMUCKOM CBOWCTB.

4.10 HacTtpounka o6wmx napamMeTpoB NporpamMmvbli

Hwke npmBeaeHb! ykasaHus No HacTponke obumx napameTpoB paboTbl SoftControl SysWatch:

=  CaMo3allyTa CUCTEMHOW CIyKObI °°;

110
" naposibHaa 3alpta

" OTNOXEHHbIV 3anyCK CUCTEMHOW CIyXObl .

4.10.1 Camo3awmTa CUCTEeMHOWN CNYXObl

[ns BktoudeHuss camo3awmTbl cuctemHom cryxobl SoftControl SysWatch (safensec.exe) otkponte
HaCTPOWKK NporpamMmmebl, Bbibepute pasgen Hactpownku n B obnactm Camosawmra ycraHoBUTE

¢raxok 3anpeTuTb BHELWHee YyrnpaBfieHUWe CUCTEeMHOM cnyxb6om (puc. Hactporiku

109
napameTpoB NPorpaMmmbl ).
s HacTpoiika nporpamuen SysWatch = |l E& -'
HacTponkm
HacTpoika obwmx napaMeTpos paboTel NporpamMMel
Jawwta CamMosalmTa
MNpoBepka [V] 3anpeTtuts BHEwWHee ynpaBneHue cuctemHoil cnyxBoit
ObHoBnEHNE [¥] Crpeims cryrty Windows
4 HacTpoiku YaaneHHoe yrnpasneHue
Bua (7) ABTOHOMHO
OTueThl "
Orionaiisie @ CepeawcHblA LlenTp Hacrpoiika...

CYMCTKA HACTPOeK COSAWHEHWA C TEKYLLMM CEPBEPOM CynecTUTE

MapaMeTpbl NporpamMMel

CoxpaHeHWe NapaMeTpos NparpaMmel 8 d}amn

[7] MeknkoumTs napameTpel noaknoYEHUA

COTNOMEHHBIA CTapT

3Ha4YeHWE BPEMEHW OTNOXEHHOMO CTARTA CJ'I\I’)KEbI o

!jﬂ,ED}KETh NOCTOAHHOE COEOWHEHWE C CEPBWC LEHTPOM

Cnpaeka I OK I | OTMeHa

PucyHok 90. HacTpoiku napameTpoB nporpammb|

Mpwn BbIGOPE AaHHOM ONUMK NPUHYAUTENBbHANA BbIrpy3ka cuctemHon cryxbol SoftControl SysWatch

13 O3Y cTaHOBUTCH HEBO3MOXHOMWN.

YctaHoBute ¢onaxok CkpbiTb cnyx6y Windows, ecrm cuctemHas cnyxba SoftControl

SysWatch (safensec.exe) He forpkHa nokasbiBaTbCA B ocHacTke Cnyx6bl OC Windows. B atom

— e &
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cnydqae ynpaBrenve cnyxbon safensec.exe cpeactBamm OC (3anyck/ocTaHOBKa) CTaHOBMUTCSA

HEBO3MOXHbIM.
[MpumeyaHve: cKpblTe cUCTeMHOM Cryxbbl He paboTtaeT Ha OC Windows XP.

UTo6bl 3MEHEHWS BCTYNWIM B CUITY, HaxXMuTe Ha kHorky OK.

4.10.2 MaponbHasga 3awmTa

[ns BKMIOYEHUS] NapoSibHOW 3alWmTbl OTKPOWTE pasgen 3awurta HacTpoek nporpammbl,

yCTaHOBUTE (priaxok BKMOUYMTBL 3awuTy naponem U1 HaxmuiTe Ha KHonky Hactpowmka

(puc. HacTpoiku o6umx napaMeTpos 3aumsl '°).

"z Hacpoiika nporpammer SysWatch || = -'

3awmTa
HacTtpoka oBlumWy NapaMeTpos 3alMThI

SawuTa Pexum 3awmTel

MpoBepka [¥] BrnrounTs 3awmTy
O6HoBneHKE 1571
[¥] Npunomenus
4 HacTpoiiku ——
|| @alinosan cucrema
Bun

e [¥] Cucremdii peectp

CnoBelEHKA l’ﬂ CeTb

YI'IDEIEHEHME WHUWOEHTAMH

@ BrnwunTs asToMaThdeckyto obpaboTky WHUWOEHTOE

) BrnrounTs oBpaboTky WHUWASHTOE NoNL30BaTENEM

¥YnpaeneHue naponsm
|_—J BENHYWTL 33WKTY NaponemM HacTpoiika
MnoBaneHBIA PEXUM MHCTANNALMKY (pEKOMEHOYETCA NEpE3arpysKa)

[l rnoGansHelil peskuM MHCTAANAUMM (pEKOMEHOYETCA Nepesarpyaxa)

Cnpaeka I OK ‘ | OTMEHE

PucyHok 91. Hactpoiku o6wmx napameTpoB 3almThbl

B okHe 3awuTa HacTpoeK nporpamMmmbl BBEOUTE TEKYLWN NAposib (ecrm 6bin Ha3HavyeH paHee),
HOBbIV NapoSib U ero NoATBEPXAEHNE, NOCIe Yero oTMeTbTe obractn agencTeus (puc. Hactporika

NaposbHOM 3aUmMTbl )

U U3meHeHMe HacTpoeK NnporpamMmbl

3anpoc naporst Npu AOCTyNe K naHerv ynpasrerus >* n Hactpoiikam SoftControl SysWatch.

U YpaneHue nporpamMmmel

3anpoc Naponsi Npu 3arnycke NporpamMmbl AevHeTansummn = SoftControl SysWatch.

@
B [rvHa napons gorkHa COCTaBMATL HE MeHee 7 CUMBOSIOB.

- (W]
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. 3awwTa HacTpoEK MporpaMMel @

JawuTa naponeM

BeeauTe TEKYIWWIA Napons

Tekywmii napons: hns s

BeenuTe HOBLIA Napons
HoBelil napons: EEEEEN

" B
MoaTeepavTe HOBLIA Naponb:

OBnacte AeicTaua
H3meHeHue HacTpoeK nporpaMMel

[ ¥aanenwe nporpammel

Cnpaeka [ OK ] [ OTMeHa ] [HDMNEHMTI:

PucyHok 92. Hactpoika naponbHou 3awmThbl

YTto6bl N3mMeHeHus BCTYNWIn B CUINY, H>KMUTE Ha KHOMKY OK B 060u1x OKkHax HaCTpoOeK.

4.10.3 OTNOXeHHbIN 3anyCK CUCTEMHOWN CIYXObl

B SoftControl SysWatch npegycmoTpeHa BO3MOXHOCTb YCTAHOBKW WHTEpBaria OTSIOXEHHOro
3anycka cucteMHon criyxbbl (safensec.exe). aHHas onuusi MoxeT ObITb nonesHa Ay cuctem C
HU3KUM ObicTpoaencTBueMm (Hanpumep, YC) npu HanoXeHnm WHTEpPBaroB WHALMamM3aumum
annapaTtHOro M NporpammMHoro obecnevenusi. B aTom crnydae npu BHELTATHbIX CUTYaUMsX, Takux
Kak nepesarpyska cucteMbl B pesynbTate nepebosi nutaHuss, MOXeT ObiTb HEKOPPEKTHO
VHMLMaM3vpoBaHa YacTb YCTPOWCTB UM CIy0 cUCTEMbI. YCTaHOBKa TauM-ayToB MHMLMANM3aLmm

no3sosiieT nsbexartb NOAOOHbBIX CUTYaLIA.

Ona yctaHoBkm onuum B SoftControl SysWatch oTkpoinTte HacTponku nporpammbl, BbliGepute
pasgen Hactpoukm n B obractm OTNOXEHHbIA CTapT ycTaHoBuUTE 3Ha4YeHUe BpPEMEHU

OTNOXEHHOro cTapTa cnyX6bl B MyHyTax (puc. HacTpoiiku napametpos nporpammsl ).

- W]
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s Hactpoiika nporpamme SysWatch E‘ = '
HacTtpoiki
HacTpoika obiux napaMeTpos paboTel NporpamMiel
3awuTta Cavosawmra
MNpoBepka [¥] 3anpetuTe BHEWHEE yNpaBneHUE CUCTEMHON CryrBoi
ObHosneHue [¥] Crpeime crywdy Windows
4 HacTpoiku YaaneHHoe yrnpasneHue
Bua (7) ABTOHOMHO
OTueThl

@ % =
OnoBelleHua ® Cepauchiit LienTn | HacTpoiika...

OYWCTEE HACTPOEK COEAWHEHWA C TEKYLLUWM CEPBEQOM

MapaMeTpbl NporpamMMel

CoxpaHeHWe NapaMeTpos NPorpamMmel B d}aﬁn COoXpaHuTe

[[] MeknioumTs napameTpel noaknoueHus

COTNOMEHHBIA CTapT

3Ha4YeHWE BPEMEHW OTNOXEHHOMO CTARTA CJ'I\I’)KEbI o

[T] AepxaTs nocToAHHOE COBAMHEHME C CEPBUC LIEHTPOM

Cnpaeka I OK I | OTMEHa

PucyHok 93. HacTtpoiiku napameTpoB nporpammbl

Mpu crnepytowem nepesanycke cuctemHon crnykbbl SoftControl SysWatch eé 3arpyska 6yget

CABWHYTa Ha BBEAEHHOE 3HayeHve. YTobbl N3MEHEHNsI BCTYNWM B CUIy, HaXXMuTe Ha kHorky OK.

BbicTaBute ranodky [epxaTb NOCTOSAHHOE COeOMHEHWe C CepBUC LEeHTPOM, €eCiu
Heobxoaumo nogaepxmBaTb coeauHenne ¢ SoftControl Service Center B pexvme peanbHOro

BpeMeHW.
411 CoxpaHeHue n BOCCTaHOBJIEHUE HacTPoOeK

MonHas koHdurypauma SoftControl SysWatch, B Tom uncne HacTpoeHHast normTKa KOHTPOSs,
6erbin CnMcoK cepTUdMKaTOB 1 TEKYLLMIN Naporib NporpamMmbl, JOCTYNHA K BbIrpy3ke B OCHOBHOM

KOHMUrypaLmOHHbIN cainn ', KOTOpbIN MOXeT ObiTb MCMOMb30BaH MpPUM YCTaHOBKE B TUXOM

pexvMe Ha Opyrve KIMEHTCKME XOCTbl (onepauusi KIoHMPOBaHWsi MPOrpaMMbl C 3TaSlOHHOMO

obbekTa 3aLLMTbI) nynaneHum B TMXOM pexuMme.

4.11.1 Bbirpy3ka oCHOBHOIro KoHcurypaumoHHoro damnna

[ns Toro 4toGbl cCoxpaHUTb TekyLyto KoHdurypauuo SoftControl SysWatch, oTkpoite HacTponku
nporpammel, Bbibepute paszaen Hactponku v B obrnacty NapameTpbl NPpOrpamMmMmbl HXXMUTE Ha

kHOMKy COXpaHUTb (puc. HacTpoiikv napameTpoB_nporpammbl ). ECr HEOBGXOAMMO BbIrpy3nTb

koHurypaumo  SoftControl SysWatch 6e3 HacTpoek noakmiodeHuss K cepBepy, nepen

COXpaHeHneM yctaHoBUTE cbna>+<0|< Ucknountb napamMeTpbl NOAKNHOYEeHUA.

- (7B ]
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s Hactpoiika nporpamme SysWatch

HacTpoiikmn

Sawura
Mpoeepka
OBHoENEHKE
4 Hactpoikn
Bua
OTueThl

OnoBewweHna

Cnpaeka

I:I:EII

HacTpoika obiunx napaMeTpos paboTel NporpaMtel

CamosalwmTa
[¥] 3anpetuTe BHEWHEE yNpaBneHUE CUCTEMHON CryrBoi

[¥] Crpeite cayxBy Windows
YOaneHHoe ynpasneHue

(7) ABTOHOMHO

@ CepaucHbll Llentp

Hacrpoiika...

O4YWCTKE HACTPOEK COBAMHEHWA C TEKYLLMM CEPBEPOM O4UCTUTE

MapaMeTpbl NporpamMMel
CoXpaHeHWe NapaMeTpos NporpaMmel 8 dain Coxpanuts

[[] MeknioumTs napameTpel noaknoueHus

COTNOMEHHBIA CTapT

3Ha4YeHWe BPEMEHW OTNOXEHHOMO CTARTA CJ'I\I’)KEbI o

[T] AepxaTs nocToAHHOE COBAMHEHME C CEPBUC LIEHTPOM

I OK I | OTMeHa

PucyHok 94. HacTtpoiiku napameTpoB nporpammbl

B ovanoroBom okHe npocMoTpuTe 1N B Cliydae HeO6XOﬂVIMOCTI/I N3MeHuUTe NMA cbaﬁna pesepBHO|7|

KOMMM HaCTpoek (3agaéTca aBToMaTU4ECKN), onpeaenure nyTb, N0 KOTOPOMY OH By4eT COXPaHEH,

Bbibepute pacumpeHve damna *xmic n Haxmute Ha KHonky CoxpaHutb. Mo ymorMaHuio

OCHOBHOW KOH(pUrypauuoHHbIA hann nocrie opMmnpoBaHUs COXpaHAeTcs B 3almdpoBaHHOM

BMOe B KaTtasnor craHgaptHoro xpanuwwmwa SoftControl

SysWatch. B xpannwwmwe Takxe

pacnonaratoTcs anrnbl configs.xmlc v default.xmlc ana BOCCTaHOBMEHWA HACTPOEK NPOrpaMmmbl

M NOJIUTUKN KOHTPOJ1A NO YMOJMaHUIO COOTBETCTBEHHO.

BbIrpy3ky OCHOBHOIro KOH(UrypaumoHHOro danrna MOoXHO Takke OCYLLEeCTBUTb B TUXOM pexume C

MOMOLLB0 AOMNONHUTESIbHOW yTUinTbl snsdumpsetting us

- (® ]
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5. PacwupeHHble Bo3amoxHocTn SoftControl SysWatch

B naHHoM pasgerne npuBeaeHbl MHCTPYKLMM MO NoKaribHOW paboTe ¢ paclmpeHHbIMU yHKLMSMA
SoftControl SysWatch.

5.1 [lonosniHMTenbHble YTUNUTDI

B noctaBky SoftControl SysWatch moryr BxoauTb yTunmThbl, pearmsyloume AOMOSHUTENbHbIE
dyHKUMM no paboTe C¢ nporpamMmon. YTunmtbl npegocTtaBratoTcs komnanwen SAFE ‘N SEC

Corporation o 3anpocy.

3anyck yTunuT ocyLLecTBieTca 13 KomaHaHon ctpoku OC. [laHHble yTumtbl MOryT ObiTb YAOOHbI
K MPYMEHEHUIO, B YACTHOCTM, NPUY YAANEHHOM aAMVHUCTPUPOBAHNN KIMEHTCKMX XOCTOB C NMOMOLL O

CTOPOHHUX CpeacTB ynpasrenus [T-uHdpacTpyktypon (Hanpumep, MS SCCM).
Hwke npvBeaeHoO onvcaHve crneayrowmx yTUNKT:

= changetpsmode **;

= snsdumpsetting '*°.

5.1.1 changetpsmode

Yturmta changetpsmode.exe npegHasHaveHa Ansa yrnpaBrieHs pPexmmMom_rnobanbHOM YCTaHOBKM

22 , d TaKkKe 514 3anycka aHTUBUPYCHOIo CKaHMpOBaHWA = B TUXOM pexnme.

MapameTpbl, NPUHUMaeMble YTUIMTORN, oNucaHbl B Tabn. 11.

Ta6nuua 11. Onuun changetpsmode

BkntounTts pexxum rnobanbHON YCTaHOBKM.

- <napornb> Mapornk, BBOAUMBIA Npu ucnonb3oBaHun ymnmmnTbl (GRkNVCOLzyz+311FKIrNgIGlgkxXGfZW Xb),
He pernctpupyetcsa B oT4é€tax SoftControl SysWatch.

-d BbIkmniounts pexxum rnodansHom yCTaHOBKMW.

3anycTmTb aHTMBUPYCHOE CKaHMPOBAaHUE yKasaHHbIX OOBEKTOB B TUXOM pexume, rae <obbekm
N> — nonHbI NyTb K 06BLEKTY NPOBEPKU (KECTKOMY AUCKY, KaTtarnory unn otaensHomy danny).
AHTUBUPYCHOE cKaHupoBaHve O3Y MNpoUCXOAWUT aBTOMATUYECKM HE3AaBUCUMO OT YKasaHHbIX
-s "<obbekm 1>" |06beKToB.

"<obbekm 2>"... B npouecce npoBepku MNpUMEHSETCA BapuaHT peakuMn Ha yrpoly Bbibop peuncteua
"<obbekm N>" aBTOMaTU4YeCKU. Pe3ynbTathl 4OCTYNHLI B dhaiine oT4éTa o nposepke 193,

BHMMaHve: ONns KOPPEKTHOro 3arycka MNpOBEpPKM B TUXOM pexume Heobxogumo CTporo
cobniogate yKasaHHbIi CUMHTAKCUC KOMaHAbl. B cryvyae Heckomnbkux MpOBEPOK, Kaxaylo
crnegyoLlyt HeobXo4UMO Ha4yMHaTb TONbKO NOCe 3aBepLUeHns NpeabiayLu en.
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5.1.2 snsdumpsetting

Ytumuta snsdumpsetting.exe npefHasHadeHa OSi9 BbITPY3KM OCHOBHOIO KOHMUIypaLMOHHOIO

caiina " SoftControl SysWatch B Tuxom pexuve.

MapameTpbl, NpYHMMaeMbI€ YTUIMTON, onmncaHbl B Tabn. 12.

Tab6nuua 12. Onuum snsdumpsetting

Bbirpyauts koHgwmrypauuto SoftControl SysWatch B dann ¢ 3agaHHbIM MeHeM
"<rymsb K ¢patny>\<ums ¢batina>" |(6e3 paclinpeHus) no ykasaHHOMY MyTu (ecnv He ykasaH, UCMoMb3yeTcs NyTb
Mo YMOJYaHUIO — K KaTarory pacrnonoXeHust yTmMnuTsl).

5.2 PepaktnpoBaHue HaCTpPoOeK C NOMOLbI KOH(UrypaLmMoHHbIX hannos

ArnbTepHaTuBHbIM cnocobom mameHeHusa HacTpoek SoftControl SysWatch saBnsetca npumeHeHve

KOH(PUrypaLMOHHbIX_aiinos ' °. NMOoMMMO OCHOBHOTO KOHEPUrYpaLMOHHOrO dhaiiria, coaepxallero

BCE HACTPOVKW NporpamMmbl, BO3MOXHO MUCMOSb30BaHWe anra KOHUrypaumm TOmbKo C TeMu

napameTpamu, KoTopble TpebyeTcst UsMeHUTb. [l 3TOro BbIMOSHUTE CrieaytoLme OeUCTBUS:

1) Cosgante nycton XML-cpavn C¢ npousBOfbHbIM uUMeHeM. OTkpownTte ero nobbim
TEKCTOBbIM pefakTopoMm, Hanpumep briokHotom Windows.
2) Beegute cogepxvmMoe crieayoLero suaa:

<Storage>
<Settings>
<3n1emMeHT 1>

<anemeHT N>
</Settings>
</Storage>

<anemeHm 1>..<anemeHm N> — KOHKPETHble 3feMeHTbl U WX aTpubyThl,
npeaHasHaYyeHHble Ans U3MEHEHUS! HACTPOEK, NMPUBEAEHHbBIE HUXKE:

* napamMeTpbl aBTOMATUYECKOWM HACTPOVKU ' ;

* NapameTpbl TEKCTOBbIX OTHETOB

* napameTpbl peryctpaumm cobbitui 8 WMI™Y.

3) Coxpanute cpann B kognposke UTF-16. B crnyvyae pegaktupoBaHus hanna B brokHoTe

Windows, ana aToro npm coxpaHeHun dpaiina Bbibepute koamposky Unicode.

- (W]

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykoeodcmeo ronb308amerisi
PacwupeHHsie sosmoxHocmu SoftControl SysWatch

5.2.1 NMpumeHeHne KoHdUrypaumoHHoro cganna

UT06bI NPUMEHUTE KOH(UrypaUMOHHBIA dhann, cogepxalpyi HaCTPOVKU NporpaMmmbl, BbINOSHUTE

criegyrouye OencTBus:

1) OTkmiounte  3aupTy ®  baimnoBon cuctembl B naHesm_ynpasnewus > SoftControl
SysWatch.

2) CkonupynTe KOH(purypauMoHHbin dann B KaTanor Data OWpekTopum YCTaHOBKU
SoftControl SysWatch.

® (pairoBon cuctemMbl B naHemm ynpaenenus **  SoftControl

3) Bkrtounte  3aumty °
SysWatch.

4) na npymeHeHWa HaCTPOEK BbIMOMHUTE nepesarpysky CUCTEMBI.

5.2.2 NMapameTpbl aBTOMaTU4Y4E€CKON HAaCTPOUKU

KoHdurypaumoHHsin XML-thann ¢ napameTpaMmn aBToMaTU4ECKOW HACTPOVKU UMEET criegyloLiee

coaepkaHve:

<Storage>
<Settings>
<Setting overwrite="1" key="AutoSetupWizard" type="0" value="<3HayeHue>"/>

<Setting overwrite="1" key="EnableAutoSetup" type="0" value="<3HauyeHune>"/>
<Setting overwrite="1" key="AutoSetupDelay" type="0" value="<3HauyeHue>"/>
</Settings>
</Storage>

OnucaHve krnoyen anemeHToB (aTpubyt key) u mx 3HadeHun (aTpubyt value) npvBeneHoO B
Tabn. 13.

Taonuua 13. OnucaHue Kno4en n 3Ha4YeHUN 3NIeMeHToB

He Obina npoeegeHa

, . . 0
AutoSetupWizard |CraTyc npoBefeHns aBToMatMyecKon HaCTPOMKM. paHee
1 Obina npoBegeHa paHee
y . 0 OTKITOYEH
EnableAutoSetup [3anyck aBToMatM4eCcKom HaCTPOMKMN.
1 BKIOYEH

3agepkka 3anycka aBToMaTtM4ECKON HaCTPOMKK
AutoSetupDelay  |oTHOCKTENBLHO CTapTa CUCTEMHOW Cry>K0bl Bpems
safensec.exe.

BPEMEHHOW UHTepBan B
MUNMMCEKyHaax

3auwmdpoBaHHbI KOHUrypaLmMoHHbIN hann ¢ napaMmeTpamm aBToOMaTU4ECKON HACTPOMKN MOXKHO

ncnoJsib3oBaTtb Mpu YCTaHOBKE B TUXOM PEXUME C NPUMEHEHUEM KOHUrypauroHHOro channa 15,
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€CIm HeobxoauUMO OTKIIHUUTb 3anyck c6opa npocuna um BBeCTU 3aepiKKy ero Ha4aria nocre

OKkoH4YaHusa yctaHoBkm SoftControl SysWatch.
5.2.3 MNMapameTpbl TEKCTOBbIX OTYETOB

KoHdurypauuoHHeln XML-thann ¢ napameTpamy TEKCTOBbIX OTYETOB UWMeEET creaywllee

copepxaHue:

<Storage>
<Settings>
<Setting overwrite="1" key="LogRotateEnable" type="0" value="<3Ha4deHune>"/>
<Setting overwrite="1" key="LogRotateTime" type="3" value="<3HauyeHue>"/>

<Setting overwrite="1" key="LogRotateSize" type="3" value="<3Ha4deHue>"/>
<Setting overwrite="1" key="LogRotateHistorySize" type="3" value="<3HayeHnue>"/>
</Settings>
</Storage>

CooTBeTCTBME KMtOYEN IIEMEHTOB (aTpubyT key) n ux 3HadveHun (atpubyt value) anemeHtam AT

nporpammbl NpuBeaeHo B Tabn. 14.

Taonuua 14. CooTBeTCTBUE KNIOYEWN U 3HAYEHUIN INIe MEeHTOB

CocTtosiHne

CocTtosiHue OMONTHUTENbH
AnemeHT TUM A

anemeHTa N'AlN | oro anemeHTa

cbpolueH - 0
LogRotateEnable diaxxok Bkno4ntb poTauuro P
YyCTaHOBIEH - 1
i BBeEHHOe npsmoe
LogRotateTime nore OrpaHU4YeHue No Bpe MeHU A Cex. P
3HayeHue COOTBETCTBME
. BBEOEHHOE npsimoe
LogRotateSize none OrpaHM4YeHMe No pasmepy p‘ B P
3HayeHue COOTBETCTBME
. . BBEJEHHOe npsimoe
LogRotateHistorySize [none KonnyecTtBO XpaHMMbIX NOroB A - P
3HayeHue COOTBETCTBME

5.2.4 NMapameTpbl pernctpaunm codobitun 8 WMI

KoHdpurypaumnoHHeln XML-cann ¢ napameTpamu peructpauum codbituin B WMI nmeeT cregytowiee

coaepxaHve:

<Storage>
<Settings>
<Setting overwrite="1" key="WmilLogEnable" type="0" value="<3Ha4deHue>"/>

<Setting overwrite="1" key="WmilLogLimit" type="0" value="<3HaueHue>"/>
</Settings>
</Storage>

CooTBEeTCTBME KIOYEN AIEMEHTOB (aTpubyT key) n nx 3HadveHun (aTtpubyT value) anementam AT
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nporpammbl NnpuBeaeHo B Tabn. 15.

Taonuua 15. CooTBeTCTBME KIIOYEWN U 3HAYEHUIN INIe MEeHTOB

CocTtosiHne

CocTosilHMe | OononHuTenbH
AnemeHT TUM

anemeHTa N'AlN | oro anemeHTa

, aXOK BKnouuTb peructpaumio cbpoLueH - 0
WmiLogEnable n . P patt .
cobbitun B WMI yCTaHOBIEH = 1
. . BBeLEHHOE npsmoe
WmiLogLimit none Pazmep ncropun 8 WMI A - P
3HayeHue COOTBETCTBUE
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6. ObHoBneHue SoftControl SysWatch

Ha momeHT yctaHoBku npurioxeHuss B mogym SoftControl SysWatch moryt 6biTb Jo6GaBreHbl
yrydLeHVsT U HOBble (DYHKLMM, @ BXOAsLWEe B MOCTABKY aHTUBMPYCHble 6asbl MOryT ycTapeTb.
PekomeHayeTcsi BbINOSHUTL OOHOBIiEHME NPOrpaMmbl HEMOCPEACTBEHHO MOCne YCTAHOBKM
SoftControl SysWatch.

[anee onncaHbl Heobxoanmble aencTemsa no obHoeneHno SoftControl SysWatch:

*  OnuMM OBHOBIEHMS

=  06HOBIEHVe B 0GbIYHOM pexume 22,

124
B Cliydae, eCii UICTOYHUK obHoBNEHMSA HEeOOCTYrNeH, BbIMOJIHUTE ob6HOBIEHVE B PY4YHOM pexunmve .

6.1 Onunu o6HOBNEHUA

[ns HacTpovkn napameTpoB O6HOBEHMA OTKpouTe pa3gen O6HOBNEeHue HacTpoek NPorpaMmmbi

(pvc. HacTpoliku napameTpos 06HOBREHVs ).

"2 Hactpoiika nporpamusi SysWatch EI = \EI
O6HoBneHNe
HacTpoika obwmx napameTpos 2aa03um obHoBNEHMA
SawuTta OBHoBneHNe
MNpoeepka 7] O6Hoenerme no pacnucanuio
OGHosneHne
- [7] 3anpawneats noatsepwaenie nepen obHosneHuen
4 HacTpoidxw
Bun Coctae obHoBnEHMi Bce oBHoBASHHA
OTueTsl
S

Cnpaexa [ Ok ] [ OtMeHa ][I‘onnnnuanmo]

PucyHok 95. Hactponku napameTpoB 06GHOBNEeHUs

HacTpownka coctaBa uh UICTOYHUKA OOHOBNEHUA
B ctpoke CoctaB OOHOBNEHMWM YyKa3aHbl KOMMOHEHTbI, Afd KOTOPbIX MPOU3BOAUTCS
obHoBneHve. [N HACTPOKMKM cocTaBa M OPYrMX ONuui OOHOBIEHMS HaXXMMUTE HA KHOIMKY
HacTtpouka.
B okHe HacTtpowuka.. Ha Bkrnagke CoepguHeHue Bblbepute cnocob 06HOBEHMA

(pvic. HacTpoiiku cnoco6a o6HoBreHWs 2°0):

o ObHOBUTL 4epe3 CepBucHbin LleHTp — o0OHOBreHnMe nocpeacTBoM
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BHYTPVUCETEBOrO CcepBepa OOHOBNEHWI (MCMOMb3yeTcss NpU  YOANEHHOM pexvmMe

ynpasrieHns ¢ cepeepa *');
o O6HOBUTbL Yepe3 UHTepHeT — obHoBreHne vepe3 cepBep obHoBreHn SAFE ‘N

SEC Corporation, 4OCTynNHbI NOCPeaCcTBOM ceTu HTEpPHeET.
Ecrm gna coeguHeHuss ¢ cepBepoM OBHOBMEHMM MpM AaHHOM crnocobe umcnosnb3yeTcs

npokcu-cepsep, B obnactn CoeauHeHue YycTtaHoBuTe driaxok Wcnonb3oBaTb

napamMeTpbl NPOKCU-cepBepa 1 yKaxute HeobxoauMble HACTPOMKN.

'\ Hactpoiika... @I

CoennHerne ,ElononHuTaanDI NapaMeTpbl pacnUcaHua I Pexum 3anycka

OBHoBnEHNE
@ OBHoBUTE yepes CepsuCHEIR LieHTp
() OBHOBUTL YepEes UHTEPHET

CoennHeHHe

licnonezoBaTs NapameTpel NPOKCH-CEPEEpa

Wcnons3oBaTe asTopM3aUNIe Ha NPOKCK

Cnpaeka [ Ok ] [ OtMena ] [Hpunenum]

PucyHok 96. HacTtpoiiku cnoco6a o6HoBneHusA

B okHe HaCTpOﬁKa... Ha BKragke JOnNONHUTESNILHO Bbl6epVITe Tpe6yeMb|e KOMMOHEHTHI
120)

ana obHoBneHus (puc. Hactporikn coctaBa 0OHOBIIEHUI

U MporpamMmmHbie moaynu;

U AHTUBUpPYCHbIE 6a3bl.

' Hactpoiika... @

Coeautenne | AONOAHUTENSHO | NapaMeTpbl PACMMCAHMS I Pexum 3anycka
Cocras oBHOBNEHKE
MporpaMMHBIE MOOYM
[] AHTuEMpYCHSIE a3kl

WcTouHnK oBHoBNEHMI

IAV_KAV - http://updates.safensoft.com/kav/Updates/

Cnpaska [ oK ] [ Ommena ] [Hpvmenm‘b]

PucyHok 97. Hactpoiku coctaBa o6HOBMeHUIN

B obrnactn McTouHMK OOGHOBNEHUN yKa3aHbl agpeca, C KOTOpPbIX NPOU3BOANTCS OGHOBIIE-

e .
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o 4
HUe siApa MPOAKTMBHOW 3almThl U 6a3 KaKAOro W3 [JOCTYMHbIX COFMAcHo fmueHaum
AHTVBUPYCHbIX KOMMNOHEHTOB. Mpn HEO6X0AMMOCTIN agpeca MOryT ObiTb OTpeAaKTUPOBaHbI
B COOTBETCTBYIOLLEM rOrie.

[ npuMeHeHnsa HacTpoek HaxkmuTe Ha kHonky OK v MpumMmeHnTb.

HacTtpownka o6HOBNEHUS NO pacnucaHuo
YcrnoBue: Tornbko Ans cnydas pabotbl SoftControl SysWatch B pexume yganéHHoro

ynpasneHusa ¢ cepeepa *'.

[nsa BKMIOYEHUS aBTOMATUYECKOrO OOHOBIIEHMA MO pPacrnMCaHuio YCTaHOBUTE  priaXKok
ObHoBneHne no pacnucaHuio. Ecrm HeoOxogumo 3anpawunBaTb NoATBeEpXAeHue
nepen OOHOBNEHWEM, YCTaHOBUTE COOTBETCTBYIOLMA Oriaxkok And oTobpakeHus
avariora C 3anpocoM MOATBepXOeHuss onepauun. Ytobbl HacTpouTb nNapamMeTpbl
OOHOBIEHMA MO pacnMcaHuio, HaXXMUTE Ha KHOrMKy HacTpownka.

B okHe Hactpomka... oTkpowte Bkragky lMapameTpbl pacnucaHuMA U B CYUETYMKE
YacToTa gHen ykaxure nepmoandHoOCTb, C KOTOPOWN ByaeT BbINONHATLCA 3a4ava, a B rnone
Bpemsa 3anycka — Bpemsa Hayana BbINOSHEHWS 3ajadv B opmaTe yy:MM:cc

(pnc. HacTtpoiku napameTpoB 0OHOBIIEHMS MO PACNMCAHMIO 121 )-

. Hactpoiika... @

‘ CoednHeHne | HononnutensHo | NapaMeTpbl pacnucaHua ‘ Pexunm Janvcxal

MNapameTpel pacnncanna

YacTota aHed 1

Bpema zanycka 08:00:00

Cnpaexka [ OK ] [ OtMeHa ] [HpMMeHMTb]

PucyHok 98. HacTtpowku napameTpoB o6HOBNeHUA
no pacnucaHuilo

[ns npumeHeHnsa HacTpoek Haxkmute Ha kHomnky OK v MpumMmeHnTb.

HacTtpownka y4yéTHOM 3anucu
Utobbl HacTpouTb napamMeTpbl YY4ETHOM 3anucu, nog Kotopon OyaeT npomsBOaUTLCSA

obHoBREHWE, HaxXmuTe Ha kHorky HacTtpownka. B okHe HacTpowka... Ha Bknagke Pexunm
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- o . o 12
3anycka Bbl6epVITe OAHY 13 onunn (pVIC. HacTpoiikun y4€THOM 3anmcm Ana 0GHOBIEHUS 2):

o C cMCTeMHOM y4eTHOM 3anuUcCbio;

o C y4YeTHOM 3aNuUCbHO: YKaxuTe y4ETHbIE AaHHbIE.

v =
‘ CoenuHerne | ﬂonoﬂnmaanDI MNapameTpbl pacnucaHua | PEXWM 3anycka

YueTHas 3anuce Ana obHoBNEHUS

@ C cucTemMHoll yueTHOI 3anucso

() C yueTHOR 3anncero: Sz

Cnpaeka [ oK ] [ OTmena ] [Hpvmenmb]

PucyHok 99. HacTtpoiku yyéTHoin 3anucu ans
obHoBReHUA

[N npuMeHeHnsa HacTpoek Haxkmute Ha kHonky OK vim MpumMmeHnTb.

[na BCTynneHns nsMeHeHu B Cuny Haxxkmure Ha kHorky OK.

6.2 O6HOBNEeHUe B OOLIYHOM pexume

O6HOBMEHVME MPOrpaMMHbIX MoOAyren W aHTUBUPYCHbIX 6a3 MOXHO MpPOM3BOOUTL  Kak
OOHOBPEMEHHO, Tak M MO OTAENLHOCTU (peryrmpyeTcsi COOTBETCTBYHOLLYMUN chriaXkkaMy B Onumsix

o6HoBReHns '%°).

O6GHOBNEHMEe NporpaMMHbIX Moayen No TpeboBaHUIO

Haxmute Ha kHOMKy 3anycTuTb OOHOBNeHuMe Ha Bkragke OOHoBRNeHue naHerm
ynpaenenusa ** SoftControl SysWatch. B cnyyae obHapyxeruss Moayreii mporpammbi
boriee HOBbIX, YEM MMelOLYecs, NpousonaeT UX 3arpyska C cepBepa OOHOBIEHUA U
ycTaHoBKa. 1o OKOHYaHWMM YCTaHOBKN HEOOX04MMO NPOU3BECTU Nepe3arpysKy CUCTEMbI Af1A
3aBepLIeHNs1 OOHOBIIEHUS.

Ecrm nocne npoBepkun otobpaxaetca cratyc ObHosneHue He mpebyemcsi, ycTaHOBIiEHa
nocrneaHAs Ha AaHHbIN MOMEHT BEPCUS NMPOrpaMmbl.

O6HoBrneHve rno TpeboBaHMIO TakKe MOXET NPOM3BOAUTCH aAMUHUCTPATOPOM yaanEHHO U3

koHcorm ynpasneHns SoftControl Admin Console. lNMogpo6bHoe onucaHue npouecca

- (]

ww w .safensoft.com


http://www.safensoft.com

Control Endpoint Client Bepcus 4.2.505 Pykosodcmeo rnosnb3ogamernsi

Ob6HosneHue SoftControl SysWatch

y,El,aJ'IéHHOFO 3anycka Tno Tpe6OBaHVIIO npumBeageHo B OOKYMEHTe «PyKOBO,D,CTBO

agmuHucTpaTtopa SoftControl Service Center».

O6GHoBRNEeHne aHTUBMPYCHbIX 6a3 No TpeboBaHUIO
Haxmute Ha kHOMKy 3anycTuTb OOHOBReHue Ha Bkragke OOHOBNEHMe naHem
ynpassieHus %' SoftControl SysWatch. B cryyae obHapyxeHWst 6a3 AaHHbIX CUrHATyp
BUpYCOB Boriee HOBbIX, YeM UMEIOLLMECS, MPOM3ONAET MX 3arpy3ka C cepBepa OOHOBIEHWN.
Ecrm nocne npoBepkun oTobpaxaetcs cratyc O6HoseneHue He mpebyemcs,
aHTMBUPYCHblEe Ba3bl HAXOOATCA B akTyarlbHOM COCTOSHUM.
OGHoBEHME NO TPEBOBAHMIO TAKXKE MOXET NPOM3BOAUTCA aAMUHUCTPATOPOM YOAnEHHO U3
koHcorm ynpasrenus SoftControl Admin Console. [Mogpo6bHoe onucaHve npouecca
yoanéHHoro 3anycka no TpeboBaHMio nNpuBedeHo B OOKyMeHTe  «PykoBoACTBO

agmuHmcTpaTopa SoftControl Service Center».

O6GHOBNEHME NO pacnUcaHuo
CocraBrneHue pacnucaHusi OOHOBIIEHUSI MPOM3BOAMUTCH FOKalbHbIM  MOMb30BaTENEM

SoftControl  SysWatch B COOTBETCTBYIOLMX _ HACTPOMKAX  MPOrpaMMmbl > wrm

aAMUHUCTPATOPOM yadanéHHo wu3 KoHcorm ynpasrenus SoftControl Admin Console.
MoppobHoe onucaHve npouecca ydanéHHOW HACTPOMKM OBGHOBMEHMS MO  pacnmncaHuio
npvBeneHo B AokymeHTe «PykoBoacTtBo agMmuHuctpatopa SoftControl Service Centery.

B panHom pexume SoftControl SysWatch ¢ 3agaHHOn nepvoguMyHOCTBIO MpoBepseT
Harm4ne oOHOBIEHMI HA ONpeaenEéHHOM B HACTPOMKaxX UCTOYHMKE N B Crlydae OBHapyxeHus
MoAyrnen nporpammMbl WM aHTUBMPYCHbIX a3 Boree HOBbIX, YEM MMEKOLWECS, 3arpyKaeT
UX c cepBepa 0H6HOBIEHUI 1 3anycKaeT YCTaHOBKY. [10 OKOHYaHWM YCTaHOBKM NPOrpaMmHbIX
MoAyren HeobXxoaMMO BpPYYHYO MPOM3BECTU Mepes3arpys3ky CUCTEMbl ANA 3aBepLUeHUs

OOHOBIEHWS.

MpocmoTp oT4yéTa 06 OOHOBNEHUN
[na npocmoTpa nogpobHbix cBeaeHun 06 OGHOBMEHMM B €ro MpoLecce Haxmute Ha
cebirky Moapo6Ho. s npocMoTpa OTYETa ' MO OKOHYaHUM OBHOBIIEHUS HaXMUTE Ha
CCbISIKY C [aTOM M BpeMeHeM nocrefHen npoBepku B cTpoke [locneaHun nouck

OOHOBNEHUN.
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B cTpoke YcTtaHOoBneHbl OOHOBMEHMA VYKasaHbl [Jata WM Bpems MnocreaHemn
NPOM3BEAEHHON YCTaHOBKM OOHOBMeHvn. B cTpoke Pexum 3anycka otobpaxaetcs
COOTBETCTBYIOLWMN CMOCODB, KOTOpbIM ObIfio  3anyweHo nocregHee obHoBreHve (Mo

TpebOoBaHMIO NI MO PaCMMCaHMIO).

6.3 O6HOBNEHMe B py4YHOM pexume

= Py4yHoe 0GHOBMEHMe NporpaMMHbIX MoayJsierM B OObIYMHOM pexume
1) 3anyctute yctaHoBOYHbIN nakeT SysWatch Paftch.msi Bepcun, Ha KOTOpYHO

Heo6xo0aMMO NPOU3BECTU OOHOBMEHNE.

2) B okHe YcTaHoBka SoftControl SysWatch Haxvute Ha kHornky [danee (puc. 3anyck

nporpammbl 06HOBREHVs '2)

ﬁ)’naﬂouaﬁoﬂl:onlml SysWatch IE' = IE'

Bac npuBeTCTBYET MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoBkK obHoenT SoftContral SysWatch Ha
KoMnbtoTepe, HawmuTe kHonky “Janee”, ytobel
MPOACTHMTE, MW KHOMKY "OTMEHE", YTobkl BRIATIA M3
MECTEPS YCTSHOBKH,

Hasan [ Hanee J [ OTmeHa ]

PucyHok 100. 3anyck nporpamMmMbl 0GHOBIEHUsI

3)B cnyvyae Bawero corrmacusi, Bblbepute napameTp A npuHUMaKD yCNOBMUA

NIMLIEH3VMOHHOrO COrMNaleHUA 1 HaxmuTe Ha kHonky [anee (pwc. JIMLeH3oHHOe

124
).

corialeHue
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‘_’@YuﬁnonmSoﬂConﬁol SysWatch EI = @

JInueHznoHHoe cornaleHne

z SoftControl
BHMMaTENEHD NPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLIEH3MOHHOE COMNMALLEHME |_|
1. TlMpegmeTt cornaweHWa

HacToAwee JWUEHSWOHHOE COTNaWeHWe (fanee CoOrMawWeHwWe) ABnAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKAO4EEMBIM  Memgy ObwecTsom  c
OrpaHWY4eHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (ganee -
MNpaeocobnagaTens) U Bamu, SUSHUECHUM AW KPUOMUECHMM AWLOM (aanee -
MoAs30BaTENL), NPEBCMEPHD ENSASKIMM 3KSEMNAAPOM MPOTPaMMHONS
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammyelid npogyxT).
YCTEHaBAMBEA, KOMMPYA, 3arpyitad WM MHeim obpasom  wcnonesyas =

[ MevaTb ] [ Hasan ][ [Oanee ] [ OTMeHa ]

PucyHok 101. JluneH3noHHoOe cornaiueHve

4) HaxxmuTte Ha KHOMKy OBHOBMTB (pUC. [OTOBHOCTb K OBHOBIIEHIO '2°).

ﬁ)’nauouaSoﬂContlol SysWatch EI =] IEI

Bce roToeo K obHoenenmo SoftControl SysWatch SofcControl

HammuTe kHonky "ObHosuTe ", 4Tobkl obHoBuTe SoftControl SysWatch Ha
KoMMstoTepe, HawMuTe kHonky "Hasaa”™, utofsl MpoBepuTE MM MSMEHWTE NaPaMETPEI
YCTEHOBKM. HaskMuTe KHOMKY "OTHEHE ", YTobkl BEINTH M3 MACTEPa.

[ Hazaa ][ '&'OEHOBMTIJ J [ OTMeHa

PucyHok 102. FoToBHOCTb K OGHOBEHUIO

5) [loxauUTech OKOHYaHWs npoLecca o6HoBreHns (puc. MpoLecc o6HoBNeHus '2°)

- =
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ﬁ Yeranoska SoftControl SysWatch E'

Wper obHosnenne SoftControl SysWatch SofcControl

MogowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl SysWatch.

CocTosHMe: [NpoBepKa yCTaHOBKM

Hazan Lanee E OTmeHa

PucyHok 103. MNMpouecc o6HoBNeHUA

6) Mocrne nossrenua coobweHuss YctaHoBka SoftControl SysWatch 3aBepuieHa

HaXkMUTE Ha kHomnky FoToBo (puc. 3aBeplueHre 0GHOBMEHUS '2°)

ﬂ Yeranoska SoftControl SysWatch E L=t ==

YcraHoeka SoftControl SysWatch
3aBeplieHa

HaokmmTe kHonky “ToToBo”, YTobkl BEIATH U MACTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 104. 3aBeplieHue 06HOBNEHUA

7) B omanoroBom okHe ¢ npennoXeHmem nepesarycka CUCTeMbl Bbl6epl/ITe Oa, nocre yero

cuctema OymeT oOTnpaBrieHa Ha nepesarpysky AOns  3aBeplueHusi  OOHOBIEHMS

(puc. 3anpoc nepesarpysku cuctembl 2°).

1 ¥cranoeka SoftControl SysWatch [-==-|

Al HTobbl M3MEHEHMA HACTPOIKK “SoftControl SysWatch™
BCTYMMAN B CUITY, HYMHO NEPE3arpy3HTE KOMIBIOTED,
HaptmmTe kHomiky “da” 4Tolsl BeINomHUTE
nepesarpysky cefivac, nbo kHonky "HeT™ yTobbl
OTNOHMUTE EE.

PucyHok 105. 3anpoc nepe3arpy3ku cucte Mbl

- (]
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Py4yHoe o6GHOBNEHME NporpamMMHbIX MOAYIen B TUXOM pexume

YcroBue: BCe Warn BbINOSHAOTCA Noj y4ETHOM 3anncbio C NpaBamMy agMuUHUCTpaTopa.

1) Ckonvpynte ycTaHoBouHbIM nakeT SysWaltch Patch.msi Bepcun, Ha KOTOPYHO
HeobxoauMo NPoun3BeCTU OBHOBIEHME, B KaTaror C: \Temp KIMEHTCKOrO XOCTa.

2) 3anyctute KoMmaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch_ Patch.msi" /quiet

Mo okoH4YaHWMM 0GHOBIEHMst cucTema OyaeT OTNpaBfeHa Ha nepesarpysky aBToMaTUHECKM.

Py4yHoe 0GHOBNEeHMe aHTUBUPYCHLIX 6a3
[nsa oBHOBMEHNA aHTUBMPYCHbIX a3 BPYYHYIO CKOMMPYWTE (C 3aMEHOW CyLLECTBYHOLLMX
dranrioB) HOBbI apXvB aHTUBUPYCHbIX Ba3 B cregyroupi katanor SoftControl SysWatch Ha
KIMEHTCKOM XOCTe:

o Ana aHTUBUPYCHOTO ckaHepa Bitdefender.

<kaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\Bitdefender

o N9 aHTMBUPYCHOrO ckaHepa Kaspersky anti-virus:

<kaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\KAV

o ANns aHTMBUPYCHOro ckaHepa Commtouch anti-virus:

<kaTanor yctaHoBku SoftControl SysWatch>\Plugins\AV\Commtouch

o A4S aHTMBUPYCHOrO ckaHepa Avira:

<kaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\Avira

- (' ]
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7. YpaneHue SoftControl SysWatch

SoftControl SysWatch moxeT 6bITb AeMHCTaNMpPOBaH C KIMEHTCKUX XOCTOB Kak JIOKaslbHO 28 Tak

N OHUM U3 YOAmnEHHBIX LIEHTPAM30BaHHbIX - Ccroco6oB.

7.1 JlokanbHasa geMHcTannNAuus

Bo3moxHbI criefytoupe BapyaHTbl flokansHon gevHetannsuum SoftControl SysWatch:

* B 06LIYHOM pexmMe (C UCronb30BaHMEM MHTepdelica nonb3osaTtens) '22;

129
® B TUXOM pexume

® B TUXOM PEXMME C NPUMEHEHNEM KOH(PUrypaumnoHHOro doamna 129

7.1.1 YoaneHue B 0ObIYHOM peXxume

1) Ana OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B lNaHerm ynpasrieHus

Windows B pasgerne YctaHoBka u yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepure
SoftControl SysWatch n Haxxmute Ha kHonky YaanuTtb (Remove).
Oma  OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B NaHerm ynpaBnenua Windows B pasgene
Mporpammbl (Programs) — [llporpammbl M KomMmnoHeHTbl (Programs and Features)
Bblbepute SoftControl SysWatch n Haxxmute Ha kHonky YaanuTtb (Uninstall).

2)B pguanoroBoMm OKHe C MpeAsioxeHnem nepesanycka cuctembl Bbibepute [a, nocrie 4yero

cuctema byneT oTnpasrieHa Ha nepesarpysky And 3aBeplieHVs aevHcTanaumm (pyc. 3anpoc

nepesarpyskm cuctemsl '2).

jE-' ¥cranoeka SoftControl SysWatch 2

B 470l M3MEHEHUA HACTPOMKM "SoftContral SysWatch™
J)  BCTYMMNM B CANY, HYIKHO NEPE3EMPY3MTH KOMMLIOTED.
Hasmure kHonky “Aa” yTobsl BeINomHNTE
NepesarpysKy celuac, mbo kHonky HeT™ yTobe
OTNOMMTE EE,

Het

PucyHok 106. 3anpoc nepe3arpysku
CUCTEMbI

- (]
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7.1.2 YpaneHue B TUXOM pexume

YcroBue: BCe Larn BbINOMHAKTCS No4 YYETHOM 3anMCbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonupymnTe yctaHoBOYHbIN nakeT SysWatch.msi (wwm SysWatch Patch.msi B cnydae, ecrm
NPOM3BOAWIIOCH OGHOBIIEHME) TEKYLLEN BEPCUN B KATarnor C: \Temp KIMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /x "C:\Temp\SysWatch.msi" /quiet

Mo oKOoHYaHMM MpoLeaypbl AevHCTar\auMM cuctema OyaeT oTnpaBrieHa Ha nepesarpysky

aBTOMaTU4eCKW.

7.1.3 YpaneHue B TUXOM peXxume ¢ NpuMeHeHneM KOHPUrypaumoHHOro
¢danna

HasHayeHue: aaHHbi cnocob yoaneHns SoftControl SysWatch npumenseTca B crnyyadax, korga

yCTaHOBJIEHa NapoJibHaaA 3alyTa Ha yaalieHue nporpamMmmbl "oy Tpe6yeTcs=| npounssecTn yaarieHme

B TMXOM pexume (6e3 BBOAa napond Yepes uHrepdeinc).

YcrnoBve: BCe Warn BbINOSHATCA Nog y4ETHOM 3annCbio C NpaBamMy agMuUHUCTpaTopa.

1) CkonmpymTe ycTaHoBOYHbIN nakeT SysWatch.msi (wm SysWatch Patch.msi B cnydae, ecrm
NPOM3BOAWIIOCE OBHOBIIEHNE) TEKYLLEN BEPCUM Y KOHPUIYPaUMOHHBIN ddann C BbIrPYXeHHbIMU

o 11
HaCTPOMKaMM Nporpammbil 2 (Storage.xmlc) B kaTanor C:\Temp KIMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOMHUTE CrieaytoLLyo KOMaHay:

Jwindir%\system32\msiexec.exe /x "C:\Temp\SysWatch.msi" configfilename="C:\Temp\Storage.xmlc" /quief

Mo oKoHYaHMM mMpoueaypbl AevHCTa\uMM cuctema OyaeT oTnpaBrieHa Ha nepesarpysky

aBTOMaTU4ECKW.

7.2 YpanéHHasa geMHcTannauus

YpanénHaa  pgeuHctammauma  SoftControl  SysWatch  nogpasymeBaeT  ueHTpanmsoBaHHO

yrnpaBensieMoe yaaneHue KIMeHTCKMX MPUIOXKEHWI C rpynmbl XOCTOB, 06 beANHEHHBIX B OAHY CETb.

Bo3moxHbI crieayloume BapuaHTbl yOAnéHHOW LeHTparm3oBaHHOW gevHctanmsauum SoftControl
SysWatch:

* yepes JOMEHHYIO FPYMMOBYIO MOSATUKY *°°;

NI =.
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® CTOPOHHUMM CPEeACTBAMM aAMVHUCTPUPOBAHMS 2.

7.2.1 YpaneHue 4yepe3 JOMEHHYIO rpynnoBYHO MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTe ocHacTky Server Manager (ducnetyep cepsepa) us pasgerna Administrative Tools
(AamunnctpupoBaHue) meHio Start (Myck) B8 OC koHTporiepa gomMeHa.

2) Buibepute pa3gen Features — Group policy Management — Forest: <uma nomeHa> —
Domains — <umsa nomeHa>, passepHute nogpasgeneHve Software deployment, Bbizosute
KOHTEKCTHOE MeHI0 06bekTa rpynnoBoii MOMUTYKM, CO3AAHHOrO_paHee '° At pa3BepTblBaHMS

KrmeHTckmx npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve

06beKTa rpynnoBOM NOMMTUKM *=°)
=l=(x|
File Acton View Help
esz[E0[X0 =
I Roles oft deplo
B 5] Features Software deployment :
= |5 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhsrtancs | Delegation | More Actions P
) 4}, Forest: Mars.local
= [2, Domains Link Order ~ | GPO Enforced | Link E
E] & Mars.local 1 i/ Clierts deploymert ~ No Yes
=/ Default Domain Policy
2| Domain Contrallers
B [2] Software deployment
S5l Ciients deployment |
=} Group Policy Objects
~ WM Fiters it
B Starter GPOs + Link Enabled
g Sites Save Report...
§E& Group Policy Modeling _—
1+ Group Policy Results Delete
m Diagnostics Rename
G} configuration Refresh
=5 storage
Help
| i

|open the GPO editor [ [

PucyHok 107. PepaktmpoBaHue ob6bekTa rpynnoBon NOoIMTUKKU

3) B oTkpbiBLIEMCSA OKHE OcHacTkm Group Policy Management Editor (Ynpaenenve rpynnosom
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnucke ycTtaHaBrMBaembiX nNpPUroXeHWn cnpaBa Bbibepute
Tpebyemoe npuroxeHve Ana yaaneHus, BbI30BUTE KOHTEKCTHOE MeEH0 M Bblbepute nyHkT All

tasks - Remove (puc. Bbi30B 3a4a4v yoaneHus npunoxenns ).

4)B puanoroBom okHe Remove Software Bbibepute MeTon AEUHCTAAUMM NPUIIOXEHWN
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve

MO ¢ komnbioTepoB) M Haxmute Ha kHornky OK (puc. Beibop_meToga gevHcTanisumm
131
).

NPUIOXEHWS
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-0

Fie Acton View Help

=% FHmHdEHE
\=[ Clients deployment [DEV-09.MARS.LOCAL] Folicy | Name =
E & Computer Configuration i
=[] Policies
B [ Software Settings
Software installation
| Windows Settings

\iersion | Deployment state | Source
3,10 Assigned C:\share\SafenSoft_SysWatch.msi
w Auto-Tnstall
AS5an
Publishy

| Administrative Templates: Policy defini All Tasks [d  FAssian
3 Too | Publish
_| Preferences Refresh bzt
B 4, User Configuration —_—
| Policies Properties

Preferences Redeploy application

Help

K — 1]

|Removes this package. [ [

PucyHok 108. Bbi3oB 3aaayuun yaaneHus npunoxeHus

x

Select removal method:

" |mmediately uninstall the software from users and
computers

" Allow users to continue to use the software, but prevent

new installations
| QK I Cancel

PucyHok 109. Bbibop meToaa AeuHCcTannALmm
npunoxeHus

5) Mo uncteyeHum uHTepsana OOHOBMEHVA TPYMNMNOBbLIX MOMUTVK (OaHHbIM NapameTp 3aBUCUT OT
HacTpoek Active Directory), usmMeHEHHas MNOMMUTMKA MPUMEHAETCHA K KIMEHTCKUM XOCTaM.
YpaneHue BbIOpaHHbIX NpUrioxeHun ByaeT npovsBedeHO Mocre oYepenHoro nepesanycka
KIMMEHTCKMX XOCTOB. [A1i1 MrHOBEHHOIO NPYMEHEHNS CO34aHHOW rpynrnoBOKM NMOSMTUKK 3anycTuTe

KOMaHAHY0 CTPOKY OT UMEHM aaMUHUCTPaTopa Ha KIMEHTCKOM XOCTE U BbIMOSHUTE CriedyHoLLyo
KoMaHay:
Mo OKOHYaHUM BbINOSNHEHUSI KOMaHAbl NOATBEpAUTE nepesarpy3ky CUCTEMbl KOMaHaon Y ans

npyMeHeHnss OBHOBIIEHHOW rpynnoBow normMTukn (puc. PydHoe obHOBrEHVe napameTpoB
131)

rpynnoBOW NOJIUTUKU
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EX Administrator: CA\Windows'system32\cmd.exe - gpupdate /force EI@

Microsoft Windows [Uersion 6.1.76D011
Copyright (c? 2009 Microsoft Corporation. All rights reserved.

C=“\UserssJohn>gpupdate ~force
Updating Policy. ..

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply
one or more settings because the changes must be processed before system startu

p or user logon. The system will wait for Group Policy proceszsing to finish comp
letely hefore the next startup or logon for this uwuser. and this may result in sl
ow ztartup and boot performance.

For more detailed information,. review the event log or run GPRESULT ~H GPReport.
thtml from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only run during startup.

0K to Restart?. (Y- M)y

PucyHok 110. PyyHoe o6HOBMeHMe napamMeTPOB rpynnoBOM NONUTUKMU

7.2.2 YpaneHve CTOPOHHUMU cpeaAcTBaMU aAMUHUCTPUPOBaHUSA

Kak n B crnyyae ycTtaHoBKW, And yganénHon pewvHctandauum SoftControl SysWatch moryt
NPUMEHATLCH CTOPOHHME cucTeMbl ynpasrieHus [T-uHdppacTpykTtypon. MeToauka yoaneHus B
OAHHOM Crlydae onpefernsaeTca UCXOoas U3 KOHKPETHOM CUCTEMbI U MPUHATLIMW B HEeW cnocobamu

aewHctannsauum MO.

R N—————
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8. DononHutenbHasa uHcgpopmauuns

8.1 UcTtouyHUKM

MCTOYHUKM OONOSNHUTENBHOM MHpOpMaLUmmn npuBeaeHsl B Tabn. 16.

Ta6nuua 16. BcnomoraTenbHas AOKyMeHTauusA

PykoBopctBo agmuHuctpatopa SoftControl Senice|PykoBoacTBo no paboTte ¢ UHCTPYMEHTAMU afMUHUCTPUPOBAHMWS
Center SoftControl Server n SoftControl Admin Console.

- (]
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9. TexHUYecKasa nogagepxka

Mpn BO3HMKHOBEHUM BOMPOCOB MO yCTaHOBKe, HacTponke n pabote SoftControl Endpoint Client
Bbl  MoxeTe obpawatbCA B TEXHWYECKYHD  MOOOEPXKKY MO SNEKTPOHHOM  nouTe

support@safensoft.com.

-_— & ]
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10. MpunoxeHue

10.1 CoBmMecTUMOCTb C ApyrumMu npoayKrtamMmv MHcpopmMaLuMoOHHOMN
Ge3onacHocTH

SoftControl SysWatch saBnsetca npoakTMBHbLIM CPeACTBOM 3auyTbl U MOXET MPUMEHSITbCA
COBMECTHO C 60SIbLLMHCTBOM aHTMBMPYCOB OPYrixX NPpousBoauUTENen.

B naHHol rmaBe npvBeAeHbl UHCTPYKLMM MO AOMONHUTENbHBIM HACTPONKaM, KOTopble TpebytoTes

ana obecneyenns coemectHom paboTtel SoftControl SysWatch n crieayroumx npoaykToB:
=  AntvBrpyc Dr.Web® ',
10.1.1 AnTuBupyc Dr.Web®

[ns koppekTHoW ycTaHOBKM U dyHKUMOHMpoBaHus SoftControl SysWatch B cucteme c

YCTaHOBIIEHHBbIM aHTMBMPYycoM Dr.Web® BbinonHute creayroLlyto nocrnegoBaTeribHOCTb AENCTBUIAL

1) BbI30BUTE KOHTEKCTHOE MeEH0 aHTMBupyca Dr.Web®, HaxaB Ha ero MKoHKy B o6ractu

yBegomneHu Windows, n Bbibepute nyHKT MHCTpyMeHTbI — HacTpouku (puc. Beibop

OCHOBHbIX HACTPOEK Nporpammbl ).

O nporpamme
33PErNCTPNPOEATE JINLEHZNHD

Meregsep nuUEHINA Cnpaeka
Hacrpoiiku @,SpIDerGuard r
CTaTMcTHea ﬁSpIDer Mail »
3
MeHegpxep kapaHTUHE ?"EPEHAMEFE'F'
@CKEHEP

AHTHEMPYCHEA CETE

ﬁ, OrentoqmnTe Camozalmty

MacTep oTueToR

PucyHok 111. Bbi6op OCHOBHbIX HAaCTPOEK NporpamMmbl

2) B okHe HaAaCTPOEK B KaTeropmm OCHOBHbIe 0TKp0I7ITe pasaen npeBeHTMBHaﬂ 3aluTa n

HaXXMUTE€ Ha KHOIKY NMonb3oBaTenbCKkun A5 OTKPbITUA [OeTalibHbiX HACTPOEeK

(pyc. HacTponku npeBeHTUBHOW 3aLLUThI 135).

e ——————————————.——

ww w .safensoft.com


http://www.safensoft.com

SoftControl Endpoint Client Bepcus 4.2.505

Pykosodcmeo rnonb308amerisi
lNpuroxeHue

% Hactpoiikn

OCHOBHbIE SplDer Mail  SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA

YBegoMAEHUA

MuHHManeH.Ii (peKomenayeTca)
= JanpeT HU3KOYPOBHEBOrD AOCTYNA K ANCKY
® 3anpet mogupukaum faiina HOSTS

OBHoEneHHE
AHTUBMPYCHEA CETE
* [peEeHTEHEA 3aluTa
KOTOPLIE WCMONL3YHTCA BPELOHOCHSIMI NPOTPaMMamin
DrWeb Cloud
Otuet

KapaHTiH

lMNpokcu-cepeep -

Mons3oBarensckuii... | | Mo ymonuyaHuko

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)

Hablk
Camozawura

BocctaHoBneHne

HBDEP\'D,‘J,HMDCTH CBOEBPEMEHHO BLINEYNTE KOMNBHITED.

- 3EI'IPET aBTOMaTHYeCcKors MaMeHeHWA 0CHOBHBIX KPUTHYECKUX ofbekToB,

M®oHoBan NpoBEPKa Ha HanWyKe BpefOHOCHED, NpOrpaMmM, CKpeIBAHILLWXY CBOR
NPUCYTCTEWE B CUCTEME, NO3BONAST DEHEP}')KHTE: 3TH NporpaMmMel 1, B ciyJae

Cnpaeka [ OK

J [ OTMEHUTE

PucyHok 112. Hactponku npeBeHTUBHOW 3aLLUTbI

3)B okHe nornb3oBaTenbCKUX HACTPOEK YCTaHOBUTE Mepekrodaterm ABTo3anyck

nporpamm n KoHdurypaumsa GesonacHoro pexuma B rnoroxeHne PaspewuTs,

nocrie 4ero Haxmute Ha kHonky OK (puc. [osib3oBaTesibCKMe HaCTPOVKU NPEBEHTUBHOM

136
)-

3aUMThI

@ MpeeeHTHEHAA 3aLMTa
Jawmwaemslil 0GBkt Pazpewwte  Cnpawweate  3anpewats
HOSTS daiin @ @ @
HuakoypoBHessIid LocTyn K gucKy @
3arpyaka jpaiiBepos @

Image File Execution Options 3] @ @
User Drivers @

Mapametpel obonoukn Winlogon @

Hatudmkatopsl Winlogon ® @ @
Agrozanyck obonoukn Windows @

Accounaumn nCcnonHAEMEIX faiinos ® @

MonuTtukn orpaHndennA 3anycka nporpamm (SRP) @] 9] @
Mnarure Internet Explorer (BHO) @

ABTozanyck nporpamm @ ® @
ABTOZENYCK NOAMTUK ®© @ C]
Kondmrypauwa GeaonacHoro pexnma @

Mapametpel Session Manager @] @ @
CucTemuble cnyxbsl @
Cnpaeka [ OK ] [ OtMeHnTE ]

PucyHok 113. Nonb3oBaTenbckMe HaCTPOMKU NpeBeHTUBHOMN

3alumThbl

4) I'Iop,TBep,qme M3IMEHEHNA B OKHE OCHOBHbIX HaCTpPOEK,

(puc. HacTpoikv N(peBEHTVIBHON 3aLLKTLl -0).

HaxaB Ha KkHorky OK

EE—————————————————— -
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% Hactpoiikn

OCHOBHbIE SplDer Mail

YBegoMAEHUA
OBHoEneHHE
AHTUBMPYCHEA CETE

* [peEeHTEHEA 3aluTa

[E= Eem X3

SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA

Noneb3oeatensCckMi
YCTaHOBNEHE NONE30BATENLCKNE HACTPOIKA.
® HT0Ob M3MEHNTE WX, HEXMUTE KHONKY «[lonL30BaTENbCKMiiR.
* Yrofbl BOCCTAHOBNTL peKOMEHAYeMble HACTPOAKM, HEXMUTE KHoNKY «[lo

I YMONYaHNH S .

Oruet

KapaHTiH

Mpokcu-cepeep

i [ [None3oBaTensCkuii.... ] [ Mo ymonyaHuk ]

Camozawura

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)
BoccTaHoBnEHNE ) )
(DOHOBAA NPOBEPKA HA HANUUKE BPELOHOCHSIX MPOrPaMM, CKPLIBAKILLNX CBOE

NPUCYTCTEWE B CUCTEME, NO3BONAST DEHEP}')KHTE: 3TH NporpaMmMel 1, B ciyJae
HBDEP\'D,‘J,HMDCTH CBOEBPEMEHHO BLINEYNTE KOMNBHITED.

Cnpaeka [ OK ] [ OTMEHUTE

PucyHok 114. HacTtpoku npeBeHTUBHOW 3aLLUTbI

5) Boikmtounte koMnoHeHT 3aumtbl SplDer Guard, BbiOpaB B KOHTEKCTHOM MEHKO MyHKT

SplDer Guard — OTkntounTb (puc. Otkntouenvie SplDer Guard ™).

0 nporpamme
JapercTpUpoBaTE IMLEHINID

Cnpaeka

E' SP]DEI Guard CTatncTHKa

) SpIDer Mail
@‘l EpaHamaysp
CkaHep

Hactpoiku

OrenounTe

E OTenrounTe Camozawmty
MHCTpyMEHTEI »

PucyHok 115. OtknroueHue SplDer Guard

6) 3anyctute ycraHosky SoftControl SysWatch ™.

7) B npouecce yctaHoBku Gpanamayap Dr.Web® oTobpasut yBegomneHue O MombiTKe
poctyna k cetn. Cosgante paspeLuatoliee NpaBurio 418 NCXoasLULyX COeQUHEHNIN Ha NopT
80 (npotokon HTTP), HaxaB Ha kHonKy Co3paTb npaBumo v NoATBEPAMB BapuaHT
OK

, CospaHve npaBwna B OpaHamayape

anIMeHVITb KHOMKN

npeaycrtaHoBJ1IeHHOEe npasuno C NOMOLLpHO

(puc. YBepomneHve Gpanomayspa Dr.Web® ™’

Dr.Web® '*®).

- (]
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Y¥eegomnenne bpanamayzpa DrWeb

E Safe’'n’Sec ® Client Module

BpaHamaysp Dr.\Web oBHapymn NonbITKy 4OCTYNE K CETH

MpunomeH1e m Safen’Sec @ Client Module

MyTE K MPUNOHKEHWKD: C:'Program Files\SafenSoft\SysWatch\safensec.exe
LinpoBan noanvcs: & sns soft

¥AENEHHEIR aapec: tep: /212,30, 134,183 (www.download. windowsupdate. com)
MopT: 80 (www-http)

Hanpasnexwe: WcxopAwes

A BrumaHme:
A=l - OTcyTeTBYET COOTEETCTEYIOWEE CETEB0E MPSBNNO ANA MPUNKEHNA

PucyHok 116. YBegomneHune 6paHamayapa Dr.Web®

m Bpanamayzp Dr.Web @

Safe'n’Sec ® Client Module

OfHapy#eHbl NpobneMs! MpK NOMeITKE CETEB0r0 A0CTYNa

OTCYTCTBYET COOTBETCTRY ceTeBoe nj nA nj &l

Bbl MOXETE DA3PELUMTL, 3ANPETUTL MMM 0cobbiM 0BPA30M HACTPOMTL CETEE0I AOCTYN ANA NpUNoKEHUA. AnA
3Toro nbo BbIBEPUTE 04HO M3 MPEAYCTAHOSNEHHEIX MPaBKn, Nbo cosAaifTe CBOE NPABHN0 ANA MPUNCHKEHHS,

(@) MpyMEHMTE NPEAYCTEHOBNEHHOE NPasI

PaspewnTs np D CETEBbIE NoM! HiMA Ha nopT 80 (www-http) -

() CozaaTs ceoe Npasino

PucyHok 117. CospgaHue npaBuna B 6paHgmayape Dr.Web®

8) [loxautech okoH4aHust cbopa_npoduns “°’ cucTembl, aBTOMAaTUHECKM 3amyCKkaeMoro Mo
OKOHYaHWM YCTaHOBKW. He pekomeHayeTca BbIMNOSHATbL Kakve-nmbo [OencTBust Ha
KoMnbloTepe B npoLecce cbopa npocpuns.

9) OtkpowTe HacTponkm komnoHeHTa SplDer Guard, BbibpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard —> Hactpowku (puc. Hactpoiiku SplDer Guard ™).

- (]

ww w .safensoft.com


http://www.safensoft.com

SoftControl Endpoint Client Bepcus 4.2.505 Pykogodcmeo nonb3oeamerisi

O nporpamme

3aperncTpupoBaTe NMLEH3MID
Cnpaeka

‘B SplDer Guard

CratmcTrka
SpIDer Mail Hacrporiin
ﬁ Epangmayap »
SEEE Brnrounte
OTentounTe Camosawymry
MHCTpyMeHTEI 3

PucyHok 118. Hactpouku SplDer Guard

10) B okHe HacTpoek B kaTeropun SplDer Guard otkpounte pasgen UcknroyeHus,

BbIbepute katarnor yctaHoBkm SoftControl SysWatch ¢ nomoupto kHonkn O6G30p M

Hakmute Ha KHorky J[lo6aBuTb Ons ero gobasreHns B uckmodenus Dr.Web®
(pvc. [lobaBnenre_uckmoyennii B SplDer Guard '*).

Haxwvute Ha kHonky OK ang
noATBEPXKAEHUA U3MEHEHWN.

@ Fecporen ERlER
OcHoBHele  SpiDer Mail  ESIEdeliEIGIM  BpaHamayap
Mposepka Bl MoxeTe NCKNHYMTE M3 NPOBEPKN ONpedenerHee Hanns v nankw. Mcnoneayiite
CUMBON BEPTUKANLHON YepTh (|), uTobel 330,3TE HECKOMEKO Nanok unu falinos B none
Neictena BB04a.
= [cknioueHna . .
Cnncok NCKNKYaeMbIX MyTeil n faiinoe:
:
- Lobasute
C-\Program Files\SafenSoft
Cnpaska [ OK ] [ OtmenuTs ]

PucyHok 119. lo6aBneHune ucknoyeHun B SplDer Guard

11) Bkmtounte komnoHeHT 3aumtbl SplDer Guard, BbiGpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard — Bknmounts (puc. Bkrouenune SplDer Guard ™).

e ————————————————.——e
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O nporpamme

3aperncTpupoBaTe NMLEH3MID
Cnpaeka

E_l SplDer Guard
SpIDer Mail Hactpoiikn

@‘. Epangmayap "

CraHep

E OTentounTe Camosawymry
MHCTpyMeHTEI L

CTatncTrka

Brnrounte

PucyHok 120. BkntoueHue SpiDer Guard

12) Ortkpoutte cnmcok_npoueccoB *° SoftControl SysWatch v B cBoiictBax *® Bcex

moayren Dr.\Web® BbicTaBute onumio BKNOYKMTL peXXuM BbINOSHEHUA NPOrpamMmb|
yCTaHOBKU/OOGHOBNEHUS.

- (]
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