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YBaxaembil nonb3oBaTesb!
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1. BBegeHue

1.1 Ha3HauyeHume

SoftControl SClient (ganee no Tekcty — SoftControl SysWatch) npegHasHadeH ons 3aumtbl OT
HECAaHKLMOHMPOBAHHOIO AOCTYyMNa K MHpOpPMaLMOHHBIM pecypcam CepBEpPOB, (PYHKLIMOHMPYIOLLYX
nog ynpaernieHnem OC cemerictea Microsoft® Windows®.

1.2 Bo3moxHoCTH

SoftControl SysWatch asnsietca npoakTMBHbIM CpeaCcTBOM 3aLyThl, OTHOCALLMMCS K KIlaccy cuc-
TeMm npegoTBpalLeHus BTopxkeHu Host Intrusion Prevention System (HIPS). SoftControl SysWatch
aHammaupyeT akTUBHOCTb MPUIOXEHW 1 BIOKMPYET onacHble OENCTBUS, KOTOPbIE MOMYT NPUBECTU
K HepaboToCcnoCOBOHOCTN CUCTEMBI UM nopye/noTepe KoHdUAeHUMansHoM MHPOpMaLumM Nosib30-
BaTend, obecrneumBaeT 3aWyTy OT pasMyHbIX BUAOB BpeaoHocHoro O, ysa3smMmocTen "HyneBoro
OHA" M Apyrux AeNCTBUN 3rI0YMbI LLINEHHUKOB.
SoftControl SysWatch npegocrasnseT creayrouye 0CHOBHbIE BO3MOXHOCTMU:
* [lpoaktTMBHaa 3awmTta Ha ©0ase 3anaTEHTOBAHHOW TEXHOSIOMMM KOHTPOSS MPUIOXEHWI
V.I.P.O. (Valid Inside-Permitted Operations):
®  OMHAMMWYECKUIA KOHTPOSb LIENIOCTHOCTU — OBHapyKeHMe MonbITOK HECaHKLMOHMPOBAHHOIO
3anycka nNpuroXXeHun n 6IoKMpoBKa UX 3arnycka A0 TOro, Kak NPUIioXXeHne MOXeT HaHeCTH
Bpen cucteme;
® [OvHamudeckas "necodHuua" — 3anyck noTteHuuanbHo onacHoro MO B orpaHuy4eHHoW
N30 MpPOBaHHOM cpeae;
®  [VHaMW4YECKMUIA KOHTPOSb PECYPCOB — KOHTPOSb AO0CTYNa K hanrioBomn cucteme, Kroyam u
3HaYeHUsIM KIoyen peectpa, BHewHum yctporctBam (USB-Hakonuterm, CD/DVD-aunckn,
LPT- n COM-nopTbl) n ceTeBbIM pecypcaMm (yHKUMM OpaHamayapa) Ha YpoBHe
NPUINOXXEHWUIA.
= ABTOMaTM4eckas HacTpomka (cbop npocuna cuctembl): NpopuMpoBaHNe 3aLyLREMON
CUCTEMBI C Liefbio AarbHENLLEero KOHTPOSIA LEeNOCTHOCTN €€ UCXOOHOrO COCTOSTHUS.
* BbIbop pexxmumoB 06paboTkn cobbITUN Ge30NacHOCTH:
®  KraccudecKkun (py4HOM) pexum, No3BOSSOLLMIA NOSNb30BaTeNko camomy bopmmpoBaTh Mo-
TMUTUKY aKTUBHOCTW, NPYHMMAs peLLEHNS MO 3anyCcKy 1 BrIOKMPOBKE NPUIIOXKEHUIA BPYYHYIO;

®  3KCMepTHbI (ABTOMaTUYECKMIA) PEXIM, B KOTOPOM MporpammMa aBToMaTU4eCcKn NpuHUMa-
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ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9 Pykosodcmeo rnosnb3ogamernsi

€T peLleHns OTHOCUTESbHO 3anycka M OrIOKMPOBKM NPUMOXKEHUA HA OCHOBE TEKYLLEW MoSn-
TUKM aKTMBHOCTW U 3af@HHbIX HACTPOeK 06paboTKu.

M'mbkasa HacTpoWnka npaBuN aKTUBHOCTM:

®  BO3MOXHOCTb 3aJaHusi YaCTHbIX NPaBWI 4N OTAEbHbIX NPUSIOXEHWN,

® BO3MOXHOCTb 3aJaHvsi UCKIOYEeHU No AOCTyny K (hanroBon cucteme, peectpy n USB-
Hakonutensam ("6enbin cnucok" USB-Hakonutenen);

® BO3MOXHOCTb 3a[aHusi BPEMEHHbIX MHTEPBArioB AEVCTBMA NpaBwui JOCTyna K (hannosomn
cucTeMe, peecTpy, ceTeBbiM pecypcam n USB-Hakonutenam;

® BO3MOXHOCTb 3afaHusi YYETHbIX 3anMcen nosib3oBaTesnien, Ha KOTopble pacnpocTpaHaeT-
CcA OencTsBue npaBwun AocTyna K dhanroBon CUCTEME, PEECTPY, CETEBbLIM pecypcam U
USB-Hakonutenam.

XpaHeHue NCTOPUUN aKTUBHOCTU NMPUNOXKEHUN:

® BO3MOXHOCTb MPOCMOTPA UCTOPUM aKTUBHOCTU OTAENMbHbIX MPUMOXEHNI;

® BO3MOXHOCTb COXPaHEHUs1 pe3epBHbIX KON PanroB, M3MEHEHHBIX BblOpaHHbIM Npwusio-
XeHueM, ans ux nocrieayoLero BOCCTaHOBIIEHUST B Cllydae HeoOXoaAMMOCTW.

AHTUBMPYCHaA 3almTa: MHCTPYMEHTbI 1151 aHTMBUPYCHOW MPOBEPKN CUCTEMBI 1 06Ee3BpEXM-

BaHMs U3BECTHOro BpenoHocHoro MO (BUpYCbl, TPOSIHCKME NpOrpamMmmbl, YepBU, NPOrpaMmbl-

LLMWMOHBI 1 T.A4.) C UCMOMb30BaHneM akTyanbHbIX 6a3 curHaTyp.

Peructpaumsa cobbiTn 6€30NacHOCTM U CTaTyCOB NPOrpamMMbl B OTYETbI: COXpaHEHMe

AeTanmampoBaHHoW nHpopmMaumm o paboTe nporpamMmmbl B dannbl TEKCTOBbIX 0T4ETOB 1 WM.

Camo3awmra nporpamMmmbi:

® BO3MOXHOCTb YCTAaHOBKM NaposibHOWN 3aLyThl MHTEpdenca 1 yaaneHs nporpamMmel;

®  BO3MOXHOCTb BbIK/TOYEHUS BHELLHErO JOCTYMa K CUCTEMHOM Criyxbe.

CoxpaHeHue U BOCCTaHOBJIEHUE HAacTPOEK NpOorpamMmbl: BO3MOXHOCTb COXpPaHEHUs pe-

3epPBHOWN KOMWUN HACTPOEK NporpaMmbl Ars UX NOCreayroLwero BOCCTaHOBIEHUS B Criydae He-

o6xoaMMoCTW.

Bo3MOXHOCTb yAanNnéHHOro ynpaBrieHUsA: B Clydae NpyMeHeHUss MporpaMmbl B COCTaBe C

nporpaMmmHbiM npoayktom SoftControl Service Center, BO3MOXHO yaanéHHOe LeHTpanmso-

BaHHOE yrpaBrieHne 3K3eMMnrsipamMmun NporpamMmbl, HACTPOVKA U MOHUTOPUHI COCTOSIHUS 3aLyt-

Tbl Ha y3rax JIBC ¢ nomoupio cpeacts agMUHUCTPUPOBaHUS.

- (7 ]

www .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9

Pykosodcmeo nonb3ogamerns

1.3 YcnoBHble 0603Ha4YeHUA U TePMUHbI

1.3.1 O603HauYeHusd

YcrnoBHble 0603Ha4YeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Taobnuua 1. YcnoBHble 0603Ha4YeHUsA

i BaxxHas nHdopmaums, npumedvaHue.
Ycrnosue Ycnosue BbINOMHEHUS, NpUMeYaHue, npumep.
— 3arosfioBKM U COKpaLL, eHUs;
O6HOBUTL KHOMOK,  CCbIMOK,

— Ha3BaHusA  9KpaHHbIX
3M1IeMEHTOB NMpOorpamMMHoOro nHtepdgenca.

NYHKTOB MEHI0,  OpYrux

lMonumuka KOHMpPOIiAa

— TepMuHbI (onpegeneHus);
— UMeHa ¢annoB N apyrux 06bEKTOB;
— TeKCTbl COObLL eHUIA, BIBOAUMBIX MOMb30BATENHO.

C:\Program Files\SoftControl

My k dannam, kaTtanoram, KrnoyYam CMCTEMHOro peecTpa.

Powindir%\system32\msiexec.exe /i

dparMeHTbl  MPOrpaMMHOTO  Koda, KOMaHOHbIX W KOHGMIY paLmOHHbIX

cannos.
<kararor ycraHosky SoftControl Mona A4ns 3ameHbl  QyHKUMOHAmNbHbIX  Ha3BaHUA  raKTUYECKUMM
SysWatch> 3HaYEeHNAMMU.

Mpunoxenue -

Ccbinkn Ha BHYTPEHHWE pecypcbl (pasgenbl AOKYMEHTa) C yKasaHuem
HOMepa CTpaHuLpbl N Ha BHewwHne pecypckl (URL-agpeca).

1.3.2 CokpawieHus

B naHHoM fokymMeHTe ynoTpebnstoTes 6e3 pacluMpOBKY CrieaytoLLpe COKpaLleHUs:

«» TN — rpadpunyeckmn nHTepenc nonb3oBaTens;

+» JIBC — nokanbHas BblYUCIUTENbHASA CETb;

< O3Y — onepaTtuBHOE 3anomMuHaloLEee YCTPOUCTBO;

+ OC — onepauuoHHasa cuctema;

+¢ MO — nporpammHoe obecneyeHune;

%+ YC — yCTpOMCTBO CaMOOBCIyKMBAHWS;

+«» UM — ueHTpansHLIN npoueccop;

+« AU — anekTpoHHasa uudpoBas NnoanUCh.

ES————————————————— e
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1.3.3 Mnoccapun

Tabnuua 2. Fnoccapumn

Mosicenve

Komnnekc Mep no npeaoTspall eHU0 BpeOHOCHbIX BO34ENCTBUA, OCHOBaHHbIA Ha

npoaKTI/IBHaﬂ 3auimnta

NPEBEHTUBHbLIX TEXHOJIOINAX.

npeBeHTI/IBHbIe TEXHOornn

MepenoBble TEXHOMOMUN 3aLUTbl AaHHbIX, B OCHOBE KOTOPLIX NEXMWT aHann3 akTuB-
HOCTU Ha KOMMbIOTEPE MONb30BaTENSA: AENCTBUIA MOOLIX NPUMOXEHWR, crnyx6 one-
pPauMOHHON CUCTEMBI, 4ENCTBMN NOSb30BaTENs, akTMBHOCTM U3BHE U T.4. B otnnyune
OT peaKTMBHbIX TEXHOJIOMUIA, Ha KOTOPbLIX MOCTPOEHLI TakMe cpeacTBa 3alluTbl, Kak
aHTVBMPYCbI M NEPCOHamNbHbIE CETEBbIE 3KPaHbl, MPEBEHTUBHbLIE TEXHOMOMUW aHanu-
3MPYIOT HEe Ko OObeKkTa, a OTCMEeXMBAKOT MOTEHUMANbHO OMacHble AEeWCTBUS, Bbl-
nonHsiemble um. CnepoBaTtesibHO, NHCTPYMEHTbI NPOAKTUBHOWM 3alyuTbl HE TPebyIoT
HanMMuMsi M MOCTOSIHHOrO OOHOBIEHMS 0a3 BpPedoOHOCHOro kopa, 4To sBnsieTcs
HEeoOXOoAUMbBIM AN1S TPAAULUMOHHBLIX CPeaCTB 3allUTbl.

PeaktvBHbIE (CUrHaTYpHbIE)
TeXHomnornm

MeTtoa paboTbl aHTMBUPYCHOIO MPOrpPaMMHOro obecrneyeHust n cucteM OBHapyXxe-
HWUS1 BTOPXXEHWIA, MPU KOTOPOM NporpaMmMa B npoLecce aHanmsa obbekta obpallaet-
cs k 6a3e OaHHbIX M3BECTHbIX BUPYCOB U MPOBEPSET COOTBETCTBME KAKOro-nmobo
y4yacTka koga npocMatpuBaemMoro obbekta M3BeCTHOMY Kogy (CurHatype) Bupyca B
0ase gaHHbIX.

Monntuka KOHTPOIA

LlenocTHbI Habop NpaBuil KOHTPONSA aKTUBHOCTM.

MpaBuno KOHTPOMs akTMBHOCTU

HabGop ycnosun, onpegenswwmx OEACTBME NPUMOXKEHUS M peakuuto Ha Hero
SoftControl SysWatch.

Mpodminb cucTembl

Basa gaHHbIX, XpaHsiLL asics NoKasibHO Ha KNIMeHTCKOM XOCTe U cofepKallas KOH-
TPOSIbHbIE CYMMbl UCMOJIHAEMbIX Moaynen. Mpodmnbs cucteMbl co3naétca B pe-
3ynbTate aBToMamyeckon HacTtporku SoftControl SysWatch (onepaumsa cbopa npo-

dmns).

MpunoxeHune B npodumre

MpunoXxeHve, KOHTPONbHas CyMma KOTOpPOro ecTe B Npodune cucteMbl.

OtcnexnBaemoe npunoxexHume

Mpunoxenne, dakT 3anycka kotoporo SoftControl SysWatch o6Hapyxun Ha|
KJIMeHTCKOM XOCTe B npoLecce paboTbl C MOMEHTa yCTaHOBKM.

[loBepeHHOe npunoxeHve

OTcnexunBaemoe npunoxeHuwe n3 .qosepeHHoﬁ 3O0HbI BbIMNOJIHEHUA.

OrpaH/n4YeHHOoe NpUIoXXeHne

OTcnexunBaemoe npunoxeHuwe mn3 orpaHquHHoﬁ 30HbI BbIMOJIHEHMUA.

3anpeLl EHHOE NpUNoXeHue

OTcnexnBaemMoe nNpunoXxeHue 13 3anpelweéHHOW 30Hbl BbINOIHEHUS.
SoftControl SysWatch 3anpelyaeT 3anyck Takmx NpUoXeHWn Ha KIMEHTCKOM XOC-
Te.

30Ha BbINOMHEHNS (LOBEPEHHas,
orpaHnyeHHas, 3anpeLyéHHas)

OT1genbHas NONUTUKA KOHTPOISA, NMpUMeHsieMasi K NOAMHOXECTBY OTCrieXuBae-
MbIX NPUNOXeHUNn. Bcero Ha Kakgom KINMEHTCKOM XOocTe MMeeTcsl 3 30Hbl Bbl-
MOSIHEHUS: JOBEPEHHAs!, OrpaHNYeHHas], 3anpelyéHHas. Jllo6oe oTcnexxusaemoe
npunoXxeHue NpUHaANEXMUT K OQHOM U3 STUX TPEX 30H BbIMNOHEHUS.

WHcTannatop

MpunoxeHne, kotopoe SoftControl SysWatch aspuctmueckn onpegenun kak npo-
rpammy, npegHasHavyeHHyt ANst YCTaHOBKM APYrMX MPOrpamm, UM KOTOpoe Mosib-
30Bateflb MOMETUI KakK MHCTanmsTop. MHCTannatop Mmeet ocobble npyBuMiernn no
3anycky (cm. Hwke "Pexum obHoBneHus MN0").

Pexum obHoBneHus MO

Pexum 3anycka npunoXxeHusi, Npu KOTOPOM MPOUCXOOMT MOMELLeHne B Npodmrib
CUCTEMbI CaMOrO MPUIIOXKEHUSA N BCEX CO3A4aHHbIX UM M3MEHEHHbIX M PE-darinos.
[oyepHne npouecchbl AaHHOTO NPUINOXKEHWS HacneayT pexum obHosneHus MMO.

S———————————————— e
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V.I.P.O. (Valid Inside Permitted
Operations)

Y4éTHasa 3anucb Nonb3oBaTensa C OrpaHWYEeHHbIMU NpaBamun (OrpaHNYEHHbIN Habop
CUCTEMHbLIX MPUBUIETUA, OTCYTCTBME AOCTYyNa K CUCTEMHbIM Ob6bekTam). CryxuT
ONs1 opraHM3auun "necoyHnLUpl” nNpu 3anycke NpuroxeHun n obecnevmBaeT AoMor-
HUTENbHYIO 3alUTy OT MOTEHUMaNbHbIX BPELOHOCHBLIX BO34EWCTBUN MPUIOXEHUN,
KOTOPbIM Hemnb3s MOMHOCTLI0 A0BepsTh. 3anyck C UCMOMb30BaHWEM YYETHOW 3amnu-
cun V.I.LP.O. MOXHO yCTaHaBmmMBaTh TOMbKO 47159 OrPaHUYeHHbIX NPUNOXeHUM.

PE-daiin

WcnonHsembin gann B dopmate PE (Portable Executable). JaHHbw copmar wmc-
nosnb3yeTcs B onepaumoHHbIX cuctemax cemenctsa Microsoft® Windows® ansa wmc-
nonHsiembix dpannos (EXE), gmHamunyeckmnx ombnmotek (DLL) n HekoTopbix Apyrux
™MNoB (hannos.

KnneHTckun xocT

CpenctBo BbIMUCIUTENBHOW TEXHWKM (paboyasi cTaHuuMsl, cepBep, TepMMUHan camo-
obcnyxmBaHus), Ha kotopom yctaHoBneH SoftControl SysWatch.

- (W]
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lMpuryun pabomsi SoftControl SysWatch

2. MpuHuunn paboTtbl SoftControl SysWatch

SoftControl SysWatch nogaepxvBaet agBa mexaHuama 3aumtbl — NPOUIb CUCTEMbI U MOSUTKKA
KOHTpond. 3agada npoduna — coxpaHeHve nepBoHadanbHon uernoctHocth OC un Bcex eé
KOMMOHEHTOB, BKItodas MO, yctaHOBNeHHOe nonb3oBartenem. Mommrrka KOHTpons npeactaBnseT
cobon Habop npaBwun KOHTPOSSI aKTMBHOCTU W OnpeaenseT OEeUCTBUSI NPUIOXEHUA U peakumo
SoftControl SysWatch Ha aTn genicteus. [NonmTrka KOHTPOIS NO3BOSIET pasrpaHuinBaTh SOCTYN K

pecypcaM CUCTEMBbI.

- 4
Mpodurb cUCTEMBI (aBTOMATUYECKas HACTPolika *°) cospaeTcst npu nepeom 3anycke SoftControl

SysWatch. Mo ymorMaHuio npegnoraraeTcd, YTO KOMMbKTEP, HA KOTOPbIM yCTaHaBIMBaETCA
SoftControl SysWatch, He coaepxut BpegoHocHoro MO. Bce npurnoxeHus, koTopble yke Oblim yc-

TAaHOBJIEHblI Ha KOMIMbIOTEPE, 3aHOCATCA B I'IpOC*)VIJ'Ib CUCTEMbI.

MpaBuria KOHTPOMS aKTUBHOCTY ONPEAENSIOT 30Hb! BbIMONHEHVS NPUNOXeHWA *> (JoBEpeHHas!, or-

paHn4eHHas, 3anpeLeHHas). Nocne cbopa Npoduns BCEM NPUIIOXKEHUSIM B HEM Ha3HayaeTca [o-

BepeHHanA 30Ha.

NetansHasi_HacTponika SoftControl SysWatch®*, B Tom uucne BbiGop pexuma 06paboTku

MHUMOEHTOB 6e3omacHocTy (pydHon °® urm aBTomMaTudeckuii °%), 1 3agaHve mpaBui_KOHTPOS

aKTMBHOCTM % ocylLecTBRSIeTCS Nonb3oBaTenieM nocre c6opa npours.

Mpodurnb paboTaeT crieayrowmm o6pasom (cM. cxemy Hke > ). [pu nonbITke 3amnycka Kakoro-n-
60 npurnoxenua SoftControl SysWatch nposepseT, Haxogutca mm oHo B nNpodoune cuctembl. Ecnm
MPUNOXEHVE B NPOUNe, ero 3anyck NPOUCXOAMT COTMACHO Ha3HAYEeHHOM 30He BbIMONHeHUs 2 U

3a[jaHHbIM MpaBunaM KOHTPONS akTUBHOCTU 72 . TPUINOXEHUS 13 3anpeLLEHHOM 30HbI BIOKUPYIOTCS.

Ecrm NPUINoXxeHnAa HeT B I'IpO(bVIJ'Ie, OHO cYMTaeTcs NoTeHUManbHO OnacHbIM, U ganbHenwme OencT-

BUA 3aBUCAT OT Bbl6paHHbIX HaCTpOeEK.

[N HCTanNATOpPOB BbINOSHATCA NPOBEPKA Ha Hannuune gencteutensHon OLIN. 3anyck nHctanns-
TopoB ¢ geunctButenbHon OLIM paspewaetca. s noanucaHHbIX MHCTANNATOPOB BO3MOXHA O0-

norHUTENLHas mposepka cepTudukata LM Ha Harmume B 6erom chvicke ceptudukatos 2,

onpegesniieMom noJjib3oBaTtesieM.

[enctBus npu 3anycke HENOANUCaHHOIO MHCTaIITopa WM UHCTanATopa C He4eUCTBUTENbHON
QU aHarnornyHbl AeNCTBUAM MpU 3anycke MPUIOXEHUs, He BHECEHHOIO B MPOUib CUCTEMBDI.

3aI'IyCK MHCTaJTATOPOB U BbINOJIHEHNE CKPUMNTOB OrpaHMinBaloTCA B CrieQyrowpyx Criydadx:

- (W]
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® OTCYyTCTBME Y MHCTamaTopa/ckpunta SLIT;
® Harmyme JQUI, cpok gencTemus ceptudmkata KOTOPOW UCTEK, MPU OTCYTCTBUM NoanmcaH-
HOW METKN BPEMEHU;
* Harmune QUM HensBecTHOro npoussoauTens, Moo npoussoautend, Yba AL Obina yk-
pafeHa 3royMbl LLIEHHUKOM;
® otcytcTBMe cepTucpmkata QLM B 6ernom cnincke cepTuduKaToB.
B kaxgoMm 13 ykasaHHbIX ClydaeB CYyLLEeCTBYET PUCK 3apaxeHus BpedoHOoCHbIM 10 1 HapylweHus

LIeNTOCTHOCTY NPOrPaMMHOIO OKPY)XEHVSI 3aLLULLAEMOI CUCTEMBbI.

Mormtuka koHTponst paboTaeT criegyoumm obpasom. [Ans He3anpeLEHHbIX NpUIoXeHun (qose-
pPEeHHasi 1 OrpaHNYeHHas 30Hbl) 4ENCTBYIOT 3a4aHHbIe M0 YMOSHaHuio 1 obupe B nNpeaenax Kaxaon
30HbI NMpaBura gocTyrna K (hanrnoBon cucteMe, CUCTEMHOMY peecTpy U BHELLHMM yCTpoucTBam, No
CeTeBOW aKTUBHOCTU, NPUBUIENMAM NPOLIECCOB U MEXNPOLLECCHOMY B3anmoaenctsuo. Kpome To-

ro, KaKgomy rnpurioXXeHM MoryTt ObITb Ha3Ha4YeHbl YacTHblE NpaBuna 68. Bce npaBuna_koHTposrs

aKTMBHOCTU "%, neiicTBYIOLLME ANA AAaHHOM 30HbI, PACNPOCTPAHAIOTCA U HA MHCTAITIATOPbI.

MPUNOXKEHNSIM U3 OTPAHMYEHHON 30HbI MOXHO HA3HAYMUTL °" crieumarbHYlo YYETHYI0 3an1chb
«V.1LP.O.» c orpaHn4eHHbIMM NpaBamun. [JaHHasa y4éTHasA 3annchb:
® MeEeT OrpaHNYeHHbIN HABOP CUCTEMHbBIX NPUBUNErni;
® He uMeeT JOCTyna K CUCTEMHbBIM pecypcaM B COOTBEeTCTBMM C nosmtkamu OC (Tak kak
SBJIAETCH rOCTEBOM YH4ETHOM 3aMUCHI0);
® He 0AaéT BO3MOXHOCTb 3arpyxatb 6ubrmotekm 6e3 SLUIM, koTopbix HET B Npodurie.
3anyck npuroxeHun nog ydétHom 3anmcbto «V.L.P.O.» obecneunBaeT OOMNOSHUTENBHYIO 3aLyTy

CUCTEeMbI OT NOTEHUMAJIbHbLIX BPE€OOHOCHbIX BO3ENCTBUN.

-
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

3. TpeboBaHuA K annapaTtHOMYy U NporpaMmMHoOMy obecrne4vyeHuro

3.1 CuctemHble TpeboBaHusa SoftControl SysWatch

Ta6nuua 3. MMHUManbHblIe cUCcTeMHble TpeboBaHUsA

O6BLEM
O6BLEM cBobogHoro
o3y npocTpaHcTBa Ha
XXECTKOM AuckKe

YactoTa LI

Paboune ctaHumm / cepBepbil:

= Microsoft® Windows® XP (SP2, SP3) x86 (32-bit) 800 MI'y, 512 Mb
= Microsoft® Windows® XP (SP2) x64 (64-bit)

= Microsoft® Windows® Server 2003 (SP2) x86/x64 (32-bit/64-bit)
= Microsoft® Windows® 10

= Microsoft® Windows® Server 2016

Pabouune ctaHumm / cepsepbl:

800 MI'y 1024 MBb

* Microsoft® Windows® 7 (SP1) x86/x64 (32-bit/64-bit)

o Widorsg 515 aees 2ot LRI

= Microsoft® Windows® Server 2012 [ONOMHUTENbHO
= Microsoft® Windows® Server 2012 R2 ot 120 MB ans

= Microsoft® Windows® 10 x86 XpaHeHus

= Microsoft® Windows® 10 x64 aHTUBUPYCHbIX 6a3

= Microsoft® Windows® Server 2016 1m A3

YcTporictBa caMoobCny XKnBaHUs:

= Microsoft® Windows® XP Embedded (SP2, SP3) 800 MI'y 256 Mb
= Microsoft® Windows® Embedded for Point of Service 1.0
Microsoft® Windows® 10 (6e3 gucnnes)

= Microsoft® Windows® 10 (c aucnneem)

* Microsoft® Windows® Server 2016

MpuMeyaHve: NogaepXuBatoTCA BCe NONynspHble nnatopMbl Nog
ynpasneHueM ykasaHHbIx OC.

800 MI'y 512 Mb

DononHutenbHoe MNO:
* Visual C++ 2008 SP1 Redistributable Package npu yctaHoBke SoftControl SysWatch Ha
Windows XP.

- ® ]
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4. YctaHoBKa n Hactpomnka SoftControl SysWatch

SoftControl SysWatch MoxeT BblTb YCTAHOBIIEH HA KIMEHTCKME XOCTbl Kak JoKarbHO '+, TaK

OLHVM 113 yAanéHHbIX LIeHTPanm3oBaHHbIX ' cnoco6oB. BbibGop noaxoasiuero crnocoba ycTaHOBKM

3aBMCUT OT KOHKPETHbIX YCIIOBUA NMPUMEHEHMSI 1 ONPeensieTcs Ha OCHOBE Takux KpUTepues, Kak
KONMMYECTBO KOHEYHbIX TOYEK, OpraHM3auus ceTu, NonmTika 6e3onacHoCTM U ApYyrx oCoGeHHOCTEN

cpeabl pa3BepTbiBaHMA.

B pmaHHOM pa3sgene Takke npuBegeHa uHgopmauma no peructpaumm SoftControl SysWatch Ha

cepsepe > SoftControl Service Center.
4.1 JlokanbHas ycTaHOBKa

[aHHbii MeToa npefnoraraeT fiokarkbHyld YCTAHOBKY 3K3eMMisipa MNPUIOXEHUS Ha Kaabli

KIMMEHTCKMUI XOCT.
BoamoxHbI criegytolpe BapuaHTbl fiokansHon yctaHoBku SoftControl SysWatch:

* B 06bIYHOM PEXUME (C UCMIONb30BAHWEM UHTEpdelica nonb3oBaTtens)

® B TVXOM pexume ";

* B TUXOM PEXUME C NPUMEHEHNEM KOHUrypaLWoHHOro daina 2.

4.1.1 YcTtaHOBKa B OOLIYHOM pexume

1) 3anyctute yctaHOBOYHbIN NakeT SysWatch.msi.
2)B okHe YctaHoBka SoftControl SysWatch Haxmute Ha kHonky [Hdanee (pwvc. 3anyck
Nporpammbl YCTaHOBKM ).

ﬁ)’aﬂﬂonmSoﬂConﬂol SysWatch EI = @

Bac NpUBETCTBYET MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoBkM yeTanoenT SoftControl SysWatch Ha
KOMNBOTEPE, HawmuTe kHonky “Hanee”, ytobel
MPoACMKMTE, MW KHOMKY "OTMeHa", UToBkl BEIATH U3
MECTEPa YCTEHOBKH,

Hazan

OTMeHa

PucyHok 1. 3anyck nporpamMmbl YCTaHOBKU

-— (€ ® ]
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YemaHoeka u Hacmpotika SoftControl SysWatch

3) B cnyvae Bawlero corracus, Bblbepute napameTp A npMHUMar0 yCcnoBusi SIMLUEH3NOHHOIO
COrnalleHms 1 HaxMuTe Ha KHorky [lanee (puc. JIuLeHaoHHoe corratueHme ).

‘_'@ Yeranoeka SoftControl SysWatch EI = @

JInueHznoHHoe cornaleHne

z SoftControl
BHMMaTENEHD NPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLIEH3MOHHOE COMNMALLEHME
1. TlMpegmeTt cornaweHWa

HacToAwee JWUEHSWOHHOE COTNaWeHWe (fanee CoOrMawWeHwWe) ABnAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKAO4EEMBIM  Memgy ObwecTsom  c
OrpaHWY4eHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (ganee -
MNpaeocobnagaTens) U Bamu, SUSHUECHUM AW KPUOMUECHMM AWLOM (aanee -
MoAs30BaTENL), NPEBCMEPHD ENSASKIMM 3KSEMNAAPOM MPOTPaMMHONS
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammyelid npogyxT).
YCTEHaBAMBEA, KOMMPYA, 3arpyitad WM MHeim obpasom  wcnonesyas =

[VIgn

[ [eqyats ] [ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 2. JluueH3anoHHoe cornatueHue

4) Bulbepute kaTanor gns yctaHosku SoftControl SysWatch (¢ nomouwpio kHonkvn U3MeHUTb) u

HaXkMUTe Ha kHonky [lanee (puc. MyTb ycTaHOBKM >).

‘_'@ Yeranoeka SoftControl SysWatch EI = @

Koneunas nanka

. 5 SoftControl
HarmmTe khonky "fanee”; 4Tobbl BEINOMHWTE YCTAHOBKY B MNENKEe No yMo. ..

YcraHosuTb SoftControl SysWatch e:

|C:\Program Files (x86)\SoftControl\SysWatch),

MsmeHnTE. ..

[ Hazan ][ Hanee ] [ OTmeHa ]

PucyHok 3. MyTb ycTaHOBKMU

5) Mo ymoryannio nocrnie yctaHoBkn SoftControl SysWatch HaumHaeT cbop npocwuns cuctemsl

(puc. Bkmoyenne_cbopa npocduna '°). Tak kak 3TOT NPOLECC 3aHMMAEeT HEKOTOPOe BPEMS, Bbl

MoXeTe CHATb (hraxok BknouuTb c60p npodunsa nocrne ycTaHOBKM U 3anycTutb cbop

npodhunsa noaxe (cM. pasgen 3anyck no tpebosanmio *%).

-_— (W]
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ﬁ Yeranoska SoftControl SysWatch EI = .|
BuibepnTe THN yCTAaHOBKH
. SofcControl
YraknTe Hanbonee NoAXoAAWMA TUN YCTAHOBKN
[¥] Brntoam T chiop npodwna nocne yoTaHoBKK,
[ Hazan ][ Lanee ] [ OTmeHa ]

PucyHok 4. BknouyeHue cb6opa npocduns

6) HaxxmuTe Ha kHomnKky YCTaHOBUTL (pyc. [OTOBHOCTL K ycTaHoBKe °).

! ¥eranoska SoftCentrol SysWatch EI = @

Bce roToeo K ycraHoBke SoftControl SysWatch SoftControl

HammuTe kHonky “YCTaHoBuTh , 4Tobkl HEHaTE YCTaHoBKY, HarmmiTe kHonky Hasaa ™,
yTobk MPOBEPMTE MK MSMEHWTE NEPEMETPEI YCTAHOBKM, HakMMTE KHoMKy "OTMeHa",
uTobbl BEIATH M3 MACTEPa.

[ Hazan ” '%'Ec':r.ar.—]bsufg ] [ OTtmeta

PucyHok 5. [0OTOBHOCTb K yCTaHOBKe

7) [loxauTecb OKOHYaHWs MpoLiecca ycTaHOBKM (puc. MpoLLece yCTaHoBKU ).

- ® ]
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ﬁ)’aﬂﬂonmSoﬂConﬁol SysWatch EI = @

Ycranoeka SoftControl SysWatch SofcControl

MopowanTe, NOKa MECTEP YCTAHOBKM yCTaHasmmeaeT SoftControl SysWatch.

CocToaHwe:  KomuposaHue Hoskix alinos

Hazan Oanee

PucyHok 6. MNpouecc yctaHOBKU

8) Mocre nosiBrnenua coobweHna YectaHoBka SoftControl SysWatch 3aBeplieHa Haxmute Ha
kHorky FoToBo (puvc. 3aBepLLUeHME YCTaHOBKM ).

ﬁ)’aﬂﬂonmSoﬂConﬁol SysWatch EI = @

YcraHoeka SoftControl SysWatch
3aBeplieHa

HaokmmTe kHonky “ToToBo”, YTobkl BEIATH U MACTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 7. 3aBeplueHue ycTaHOBKMU

4.1.2 YcTtaHOBKa B TUXOM pexume

YcrnoBue: BCe Laru BbINMOMHAKTCS No4 YYETHOM 3anMCbio C NpaBaMmn agMuHUCTpaTopa.
1) CkonmpywTe ycTaHOBOYHbIN NakeT SysWatch.msi B kaTarnor C:\Temp KIMMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows 1 BbINOMHUTE CrieaytoLLyto KoMmaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" /quiet

- (W ]
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4.1.3 YcTtaHOBKa B TUXOM peXxume C NPUMEHEeHNEeM KOH(pUrypaumoHHOro
¢danna

YcroBue: BCe Warn BbINOSHATCA Nog y4ETHOM 3annCbio C NpaBamMy agMUHUCTpaTopa.

1) Mpu T1XOM yCTaHOBKE BO3MOXHO NMPUMEHUTL NMOSb30BaTENbCKYIO KOH(Urypaumio (paHee BbIrpy-

KEHHbIE HACTPOWKI MPOrpaMMbl , B mpuMepe Hwke — Storage.xmic) unn cpaiin HacTPOeK ¢ na-

paMeTpamMu NOJKIIYeHVs K yrpaBrsiolemy cepeepy * (ClientSettings.xmic) ¢ coxpaHeHuem
OCTanbHON KOHUrypaumm no ymorMaHmio. Ckonupymnte yctaHoBOYHbIN nakeT SysWatch.msi n
HeOobXoaMMbIN KOH(PUIypauMOHHbIN hann B npeaBapuTesibHO CO34aHHbIWM KaTasior C:\Temp
KIMEHTCKOro xocTa.

2) 3anyctute koMmaHaHyo cTpoky Windows v BbINOMHUTE CrieyroLLyto KOMaHAay.

AJ19 KOHUrypaLumMoHHOro hawnna ¢ norb30BaTesbCKOM KOHUrypaLumen:

Powindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" configfilename="C:\Temp\Storage.xmlc" /quiet]

anA KOH(*)I/IpraLI,I/IOHHOFO (ba|7|na C napamMeTpamMmun noakImoHeHuaA:

Powindir%\system32\msiexec.exe /i "C:\Temp\SysWatch.msi" tsconfig="C:\Temp\ClientSettings.xmlc" /quiet

[Mpumeyanve: B aTom criydae SoftControl SysWatch 6yaet aBTomaTtuyieckmn nepeBeéH B peXumM

ynpasrieHusi ¢ CepaucHoro LienTtpa > no okoHYaHWM ycTaHOBKM.

4.2 YpanéHHas yctaHOBKa

YpanénHasa yctaHoBka SoftControl SysWatch nogpasymeBaeTt LeHTpanM3oBaHHO ynpaBrsieMyro
YCTaHOBKY KIIMEHTCKMX NPUIIOXKEHUA Ha rpynny XOCTOB, 00beanHEHHbIX B OAHY ceTb. BbiGop onpe-
AENEHHOIo BapmaHTa YCTaHOBKU 3aBUCUT OT CNocoba opraHM3auum ceTu, Ha KOHEYHbIX TOYKax Ko-
TOpOW NpeanoriaraeTcs pa3BépTbiBaHME KIMEHTCKUX NPUIoXeHun (paboyvas rpynna, AOMEH), U 1Uc-

nonb3yeMblX cCpeacTB agMUHUCTPUPOBAHUA.

BoamoxHbl  criefytoupme BapuaHTbl  yOoanEHHOM LieHTparm3oBaHHOW YycTaHoBku SoftControl
SysWatch:

® yepes JOMEHHYIO FPYMMOBYIO MOSMTUKY 2 ;

® C MOMOLLBIO YTUINTbI YAAMEHHON MHCTAMmsILM 2 ;

® CTOPOHHMMUM cpeacTBaMn agMUHUCTPUPOBAHUA % .

-_— (W]
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4.2.1 YctaHOBKa Yepe3 AOMEHHYIO rpyrnnoBy NONIUTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunmncTpupoBaHve) meHto Start (Myck) B OC koHTposiepa JOMeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsA AomMeHa>, Bbl30BUTE €ro KOHTEKCTHOE MeHi0 U Bblibepute nyHKT New

Organizational Unit (puc. Co3aaHve HOBOro nofpasaeneHns JomeHa o).

-18ix]

File Action View Help

L sl I AENEI

51 Roles ocal

=] ﬁ:j Features Mars.local —

Bl |2 Group Policy Management Linked Group Policy Objects |Gmup Policy Inhertance I Delegation | More Actions 3
=] _ﬁ Forest: Mars. local
; | Link order = [ GFO | Erforced | Link E

1 ] Defautt Domain Policy Mo Yes
Create a GPO in this domain, and Link it here...
Link an Existing GPO...

5/ Group  Block Inheritance

& WMIF - —

3 Starter Group Policy Modeling Wizard. ..
[ Sites New Organizational Unit

s Group Policy M
& Group Policy R
i Diagnostics

i’& Configuration e
(ﬁ Storage Active Directory Users and Computers...

Search...
Change Domain Controller...
Remove

View »

Refresh

Properties

Help

1| |
Create a new Organizational Unit | |

PVICYHOK 8. Co3paHue HoBOro nogpas3geneHnsa goMeHa

3) B ananorosom okHe New Organizational Unit 3agante nma (Name) HoBoro nogpasgenenus u

HaXkMUTe Ha kHonky OK (puc. 3afaHue uMenu noapasgenerns ).

New Organizational Unit x|

Mame: ISuﬂware deploymert]|

ok |  Cancel |

PucyHok 9. 3agaHne nmeHu noapasaeneHus

4) B pasgene Features — Group policy Management — Forest: <uma gomeHa> — Domains
— <UMAl AOMEeHa> Bbl30BUTE KOHTEKCTHOE MEHI CO3[aHHOro nogpasgerneHus n Bblbepute

nyHKT Create a GPO in this domain, and Link it here (puc. Co3gaHve_HoBoro o6bekta

rPYNMOBON MOMMTUKN 2 ).

- ® ]
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F,: Server Manager 1= x|
File Action View Help

I EEEREL G

5 Roles
El 5| Features Mars.local

[ | Group Policy Management
= _ﬁ Forest: Mars.local
B [£% Domains
B 3 Mars.local
i/ Default Domain Policy

Linked Group Policy Objects |Gmup Policy Inheritance | Dielegation | More Actions »

Link Order = | GPO | Erforced | Link E
1 =/ Default Domain Policy Mo Yes

] Create a GPO in this domain, and Link it here...
5 WML Filters Link an Existing GPO. ..
) 5]l Starter GPOs Block Inheritance
@ Sites : —
5% Group Policy Modeling Group Policy Modeling Wizard...
& Group Policy Results MNew Organizational Unit

ﬁ Diagnostics —
jﬁ Configuration

Rename
=5 Storage
& “ Refresh

Properties

Help

4 o
Create 3 GPO in this domain and link it to this container | |

PucyHok 10. CozgaHne HOBOro o6bekrTa rpynnoBor NOSIMTUKKU

5) B ananorosom okHe New GPO 3apaite umss (Name) HoBoro o6bekta 1 HavarnbHbli 06bekT
rpynnosowu nosmtukn (Source Starter GPO), ecrm TpebyeTca HacrnegoBaTh CBOMCTBA OT "Wwab-
MOHHOW" TPYNMOBOW MOSMUTUKN B HOBOM OOBLEKTe, Mocrie Yero Haxmute Ha kHornky OK (puc.
3agaHvie MEeHM 1 HavarnbHoro 06LEKTa rpynnoBoON NOMMTUKM ).

mewcro x|

Mame:

IDients deployment|

Source Starter GPO:

I{nnne} j
ok |  Cancel |

PucyHok 11. 3apaHne UMeHM U HaYanbHOro o6bLeKTa
rpynnoBoMn NONMUTUKK

6) PasBepHuTte cosgaHHoe noapasaerieHne, Bbi30BUTE KOHTEKCTHOE MEHI0 CO3[4aHHOro oGbekTa

rpynnoBou normTtukun 1 Belbepute nyHKT Edit (puc. PegaktnpoBaHne_ob6bekTa rpynnoBon nomm-
Tkn ).

————.
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E: Server Manager

=18
File Action View Help
€= | 2m0 [ XE s Bim
T Server Manager (DEV-03) Software deployment Actions
B Roles
L Software deploy... &
El ] Features Software deployment oy
[ | Group Policy Management Linked Group Policy Objects |Gmup Policy Inheritance | Delegation | More Actions 3
= _ﬁ Forest: Mars.local
B & Domains Link Order ~ | GPO | Erforced | Link E
El 4 Mars.local 1 Efgclienls deployment Mo Yes
i/ Default Domain Policy

2 | Domain Controllers

=]

"3 WMI Filters Enforced

1] Starter GPOs v Link Enabled

_E Sites Save Report...
§E& Group Policy Modeling
' Group Policy Results Delete
i Diagnostics Rename
jﬁ Configuration Refresh
23 storage
Help
4 o

Open the GPO editor [ [
PucyHok 12. PegaktupoBaHue o6beKkTa rpynnoBoOM NOSIMTUKN

7) B oTkpbiBLIEMCA OKHE ocHacTkm Group Policy Management Editor (YnpasneHnve rpynnosou
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —

Software installation, BbI3oBUTE €ro KOHTEKCTHOE MeHIO 1 Bbibepute nyHkT New — Package

(pvic. [Jo6aBneH1e HOBOro NakeTa ycTaHoBKM 21).

E Group Policy Management Editor
File Acton View Help

&= H[mE d= 05
_.EI Clients deplayment [DEV-09.MARS.LOCAL] Palicy
= & Computer Configuration
B [ Polices
=[] Softw

=10l

Version | Deployment state |Souroe |

There are no items to show in this view,

| Administrative Template:

| Preferences
B ## User Configuration Paste
:JPD“UES Refresh
| Preferences Torilsi
Properties
Help
I — I

|adds a package. |

PucyHok 13. lo6aBneHne HOBOro nakeTa ycTaHOBKM

8) B oTkpbiBLIEMCA OManioroBoM OkHe Bbibepute nakeT yctaHoBkn SysWatch.msi, pacnono-

- (A ]
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XEHHbIN HA CeTeBOM pecypce, OOCTYNHOM AJid KIMEHTCKUX XOCTOB, Ha KOTOpbIE€ npeanora-

raeTcsi NPOU3BECTN YCTAHOBKY, U Haxxmute Ha kHonky Open (OTkpbiTb) (puc. Boibop_nakeTta

yCTaHOBKM %),

[ 5
e ~
|°\ )v| .~ Computer ~ Local Disk (C:) ~ share - & I Search share [ﬂ‘
Organize ¥  MNew folder ==+ O @

¢ Favorites Mame “ | Date modified | Type
Bl Desktop ﬁ?ﬂ SafenSoft_DLP_Client 3/1/2015 11:43 PM Windows Ins
4 Downloads 18 safensoft_SysWatch 3/1/2015 11:48PM  Windows Ins

1=l Recent Places

4 Libraries
3 Documents
J‘. Music
&=/ Pictures

E Videos
1M Computer
&‘! MNetwork

2l | ol

File name: ISafenSof‘t_S}rSWatch j IWindows Installer packages (*.rj

Open I Cancel |

4

PucyHok 14. BbIGop nakeTa ycTaHOBKM

9) B cnyyae nosiBneHust npepynpexaenvsi, 4ONONHUTENBHO yoeauTech, YTO BbliOpaHHbIA nakeT
YCTaHOBKM OOCTYNEH yAanéHHbIM KIMEHTCKMM XOCTaM MO CeTW, U HaXmuTe Ha KHorky Yes

(pvic. MpeaynpexaeHre Npu BbIGOpe MeCTOHAXOXAEHWS NakeTa YCTaHoBKM 22).

C\share\safenSoft_SysWatch.msi il

Cannot verify path is a network location, I this package is not
», available from a network share, dients will not be able to install it.
Are you sure you want to deploy this package using this path?

Yes Mo

PucyHok 15. NMpepynpexaeHue npu Bbibope MeCTOHaXoXaeHUs
nakeTa yCTaHOBKM

10) B puwanorosom okHe Deploy Software Bbibepute meton passeptbiBaHus Assigned u

HaxxmuTe Ha kHonky OK (puic. Bbibop MeTofa pasBEépThiBaHUS NPUNOXeHUs 22).

e N—————————————,
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x
Select deployment method:
= Fublizhed
' Assigned
i~ Advanced

Select this option to Assign the application without modifications.

QK I Cancel

PucyHok 16. Bbi6op meToga pa3BEépTbiBaHUA
NpUNoXxeHus

11) B okHe ocHacTkm Group Policy Management Editor (YnpasreHve rpynnoBoOn NOSMTUKON)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, BbI30BUTE €ro KOHTEKCTHOE MEHIO U BbiGepuTe nNyHKT Properties (puc. IameHeHne

CBOVCTB pa3sBE&pTblBaHWA NPUNOXEHUA ).

B Group Policy Management Editor i =] 3

File Action View Help
&= |3nlEdE HE
_.,' Clients deployment [DEV-09.MARS.LOCAL] Policy | Name =
(=l & Computer Configuration [ safenSec SysWatch 3.10 Assigned Ci\share\SafenSoft_SysWatch.msi
= [ ] Polices
= | Software Settings
Software installation
| Windows Settings MNew 3
| Administrative Template:
_| Preferences
=] ﬁ?J User Configuration Pasta
| Policies Refresh
_| Preferences

e

Export List...

I ]

|Open5 the properties dialog box for the current selection. | |

PucyHok 17. UsmMeHeHUe CBOUCTB pa3BEépTbiBaHUA NMPUIIOKEHUN

12) B nosiBvBLIeMCA OKHe HacTpoek Software installation Properties nepengute Ha BKragky
Advanced, yctaHosute cdrnaxok Uninstall the applications when they fall out of the scope
of the management, ecrm TpebyeTcs yganaTe NPUIOXKEHUS, KOrga npekpaligeTca genucTeue

3a[laHHOW rpynrnoBOM MOSUTUKUA B OTHOLLEHUM KIMEHTCKUX XOCTOB, N doriaxok Make 32-bit X86

—————.
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Windows Installer applications available to Win64 machines, ecrm npegnonaraetcs
yCTaHOBKa Ha KrmeHTckme xoctbl ¢ OC, mmetowen 64-6utHyio paspsagHocTe (puc. CeoricTBa
pa3BépTbIBAHUS NPUMOXEHU **). [INA BCTYNMNEHUs U3MEHEHWIN B CUMY HaXXMUTE Ha KHomnKy OK.

‘General Advanced I File Extensions I Categories |

Use these options to automatically remove the application when it is no
longer managed, publish OLE information in the active directory, and make
32bit applications available on 64-bit platforms.

¥ Uninstall the applications when they fall out of the scope of
management.

™ Include OLE information when deploying applications.

32+bit applications on 64-bit platforms

[V Make 32-bit X286 Windows Installer applications available to
Win&4 machines.

[~ Make 324it X86 downdevel (ZAP) applications available to
Win&4 machines.

oK | Cacel | Appy

PucyHok 18. CBoncrtBa pa3BépTbiBaHUA
NPUNOXeHun

13) B okHe ocHacTkn Group Policy Management Editor (YnpaBrneHue rpynnoBon NOSMUTUKOMN)
BblbepuTe paszgen Computer configuration — Policies —» Software Settings — Software
installation, B cnvcke yctaHaBrvBaeMbIX NPUIIOXeHUN cnpaBa Bblbepute Tpebyemoe npuroxe-
HMe, BbI3OBUTE KOHTEKCTHOE MEHO M Bbibepute nyHKT Properties (puvc. ViameHeHvne_cBoncTB

pa3sBE&pTbIBAHNSA KOHKPETHOrO NpUioXxeHns 2*).

- (& ]
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-l
File  Action View Help
&= | 27[mE dl= |85

_s;j' Clients deployment [DEV-09.MARS.LOCAL] Palicy
= & Computer Configuration

SysWatch.msi

(=] Po_liaes v Buko-Install
=[] Software Settings LsSign
Software installation Publish
_' Windows Settings —
| Administrative Templates: Policy defini All Tasks 4
_| Preferences
= ﬁg User Configuration m
5 olces

| Preferences

Help |

0 ]

|Open5 the properties dialog box for the current selection. | |

PucyHok 19. U3ameHeHne CBOMCTB pa3BépTbIBaHUA KOHKPETHOro
npunoxeHus

14) B nosiBMBLLEMCSI OKHE HacTpoek nepeunaute Ha Bkragky Deployment v yctaHoBuUTE (oriaXok
Uninstall this application when it falls out of the scope of management, ecrm TpebyeTcs
yoanaTe AaHHOE MpUIioXeHue, Korga npekpawg|eTcs AencTBre 3a4aHHON rpynnoBOW MOSITUKA B
OTHOLLEHWMN KIMEHTCKMX XOCTOB (pUc. CBOWCTBA Pa3BepThiBaHUs KOHKPEHTHOTO npurioxerust =),

21

'General Deployment | Upgrades I Categories | Modifications I Securityl

r Deployment type
€ Published
% Azsigned

r— Deployment options
¥ | suto-ristallthiz application by file extension activation

¥ Uninstall this application when it falls out of the scope of
management

= D not display this package i the &dd/Fiemoye Programs contral
pane

= Install this application atlogon

r Installation user interface options

! Basic

=t aimum

Advanced... |

oK | Cacel | ooy

PucyHok 20. CeownctBa pa3BepTbiBaHUsA
KOHKPEHTHOro NPUNoXeHus

Haxmute Ha kHornky Advanced u B okHe Advanced deployment options ycraHosute pra-

R N————,
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ok Make this 32-bit X86 application available to Win64 machines, ecrm npegnonaraeTcs

yCTaHOBKa Ha KrMeHTckme xocTbl ¢ OC, umetowwen 64-6utHyto paspsgHocTb (puc. JononHurens-

Hble_cBoWicTBa **). [Insi BCTYNNEHNS M3MEHEHWIN B CUMY HaXkMuTe Ha KHomky OK B 0BOMX OKHax
HaCTPOWKMW.
X

r~ Advanced deployment options:
[~ lgnore language when deplaying this package

¥ Make this 32-bit X86 application available to Win64 machines.

™ Include OLE class and product information;

 Advanced diagnostic information:
Product code: {F2F78143-52C7-45B8-8B9C-FCCDZB01 1A5E}
Deployment Count: 0

Seript name: “Mars local’SysVol\Mars localPolicies
“36B76TC3-CD39-45CC-AF0A-U3ETCERASEED}
“Machine"Applications
“{AADDS5EF-7BEE-4014-B93C-93115FDFD7EF}aas

oK I Cancel

PucyHok 21. [lononHuTenbHble CBOMCTBA

15) 3akpowre okHa ocHacTok Group Policy Management Editor n Server Manager v otkponte
ocHacTky Active Directory Users and Computers (Active Directory — nonb3oBatenu n kom-
nbtoTepbl) u3 pasgena Administrative Tools (AgmuHucTpupoBanme) meHto Start (IMyck).

16) PassepHuTe pasgen <uma gomeHa> u Bbibepute pasgen Computers (puc. [lepeyeHb xoc-

TOB floMeHa %°).
_iaix

File Action View Help

e M@ d R = BHEB G TER

] Active Directory Users and Comput | Name | Type | Description |
_ Saved Queries 1A DEVOL Computer
= 4 Mars.local 1&DEvo2 Computer
_ Builtin 1A DEVO3 Computer
| Computers

Computer

| Domain Contrallers

| ForeignSecurityPrincipals

Computer
=] 1LDEVDE Computer

| Managed Service Accounts

BB BE

3 Software deployment L: i imisead
Srisn 1&IDEV08 Computer
- 1&IDEVDS Computer
Computer
i&DEV11 Computer
Ll" DEV12 Computer
1MIDEV13 Computer
1&DEV14 Computer
i&IDEV1S Computer
K 2

| |
PucyHok 22. lNepeyeHb XOCTOB AAOMEHa

—————.
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17) Bblgenure B cnmMcke XOCTOB AOMEHHOM CEeTU Te, Ha KOTopble npegnosiaraeTca ycTaHoBKa
KIMEHTCKMX NPUINOXEHUA, 1 nepemecTtute nx B pasgen Software deployment. B nossuBLiemcs

OKHe npefynpexaeHust Bblbepute BapuaHT Yes (puc. [NpeaynpexaeHve_npu nepeHoce XoCToB

B Apyroe nogpasgenexue ).

Active Directory Domain Services |

Moving objects in Active Directory Domain Services can prevent your existing
I . system from working the way it was designed. For example, moving an
— organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU,

Are you sure you want to move this object?

™ Don't show this warning while this snap-in is open.

Yes | Mo I

PucyHok 23. lNMpeaynpexaeHue npu nepeHoce XOCTOB B Apyroe
noapaspgeneHue

18) OTkpowte pasgen Software deployment n ybeaurech, 4To HEOBXOOUMbBIE KIMEHTCKME XOCTbI

pacrorioxeHsl B MepeyvHe KOMMbIOTEPOB AAaHHOro noapasdeneHust (puc. MepeyeHb xocToB
nogpasgenexvs 7).

=

File Action View Help
e HE B REol= BEH 25 TE%

] Active Directory Users and Comput | Name | Type | Description |

~| Saved Queries 1 DEVOS

B 3 Mars.local 1&IDEVDS
~| Buitin

_| Computers

2 | Domain Controllers

_| ForeignSecurityPrincipals

Managed Service Accounts

Software deployment

Computer
Computer
i&IpEV10 Computer

FEH

]

Users

KN — 5
| | |
PucyHok 24. lNMepeyeHb XOCTOB noapasaerieHUA

19) Mo ncTteyeHnn mHTepBana OBGHOBMEHWUA FPYNMOBLIX MOSMTUK (OAHHBbIN NapamMmeTp 3aBUCUT OT
HacTpoek Active Directory) cozgaHHasi nonmMTka NPUMEHSIETCA K KIMEHTCKUM XOCTaM. YCTaHOB-
Ka BblOpaHHbIX NpurioxeHnn ByaeT npousBeneHa nocrie ovepeaHoro nepesanycka KIMeHTCKMX

XOCTOB. 1511 MTHOBEHHOIO NMPUMEHEHUs1 CO34aHHOW rPYNMOBOW MOSUTMKI 3anyCTUTE KOMaHAHYHO

- (& ]
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CTPOKY OT MMeHN aaMUHUCTPAaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE CIieQYyoLLy0 KOMaHAy:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbI NOATBEPAMTE MNepesarpy3ky cucteMbl komaHgon Y ans

npYMeHeHnss OBHOBIIEHHOW rpyNMoBOM MOSMTUKKA  (puc. PydHoe  obHOBrEHVE rpynnoBou

normTkm ).

Microsoft Windows [Uersion 6.1.76011
Copyright {c¢? 2007 Microsoft Corporation. All rights reserved.

C:sUzers“John>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Client Side Extension Software Installation was unable to apply

one or more settings because the changes must be processed before system startu
p or user logon. The system will wait for Group Policy processing to finish comp
letely bhefore the next startup or logon for this user, and this may result in sl
ow startup and boot performance.

For more detailed information, review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabled that can only r»un during startup.

OK to Restart?. (Y- N>y

PucyHok 25. PyyHoe oGHOBRNeHue rpynnoBon NOSIUTUKKU

m|

BN Administrator: C:\Windows\system32\cmd.exe - gpupdate /force EI@

4.2.2 YcTtaHOBKa C NOMOLbLIO YTUNUTbI YAANEHHON MHCTaNNALUN

i [laHHbI cnocob ycTaHOBKM paccyuTaH Ha criydan, B KOTOPbIX YCTAaHOBKa Yepes rpyrnrnoBble

NoJITUKM AOMEHa HEBO3MOXHA, HanpumMmep, Korga ceétb M3 3alpigeMblX KOHEeYHbIX TOYeK

opraHuzoBaHa B pabouyto rpynny.

YTunuta KomaHgHom CTpoku srvrimp.exe noctaensietcs ¢ SoftControl Service Center n npegHas-

HayeHa 0N yOanéHHOW YCTaHOBKM KimMeHTckux npunoxeHun Safe’N'Sec Corporation. Ytunmra

pacnoroXeHa B kaTtarore ycTaHoBKu koMrnoHeHTa SoftControl Server.

na yCI'IeLLIHOIZ YCTaHOBKM Ha yﬂ,aﬂéHHbIX XOCTax AOOJDKHbl BbIMOJHATLCA MpuMBEOEHHbIE HWKe

YCIOBYSI.

YcnoBua ycTaHOBKMU

* Ha cepBepe n y,D,aJ'IéHHbIX KOHEYHbIX TOYKaXx CylLeCTByeT y‘-IéTHaFI 3anncb nosib3oBaTtesd

C npaBamMy agMuHUCTpPaAToOpa W Haxogslwerocss B rpynne AAMUHUCTPATOpPbI

(Administrators), c ogHUM 1 TEM e FIOrMHOM W1 Naporiem.

R N—————.
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= 3anywweHbl 1 paboTatoT crnyxbel OC:
1) Y0anénHbili peecmp (Remote Registry);
2) Y0anéHHbIU ebi308 rpouyedyp (RPC);
3) Jlokamop ydanéHHoz20 ebi3o8a rnpouedyp (RPC Locator);
4) MHcmpymeHmapud ynpasreHusi Windows (Windows Management

Instrumentation).

» CuctemHas cnyxba Ycmanoswiuk Windows (Windows Installer) He oTkmoyeHa n He

3abnoknpoBaHa.

» OTKkpbIT Aoctyn Kk obuwmm pecypcam \\host\C$, \\hosNADMIN$ Ha 4TeHue, 3anucb U

yoaneHve.
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpownte ocHacTky CBouctBa nanku (Folder options) lNMaHerm ynpaBneHus

Windows.
2) MNepewngute Ha Bknagky Bug (View).
3) OTkntoumte onumio Ucnonb3oBaTb NpocTon obwmm goctyn K cpannam (Use
Simple File Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) OTkpowte ocHacTky MNMapameTpbl nanok (Folder options) NaHerm ynpaBneHus

Windows.

2) MNepewngute Ha Bknagky Bug (View).

3) Otkntoumte onumio Ucnonb3oBatb mactep obuwero pocrtyna (Use Sharing
Wizard).

4) OTkpoute ocHacTtky [MapameTpbl ynpaBfieHUA YYeTHbIMM  3anUcAMMU
nonb3oBatenen (User Account Control Settings) MNanerm ynpasnenua Windows.

5) OTknMouMTE KOHTPOSb  YYETHLIX 3anucen, BbICTAaBMB MOJSIBYHOK C YPOBHEM
onoBseLLeHuA B nonoxeHve Hukorpa He yBeaomnatb (Never notify).

6) OTkpouTe creaytoLmin pasnen CUCTEMHOMO peecTtpa:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
7) B KOHTEKCTHOM MEHIO YKa3aHHOro pasgerna peecrtpa Bbibepure komaHgy Co3aaTb

(New) — Mapamerp DWORD (DWORD Value) v BBegute wums

LocalAccountTokenFilterPolicy ana cosgaHHoro napameTpa.

-
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8) B KOHTEKCTHOM MEHI CO34aHHOro napameTtpa Bbibepute komaHgy U3meHUTb
(Modify) n B nosiBuBLLEMCA OKHe BBeauTe 1 B nosie 3Ha4veHune (Value data), nocre
4yero HakmuTe Ha kHornky OK.

9) MNMepesarpyanTte cuctemMy A5 BCTYMNEHUS UBMEHEHWA B CUIy.

= BKroyeH obupii 4OCTyN CO CrieaytoLymmn napaMmeTpamu.
Microsoft® Windows® 7, Microsoft® Windows® Server 2008:

1) Otkponte LleHTp ynpaBneHus cetamu u o6wmm goctynom (Network and

Sharing Center) NaHerm ynpasnenna Windows.

2) Y6egutecb, 4TO XOCT UMEET criedylolee ceTeBoe pasmelleHune: ansa paboyen
rpynnbl — JlomawHaAa cetb (Home network) uim Pabouvas cetb (Work network),
ana gomeHa — flomeHHas ceTb (Domain network). [na nameHeHuss Tvna cetu
Ha>KMWUTE Ha CCbIfKY C Ha3BaHMEM TEKYLLEro CeTEBOro pasMmeLLeHus.

3) Haxxmute Ha ccbinky U3MeHUTb pononHuTenbHble napamMeTpbl obuwero
poctyna (Change advanced sharing settings) n passepHute npodwib AN
TEKYLLEro CETEBOrO pasMeLLeHns.

4) B pasgene Obwun poctyn K ¢panam u npuntepam (File and printer sharing)
BblOepuTe onumio Bknountb ob6wmnmn goctyn K hannam n npuHtepam (Turn on
file and printer sharing).

5)B pasgene MoakntoveHusa pomawHen rpynnbl (HomeGroup Connections)
Bolbepute onuuio Ucnonb3oBaTb Yy4YeTHble 3anuMcu nonb3oBaTenen wu
naponv ans NnoaknyYeHus K apyrum komnbototepam (Use user accounts and
passwords to connect to other computers).

6) Haxmute Ha kHonky CoxpaHuUTb uaMeHeHus (Save changes).

Microsoft® Windows® 8, Microsoft® Windows® Server 2012:

1) BbinonHute ABOWMHOE HaXkaTue fieBOW KHOMKOW MbILWM Ha 3Ha4yKe ceTu B obractu

yBEOOMIIEHUN.

2) Haxkmute npaBow KHOMKOW MbILLM HA UMEHW CETU B NOSBMBLLEMCSH CMUCKE Crnpasa u
BblOepuTe NyHKT BKnroyeHue n oTknoYeHne obwero gocrtyna (Turn sharing on
or off).

3) Boibepute BapuaHT [a, BKNHO4YUTL OOWMKM AOCTYN UM NOAKIOYEeHMe K
yctpounctBam (Yes, turn on sharing and connect to devices).

4) OTtkpoute LleHTp ynpaBneHusi cetamum u obwmum goctynom (Network and

— &
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Sharing Center) NaHerm ynpasnenua Windows.

5) Haxxmute Ha ccbinky U3MeHUTb pononHuTenbHble napamMeTpbl obuwero
poctyna (Change advanced sharing settings) n passepHute ceteBon nNpourb
YacTtHas (Private).

6) B pasgene O6bwun goctyn Kk dannam u npuHtepam (File and printer sharing)
BblOepuTe onumio Bknountb o6wmnm goctyn K ¢hannam n npuHtepam (Turn on
file and printer sharing).

7)B pasgene MoakniouveHusa pomawHen rpynnbl (HomeGroup Connections)
Bblbepute onuuio Ucnonb3oBaTb Yy4YeTHble 3anuMcu nonb3oBaTenen wu
naponv ans noaknyYeHus K apyrum komnbtotepam (Use user accounts and
passwords to connect to other computers).

8) Haxxmute Ha kHonky CoxpaHuTb nameHeHus (Save changes).

* [pu BKktoveHHOM GpaHamayape Windows paspelleHo Bxogsillee ceTeBoe NnoakroveHme
K cnyxbe O6wmn goctyn K coannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® XP, Microsoft® Windows® Server 2003:

1) OTkpowte 6paHamayap Windows.

2) Boibepure Bknaaky UcknrouyeHus (Exceptions).
3) JobaBbTe B uCKMoYeHUs (ycTaHoBuTe hriaxok y npasura) O6wuu goctyn K
c¢dannam u npuHtepam (File and Printer Sharing).
Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft® Windows® 8,
Microsoft® Windows® Server 2012:
1) Otkpowre 6paHgmayap Windows.

2) Otkpovte flononHuTenbHble napamMeTpbl (Advanced settings).

3) Buibepute NMpaBuna ansa Bxoaawmx noaknroyveHun (Inbound Rules).

4) Bkrouute npaswio O6wmn goctyn K dannam v npuHtepam (Bxoaswuu
Tpacdhuk SMB) (File and Printer Sharing (SMB-In)) ana npocwuna Ton cetu, B

KOTOpOIZ HaxoauTCaA XOCT.

* B ocHactke AaMuHucTpupoBaHue (Administrative Tools) — JlokanbHasa nonuTuka
6e3onacHocTu (Local Security Policy) NaHerm ynpasnenus Windows BbICTaBreHbl crie-
ayoume napameTpbl: JlokanbHble nonutuku (Local Policies) — MNMapameTpbl 6e30-
nacHocTu (Security Options) —» CeTeBOM AOCTYN: MOAeNb COBMECTHOro Aoctyna 1

6e3onacHOCTU ANA NokKanbHbIX Y4€THbIX 3anucen (Network access: Sharing and se-

-,
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curity model for local accounts) — ObbI4YHas - NoKanbHbIe NOfIb30BaTeNn yaocToBe-

psaroTcsa kak oHun camum (Classic - local users authenticate as themselves).

MapameTpbl 3anycka yTUnIuUTbI

MapameTpbl, NPUHUMAaEMbIE YTUMATON yaaNEéHHON MHCTarrsLMm, onucaHbl B Tabn. 4.

Ta6nuua 4. Onuum srvrimp

-h Kpatkasi cnpaBka no npuHMMaembIM NapaMmeTpam.

I'IepeBop, B PEXUM YyCTaHOBKW. Tpe6yeT 3agaHusa 0b6sA3aTenbHbIX

- N .
Kno4yen n nx 3Ha4eHnn, onncaHHbIX HMXe.

MMsa nonb3oBatensi, MMeIoLL ero npasa aaMuMHUCTPaTopa Ha yaa-

—-login=<ums> N
NéHHOM XOcCTe.

Mapornb nonb3oBaTtens, MMelLero npaea agMUHUCTpaTopa Hal

--password=<mnaporsib> B
yAarneHHoOM XocTe.

Mym k nakety yctaHoBkm SoftControl SysWatch. Ecnm dann
--client="<nyms Kk ycmaHo8WuKy>" pacrnoroXeH B Kartarore, OTKy4a Bbi3blBaeTCH yTUnuTa, OOMyCcKa-
eTcs yKa3biBaTb TOSbKO UMs darina (6e3 KaBblyek).

MyTb K KOHJMrypauMoHHOMY doainsly HacTPOeK COEQUHEHUS C Y-
paBnsooL MM cepBepoM. TpebyeTcsa Ans aBToMatM4eckon noaa-

--config="<nymsp K ¢palry uu 3anpoca Ha pervctpaumio 33 Ha cepsepe SoftControl Server
KOHgbuzypauyuu>" nocre OKOH4YaHus ycTaHoBKW. Ecrnin dpann pacnonoxeH B Katano-

re, oTKyAa Bbl3blIBAa€TCA yTUNMTa, 4ONyCKaeTcs ykasbiBaTb TOMb-
Ko ums danna (be3 KaBblveK).

Cnvncok NetBIOS-MMEH yaanéHHbIX XOCTOB, Ha KOTopble Tpeby-

--hostnames=<ums 1> <ums 2>...<ums N> N
€TCs NPOU3BECTU YCTAHOBKY, pa3fernéHHbIX npobenamu.

[onyckaeTcs Takke 3anyck yTunuTbl 6e3 ykasaHusi UMEH KIoYel, pacrosioxXvB 3Ha4YeHVs B

crneayloLeM nopsiake:

srvrimp -i <umsa> <naposnb> "<NyTb K YCTaHOBWMKY>" "<nyTb K ¢ainy KoHPurypauum>" <uma 1> <uma 2>...<uma N>

i Ecrm TpebyeTca ycTaHOBUTL KIMEHTCKMIN KOMMOHEHT B TOM Y1CSie M Ha cepBep, TO
yTurimta gospkHa 6biTb Bbi3BaHa M3 komaHnaHou ctpoku Windows, 3anylweHHon ¢

npaBaMu agMUHUCTpaTopa.

B cnyyae ycnelwwHown ycTaHoOBKK, yTUrmTa otobpaxaeT coobwenne Installation successfully

completed on host <ums xocma>.

——————.
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4.2.3 YcTtaHOBKa CTOPOHHMMU cpeAcTBaMM agMUHUCTPUPOBaHUA

Ona ynanénHon yctaHoBkun SoftControl SysWatch moryt npuMeHATbLCS CTOPOHHUE CUCTEMBI Y-
paBnenusa [T-uHdppacTtpyktypon, Hanpumep, Microsoft® System Center Configuration Manager
(nanee — MS SCCM). MeToauvka ycTaHOBKM B A@HHOM CIlydae ornpeeriieTcs, UCXoOa U3 KOHKpeT-

HOM CUCTEMbI U NPUHATBIMU B Hen cnocobamu pacnpocTpaHeHnAa NakeToB NHCTaIUIALNN.
4.3 Perncrtpauusa Ha cepBepe

SoftControl SysWatch sBnseTtcs KniMeHTCKMM KOMMOHEHTOM 1 cnocobeH paboTaTb Kak aBTOHOMHO,
Tak 1 B pexume yaanéHHoro ynpasreHnus ¢ SoftControl Service Center («CepsucHoro LleHTpa»).
YUtobbl nogknountb SoftControl SysWatch k CepsucHomy LleHTpy, Heobxoaumo 3apeructpmpo-

BaTb ero Ha cepBepe SoftControl Server. [1na 3Toro BbINOMHUTE criegylouye ENCTBUS:

3

1) Mepeseaute SoftControl SysWatch B pexum_yaanéHHoro ynpasrnenuns *° B HacTpomkax

nporpamMmbl.

2) MNpumeHnTe_3aumdpoBaHHbIN KOHUIYPaLIMOHHBLIA (hainn *¥' ¢ HacTpoVikamMu moaKmove-
HUS K cepBepy.

3) NogTteepante peructpaumtio B koHcorm ynpaerieHuss SoftControl Admin Console Ha
BKragke YcTpouctBa M ctatycbl (CM. OOKYMEHT «PykoBOACTBO agMuHMCTpaTtopa

SoftControl Service Center»).

IS———————————s—
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5. JlokanbHasa paboTta ¢ SoftControl SysWatch

B paHHOM pasgene npuBedeHbl MHCTPYKLMM MO JioKamnbHoW paboTe C OCHOBHbIMU (DYHKLIMSIMU
SoftControl SysWatch.

5.1 UnTepdenc SoftControl SysWatch

"paduyeckmin nHtepdenc nonbsosartensa (FMIM) SoftControl SysWatch coctasnswoT criegytoume

OCHOBHbI€ 3JIEMEHTbI:

= 3Hayok B 06racTi yBegommeHn > (nos. 1 Ha puc. Hke *);

= KoHTekcTHoe MeHio > (no3. 2 Ha puc. Hke >*);

= [laHens ynpasnexus *° (nos. 3 Ha puc. Hke ).

E SoftControl SysWatch

e CraTtyc 3alumThl

Mposepka

COMNBHOTED 3alMLLEH

OBHoBneHne

JlueH3na

+ Mpunoxenna
MoMols W NoAnepHEa + daiinosan cucrema
+ Cncremnpii peectp

+f Cemn

ZaperycTpUpoBaHs NPMAOKEHWA ... ... ........... 108

JoBepeHHbIe MPUACKEHWUR ... ..o 108
CrpaHMuYeHHble NMPMACKEHWUA ... ... ... ... 0

ZabnoKWpoBaHO NPMACKEHWA ... ... ... . 0

MocneaHwWid MHUKWAEHT SERVICES.EXE

MoapebHo
Hacrpoiika

SoftControl SysWatch

Hactpoiika

Monwutuka KOHTpONA

OTcnexuBasmele N PWNOXKEHWNA

Mpoeepka

OBHoBneHne

OTueTsI

BeicniounTe 3ALNTY

0 nporpamme

OToBpaxaTs 3HA4YOK NporpaMmbl

Azeik nHTepdeiica 3

Bexog

16:16
RU
S omome "

PucyHok 26. AnemMeHTbl MHTepchenca nporpamMmmbl

.
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5.1.1 3Ha4yok B ob6nacTtu yBeaomMmrneHumn
Mocrne yctaHoBku SoftControl SysWatch ero 3Ha4ok nosisrnsietcss B 06ractn ysegoMreHn naHenm
3agad Microsoft® Windows®.

3Hauyok siBnsieTcst UHaMKaTopom paboTbl NpunoxkeHusi. OH OTpaXkaeT COCTOSIHVE 3alMThl, a Takke

nokasblBaeT psg OCHOBHbIX AEVCTBUM, BbINOMHAEMbIX NPUIOXeHeM (Tabn. 5).

Tabnuua 5. CocTosiHUA nporpamMmbl
CocTosiHne nporpamMmmbl

™ 3alymTa BKNoYEHa (akTMBHA 3aLyuTa Kak MMHUMYM OfHOM 061acT KOHTPOns).

Ls 3alluTa BbIKMOYEHa.

s BbinonHsieTcs aBToMatMyeckasi HacTPoViKa/aHTMBUPYCHOE CKaHMPOBaHME.

* BbinonHsaeTcs o6HOBRNEHWE NporpaMMHbIX MOAYen u/unn aHTMBUPYCHbIX 6a3.

Takxke 3Ha4yok obecrneumBaeT JOCTYN K ocTanbHbIM aniemeHTam [T npurnoxeHna — KOHTEKCTHOMY

MeHo > 1 nanerm ynpasnexust >°:

® 4yTOOLI OTKPbITb KOHTEKCTHOE MEHI0, HaXMute I'IpaBOIZ KHOMKOW MbIWN MO 3Ha4Ky
NPUINoXXeHuA,;
® 4yTOOLI OTKPbITb NaHeENb ynpaBlieHuA, OBaXxdbl HAXMUTE NeBOW KHOMKOW MblILLM MO 3Ha4Ky

NPUIOXEHUsI.
5.1.2 KOHTEKCTHOEe MEeHIo
KoHTtekcTHoe meHto SoftControl SysWatch cogepxut nyHkTbl, o6ecneunBatouye ObiCTpbI 4OCTYN

K OCHOBHbIM HAcTpoVkaM W KOMaHgam nporpammbl. BHewHWA BUO MEHKO MoKasaH Ha

NC. KOHTEKCTHOE MEHK S0 ontrol sysvvalc , ONMcaHme NyHKTOB — B TAOIJ1. 0.
K SoftControl SysWatch *° VH 6n.6

SoftControl SysWatch

Hactpoiika
MonuTuka KoHTpona

OTcnexuneaemele NPWI0HEHNA

Mpoeepka
OBHoBNEHWE

OTyeTsl
BbikntoumTe 38Ty
QO nporpamme

v OroBpaxaTk 3Ha40K NporpamMme
Asbik nHTepdeiica 3

Bemxog

PucyHok 27. KoHTekcTHOe
meHto SoftControl SysWatch

— e &
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Taonuua 6. OnMcaHne NyYHKTOB KOHTEKCTHOro meHto SoftControl SysWatch

SoftControl SysWatch

I'Iepe|7|T|/| Ha BKIagky CTaTyc naHenn ynpasJieHUA nporpamMmmbl.

HacTtponka

MepeiTn B pasgen NPoOCcMoTpa U HAaCcTPOWKM NapameTpoB NpPorpaMMmbi.

Monntuka KOHTPONA

Mepein Ha Bknagky O6macTu KoHTpons okHa MonuTuka KOHTponsa Ans npocmoTtpa U
M3MEeHEeHUs1 NpaB AocCTyna MPUIOXKEHUI K pecypcaM U yCTpoMcTBaM KOMMbloTepa, a Takke
npaBum CETEBOWN aKTUBHOCTU.

OTcnexuBaemble Mepeviv Ha Bknagky OTcnexuBaeMble NpPUNoXeHust okHa NMonutnka KOHTpPons Anst nNpo-
NPUNOXeHUs CMOTpa U M3MEHEHNS CBONCTB KOHTPONS aKTUBHOCTU NPUIOXEHUN.
MpoBepka Mepenm Ha Bkragky MpoBepka naHenu ynpasrneHns nporpaMmmbl.
O6HoBnEHME Mepenm Ha Bknagky OBGHOBREHWe NaHenv ynpaBneHus nporpaMmbl.
Omyetnl OTKpbITb KaTanor xpaHeHnsi OTYETOB NPOrpamMmbi.
BknounTs/BLIKNIOYUTL
M3meHnTb cTaTyC akTUBHOCTU 3aLLUTbl.
3awuty

O nporpamme

OTkpbITe OKHO ¢ uHdopmaLwmen o SoftControl SysWatch.

OTo6paxaTtb 3Ha4YoK
nporpamMmbl

BKntoYnTL/BLIKMHOYNTL OTOOPaXXEHUE 3HAYKa NPorpaMmbl B 061acTy YBELOMIIEHUN.

A3bik MHTepdenca

M3meHuTb [3bIK uHTepdenca nporpaMmbl.

Bbixopn,

Boirpysute VI nporpammbl (Mpy BblIbOpe [aHHOrO MyHKTA MEHK MOoAyIb MHTepdelica
SoftControl SysWatch 6yaet BbirpyxeH us O3Y, 6e3 3aBepLUeHUsi paboTel MOAY NS 3aLlUThl).

5.1.3 lNaHenb ynpaBneHus

MaHenb ynpaBneHus gasnseTcs rmaBHbiM okHOM SoftControl SysWatch n coctout u3 Bkrnagok

Crartyc, NpoBepka, O6HOBRNeHue, JllnueHsus, NMomowb u noagaepxka.

Ha Bkrnagke Ctatyc oTobpaxaeTcs Tekyuyn ctaTyc 3awmtbl (puc. Bknagka "CraTyc

" 36)

HO€e onucaHve paboTbl C BKIMagKom npvBeaeHo B pasaernie KOHTposib akTMBHOCTY MPUSIOXKEHI 22

EE——————————————————_——————-

. DeTanb-
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SoftCantrol SysWatch o] B[S
— CraTyc 3aluThbl
Mpoeepka
TR (OMMNBHITED 33LWMLLEH
N eH3ua ¢ MpHACKEHHR
MNoMowe 1 noagep ka +/ waiinosas cucrema
1’ CHUCTEMHEIR peecTp
4‘ CeTb
33perucTPUPOBaHD NPUASKEHWA ... ... 42
AoBEPEHHBIE NMPMADHEHMA | ... 42
OrpaHuHeRHEIE MPUAOKEHNA ... 0
3abnoKMpPOBAHD NPMAOKEHMA ... 0
MocnegHuil MHUMASHT | e Het
MNonpobHo
HacTpoika

PucyHok 28. Bknagka "Cratyc"

Ha Bkrnagke MpoBepka pacnonoxeHo aepeBo 06bEKTOB 411 aHTUBMPYCHON NPOBEPKKN NO Tpebo-
BaHuio (puc. Bknaaka "Mpoeepka” *"). Moapo6Has nHdopMaLms npuBeaeHa B pasaene AHTVBY-

pycHOe ckaHupoBaHve 2.

SoftCentrol SysWatch | B (3]
o MNpoBepka
DESEEpRS 4 PaBoumnii cron -
ObHoBneHne CHCTEMHEA NAMATE L
TNnueH3us | 3arpyzouHele cektopa 5
MoMowes U NofaepMHkKa EI. OfueTol Ha kapakThre
[TLEL Bce coemubie HocuTenn
[[hie Bee xectimne anckn
4 [|8 Komnbrotep
[ Nokaneuwii gyck (C:)
v L8 rOnurvnoan A i

(% Touck BpEAOHOCHOTO KoAa

KOMNBHTER NPOBEPEH W SALUMILEH 3anycTuTb NPoBEpKY

MocneaHAR NpoBEpKa ... ............... 29.09.2016 01:23:15
Peakuma Ha ¥Ipo3Y ... ABTOMETHHECKHK

OBBEKTEl HA KAPAHTHHE
HacTpoiika

PucyHok 29. Bknaaka "lMpoBepka”

Ha Bknagke O6HoOBRNeHne HaxoauTcs I/IHC*)OpMaU,Mﬂ Mo HarmM4mo 0BHOBIIEHU_NPOrPaMMHbIX MO-

[ynen 1 aHTUBMPYCHbIX 6a3 2 (puc. Bknagka "O6HoBneHne" °7).
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. SoftControl SysWatch = & S
O6HoBnEeHWe

Cratyc

Mpoeepka

:j:;';:j: OBHoBneHWe He Tpebyetca

O6HOBREHWE

JNrueHsua "
s Het HoBeix obHosneHWA SanyctuTe obHoBNEHUE

MoMowe v NoaoepHKa

MacneaHKi nouck oBHoBNeHWIA 28.09.2016 14:39:46

YcoraHoBneHel oBHOBRSHWUA L. HeT AaHHbIx
PERMM ZAMYCKA ... ... PyuJHON
HacTpoiika

PucyHok 30. Bknagka "ObHoBneHue"

Bkragka JIMLLeH3Ms COOEPXUT AaHHbIE N0 MCTMOMbL3YEMOMY MLIEH3VOHHOMY KITody *> 1 KOMMOHEH-

TaMm nporpammbl (puc. Bknaaka "Muuenauns" >2).

. SoftControl SysWatch = @ |
JTnueHsns

Cratyec

Mpoeepka

SHCTEYHLAA NHLEHIHA

OBHoBREHWE

L= Homep | HSYGQB-GUKWPE-RSE5D P

MoMowes ¥ noanemksa

TURANUEHIMM NpobHas
JaTa oHOHYEHMA e 19.05.2018
OHel 00 OKOHYAHWMS .. 30
KOMAOHEHTEL . Core; RD; AV_AV4
OrPaHMHEHMA . Het

MpoYnTaTe AULUEHSMOHHOE CornaweHue
KynuTe AMLUEH3WNHD

PucyHok 31. Bknagka "lluueHsua"

Ha Bknagke lMomowb M nopaaepXka ykasaH HoMep Bepcum ycTtaHosrieHHoro SoftControl
SysWatch n nHdpopmauums 06 OC. Ha gaHHoun Bknagke no cebiike OTKpbITbL CnpaBKy OOCTynNHa

QNEKTPOHHAA cnpaBKa nporpamMmbl, a Takke npmBeneHbl CCbilikKM Ha CauT KOMMaHuM Ons CBSA3M C

TEXHNYECKOMN noggegmkoﬁm. BHelwH BUA BKNagku npeacrasrieH Ha puvc. Bknagka "lMomous u

noggepxkka" =2 .
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"2 SoftControl SysWatch

Crartyc
Mpoeepka
OBHoBREHWE
N eH3ua

Momowe »
noonepxKa

(o] & (==

MoMolb 1 NoAAEPKKA

WHdropMaLKMA O CUCTEME

Bepowua: 4.3.9.4

ocC: Microsoft Windows 7 SP1

OTKpbITE CNpaBEKy
Mowck & Base 3nanui oHnain

Zanpoc B cnyxby nogonepxen (pexoMeHayeTca)
Zanpoc 8 cnyxby nognepskM (oHnaiH-gopma)

PucyHok 32. Bknagka "lMomolwb 1 nogaepxka”

5.1.4 HacTtpounka uHTtepdenca n onoBeLeHUn

= HacTtpowuka uHtepdenca

JlokanbHas paboma ¢ SoftControl SysWatch

Ona Hactpovkn napametpoB UM SoftControl SysWatch B HacTponkax nporpammbl

BbiGepure pasnen MapameTpbl — Bua (pvic. Hactpoiika uitepdeiica ).

Bbi6epute HeobxoaumbIn A3bIK MHTEPhEca B BbinagatoLweM cnmicke Bbibop A3bika:

* English (aHrnuickun);

* Pycckun.

YctaHoBuTe hriaxkok NMoka3sbiBaTb 3HA4YOK NporpamMmMmbl B o6nactvu yBeaoMneH1Mmn s

OTOGpaxeH!st 3HauKka > .

— &
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"1 Hactpoiika nporpammer SysWatch

Bua
HacTpolka BHelUHEro BrMAa NporpamMiel
JawmTta

WHTepdeic
MpoBepka

(o] & ==

Brifop a3bika PyCCKMiA

ObHoeneHue

4 [apaMeTpel
Bun
OTHETHI

OnoseweHua

Cnpaeka

MNokaselBaTe 3Ha4oK nporpamMel B obnactw yeeaoHnedwi

’ OK ] [ OTMEHA

PucyHok 33. Hactpoiika uHtepcdenca

HacTtponka nokanbHbIX onoBeLweHnmn

[na HacTpoku napamMeTpoB onoBelueHus nosb3oBartena SoftControl

SysWatch o

COObITVSIX 6E30MacHOCTU U COCTOSIHMM NpOrpaMMbl B HACTpOWKax MporpaMMbl Bbibepute

pasnen NMapameTpbl — OnoBeweHus (puc. HacTtpoiika onoselleHmii ** ).

“i HacTpoiika nporpamme SysWatch

OnoBeleHns
QOBWwmMe HacTPoMKKM ONoOBELEHWA

SawmuTa OnoBeLLeHA NoNL30EaTens

MNposepka
posep [ BrntoumTe 38yKoB0E CONpoBoHAEHHE
OfHoeneHue
MoKasblEETE CNOBELLEHWA
4 [apamMeTpel
Bun
OTYETEI

OnoBeweHnA

Cnpaeka

o] & [

[ OK ] [ Cmmena

PucyHok 34. Hactpoiika onoBeleHUn

- (]
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[na BKMOYEHUs 3BYKOBLIX OMOBELLUEHWW MporpaMmmbl ycTaHoBUTE riaXok BknouuTtb
3BYKOBOE CONMpPOBOXAEHMUE.

[na BKMHOYEHUA TEKCTOBbLIX U rpadpuyecknx ornoBelleHun yctaHosuTe ¢rnaxok lNokasbl-
BaTb ONOBELEeHUSA 1 HaxXMuTe Ha kHorKy HacTpouTb. B okHe HacTpouka pexunma ono-

BeLLeHUN yCTaHoBUTE priaxkn y Tpebyembix cobbiTun (pyc. Hactponka TunoB cobblTui

ans onoseleHust 4):

U Cratyc 3awuThl;

U O6HOBMNEeHMe nporpaMmmbl;

U MpoBepka koMnblOTEPA;

U OTtyeThl;

U JluueHs3us;

U YcraHoBKa (yaaneHue) nporpamm;

U BnoknpoBaHue moayrneun nporpaMmmb;

U OrpaHu4yeHue NpuUnoxeHUn.

"3 HacTpoiika peskima cnoseLenmii @I

OnoBelweHnA

MoKazelBaTe ONoBELLEHWUA
[¥]0BHoBNEHME NporpamMmel
[VINposepra koMnsoTepa

D'I"-IETbI

J'IMI_LEH3M;|

[¥]vcranoska (yoanenue) nporpamm
[¥]BnokuposaHmre Moaynei nporpamMmel
[V]Orpanuyerne npunoxeui

Crnpaexa ’ OK ] ’ OmmeHa ] [I'Ipnnewn:]

PucyHok 35. HacTtpoiika TMnoB coObITUM ANSA onoBeLlleHus

[ns BCTYNnNeHUst USMeHEHU B CUIy HaXxxMuTe Ha KHornky OK.

- € F ]
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5.2 Pexumbl ynpaBneHus

Bo3moxHbI criegytoupe BapuaHTbl ynpasreHus paboton SoftControl SysWatch:

»  ABTOHOMHbIN pEXUM *2';

=  YpanéHHoe ynpaBsrieHve ¢ cepeepa .

YTtobbl yCTaHOBUTL HEOOXOOUMBIN PEXVM, OTKPOWTE HACTPOVKM MporpamMmbl, nepevaute B pas-
nen MapameTpbl 1 Bbibepute Tpebyembln BapuaHT B obractu YaaneHHoe ynpaBrieHue

(pvic. HacTpolku napameTpoB nporpammbl 2 ). [Ns BCTYMNEHUS! M3MEHEHUA B CUMy HAaXMUTE Ha

kHomnky OK.

" Hacrpoiika nporpamme SysWatch EI El @

MNapaMeTpbl
0Bwme napaMeTpel paboTel NpoOrpaMMel

JawmTta CaMozawmTa
Mposepka JanpeTvTe BHEWHEE YNPaBASHUE CUCTEMHOH cnymBol
ObHosneHue Crpeite cnyxby Windows
4 [apaMeTpel YoaneHHoe ynpasneHue
Bun

() ABTOHOMHO
OTHETHI

@ CepeucHbIi LieHT
OYWCTUTE HACTPOKM COBAMHEHUS C CEPBEPOM

MapaMeTpel NporpaMMel

CoXpaHuTs NapaMeTpel NparpamMel & dann CoxpaHiTE

[[] MekntounTs NapamMeTpsl NOAKNKYEHNS

OTNOKEHHBIR CTapT

OTNOMWTE 3anyCcK CHCTEMHOM cny#Bbl Ha (MUH.) 0 =

[] Oep#aTe NoCcTOAHHOS CoBOMHEHWE © CEpPEMCHEIM LIEHTROM

Cnpaeka [ OK ] [ OTMEHE

PucyHok 36. HacTponku napameTpoB nporpamMmbl

5.2.1 ABTOHOMHbIA pPeXUM

Mpn aBTOHOMHOM pexume ynpasrneHns SoftControl SysWatch HacTpovka nporpammel, 3anyck 3a-
Aadv n obpaboTtka cobbiTMin 6e30NacHOCTN NPOM3BOAUTCA NoKarnbHO ¢ nomoukto UM SoftControl
SysWatch.

[Ona yctaHoBKM pexuma Bblibepute BapuaHT ABTOHOMHO B HacTpovKax nporpamMmbl

(pyc. HacTponkm napaMeTpoB NporpamMmbl 42 ).

.
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5.2.2 YpanéHHoe ynpaBneHue ¢ cepBepa

Mpwv yoanéHnHom pexume ynpasneHus SoftControl SysWatch ¢ nomoupio cpeacts agMUHUCTPUPO-
BaHusA nporpamMmmHoro npoaykta SoftControl Service Center HacTporka nporpamMmmebl, 3anyck 3agad
N MOHUTOPUWHI COCTOSIHMS 3aLLMTbl NPOM3BOAUTCA aAMUHUCTPATOPOM yaanéHHo. MNogpobHoe onu-
caHue npouecca yaanéHHoro ynpasreHs NpuBeaeHo B JOKyMeHTe «PykoBoaCTBO agMuHUCTPa-

Topa SoftControl Service Center».

[nsa yctaHoBku pexuma Bbibepute BapvaHT CepBUCHBLIM LIeHTp B HacTpounkax nporpammbi

(pyc. HacTponkm napaMeTpoB NporpamMmel 42 ) U HAXXMUTE Ha KHOMKY HacTpouTb, 4TOObI OTKPLITh

OKHO C noAapO6HbIMM HACTpoOMKamMuM NOAKMOYEHUA K cepBepy (puc. [lapameTpbl_NoaKmoYeHusa K
cepsepy *).
[na npyUMeHeHNs KIMeHTCKMX HACTPOEK, 3aJaHHbIX Ha cepBepe, BbINOMHUTE CrieayoLiee:
1) Ckonupywnte dpann ClientSettings.xmlc (cM. JOKyMeHT «PykoBOACTBO agMUHUCTpaTopa
SoftControl Service Center») Ha XECTKMIN ONCK KIMEHTCKOrO XOCTa.
2) Haxkmute Ha kHorky O630op B okHe HacTtpownku SoftControl Server (puc. [NlapameTpbl

noJKItoyerust k cepeepy ).

3) B nosiBvBLEMCA OKHEe Bbibepute paHee ckonupoBaHHbIM dpann ClientSettings.xmlic v

Ha>XMUTE Ha KHOTKY OTKprTb.

i Hactpoiikn SoftControl Server @
HacTpoliky coeanHeHUa |
MNoaknioHeHe K cepsepy
JarpysnTe HacTpoHKK .xmlc:
Cepeep:
NoBasuTs
N2 Cepsep
https://192.168.162.131:3000/
2 WM-AS-WE1RUXS86: 8000/
MNepwog xaptbuta (cek.): HoBwlild napones:
B0 TIIITITITIIT)
CepTudukaT:
----- BEGIN R5A PRIVATE KEY-----8#xD;&&x [ sarpysurs ceprugurar |
Crpaska ’ Ok ] ’ OTMeHa ] [ MpUMEHUTE ]

PucyHok 37. MapameTpbl NOAKMIOYEHUA K cepBepy

Cpasy no okoH4yaHu npumeHeHust pana HacTtpoek SoftControl SysWatch otnpasnsieT nepsbii

3anpoc Ha cepsep, B okHe HacTpomnkn SoftControl Server otobpaxaeTca npuHaTas KoHury-

- E ]
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pauwus (pvic. MapameTpbl noakmoyeHus k cepsepy ).

B obrnactn MogknioyeHne K cepBepy pacnosioXeH CIUCOK aapecos, no koTopbiM SoftControl
SysWatch ocywectenseT noakrnoyeHve K ynpaensawowemy cepsepy. Cnucok 3agaeTca agMuHu-
CTpaTopoM yaanéHHo u3 koHcorm ynpasreHnus SoftControl Admin Console. CnmMcok Takke MoXeT
ObITb M3MEHEH BpY4Hyt0 Yepes nHtepdenc SoftControl SysWatch. [ins nobasneHuss agpeca B

CMUCOK BBEAUTE MOJSHYIO apecHyto CTPOKY Buaa

https.//<IP-adpec unu NetBIOS-umsi cepsepa>:<ropm rodko4eHUs K cepeepy>/

B norne CepBep 1 Haxmute Ha KHonky flo6aBuTb. [Na yoaneHus agpeca u3 cnucka Bbibepute
€ro N HaXXMuTe Ha KHoMnKy Yaanutb. B cnincke JorkeH HaxoauTbCa MO MeHbLLen Mepe OavH aa-
pec, N03TOMY yaarieHne eAMHCTBEHHOIo afgpeca HEBO3MOXHO.

B HwkHen 4actn obnactn MoaknioyeHnMe K cepBepy pacrnornioXeHbl ocTarnbHble napameTpbl

NoAKIno4YeHns .

* Mepuopn xapbutka (cek.) — nHTepBan mexagy obpaweHuamn SoftControl SysWatch k
ynpasrsAoLLEMY CepBepy (B cekyHaax).
* HoBbIn naponb — naposnb Ansa ayreHtudukaumm SoftControl SysWatch ¢ ykasaHHbIM
HWKe cepTUMKaTOM Ha ynpaBnsoLweM cepBepe.
* CepTucukKaT — CTPOKOBOE NpeacTaBfieHve cepTudukaTa, UCnosfib3yemMoro Ans yCcTaHoB-
neHust 6esonacHoro coeguHeHus mexay SoftControl SysWatch n ynpasnatouym cepse-
POM.
Bce napameTpbl MOryT 6bITb M3MEHEHBI BPYYHYIO B COOTBETCTBYIOLLMX Nonax. [ns 3ameHbl cepTu-
dukaTta 6€3 M3MEHEHNA OCTamnbHbIX HACTPOEK HAaXXMUTE Ha KHOMKYy 3arpy3uTb ceptudukar, B
OTKPbIBLLEMCS OKHE Bblbepute dann cepTudurkata C paclLMpEHVEM .pEM N HAXMUTE HA KHOMKY

OTKpbITb.

Ecrm TpebyeTca BbINONHUTE fokansHoe otcoeanHerne SoftControl SysWatch ot Tekywero cepse-
pa, nepenaute B HACTPOWKM nporpaMmmbl M B pasgerne lapameTpbl HaXMuUTe Ha KHOMKY

OumcTuthb (pyc. HacTpoiikn napameTpoBs nporpammbl *#). B okHe ¢ npeaynpexaeHnem Bbibepu-

Te BapuaHT [a (puc. MpegynpexaeHne npy 04McTKe NapaMeTpoB MOAKMIOYEHUS K cepBepy **).

L] O4MCTKE HACTPOEK COEAMHEHNA C TEKYLLMM CEPEEPOM @

% Bbl OSACTEUTENBHD XOTUTE OUMCTHTE HACTROAKM COBOMHEHWA C

! cepeepom (KnweHT He ByAeT yaoaneH Ha cepeepe. YaanuTe erc
CAMOCTOATENbBHO, UTOBEI W3BexaTe AyBNUMpoBaHKA NPW NOBTORHOM
NoOQKMKKYEHUW K TOMY HE cepaepy)

[ ma || ner |

PucyHok 38. lNpepynpexpaeHue npu oumcrke
napamMeTpoB MOAKMIOYEHUA K cepBepy

- € T
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Mocre ouncTtkn HacTpoek SoftControl SysWatch aBTomaTuyeckn nepeknoyaeTcs B aBTOHOMHbI
pexum paboTtbl. YTobbl n3bexaTb AyOrMPOBAHUS KIMEHTCKMX KOMMOHEHTOB MPX NMOBTOPHOM MOA-
KItOYEeHUN K TOMY XXe CepBepY, agMUHUCTPaTOpy HEOBX0AMMO yaanuMTb AaHHbIA KIMEHTCKUN KOMMO-

HEHT C cepBepa 13 koHcorm ynpasrneHuns SoftControl Admin Console.

5.3 AKTnBaLUA NIULLEH3NOHHOIO Kro4ya

BoamoxHocTb mcnonb3oBaHuss SoftControl SysWatch onpepenseTcsa HanmMumem fMLEH3NOHHOTO
krtoya. JlnueHana gaet npaBo UCNoNb30BaTb KOMMOHEHTbLI MPOrpaMmMbl CO OHS aKTUBaLMM KIo4a:

* SoftControl SysWatch Core (Core) — 6a30Bblii KOMMOHEHT MPOAKTUBHOW 3aLyThI
SoftControl SysWatch;
® Anti-Virus (AV_KAV) — [ononHUTernbHbIN KOMIMOHEHT TOMCKa BUPYCOB, TPOSIHCKMX

nporpamMmm m opyrmx BpeaoHOCHbIX 06bekToB (ckaHep Kaspersky Anti-virus);

i Ons SoftControl SysWatch ¢ aHTvBupycHbIM aswkkom Kaspersky Anti-virus gononHuresns-

HO TpebyeTca OenCTBUTENbHBIN NMLEH3NOHHBIN KItod KAV (*.key), KOTOpbIN HEOBX0AMMO

NMOMECTUTb B CJ'IeLlyPOLIJ]/IIZ KaTarnor:
<KkaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\KAV

e Anti_virus (AV-AV4) — pononHuTerbHbIN KOMIMOHEHT [MOUCKa BUPYCOB, TPOSIHCKMX
nporpamMm m apyrmx BpeAoHOCHbIX 06BHEKTOB (CkaHep Avira).

Tunbl mueH3nn SoftControl SysWatch onvcaHbl B Tabn. 7.

Tabnuua 7. Tunbl NULEH3UN

JINLEH3MOHHDINM KN4 A4S NPOBHOro MCMosb30BaHUsi NPOrpaMMbl.

Cpok genctBusa — 30 gHen.

[MpumeyaHue: MoxeT ObiTb UCMONb30BaH HA O4HOM KOMMblOTEPe TONbKO oauH pa3. [poaneHune
N NOBTOPHOE UCMOJb30BaHME KMoYa HEBO3MOXHO.

JINUEH3MOHHBIN KoY A5 NOMHOLEHHOMO UCMOSb30BaHMs nporpamMmmsil.
KommepquKaﬂ CBoicTBa NMLUEH3UN U ncnosibdyemble OOMOJIHUTENbHbIE KOMMOHEHTbI onpenendrTCA KOHKPEeT-
HbIMW JTMLIEH3VNOHHbIMU KIto4YaMu.

[na nokanbHOM akTYBaLuM NIMLEH3NOHHOMO Kroya nepenante Ha BKraaky JIMueH3usa naHenm_yn-
paBrenus >° SoftControl SysWatch, BBeayTe krioy B norie HoMep 1 HaxxMuUTe Ha KHOMKY AKTUBM-

poBaTb. B crnydae ycnelwHon aktmBauum otobpaxaeTcs cratyc [elticmeyrouw,as JTuyeH3us.

3a 30 gHen, 2 Hegenm oo NCTEYEHMA CPOKa, a Takke B TeYEHUE NocregHen Heaenm ENCTBUS KO-

Ya npurioxxeHne yseomrdeT 00 aToM nonb3oBaresnd. B YKa3aHHbl€ OHU Ha 3KpaH BbIBOAUTCA CO-

- ]
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OTBETCTBYyOLLECE coobueHune. No okoH4YaHUK CpoOKa OencTBUA Knova Ha Bkragke JiuueH3unsa oTo-

BpaxaeTca cratyc JluueH3usi 3akoH4Yunace. Nlocne 3TOro OTKMYaeTCs BO3MOXHOCTb OOHOBJSIE-

o 121
HVS_NPOrpaMMHbIX MOAYIEN N aHTMBUPYCHbIX Ba3 =, a Takke 3anpeuiaeTca 3anyck nobbIx npo-

rpaMmm ycTaHoOBKW. B octanbHoM dyHkumoHanbHocTb SoftControl SysWatch coxpansietcs.

Uepes ABa mMecsiua nocrie UCTeYEeHUs CpoKa AEUCTBUA Krova Kaxabl Yac noBepx BCEX OKOH
BbIBOAUTCS COOOLLEHNE O TOM, YTO NMUEH3us uctekna. CooblueHne otobpaxaeTtca B TeveHne 10
CEKYH/.

UToObl MCMoNb30BaTh HOBbIE GOYHKLIMM NpOorpamMMbl 1 nocriegHue paspaboTku B obracTu npeBek-

TUBHbIX TEXHOJIOMMIA, PEKOMEHAYETCS NPOAieBaTb JMUEH3MIO MPOrpaMMbl.

5.4 ABTOMaTtMyecKasa HacTpouka (c6op npodcuns)

ABTOMaTM4ECKasi HacTpourka, W cbop npoduns, sSiBNAeTCA BaXHbiM 3Tanom B obecneveHun
NPOAaKTVBHOM 3aluTbl NPOrpamMMHOIO OKpyxeHus cuctembl. C6Hop npoduna 3anyckaetcs
aBTOMaTUYECKM NO OKOHYaHuM yctaHoBku SoftControl SysWatch, 3a ncknioyenvem crnyvaes, Korga
CHAT doriaxok Bknrwouutb cbop npocuna nocne yctaHoBku (CM. puc. BkroueHne cbopa
npodouns ). MpeanonaraeTcs, 4To nepes HavaroM cbopa npodurs cMcTemMa He COAEPXUT Bpe-
AOHOCHbBIX 06BHEKTOB. M0 3TOM NpMYNHE NepBOHAYarbHbIM COOP NPOGUIS NO YMOSHAHMIO OCYLLECT-

BIIIETCA C BKMOYEHHON OMLMEN aHTVBMPYCHOTO CKaHMPOBaHUs *° Ans HapéxHoro oGecreveHus

yKasaHHOro ycriosusi. Ecrim o6bekT He MHUUMPOBaAH, TO PacCYMTbIBAETCHA €ro KOHTPOrbHas Cym-
Ma n gobasndetcsa B npodurb. O6bektamn asnatoTes gannel popmata PE (nepeHocumble mc-

NorHseMble dpansbl).

9

1 HAYarom npocurs no T BaHM BbINOMHUTE HACTPOWKY Ero napameTpoB *° .
MNepen Hauarom cbopa npod o TpeboBaHuo * OFHWTE HACTPOKY ero napameTpoB *°

5.4.1 Onuwuun cb6opa npocdhuns

[ns HacTpovikn napameTpoB cbopa npohuns OTKpouTe pasaen 3awmrta HacTPOEeK NporpaMmmbl, B

obrnactn Pexunm 3awmurbl HAOXXMUTE Ha KHOMKY HaCTPOI/ITb (pVIC. HacTtpoiikun obumx napameTpos

3aupTbl ).

- (5]
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" Hacrpoiika nporpamme SysWatch

3awmTa
0OBwmMe NnapaMaTphl 3aWMThI

JawmTa
MpoBepka
ObHoeneHue
4 [apaMeTpel
Bun
OTHETHI

OnoseweHua

Cnpaeka

=)= =
PEMXMM 38WNTBI
BrAMYHTE 3aWwmnTy
I'Ipmnox(Equ
[¥] waiinoeas cucrema
[¥] Cucremnmii peectp
¥ cets

¥npaeneHue MHLUWOSHTaMK

@ BrnrwouwTs asToMaThdeckyto obpaboTky MHUKMOEHTOE

) Brnrounte obpaboTky MHUWOSHTOB NONb30BaTENEM HacTpouTs...

YnpaeneHue naponem

[] BrnrounTs 33WMTY naponem HacTpouTs
MnobansHeld pexum obHosnedua MO (Tpebyetca nepesarpyska)

[ rnefanehwii pexum obheenenna NO (Tpebyetca nepesarpysxa)

’ OK ] [ OTMEHA

PucyHok 39. HacTtpowkm o6wmx napameTpoB 3aWMThI

B okHe HacTpomnka pexuma 3awuTtbl Ha Bkragke MNMpodunb cMCTeMbl HaXXMUTE Ha CCbISKY

HacTtpoiika (puc. OkHo c6opa npoduns *").

B obractn CocTosiHMe kKomnbloTepa (puc. Hactpoiiku c6opa npocurs *°) BoamoxeH BbIGOp

OBYyX BapraHTOB aBTOMaTM4YEeCKoUn HaCTpOIZKI/IZ

o TpebyeTcs npoBepkKa

Mpwn BbIGOPE AaHHOM onummn ByaeT NPoM3BOAUTBLCSA MONHAA aBTOMAaTUYECKas HaCTPOVKa,

BKIovatoLaa B cebs aHTMBUPYCHOE CKaHMpOBaHKE. PeKomer,yech npoBOAuUTb NPOBEPKY

B NMpoLecce aBTOMaTUYECKOM HACTPOWKM B Crlydae, Koraa B CUCTEME He YCTAHOBEHO aHTU-

BupycHoe O 1 BO3MOXHbI yAa3BMMOCTM B 0bracTtn 6e3onacHoCTw.

o YncTtbin, npoBepka He TpebyeTtcA

B cnyvae Bbibopa aaHHOM onuum aBTOMaTM4EeCKasi HacTponka GyaeT npousBoautbecst 6e3

AHTUBUNPYCHOIoO CKaHMpoBaHWUA.

Mpwv NonHOM aBTOMAaTUYECKON HAaCTpPoOKKe 3aTpadmMBaeTca 6onbLue CUCTEMHbBIX PECYPCOB U

BpeMeHH, 4eM npu aBTOMaTU4YEeCKoun HaCTpOIZKe 6es adHTMBUPYCHOIo CKaHMpoBaHWUA.

-— ¥ ]
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1l HacTpoiika peskima sawitsl @

Npodune cMCTEME | MpunomeHna

Mpodmne cucTEMBbL

[T venens3oeats npoduns cuctemsl

[ BrinonHuTs ofHoEneHKe aHTHEMpYCHEX Gas nepen cBopom npoduna

Mpeduns He cosaaH

HeobxoaumMo coznaTs I'I|JDI:bIJU'II:| CHUCTEMEI Cosnate

OBnacTs NpoURKPOBAHWNA ... . ... CuUCTEMHBIR pazaen

COCTOAHWE KOMNBRITEPA ... ... ... ... ... ... ... Tpebyerca nposepxa
Hacrpoika
Cnpaeka ’ OK ] ’ CtMeHa MpUMEHNTE

PucyHok 40. OkHo c6opa npoduns

ABTOMATUHECKER HACTPORKE @

MNporpaMMa cofepeT O3HHBIE O NPUACKEHWAX, YCTEHOBNEHHBIX HA BallEM
KOMMBKTERE M CUCTEMHEIX dainax Windows. Mpodune cucTeMel ByoeT
3E¢MKCMDDEEH AN\ NpeEA0OTEPAWEHWA BbINONHEHWMA NOTEHUWMANbHOD
ON3cHbBIX I'IpMJ'ID)KEHMﬁ Ha KOMNBROTEPDE.

MNpodwne cucTEMBL

@ Tonbko cucTeMHEIR pasaen

Bce owckn

CocTosHue KOMNBHTERA

@ TpebyeTtcs nposepka (PekoMmeHayeTon)
He wcnonb3yeToA aHTMBMpycHoe MNO. He yCcTaHoBnEHb!
nocneadne obHOBNEHWA ONEPALMOHHOA cucTeMbl, BosMokHo
HaNM4YKe BPeAOHOCHEIX NPOrPaMM HE KOMNBIOTEPE.

(") YucTell, nposepka He TpebyetcA

PeakuMa Ha yrposy
@ Bribop A8RCTBMA BETOMETMUECKN
* Meyutb
+ [ponycKaTs, CAM NEYEHWE HE BOIMOMHO
() NepeMecTMTE Ha KapaHTHH
) NponycTuTe
BHuMaHWe. ASTOMATHYECKAN HACTROAKE MOMET 38HATE HEKOTOPOE BPEMA,

E 33BMCUMOCTH OT KOHMIMIypaLUWi BaWEro KOMNBIOTERE W YCTAHOBNEHHBIX
NPUACHKEHMH.

[ OK ] ’ Ommena

PucyHok 41. Hactpownku cbopa npocuns

B obrnactn Peakuunsa Ha yrpo3sy (OoCTyrnHa TOMbKO Mnpu BbIGOpe MOSHOM aBTOMAaTUYECKOMW Hac-

TpOIZKI/I) BO3MOXHbI Crieytolpe BapuaHThbl OEencTBUN npu o6Hapy>KeH|/||/| yrpos B npouecce aHtTnBu-

PYCHOIo CKaHMpOBaHUS:

o Bbibop gencTtBMa aBTOMaTU4eCKMU:

* JleunTtb

- (]
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O6e3BpeanTb 3apaKEHHbIN OO BEKT.
* [lponyckaTtb, ecrnu neyeHme HeEBO3MOXHO
He BbINOSHATL Kakmx-rimbo AencTBUM Haf 3apaxxeéHHbIM 06beKkToM, ecrim 0b6e3BpeanTb
ero He ygaércs.
o NMepemecTnTb Ha KapaHTUH
MepemecTuTb 3apaK€HHbIN 0OBHEKT B CneumanbHbIA KaTarnor 1 3anpeTuTb €ro BbiMoSHEHKE.
o MponycTutb

He BbINOMHATL Kakux-rimbo AENCTBU Hag, 3apaEHHbIM OO BEKTOM.

5.4.2 3anyck no TpeboBaHuIO

3anyck c6opa npocunsa
[Ona Havana cbopa npoduna B okHe HacTpowka pexuma 3awuTbl Ha BKragke

Mpodunb cucTembl HaxmuTe Ha kHorky CosaaTth (puc. OkHo c6opa npoduns *7).

® Bo Bpems aBTOMaTU4ECKOM HACTPOWVKIN HEXXeNaTerNbHO BbIMONHATL ycTaHoBKy 10 B

cucreme.

Ecrm Heobxogumo npepBatb cbop npoduna, Haxmute Ha KHONKy OCTaHOBUTb

(pvic. Mpouecc c6opa npoduns *%).

i HacTpoiika peximMa 3autel @

Mpoduns cUCTEME! | MpuaoKeHUS

MNpodKune cUcTEMEL

[ cnenssosate npoduns cucTemsl

[ BeinonHuute oBHosneHWe aHTMBUpYCHEIX Bas nepen cBopoM npoduna

Co3aaHue Npoduna CHCTEMB

-— | 25% OcraHosmTs

OBnacTe NpofUAMPOBEHWA | ... ... ... CMCTEMHEIR pasaen
CocToaHue L e TDEEVETCH npoBEpKa

LAMTEABHOCTE L. ..o ettt ettt 00:54:47
OfberT ... C\Windows'winsxsiamded_microsoft-windows-ieframe_31bf3.. \ieframe.dll

NoapoBHo

Cnpaexka ’ OK ] ’ OTMeHa ] [I‘Ipnnewm

PucyHok 42. MNMpouecc c6opa npodunsa

B avanoroBom okHe BbibepuTe, COXpaHATb M HAKOMNSIEHHYIO MHGPOPMaLMo O hannax ans

- ]
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MCMONb30BaHMA NpY NPoAopkeHnn cbopa npoduna (puc. BeiGop pexvma npepbiBaHus

cbopa npocuna °%). Mpu BbIGope BapuaHTa [a Bbl CMOXeTe NPoAoiDKUTL C60p Npodurs ¢

TOro MecTa, rae oH ObiN NpepBaH.

i Mpodune He co3gan @

\  CoxpaHuTe cobpaHHyr wHbopMaunio o dainax ons Mcnonb30saHua
" npW npoaon#xeHun cbopa npodwmna?

2 ) [ ner | [[omena |

PucyHok 43. Bbibop pexxuma npepbiBaHus cbopa npodunsa

i Ecrm paboTa cuctemHon cnyxbbl safensec.exe bbina Kakum-mmbo obpasom 3aBep-
leHa B npouecce cbopa npodund, To nocre e€ MoBTOPHOro 3arnycka npodoub
npoaoKUT cobupaTtbca aBToMaTudeckn. Ecrm cbop npodwuns Obin ocTaHOBMEH
nosrb3oBaTeneM C NOMOLLBH COOTBETCTBYHOLLEN KHOMKW, TO MOCIe NMOBTOPHOrO 3a-
nycka cucTeMHoOW Crnyxbbl safensec.exe npodurnb cobupatbca He OyageT. B atom

crnyyae Asisi NpoAo0JSTKEHUsT aBTOMAaTMYECKOM HACTPOMKM HEOBXOOUMO 3anyCcTuTb eé

BPYUHYHO.

Mo okoH4YaHWMM npouecca aBTOMATUYECKOW HACTPOWKn oTobpaxaeTca crtatyc [Tpogusib
co30aH W aBTOMaTMYECKM YycTaHaBrmBaeTca raxok Wcecnonb3oBatb npodpunb

CUCTEeMbIl — NporpaMma nepexoauT B LUTaTHbIA PEXMM paboTbl.

i He pekomeHgyeTcs cHumaTtb (oriaxxok Acnonb3oBaTb Npounb CUCTEMbI, TaK

Kak B 9TOM Crydae nepecTtaét paboTtaTb KOHTPOSb UCNonHAeMbIX hairos PE.

O6HoBRNEeHMe npodunna cucTtembl
B cnyyae HeobxogumocTn (Hanpumep, ecrim Obirio pa3BépHyTo 6ornbLuoe yucro MO 6e3 ne-
Nofb30BaHMA NporpamMm ycTaHoBku unm korga 3awmrta SoftControl SysWatch 6bina oTknto-

YeHa) MOXXHO OOHOBUTL MPOUIb CUCTEMBI.

— &
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'3 Hactpoiika peskima 3awuTel @

Npodune cMCTEME | MpunomeHna

MNpodune cHCTEMBI

Mcnons3oeats npoduis CHCTEME

[ BrinonHuTs ofHoEneHKe aHTHEMpYCHEX Gas nepen cBopom npoduna

MNpodwune cosaax

MNpw HeobxoawMmocTy oBHOBUTE Npoduns OBHOBHTE

OBnacTs NpoURKPOBAHWNA ... . ... CuUCTEMHBIR pazaen
COCTOAHME KOMIBEOTEPE ... .ttt MNpoeepka He Tpebyerca
LETa COTATHUA ... e 28.12.2017 21:04:15

NoapoBHo
HacTpoiika

Cnpaeka ’ oK ] ’ CtMeHa ] [HI’JMMBHMTb

PucyHok 44. 3anyck o6HoBneHus npoduns

Mpn aTOM NOMHbIN cbop NPohuns He NPOM3BOAUTCS, COBUPAOTCA OaHHbIE TOSNbKO O TeX
NPUIOXKEHUSX, KOTOPbIE HE BKMOYEHbI B NPOdUrib HA MOMEHT Havarna ero obHosneHus. [1ns
BbINOSIHEHMS onepauuMnm B OkHe HacTpouka pexuma 3awuTtbl Ha Bkragke Mpodunb

CUCTEMbl HAXMUTE Ha KHOMKY OBHOBUTB (puc. 3anyck o6HoBrieHUs npoduns ).

Ho6aBneHune oTaenbHbIX ¢hannoB B npodunb
Ecrm Tpebyetca nobaButb TONMbKO onpeaenéHHbii hamn um kaTtasnor ¢ dannamm B npo-
dunb cnuctembl, B OkHe HacTponka pexunma 3awunTbl Ha Bknagke Mpocgpunb cucrembl

HaXXMUTE Ha cTpoky O6nacTb npodunuposanus (puc. 3anyck o6HoBneHus_npocuns ),

BblOepuTe cooTBETCTBYIOLWMIA BapuaHT (lobaBuTb dpann wim [lobaBUTbL nanky), ykaxure
HeobOxoaumble alrbl U HaxXmuTe Ha KHOMKY OTKpbITb. [locrne Toro, kak B CTpOKe
O6nacTb npocdunupoBaHua oTobpasuTcs nNyTb K Tpedbyemomy canny um kaTasnory, Hax-

MUTE Ha KHOMKY OGHOBUTb.

MpocmoTp oT4yéTa 0 cbope npocdhuna
[ns npocmoTpa nogpobHOro oT4é€Ta 0 NPOBEAEHHOM COOpe NPOMUIA HAXKMUTE Ha CCbISKY

Moapo6Ho (puc. 3anyck o6HoBREHMA npoduna ).

- (& ]
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5.5 [leTtanbHas

HacTpouka SoftControl SysWatch

Mo knaccudpmkauum SoftControl SysWatch Buabl cobbiTuin, npeactasnaroupyx yrpo3y 6esonacHoc-

TW NPOrpamMMHON cpeabl (MHUMOEHTbI), NOAPAa3aensitoTCs Ha CrieAytoLLe OCHOBHbIE KaTeropum:

* 3anyck NpuioXxeHust He B Npodure.

i 33|'IyCK HenoannmcaHHOro MHCTarmAaTopa.

* HapylieHve NonmMTUKN KOHTPOSS.

Bo3moXHble AENCTBUS AN KaXKO0W KaTeropum MHUMOEHTOB nepeyncneHsl B Tabn. 8.

Ta6nuua 8. Bo3aMoXHble AeVCTBUA NPU UHLUMAEHTaX

3anyck NpunoXxeHus He

¢ BbINONMHUTL B OFPaHUYEHHOM peXume

BbinonHeHne npunoXxeHns B M3oNMpoBaHHOM cpefe ("necoyvnuue") nog YYETHOM 3anucbio
nonb3oBatens «V.L.P.O.» ¢ orpaHnyeHHbIMK npuBunernamu. MNpu atom gobasneHus B Npo-
Vb CUCTEMBI HE MPOUCXOAUT, @ NPUINOXKEHNE MOMELL AETCA B OTPAaHNYEHHYHO 30HY .
MpunoxeHne MOXET 3arpyxaTtb AOYepHUEe MOAYSM, KOTopble Takke He BoWayT B NpodmIib
cuctembl. [laxxe ecnu Takoe MpuroxeHue ABMSETCS BPEOOHOCHBbIM U BbINOMHUT YCTaHOBKY
Kaknmx-nmbo [OONOMHUTENbHBIX KOMMOHEHTOB, TO WX MNocriegytouias 3arpyska OyaerT
npegoTBpaLy eHa.

¢ BbLINONMHUTbL B OrPaHMYEHHOM peXume nocrie NpoBepKu

3anyck NpuUnoXxeHns B OrpaHNYEHHOM pexnume, ecnv npu aHTMBMPYCHOM CKaHMpPOBaHWUK Mpu-
NoXeHUs1 He HanWgeHo BpefoHOCHoro koda. B obpatHom cnyvae 3anyck Oyaer

uHcTannsiTopa &0

B npodmre 52 3a6MOKMPOBaH.
¢ BbINONHUTL B peXxume ob6HoBneHus MO
BbinonHeHne npunoXxeHust nog, TekyLen y4ETHOM 3anmcbto 6e3 orpaHudeHmin. MNpu atom npu-
foXeHue 1 BCe ero JodepHue MOoAynu nomeltarTcs B Npodwinb CUCTEMbl U [OBEPEHHYHO
30HY.
¢ BbinonHuTtb B pexunme obHoBneHus MO nocne npoBepku
3anyck npunoxeHus B pexume obHoeneHus O, ecnn npu aHTMBMPYCHOM CKaHWUPOBaHWM
NPUNoXeHns He HangeHo BPeAoOHOCHOro koga. B obpatHom crniyyae 3anyck OyaeT 3abrnoku-
poOBaH.
e 3abnokupoBaTb (M0 yMOMYaHMio)
BriokupoBka 3anycka npunoxeHus.
¢ YCTaHOBUTb
BbinonHeHne uHctannaTopa nog Tekylien YYETHOM 3anucblo 6e3 orpaHuyeHuin. Mpu aToM
nocrne yCTaHOBKM MPUIOXEHWE U BCE ero JoYepHue Mogynv noMeLlalnTcsa B npodwmnb cuc-
TEMbI N JOBEPEHHYIO 30HY .
¢ YcTaHOBUTbL Mocre NpoBepKu
e 3anyck uHcTannaTopa B pexumMe obHoBneHus MO, ecrnn npyv aHTMBUPYCHOM CKaHUPOBaHUM
HEMOANMCAHHOTO yCTaHOBLL KA He HangeHo BpeJoHOCHOro koga. B obpaTtHoM criyyae 3anyck 6yaet 3abroku-

pOBaH.
¢ YCTaHOBUTb B OTPaHUYEHHOM peXxume

BbinonHeHne vHcTannaTopa B nsonupoBaHHoW cpefe ("nmecoyHuue") nod yYETHOW 3anuchbio
nonb3oBatens «V.l.P.O.» ¢ orpaHnyeHHbIMK NpuBunernamu. MNpu atom gobasneHus B Npo-
mIb CUCTEMBI HE MPOUCXOAMT.

¢ YcTaHOBUTb NOCIie NPOBEPKU B OrpaHU4€HHOM peXxume

————an
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3anyck MHCTannaTtopa B OrpaHUY4EeHHOM PEXMME, €CIM MpU aHTUBMPYCHOM CKaHUPOBaHUM
WHCTannsiTopa He Ha4eHo BpedoHOCHOro koga. B obpaTtHom crnyyae 3anyck OyaeT 3abrnoku-
pOBaH.

e 3abnokupoBaTb (MO YMONYaHWUIO)

BrnokupoBka 3anycka nHctannstopa.

¢ Paspewntb

PaspelLeHre NpUoXeHNto BeIMOMHWUTL AelCTBME, COBNagatoLee C YCroBMsIMM npaBuna 3a-
[aHHOW NOMUTUKU KOHTPOIS,, O HOKPATHO/Ha CECCHI0.

¢ Paspewmntb nocrie NpoBepkKu

PaspeLueHre NpunoXeHnto BeIMOMHWUTL AelCcTBME, COBNagatoLLlee ¢ YCroBMsSIMM NpaBuna 3a-
OaHHOW  MONMWTUKM  KOHTPOMsl, OAHOKpaTHO/HA CEeccuio, €ecnvm Mpu  aHTUBUPYCHOM
CKaHMpOBaHWK NPUINOXEHUsT HE HaMZEHO BpedoHOCHOro koaa. B obpatHom cnyyae genctsue
Oynet 3anpeLy eHo.

e 3anpeTutb

3anpeT MPUNOXEHU BbLINOMHUTL LENCTBME, COBMajakolwee C YCroBUsiMU npaBunal
334aHHON NOMUTVKN KOHTPOJSS, OQHOKPATHO/Ha CECCUIO.

e 3anpeTUTb U 3aBepPLUINTL NPUSIOKEHUe

3anpeT MpUNOXEHU BbLINONMHUTL AENCTBME, COBMajallee C yCroBUsMU MpaBuna
3a[1aHHOW MOSIMTVKN KOHTPOIS, U NOCreayoLLee 3aBepLUIEHNE MPUINOXKEHUS, OLHOKPaTHO/Ha
ceccuio.

HapyweHnue nonmmviku
KOHTpons 72

6

Ha Bkragke CTaTyc naHesm ynpasrieHnA 2 nporpamMmsbl 0To6pa>+<aeTC$| TeKyLLlVIIZ cTaTtyC 3auuthbl

n cnncok obracten oTcrexvBaHus. Takke Ha BKMagke nNpvBOOUTCA CTATUCTMKA MO obLemy
KonmyecTBy 3apeructpupoBanHbix SoftControl SysWatch npwurioxeHuin B cucteme, ctatucTuka no

KOMMYECTBY MPUIOKEHWA B KaXKOOM W3 30H_BbIMONHEHUs %2, a Takke WMS MPUIOXeHNs,

BbI3BaBLLErO NOCeAHUA N0 BPEeMEHU MHUMAEHT. [10 yMOmHaHuio ycTaHaBMBaETCH OTCreXuBaHue
no BceM obractam 3aumtbl, Npu 3ToM oOTobpaxaeTca crtatyc Komrnbromep 3aujuuieH.
OTKIMOYEHVE 1 BKIKOYEHME OTCIIEXMBAHMA MO KaXKaom 06racTi OCYLLECTBIIIETCS HaXaTveM JieBOu
KHOMKM MbILLM MO Ha3BaHWMIO 06riacTu; Npu 3ToM oLy cTaTyc 3almTbl UBMEHsieTCa Ha HernonHas
3awuma KoMrbomepa, €Crim OTKIIOYEHO OTCreXxvBaHme xoTs Obl Mo ogHom obrnactn, n Ha
Komrnibtomep He 3awuuwieH, eCrm OTKIMYEHO OTCreXxvBaHue no Bcem obnactam. [aHHbie
BO3MOXHOCTM Takke OybrmpyloTcsa B  HacTpoWkax nporpamMmbl B pasgene 3awuTa

(pvic. HacTpoiku_ o6umx napameTpoB 3aumtbl *°). OTCrexvBaHie aKTUBHOCTV MPUMOXKEHMA

BKMOYMEHO, KOraa oTMeYeHa obracTb 3auytbl MpunoxeHus.
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" Hacrpoiika nporpamme SysWatch EI El @

3awmTa
0OBwmMe NnapaMaTphl 3aWMThI

SawuTa PEMXMM 38WNTBI

MpoBepka erot—mn: SAWMNTY

ObHoeneHue
MpraoxeHa

4 [apaMeTpel

Paiinoean cMcTeMa
Bua

OTueThl [¥] Cucremnmii peectp

CnoBeweHna File= %

¥NpaeneHue MHUWOSHTaMK

@ BrnrwouwTs asToMaThdeckyto obpaboTky MHUKMOEHTOE

) Brnrounte obpaboTky MHUWOSHTOB NONb30BaTENEM HacTpouTs...

YnpasneHue naponem

[] BrnrounTs 33WMTY naponem HacTpouTs
MnobansHeld pexum obHosnedua MO (Tpebyetca nepesarpyska)

[ rnefanehwii pexum obheenenna NO (Tpebyetca nepesarpysxa)

Cnpaeka ’ (o] ] [ OTMEHE

PucyHok 45. HacTtpowkm o6mx napamMeTpoB 3alMThI

Hwke npmeegeHa pgetalibHadA I/IH(bOpMaLI,I/IFI no HaCTDOIZKe OTClexXmBaHMA aKTMBHOCTU

NPUINOXKEHWUIA:

" OMNUMM OTCREXMBAHVSI aKTUBHOCTU > ;

= 06paboTKa MHLMOEHTOB 3arnycka NpurioxeHuin > ;

- 62
. 30HbI BbINMOJIHEHNA NPUIIOXEHUN 8 ;

= CBOWICTBA OTAEMbHbIX NMPUNOXEHUA > ;

= Genblii CIMCOK cepTudmKaToB .

5.5.1 Onuuu oTcnexmBaHMA aKkTUBHOCTHU

Ona nsmeHeHVs OOMNONHUTENbHBIX OMNUMIA OTCREXUBAHMSI aKTMBHOCTM OTKpoMTe pasgen 3awmTa
HAcTpoek nporpammbl, B o6ractu Pexum 3awuTbl Haxvute Ha kHonky HacTtpouTb

(pyc. HacTponkm o6Lumx napaMeTpoB 3aLLUThI 58 ) U B OkHe HacTpouka pexuma 3awmTtbl nepen-

avte Ha Bkragky MpunoxeHus (puc. Onuum KOHTPOSISE aKTUBHOCTU 28 )-

B o6ract MpunoxeHuns pacrnonioxeHbl crieayrolme onumm;
O CoxpaHfAATb UCTOPUIO AaKTUBHOCTU HEOTCreXUBaeMbIX NMPUIIOXXEHUW U UHCTanns-
TOpPOB:

ABTOMATMYECKOE BKIHOYEHME ONUMM 3anvcu UCTOPUM aKTUBHOCTU 68 npun nepsomM 3anycke

NPWIOXeHUs, OTCYTCTBYIOLLErO B Npodourie, nin nHctannatopa 6e3 SLI.

- (& ]
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d 3al1peTMTb BbINOJIHEHNEe CKPUNTOB:

BrokupoBka BbIMOSNHEHUST HEOBEPEHHBIX CKPUMTOB MHTEpnpeTaTtopamu (KPOME CKPUMTOB,

noanucanHbix LM ns Gerioro_cnucka cepTuidurkaTos 9y, 3anpelgloTcs criegyloluye npo-
LlecChbl:

— wscript.exe (Microsoft ® Windows Based Script Host);

— cscript.exe (Microsoft ® Console Based Script Host);

— java.exe (Java™ Platform SE binary);

— javaw.exe (Java™ Platform SE binary);

— javaws.exe (Java™ Web Start Launcher).

[ns 3anpeTa 3anycka onpefernéHHbIX MpoLEecCoB pekoMeHayeTcs co3faBaTb COOTBETCT-

BytoLLMe [paBuna NOMUTVKN KOHTPOMS 2 .

U Bknrountb KOHTponb dil-moaynen (TpebyeTcsa nepesarpy3ka):
KOHTpONb LIeNOCTHOCTM AvHaMmdeckn nogkrnodaemblx 6mbrmotek (DLL), mcnonb3yembix
NCMOMHAEMbIMWN KOMIMOHEHTAMM.
KoHTtpornb 3anycka dll-moayrnen paboTtaet crieaytoupm obpasom. Mpu nonbiTke 3arpyauts dli-
6ubrmoteky SoftControl SysWatch nposepseT, nognucaHa rmm oHa JUIM. Ecrm 6ubnmoteka
nognucana n Windows npusHaét QLI gencrteuTensHoOn, To 3arpyska 6ubnmotekm paspeLua-
eTca (maxe ecrm e€ Het B npodure). Ecrm y 6ubnmotekn otcytrcteyet AL, SoftControl
SysWatch npoBepsieT, ecTb v gaHHasa 6ubrmoTteka B npodune. Ecrm ectb, 3anyck paspe-
LLAETCH; €CIM HET — OTKIOHAETCS.
[MpumeyaHve: He NOAAEPXMBAETCS 3anpeT Ha 3anyck OMbrmoTek, B KOTOPbIX OTCYTCTBYET
TOYKa BxoAa (bubrnmoTek, coaep Kalmx TONMbKO pecypcbl, 6€3 UCMONHAEMOro Koga).

U 3anpeTuTb BCeM, KpOMe MHCTaNNATOpPoB, Moaudukauumio ucnonHsaembix cpannos PE:
3anpeT n3mMeHeHus1 ucrnosHaemMbix ganrnos (exe, dil n T.n.) BCEMM NPUNOXKEHUSIMU, KPOME pa-
G6oTatoumx B pexxvme obHoBneHus MO. No3BoONsSET CHU3UTE PUCKU HAPYLLEHUS] LIENIOCTHOCTU

CUCTEMDbI.

— &
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'3 Hactpoiika peskima 3awutel @

MpWnokeHs

COXPaHATE UCTOPUKD BKTMBHOCTH HEOTCNEKMEBAEMbIX NPUNDKEHWA W MHCTANNATOPOE
[[] 3anpeTiTe BEINGAHEHME CKPUNTOR

[[] Brntouuts kontpons dll-moayneit (tpefyerca nepesarpysxa)

[[] 3anpetuTe sceM, KpoMe MHCTAANATOROE, MOAMMBMKALMIO WCNOAHASMEIX baiinos PE
YaaneHe HESKTUBHBLIX NPHACHEHWA W Npasun

[[] ¥nanats MHbopMaLMo 0 NPUNOKEHNAX, He 3anyckaswnxcA Gonee 80

MNocneaHas O4YUCTEE: He NPoWM3BcOMNach

Crnpaexa ’ OK ] ’ OmmeHa ] [HDMMBHMTb

PucyHok 46. Onuum KOHTPONA aKTUBHOCTU

B obrnactn YaaneHune HeakTUBHbIX NPUINOXEHUW N NpaBun ycTaHoBUTE (briaxxok YaanaTb
MH(opMaLIMIO O NPUITOKEHUAX, He 3anyCKaBLUMXCA Gonee 1 Bbibepute KONMMYECTBO OHEW,
ecnm TpebyeTtca yoanaTte 13 6a3bl AaHHbIX SoftControl SysWatch 3anmcu o HeakTuBHbIX npunoxe-
HUSIX, YAOBNETBOPSIOLLUX 3aAaHHOMY YCIOBMO. YTOOLI NPOM3BECTUN OUUCTKY HEMEANEHHO, HAXXMUTE
Ha KHOMKY O4nCTUTBL cenyac. YTobbl cobupaTb UCTOPUIO aKTMBHOCTWU MPUIOXEHWA, BbiCTaBUTE

ranouky XpaH1MTb MUCTOPUIO aKTUBHOCTM NPUNOXKEHMIA (CM. PUCYHOK Hibke ).

B SoftControl SysWatch peammsoBaH rnobansHbin pexxum o6HoBrneHua MO ana nogaepXkuBbINos-
HEHWA MHOTOLLAroBbIX NPOrpamMm ycTaHOBKW. [py BKIMOYEHWM AaHHOTO peXxvma BCe NPUoXeHus 3a-
MycKaltTCA Kak MHCTanaTop n gobaenaiTca B npoduns (pexum obydenns). Kpome Toro, B npo-
Gurb 4o06aBATCA BCE U3MeHeHUs B ncrosnHaeMblx coamnax PE. [1ns BkoveHns pexuma yctaHo-
BUTE doraxkok y onuum MooGanbHbIn pexxum o6HoBneHus MO (pekomeHayeTCsA nepe3arpy3ka)

B pa3fere 3awmTa HacTpoek Mporpammbl (pyc. HacTpoiikv 06Lumx napaMeTpoB 3aumTbl > ) 1 ne-

pesarpyaute cuctemy. Takke ynpareHve rnobansHbiM pexumom obHoBrneHns MO BO3MOXHO B

TUXOM peXVIMe C NOMOLLBI0 AOMOMHATENLHOM yTUnMTLI changetpsmode ™.

® Bo mn3bexaHnvne gobasnenusa B npocdunb BpeaoHocHoro MO onuuto FNobanbHbIN pexum
o6HoBneHuA MO pekomeHayeTca UCNONb30BaTh TOMbKO Ha "4ncThIX" cuctemax, Bcé MO

AJ19 KOTOPbIX yCTaHaBmBarsoch ¢ "3osotoro” obpasa.

ﬂ,J'IFI OTKIMKOYEHUA pexnma CHUMUTE cbna>|<0|< nnepesarpysumte CUCTemMy.

EES—————————————————— .-
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5.5.2 O6paboTKka MHUMAEHTOB 3anyCcKa NPUOXeHUHN

npeacTaBrieHa Ha puc. Hbke > .

( 3anycx npunoxeHus )

Mpunoxexune aenseTcs

na
OTCNEXMBaEMbIM U HaxoANTCA B
Cnucke 3anpeLléHHbIX?
HeT
HeT MpunoxeHue SBASETCS Aa
MHCTannsaTopom?
na
Mpunoxexne B npocune?
HeT Het MpunoxeHue nognucaHo
LN v 34N gecteutensHaz
na
TMpunoxeHue He B npodnme umn Berbiit crucok HeT
HErMoAMMCaHHbIN UHCTaNMATOoP. CepT”Cb”KaT_OE,’;SLln
[leiicTBYE COrNAcHO pPeLLEHNIo BKIIOHEH
nonb3oBaTens (MMM HacTPOEHHOMY
aBTOMaTUYECKOMY PELLEHWIO). na
Ceptudpumkar LM na
B 6enom cnmcke?
HeT
na na
?
MpunoxeHue oTcrexmsaemoe? Mpunoxere B npocpune?
HeT
CpenaTb NPUNoXeHVe
oTCrnexnBaemMbiM U o6aBuUTb
B CMMCOK JOBEPEHHbIX
3anycTutb npunoxeHune B 06bI4YHOM
pEeXuMe B COOTBETCTBUM C 30HOWA Y
na

MpunoxeHve oTcnexueaemoe?

CpoenaTb npunoxexHne
oTcriexvuBaemblM 1 106aBUTL B
CMUCOK OrpaHNYeHHbIX

Pykosodcmeo rnonb308amerisi

O6LLBFI CxeMa pearmpoBaHua Ha MHUMOEHTbl 3alyCka I'IpVIJ'IO)KGHI/II7I, OTCYTCTBYHOLMX B npocbvu'le,

MpunoxeHue otcnexusaemoe?

Cpenatb npunoxexHune
oTcrnexvBaemMbiM U o6aBuTL B
CMUCOK AOBEPEHHbIX

[o6aBuTb npunoxeHve
B npodunb

3anycTutb NpunoxeHne
B pexume obHosneHus NO
(BCe yCTaHOBMNEHHbIE MOAYNN
n06aBsTCA B Npochunb)

PucyHok 47. O6was cxema o6paboTkM 3anycka NpusioXKeHUn, oTCYyTCTBYOLWMX B npodune

- (& ]
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OkoHuaTernbHoe peweHue (puc. Bbille ") BbIGMpaeTCst B 3aBMCMMOCTY OT pexuMa yripaBrieH/s

MHUMOEHTaMU:

= ABTOMaTM4eCKnmn

Pewenve npuHmmaeTtca SoftControl SysWatch ucxoga us napametpoB 06paboTkm nMHUU-
AeHTOB, 6e3 obpalleHus k nonb3oBaTento. [N yCTaHOBKM OAHHOIO pexvma U U3MeHeHUs
ero napameTpoB OTKpouTe pasaen 3awuTa HacTpoek NporpamMmmbl, YCTAHOBUTE NEPEKIIO-
YyaTesb YnpaBreHMe MHUMAeHTaMM B nosioxeHre Bkniountb aBTOMaTuyeckyro obpa-

6OTKy UMHUUNOEHTOB N HAXMUTE Ha KHOMMKY HaCTpOMTb (pVIC. HacTpouiku 0bumx napameT-

poB 3aumTbl **). B okHe YnpaBneHue nHumaeHTamm (puc. HacTpoiika peakumm Ha MHUM-

pentbl %) B Cnucke MHUMAEHTOB BbiGepute TpebyeMbli TN CoBbITUA 1 B BbiNagaoLLem
meHio PeweHue yctaHoBUTE [OencTBUE, KoTopoe OyameT npoussoautbes SoftControl
SysWatch npu HacTynneHum gaHHOro cobbITus.

iYI'IpaBJ'IEHHE WHUMAEHTAMN @
MHunaeHTEI

CrNUCoOK MHUMAOSHTOE

WHumaeHT

3anyck HENOANMCaHHOA NPOrpaMMel YCTaHOBKK
HapyweHue NoAMTUKKN KOHTROASA

vn paBneHue HHUWOEHTaMK

Pewexne: ZabnokupoBaTe (Mo YMONUaHWKD) -

JANOMHUTE peWeHWe Ha CeCcCHiD

Cnpaeka [ OK ] [ CtMeHa ] [HDMM&HMTb

PucyHok 48. Hactpoika peakumm Ha MHUMAEHTbI

MonHbIM NepeyYeHb MHUMAEHTOB M BO3MOXHBLIX peakuui Ha HUX NpvBenéH B Tabn. 8 BhiLLe.
[na noaTBepxaeHnsa BblGpaHHbIX yCTaHOBOK HaXmuTe Ha KHonky OK.

* PyyHou

PeweHue npuHumaeTtca SoftControl SysWatch ucxoas ns Beibopa nonb3oBatens, OTMETVB-
wero Tpebyembl BapmaHT B AMarioroBoM OKHe. [1519 yCTaHOBKM JaHHOIO pexuma OTKpouTe
pasgen 3awuta HacTpoeK nporpamMmbl, YCTaHOBUTE Mepekroyatens YnpaBneHue
MHUMAEHTaMU B MnosioxeHne Bknountb 06paboTKy MHLUMAEHTOB NMofib3oBaTenem u

HaxmuTe Ha kHorky OK (puc. HacTpolikv o6LLmx napameTpoB 3apTbl > ).

— &
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3anyck npunoxeHus He B npocune
OkHo npeaynpexaeHus, otobpaxaemoe SoftControl SysWatch npu 3anycke npurnoxeHust He

B Npodurie, nokasaHo Ha puc. OKHO NpeaynpeXaeHns Ans NPUNoXeH s He B npodune *° .

OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:
® Obnactb onucaHust npuroxennsi. B gaHHoM 6rioke npuBoAUTCA WMHOpMauMs o

MPUNOXEHN He B Npodune: UMSI, USrOTOBUTESb, PE3yNbTaT aHTUBUPYCHON NPOBEPKU

(MOXHO NpOBEPUTbL MNPWIOXKEHVWE Mepen MPUHATMEM pEeLLEHUS, HaXaB Ha CCbISKy

NMpoBepuUTb 06BLEKT N BLIOPAB B KOHTEKCTHOM MEHIO BapuaHT 3anyCTUTb NPOBEPKY).

* Obrnactb Bbibopa aencteus. B Gnoke BbiGopa gencTBua oToOpaxatoTcs BO3MOXHbIE
OEeNCTBMA Npu 3anycke NpUroXeHUs He B npodourne:

— BbINOMHUTBL

O OQHOKPATHO 3anyCTUTb B OrPaHNUYeHHOW 30HE — BbIMOMHUTL MNPUIIOXEHUE B

nsormpoBaHHon cpefge ("mecoynnue") nog YY4ETHOM 3anucbio  Morb3oBaTens
«V.L.P.O.» c orpaHnyeHHbIMY NPUBUNErnsSMuY;

0 3anycTuTb B pexume o6HoBneHus MO — BbINONHUTL NpuroxeHne n gobasutb B

npodurb CUCTEMBI.

L PeKOMeH,ElyeTCFI BbI6VIpaTb 3T0 AenCTBME TOMBbKO B Cliydae, eCiim Bbl yBepeHbl, 4YTO

[laHHOE MPWIoXeHne He HaHeCcET Bpeaa cucteme.

- 3a|1peTMTb - 3a6J'IOKI/IpOBaTb BbINOJIHEHWE MPUIIOXKEHNA.

i PeKOMeHﬂyeTCFI BbI6MpaTb 3TO AeuncTBume, ecrm npouncxoxxgeHue npurnoXeHnda Hems-

BECTHO U1 ero 3anyck He CaHKLIMOHMPOBAH MNoJib30BaTesieM.

— &
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li Mpegynpexaedne - SoftControl SysWatch

3anycKk HeM3BeCTHOW nporpaMmel Obin
NpUOCTAHOBNEH

MNporpamma: FILESENDER.EXE
MznaTens: <HET OaHHBIX=

MpoeepuTe obbexT

< BbINOAHUTL
Mporpamma Gyaer sanylweHa ¢ orpaHudeHnaMn. OnacHele
aedcTenA ByayT 3abnoknpoeatel

@ pAHOKPATHO 3anNyCTUTb B OFPaHUYEHHOR 30H:
) 3anyCcTuTe B pexuMe obHoBneHua MO
< 3anpeTuTb

A He 3Hato, oTKY.Aa B3ANACH 3Ta NpPOrpamMMa W He A0BEpAD
ei

() OononHutensHo

PucyHok 49. OkHO npegynpexaeHus ans
npunoxeHus He B npodyune

Ecrm B TeyeHune 5 muHyT gewncteue He ByaeT BbibpaHo, SoftControl SysWatch 3abrokvpyet

3anyck npurio>keHnd 1 3aKpoeT OKHO npeaynpexXneHus.

= 3anycK HenoANUCaHHOro MHCTannATopa
OkHo npegynpexaenus, oTobpaxaemoe SoftControl SysWatch npu  3anycke

HeENnoaAnMCaHHOro UMHCTaruATopa, MNoKa3aHO Ha pPuC. OkHO __npeaynpexaenvs  Ans

HenoAMMCaHHOro MHCTamsiTopa 2.

— &
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i NMpeaynpesxasnme - SoftControl SysWatch @

3anyck nporpaMMbl YCTaHOBKMU Obin

npUocCTaHOBNEH ‘

MNporpaMMa:  SETIUR.EXE
@ W3natens: <HEeT OaHHEIX>
MNposepuTs obbexT
< BbINONHUTL

A CaMOCTOATENBHO 3aNYCTWN NPOrpaMMy, OAHEKO HE 3HAH,
Hackonexko oHa besonacHa

3anyck B OrpaHUYeHHOM pexuMe

< 3anpeTuTb
A He zanyckan STy NporpaMMy W HE OCEEPAK: e BEINCAHATE
nicbble ASACTEMA Ha STOM KOMNbHTERE

[] 3anpetuts 3anyck nporpaMMel B AanbHeWEM

() JononHuTensHo

PucyHok 50. OkHO npegynpexaeHus ans
HenoannMCaHHOIo MHcTannaTopa
OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:
* Obnactb onucanus wHcTarrATopa. B gaHHom Oroke npuBoautcsa uwHdOpMauus o

HenognnCaHHOM UHCTalrvATope:. UMA, USFOTOBUTESTb, pe3yrnbTaTt aHTVIBVIpyCHOI7I npoBepKn
98 (

MOXHO MPOBEPUTb MHCTAIATOP nepen NpPUHATUEM pPELLEHVS, HaXKaB Ha CCbISKY
NMpoBepuTb 06BLEKT 1 BbIOPAB B KOHTEKCTHOM MEHIO BapuaHT 3anyCTUTb NPOBEPKY).
e Obrnactb Bbibopa aenctBus. B Gnoke BbiGopa gencTBus oToOpakatoTcs BO3MOXHbIE
AEeVICTBUS NP 3anycke HenoAmnMcaHHOro MHcTanaTopa:
— BbINONHUTb — 3anycTutb MHCTaATOp M 4OOaBUTb €ro U BCe YCTaHOBJIEHHbIE

MOy B NpoWsIib CUCTEMBI;

® PekomeHaoyeTcs BbliOMpaTb 9TO AEWCTBME, €CIM  YBEPEHbl, 4YTO AaHHbIN

VHCTanmAToOp He HaHeCET Bpeaa cucteme.

0O 3anyck B orpaHM4YeHHOM peXume — 3arnyCTuTb UHCTarmATOP B W30JSIMPOBAHHOM
cpege ("mecoynmue") nog  ydétHom 3anucbito  nosb3oBatend  «V.IP.O.» ¢
orpaHudeHHbIMM npaBamy, 6e3 nobaBneHus yCTaHOBMEHHbIX Moayren B Npocurb
CUCTEMBbI.

— 3anpeTuTtb — 3ab6M0KMPOBaTL BbIMNOSHEHNE MHCTATIATOPA.

- F ]
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L J PeKOMeHﬂyeTCFI Bbl6l/1paTb 3TO gencTsue, ecrm npoucxoxgeHue nporpamMmmbl ycta-

HOBKM HEN3BECTHO UMK €€ 3anycK He CaHKLUMOHMPOBaH NoJsib30BaTeENIEM.

Ecrnm B TeyeHre 5 muHyT gencteue He byaeT BblibpaHo, SoftControl SysWatch 3abrokupyeT

3anycKk MHCTansiTopa U 3aKpoeT OKHO NpeaynpeXxaeHus.

5.5.3 30HbI BbINOJIHEHUS NPUSIOXKEHUN

UTtobbl MPOCMOTPETL M M3MEHUTL TEKYLLEe pacnpenerieHne NpUioXeHW no 30HaM BbIMOSHEHWS,
BbIGepuTe NYHKT OTCNeXMBaeMble NPUNOXEHUA KOHTeKCTHOro MeHo > SoftControl SysWatch.
B okHe Monutuka KOHTponsa Ha Bkragke OTcnexuBaeMble NMPUIIOXKEHUA COAepXaTcs Bce
OoTCreXxmBaemble MPUIoXeHUsi, To ecTb 3apeructpupoBanHble SoftControl SysWatch ¢ momenTta

ycTaHOBKM Nporpammbl (puc. Mpoueccebl 1 npunioxenus °%).

2 Monawtuka keHTpona EI@
06nacT KoHTpons | OTCNeXWBasMEIe NPUACKEHNA |C3|JTH¢MKETbI|

Wnma MNonb3oBaTtens OrpaHu4eHa & [poM3scauTens MonHoe uMAa Mpogune i

ESI'-ISI'-IC:TIFY EXE <HET AaHHBIX> YacTHeie SAFE 'N SEC Corpor... C:\PROGRAM FILES (¥86)\SOFTCO... B npodmne
':HSNSODS.EXE cHCTEMA YacTHele SAFE "N SEC Corpor... C:\PROGRAM FILES (X86)\SOFTCO... B npodgwune
[FTlsPOOLSV.EXE cucTEMa YacTHele Microsoft Corporation C:\WINDOWS\SYSTEM32\SPOOLSV...B npodune

STARFORCEREA... <HET OaHHEIX> HacTHele CAWINDOWS\SOFTWAREDISTRIB... ®aiin He HailoeH
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[ESVECHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
IESVCHOST.EXE NETWORK SERVICE YactHele Microsoft Corporation C:\WINDOWS\SYSTEM32\SVCHOS... B npodune
[FTSVCHOST.EXE cMCTEMa YacTHele Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[m71SVCHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C:\WINDOWS\SYSTEM32\SVCHOS... B npodune
@SVCHOST.EXE MNETWORK SERVICE YacTHeie Microsoft Corporation C\WINDOWS\SYSTEM32\SVCHOS... B npodwune
[mFSVCHOST.EXE LOCAL SERVICE YacTHele Microsoft Corporation C:A\WINDOWS\SYSTEM32\SVCHOS... B npodune
@SVCHOST.EXE CHCTEMA YacTHele INDOWS\SYSTEM32\5VCHOS... B npodmne
EEWMIPRVSE.EXE <HEeT AaHHBIX> YacTHele M\W... B npodmne
MCOMNS.EXE <HET OaHHBIxX> YacTHeie v rp ion VIN v B npodune
UAUCLT.EXE <HET AaHHBIX> YacTHeie f B npodune

OTHPEITE AOKY <HET AaHHBIX> YacTHeie Pain He HalnaeH

HpMJ'ID)KEHMR B 30HE OrpaHWYeHHbIX Npasnn

@SDCLT EXE <HET OaHHEX> Obwwe, YactHele  Microsoft Corporation XE B npodgune
SETUP.EXE <HET OaHHBIX=> Obwwe, YacTHele ©ain He HalaeH =
EsPPSVC.EXE <HET OaHHEX> Obwwe, YactHele  Microsoft Corporation B npodune
NobaenTs CeoicTea 3asepWHTE ¥YOnanuTe M3 cnWcKa
Cnpaeka (01,8 ][ OtMeHa MpUMEHUTE

PucyHok 51. OtcnexxuBaeMbie NpuUnoxeHus

Kaxxgoe npurnoxeHue (Mpouecc) pacnosioXkeHo B OOHOW M3 30H BbIMOSHEHUS U UMEeeT crieaytouye

napameTpbl:

* Uma — umsa ucnonHsiemoro doaina NpunoXKeHus .

* [lonb3oBaTenb — VY4Y4ETHAA 3anuCb MOSfb30BaTeESNs, MO4 KOTOPOM 3anyckaeTtcA

———————.
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npurioXxeHue.
* OrpaHu4yeHnss — HaboOp OrpaHuMdeHU W paspeLleHur, KOTopble AEeWCTBYIOT Mpu
BbIMOJSIHEHWN NPUIOXKEHWS :
— YacTHble — AeNCTBYIOT 411 OTAENbHOMO NPUIIOXEHUS.
— O6LWue — 4eNCTBYIOT AJ19 BCEX MPUMNOXEHUN B 30HE BbIMOSHEHWS.
— 3anpeT BbINOJIHEHUSA — BbIMOJTHEHVE NPUIIOXEHUS 3anpeLLEHO.
* [MpousBoaUTEnb — U3rOTOBUTESL NMPUIMOXKEHWS.
* [lonHoe NMA — NONHbIN NYTb K UCMOSNTHAEMOMY chairy NPUMOXKEHUS.
* ABTOpCKME npaBa — nHdopmauus o6 obriagaTene aBTOPCKMX NPaB Ha NPUIOXEHME.
* OnucaHue — KpaTKkoe onMcaHne OCHOBHOM (OYHKLIMM.
* Bepcus danna — nonHasi Bepcust UCMOSHAEMOro (hanna NpUroXeHus.
* Bepcus — Bepcusi npunioxeHns (NpoaykTa).
* Pabouee Ha3BaHUue — paboyee HaMMeHOBaHUE OT U3rOTOBUTENSA MPUMOXEHNS.
* HazBaHue — HaVMeHOBaHWe MPUINOXXEHWS.
* [IpoAyKT — NporpaMmMHbIv NPOOYKT, B KOTOPbLIN BXOOUT NPUIOXEHNE.
* UpeHTndukaTop — naeHTUKaTop NPUNOXKEHN B CUCTEME.
® CtaTyc — COCTOSAHVE NPUIIOXEHUS:
— BbInonHseTcs — akTMBHbIA NPOLECC, NPUIOXEHNE BbIMOMHAETCA B AaHHbIA MOMEHT
(ums 0603HaYEHO YepHBLIM LBETOM);
— HEaKTMBHbIA MPOLECC, MPWIOXKEHUE He BbIMOSHAETCA B AaHHbI MOMEHT (UMs
0603Ha4YeHo cepbiM LIBETOM).
* Yapanutb Npu nepesarpy3ke — VHOMKATOP HeOBXOAMMOCTM yaarneHuss MCMONHAEMOro
dhawnra NnpurioxeHus rnocre nepesarpyskn CUCTEMbI:
— HeT — chban npunoxeHust He ByaeT yaanéH nocre nepesarpysku;
— Aa — cbann npurnoxeHust byaeT yganéH nocrie nepesarpysku.
* MMpohunb — VHOMKATOP HaXOXOEHWS KOHTPOSIbHOW CYyMMbl MPUIOXEHUA B npodoune
CUCTEMBI:
— B npocwmne;
— He B npodune;
— Mpodunb oTKNIOYEH;

— Mpodmnb He cobpaH;

— e &
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— dann He HanaeH.

Bo3MoxHble 4eNCTBUS B CNIMCKE MPUIIOXEHNIA:

HNoGaBneHnel/ynaneHme NpunoXXeHUA U3 cnucka
Ecrm npurnoxxeHue oTCyTCTBYET B CMUCKE, MOXHO JOOAaBUTb €ro BPYYHYHO, HaXKaB Ha CCbISKy
[Jo6aBuTtb 1 ykasaB nyTb K npuroxeHuto. ObpaTHoe AencTBre COBepPLIAeTCs C NMOMOLLBHO
CCbIfkM YaanuTb U3 cnucka (nmbo ropsiven knasumwen Delete). Ecrm ganHoe npunoxenue
He BKMOYEHO B NpOodurb CUCTEMbI, TO AN TOro, YToObl OHO 3anyckanocb ¢ TpebyeMbiMu

NpvBUNErMsMm, Heo6xoaMmMo 4o6aBUTL ero B npodurns ** .

HoGaBneHunelynaneHme npunoxeHusa us npoduns cunctemMol
Ecrm TpebyeTcs nepemecTutb npuroxenve B Npodure CUCTEMbI WM yaarmTb ero 6e3 06-

HOBJIEHNA BCETO I'IpOd)I/IJ'IFI %0 , BbI3BOBUTE KOHTEKCTHOE MEHIO HaXXaTnuem HpaBOVI KHOMKWN Mbl-

LM Ha TpebyeMOM NPUIIoXXEHUM 1 BbibepuTe HEOOXOAMMbI BapUaHT:
— [Jo6aBuTb B npocunb;
— YpanuTtb us npoduns.
[laHHaa BO3MOXHOCTb LOCTYMNHA, TONbKO €CiM OAHOBPEMEHHO BbiCTaBieHbl doriaxkn Uc-

nonb3oBaTk Npodunb cuctembl! (puc. OkHo_cbopa npoduns **) n NMpunoxexus B 06-

nacTi Pexum sawmTbl (puc. Hactpoiikn obLyix napameTpos 3aumTbl *%).

M3meHeHUue 30HbI BbINONHEHUS npunoXxeHuA
s nepemMeLleHUA NpuroXxXeHna Mexxgy 3o0HaMmu BbINMOJIHEHUA BbI3OBUTE KOHTEKCTHOE MEHIO
HaXXaTnem I'IpaBOI7I KHOMKNA MbILLM Ha Tpe6yeMOM npurioXxelmm um Bbl6epI/ITe OoaMH U3
BapuaHTOB (B 3aBUCUMOCTU OT TeKyLLBIZ 30HbI Bbl I'IOJ'IHeHI/IFI)I

- 3al'lpeTVITb BbIMOJIHEHNE NPUITOXXEHUA;

—Ypanutb npunoxeHue N3 4OBEePEeHHbLIX;

- P33peLUI/ITb BbINOJIHEHUNE NPUNTOXKEeHUSA;

— CpenaTtb NpuUoXeHue OBEPEHHbIM.

3aBepLueHue npouecca
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Ecrm npurnoXxeHye 3anyLeHo B TeKyLLlVIIZ MOMEHT, MOXHO NnpepBaTb BbINOJIHEHNE MPOLIeCCa,

BblOpaB Tpebyemoe NpuroXXeHne B CNUCKE M HaXaB CCbifKy 3aBepLunTb. [1ns Toro 4tobsbl

Ypanutb (baﬁn NpUNoXeHUss Npu nepes3arpy3kKke, Bbl3OBUTE KOHTEKCTHOE MEHH W«

BblOepuTE OOHOVMEHHBI MYHKT.

5.5.4 CBounctBa oTAesNbHbIX MPUNOXEeHNN

SoftControl SysWatch no3sonseT 3agaBaTb He TOMbKO 00Lye npaBunia KOHTPOSA akTUBHOCTU And

BCeX I'IpI/IJ'IO)KeHI/II‘/'I, HO ” pa6OTaTb CO CBOVCTBaMMU OTAESbHbIX I'Ipl/lJ'IO)KGHVIVI, BKIto4vad 3agaHue

YyacTHbIX npaBwn. [na atoro Bbibepute NyHKT CBOMCTBA NPUNOXEHUA B KOHTEKCTHOM MEHIO

NPUroXeHus Ha Bkraake MpoLecchl 1 NpuroxeHus % .

MpocmoTp noapo6HOU MHhbopMaL MM O NPUNOXKEHUN

[ns npocmoTpa noapobHo nHpopmMaumm 06 oTAENLEHOM NPUIOXKEHUN NEPENaNTE Ha BKIaa-

ky O6wme okHa CBoicTBa npunoxeHus (puc. O6Las HpopMaLms o NpuroxeHm ).

] CEOACTEA NPUNCKEHNA

Ofwne |choam;l BbINOAHEHWA I WcTopua | OrpaHWY4eHus M paspelleHus

=5 O =)

.| NOTEPAD.EXE

Obwwe

MyTe: C:\WINDOWS\SYSTEM32\NOTEPAD.EXE
Pasmep: 193536 GaiT

Cosnan: 21.10.2015 20:10:06

WameHeH: 09.07.2015 17:57:57

Bepcua
OnucaHne: BnokHoT
MpunoxeHue: OnepaunoHHanA cuctema Microsoft® Windows®
MNpov3soanTen: Microsoft Corporation

MNpouecc
Monesoeatens: <HET O3HHBIX>
CMCTEMHBIA Npouecc: Her

Mpoeepka

Pe3ynbTaT NPOBepPKN: <HET AaHHbIX>

flnasspuTs

Cnpaexa MpuMeEHTS

PucyHok 52. O6bwasa nHgpopmaumus o npunoxeHuun

[na aHTMBMPYCHOW MPOBEPKM UCMONHAEMOro danrna npUioXeHUs HaXMUTE Ha CCbISKY

MpoBepuUTb 1 BLIGEPUTE B KOHTEKCTHOM MEHIO BapuaHT 3anyCcTUTb NPOBEPKY.

— &
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3agaHue ycnoBui BbINONHEHUA

[ns npocMoTpa TEKYLLWX YCIOBUIA BbINONHEHUS MPUIIOXKEHMSI U UX MBMEHEHUS NepenauTe Ha

BKNagky YcnoBusi BbINONHEHUA OkHa CBOMCTBa NpPUIIOXEHUs (puc. YCroBus_ Bbl-

6

NOJIHEHNA_MPUIOXXEHNA: NOBEPEHHbIE %’ 1 Ycrnosus_BbINONHEHUS NPUNoXeHna: orpaHnyeH-

Hble ).

_‘i CEBOACTER NPUNOXKEHKUA = @

OBwue | ¥CNOBWA BEINCAHEHWA | McTopuA | OrpaHUYEHHA W pa3peleHus

OrpaHuHeHna: YacTHble
Ha3zHaueHbl nons3osaTenem 29.01.2018 21:19:56

I:‘ BrntounTs pexuM obHoBnenua NO

ApTomaTndeckoe AobaBneHue BCEX MOAYNEA HOBOW NPOrpaMMbl B NPogMAbL CUCTEMBI.
HDEHDTEDBUJ.EHME owubouHoro EJ‘\DKMDDEBHMH YCTaHaBNUMB3EMOro NporpaMMHOro
ofecneyequn.

PucyHok 53. YcnoBusi BbINONIHEHUSI NPUSIOXKEHUA:
AOBepeHHble

— &
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2 CEOiiCTEa NpUNOXKEHNA =] @

OBwue | ¥CNOBUA BRINOAHEHUS | YcTopuA | OrpaHUHEHHA W pas3peleHua

\e

OrpaHu4eHua:
b3oBaTenem 29.01.2018 21:39:12

HazHayeHWe YYETHOH 3anucu

"~ UsonwposanHelil nonb3osaTtens: V.I.P.O &

VueTHanA 38NKCcb BEINCNHEHWA OrpaHMYEHHBIX NPUNOXEHWA. NpenoTBpaleHe
BLINCAHEHWA NOTEHUWANBHE ONACHBIX ASACTBWA HEWIBECTHEIM NPUACHKEHWEM,

@ He MCNONB30BaTE HA3HAYEHWE YYETHoI 3anucK

BruMaHne! HasHaqeHWE YYETHOA 3aNUCKH BCTYMAT B CUAY NP CASOYMWEN 3aNyCKe
NPUNOHEHNA,

PucyHok 54. YcnoBus BbINONIHEHUSA MPUTOXEHUA:
orpaHUYeHHble

Ha paHHOM Bkragke ykasaHbl kateropum OrpaHMY4eHUW 11 OAHHOMO MPUIIOXEHWs,
M3MEHUTb KOTOPbIE MOXHO HaKaTVeM Ha HUX M BbIOOPOM OOHOrO U3 BapuaHTOB B
KOHTEKCTHOM MEHIO (B 3aBMCUMOCTU OT TEKYLLEN 30HbI BbINOSIHEHUS ):

— 3anpeTuTb BbINONIHEHWE NPUIOXKEHUS;

—Yaanutb npunoXxeHue u3 JOBEPEHHbIX;

— Pa3spewnTb BLINOSIHEHNE NMPUSIOXKEHUS,

— CaenaTtb NpUnoXxeHue AOBEPEHHbIM.
Mpwn BbIGOpE onuum BknounTtb pexum obHoBneHus MO npoucxoant BKIOYEHUE BCEX
MoZyren nporpammbl B Npodwuib cucTtembl. [na  BKKOYEHUS oOMuMM  yCTaHOBUTE
COOTBETCTBYIOLLWN doriaxoK. Onuma OCTYNHa TOSbKO And 0BEPEHHbIX MPUMOXKEHUNA.
Mepekntoyatens HasHavyeHue y4E€THOWM 3anuMcu OTBeYaeT 3a BbIOOp YY4ETHOM 3anucu
nonb30BaTens, Noa KOTOPOW AOSMKHO OCYLLUECTBMATLCA BbINOMHEHWE MPUIIOXKEHUST (TONMbKO
OJ19 OrpaHUYeHHbIX MPUSIOXEHWI):

oHe wucnonb3oBaTb Ha3HayeHWe YYETHOM 3anUCKU: 3anycKk MPUIOXeEHUs Moa

TeKyLen Y4ETHOM 3aMUCh10;
o UsonupoBaHHbIN nonb3oBaTtenb V.I.P.O. ®: 3anyck NpurnoxxeHus 13 orpaHU4eHHOM

30HbI Mo YYETHOM 3anucbto nonb3oBatend «V.L.P.O.» ¢ orpaHnyeHHbIMY NpaBamu.

- (5]

ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9 Pykosodcmeo rnosnb3ogamernsi

JlokanbHasi paboma c¢ SoftControl SysWatch

CoxpaHeHue UCTOPUUN aKTUBHOCTU NPUNOXEHUA
[ns npocmMoTpa UCTOPUN aKTUBHOCTU NPUIMOXEHUS NMPU AOCTYrNe K hairoBbiM pecypcam U
CUCTEMHOMY peecTpy nepenaute Ha Bkragky Uctopus okHa CBOMCTBa NMpUoXeHUs

(pyc. cTopumst akTMBHOCTU NPUIIOXKEHMS %8 )-

YcTtaHoBuTE (hrakok XpaHUTb UCTOPUID AaKTUBHOCTU NMPUNOXEHUWN A9 BKIIOYEHUS
YHKLMM XpaHeHua nctopun. [1ns o6HoBReHuss nHcpopmaumm Ha Bkragke Uctopusa Haxxmu-
Te Ha cCblfiKy OOHOBUTD.

YctaHoBuTe dhriaxxok Co3paBaTb pe3epBHble KONUM O6HLEKTOB AnA nocrneaytowero
BOCCTaHOBJIEHUSA, €CIM HEODXOAMMO COXpPaHATb Pe3epBHbIE KON MOANMPULMPOBAHHBIX
npuroxxeHnem ob6bekToB. [ BOCCTAHOBMEHUMA oOb6bekTa K npedblaylieMy COCTOSTHUKO

Bbl6epI/ITe B Cru1cKke cobbiTHE MO €ro U3MEHEHMIO U HAXXMUTE Ha CCbIJIKY BoccTtaHOBUTDL.

g Ceoiicrsa npunosxerna = Ii“él
| OBlme I YCnoeuA BeinonHeHus | MCTOPUA | OrpaHuyeHns U paspeweHms
XDEHMTh MCTOPMIC aKTMEHOCTH NPpMANoXKeHHA ¢ 13.05.2013 15:51:46
|| Coanaeats pesepstbie Konuk 06LEKTOB ANA NOCNEAYIOWETD BOCCTAHOBNEHHUA
Bpens CobbiTe OBbekT Pesynbtat
05/13/13 14:06:19 Zanyck
05/13/13 14:06:27 Janyck
05/13/13 14:06:27 OcTaHoeka
05/13/13 14:06:27 OTKpbITHE COWINDOWS\SYSTEM32VWSECHOST.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\WINSXS\X86_MICROSOFT.WINDOWS, COMMON-CO... E
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\SYSTEM32\WERSION.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM3Z\WINMM.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\IMM32.DLL
05/13/13 14:06:27 OTKpbITHE COWINDOWS\WINDOWSSHELL.MANIFEST
05/13/13 14:06:27 OTKpbITHE CHAWINDOWS\SYSTEM32\WUXTHEME. DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\DWMAPL.DLL
05/13/13 14:06:27 OTKpeTHE CAWINDOWS\WINSXS\X86_MICROSOFT.WINDOWS.C..-CONTROL...
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\GLOBALIZATION\SORTING\SORTDEFAULT.NLS
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\UXTHEME. DLL
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\FONTS\STATICCACHE.DAT
05/13/13 14:06:27 OTKpbITHE CAWINDOWS\SYSTEM32\MMDEVAPL.DLL
05/13/13 14:06:27 OTKpbITHE CHOWINDOWS\SYSTEM32\PROPSYS.DLL o
BoccraHosute OBHoBNTE
Cnpaska [ (s]9 ] [ OTtmena ] [anMeHMTb

PucyHok 55. Uctopnsa akTUBHOCTU NPUIIOXKEHUs

3apaHue 4YacTHbIX npaBun
,D,J'IFI 3aaHnA 4YacCTHbIX npaBwn nepe|7u:|,|/|Te Ha BKIaaky OrpaHquva n paspewieHuns

okHa CBOMCTBa NpunoxeHus (puc. YacTHble npasuna npuroxeHuns °%) n sbibepurte oaHy

13 obracTen KOHTPOSA B BbiNadatoLLEM CrNCKe:
* dannoBana cucTtema;
* CucteMHbIN peecTp;
* CeTb;

¢ [lpuBunernn npoueccos.
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' Ceoiictea npunoxerun = '|_/&|

| Obme I YCNoBUA BEINOAHEHHA I WcTopua | OrpaHuYeHus U paspewenia |

YacTHeIE OrPaHMYEHIA W Pa3peleHiA: YTenue, Cosaanue, Msmenenue, Yaanenue katanoros u alinos. MpenoTepalerue
WM3IMEHEHNA H3CTPOEK CHCTEMBI W HECAHKUWOHNPOBAHHOID A0CTYNa K KDHd]M,ﬂEHuHEﬂthIH AaHHbIM.

lmav’moaaﬂ cMcTEMa ']

jin} Pecypc YreHne 3anucb YnaneHue  AKTWBHO
10009  CATEST\#**# Paspewnte  Paspewwte  Paspewudto

Hobasute H3MEHUTE Yaanute Baepx BHW3

LOononHUTENBHO

Cnpaeka [ OK ][ QTMEHa ]ll‘lpnneﬂum

PucyHok 56. YacTtHble npaBuna npunoxeHus

[lencTBust HA JaHHOW BKMagKe aHanornyHbl AEUCTBMAM NPW 3a4aHnn 00X HACTPOEK:

o o o 2
* MpaB JOCTYNa NPUIOXKEHWI K DaitroBoi cucteme 2

* NpaB [OCTyNa MPUIOXEHWN K CUCTEMHOMY peecTpy '>;

* MpaBun ceTeBON aKTUBHOCTY NPUIOXKEHWN 2"

* NpviBUNErUi NpoLeccos .

OTrmume oT 06UmMX NpaBuU KOHTPOSISE COCTOUT B OTCYTCTBUM HEOOXOOUMOCTM BbliOMpaTh 06-
facTb NPUMEHAEMOCTM — YaCTHOE NMPaBuUno AENCTBYET TOMbKO AN BbIGpPaHHOro npuroxe-
HUs1. [pUopUTET BbIMOSIHEHUS YAaCTHBIX OrPaHUYEHU Bbile, YeM Y ObLmX, — cHa4vana npo-
BEPAIOTCHA OrpaHUYEHUsI NPUIOXEHWS, 3aTeM obLpe orpaHndeHns. Ytobbl nocmMoTpeTb 06-
LLpe npaBwuna, AEVCTBYOLLME AN 30Hbl BbIMOMHEHMS, B KOTOPOW HAaXoaUTCA MPUIIOXEHME,
Bblbepute obractn koHTpona dawunoBas cuctema (obwme), CucTeMHbIN peecTp
(o6wme) urin CeTb (06LWME).

B noctaBky SoftControl SysWatch moxeT BxoauTb cTaHgapTHbIN HaBop YacTHbIX OrpaHuye-
HUIA, KOTOPbIN CO3[aH CneynanMcTaMmm KoMnaHmm B pesyrbTaTte aHansa 4eCTBUA AaHHOTrO

NPUINoXXeHuA.

[N BCTyNneHus1 USMeHeHun B cury HaxkmmTe Ha KHornky OK nnm MpumeHuTb.

— &
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UTOObI BKMHOUYUTL KOHTpPOJIb MO 6er|omy CIMNUCKY CepTVI(i)I/IKaTOB, BbIMNOJIHUTE Crieayroupe nencTems:

1) Buibepute nyHKT OTCReXunBaeMble NPUMOXKEHUA KOHTEKCTHOro meHo *° SoftControl

SysWatch n B okHe lNMonuTuka KOHTpona nepevgute Ha Bkragky Ceptudukarbl

(puc. Benbin cnncok cepTudmkaTos ).

" Monutka konTpons

| OBnactv KoHTpoNs | OTCneMMBasHble annoernnl CepTudmrars |

=S o =

Brntouuts Genbiii cnucok cepTudnkaTos

HazeaHue Serial

Class 3 Public Primary Certification Authority 160a6b895f88ad99abda036aasdo...
COMODO Time Stamping Signer 2112329c61f5cd01f63ea57524334...
Protection Technology, Ltd. 2e24f15473dd7fd28faab8bec0577...
Protection Technology, Ltd. 325458657ea535f09c8c705767bf0c...
Protection Technology, Ltd. a6f061c3e139686475defd57f064ef0...
VeriSign Class 3 Code Signing 2010 CA 55457f9620861e149c22b14416ab...
VeriSign Class 3 Public Primary Certification...0e965295a89486d009b8185c16ed...

Pubkey

91161b894b117ecdc257628db...
cd69ac82c9da%f8113f4199d93...
f71fe87f9ea33d95f29ba10261...
fe82cdfec86cidedl687blag22..,
dd9e6d52df70a576b32f042d8...
3c31c095e651fa664chbfbl98eg...
d8b5fb368468620275d142ffd2...

fosepats

FEEEEEE

Tun Aata ...

BeTpoeHHblid 05/23/2...
BcTpoerHeiit 05/11/2...
BeTpoenHbiid 01/30/2...
BeoTpoeHHEIR 01/30/2...
Berpoenneii 01/27/2...
BecTpoeHHbld 02/08/2...
Berpoenneii 11/08/2...

OoBaswte  Yaanuts

Cnpaeka

[

oK H OTMeHa ][Hpnnenm‘h

PucyHok 57. Benbin cnucok ceptucgpmkaToB

2) YctaHoBuTe braxok BknounTb 6enbii CNMCOK cepTUUKATOB AN akTvBaLum

Oenoro cnucka.

3) Ha Bknagke Ceptudmkarbl npvBeaeH nepeyveHb cepTudunkaTtoB m ux napametpsbl. o

ymorMaHuo SoftControl SysWatch cogepxut 6a3oBbIn cnncok cepTudukaTtoB AoBepEH-

HbIX NPOV3BOAUTENEN, B TOM YuCre Tpu ceptudukaTta Protection Technology, Ltd.

- (W ]
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' BriBepute goBaenaemeie cepTMduKaThI | = '@
HassaHue NoBasnTs Tun Jata oKoHYaHWA
Protection Technology, Ltd. BCTpoeHHEIA 01/30/2019
Symantec Time Stamping Services CA - G2 BCTpoEHHEIA 12312020
Symantec Time Stamping Services Signer - G4 0 BCTpoeHHBIA 123042020
VeriSign Class 3 Code Signing 2010 CA BeTpoeHHbii 02/08/2020

[ OK ] [ OTmera

PucyHok 58. Bbibop cepTucnkaToB Ans goéaBneHus

Uto6bl 06aBUTL HOBLIV cepTUdMKAT B CMINCOK, HAXKMUTE Ha CCbINKy [lo6aBUTbL U yKaXu-
Te MPWIOXEHUE, VHCTANATOP WM CKpunT, nognucaHHble JLI, cepTtudmkat koTtopown
TpebyeTca BKMOUUTbL B MEpPeYEeHb, MOCIe Yero Haxmute Ha KHomnky OTKpbITb. B
NMosIBUBLLEMCSI OKHE CO cnmckoM cepTudmkatoB JLUIM yctaHoBuTEe hriaxkn B cTonodue
Ho6aButb ana Tpebyembix cepTudukaTtoB M Haxmute Ha kHornky OK (puc. Beibop

cepTudmkaToB AN AobaBneHus e ).

4) YctaHoBute braxxok B cTonbue J[doBepATb O [oOaBreHHbIX cepTudukaToB

(pvc. Bernbin cnvcok cepTudukaTtos %)

5) Ecrim HeoBxoamMMO UCKIMKUMUTL cepTudmKaTt n3 nepeyHs JoBepeHHbIX 6e3 ero yaaneHus,
cbpocbTe hraxok B ctonbue [doBepATb. [ns nonHoro yganeHus ceptudukata um3s
cnucka Bbibepute ero M Haxmute Ha ccbiiky Yaanutb (puc. benbi_ cnucok

cepTudukaToB ™).

6) [Ans BCTYNrneHUs U3MEHeHun B cwuily Haxmute Ha kHorky OK wm MpumeHnTb

(puc. Benblii crivicok cepTudmkaToB ).

® [Ecrm npwioxeHue nognuMcaHo Heckonbkumm QLU M B Genom cnvcke Haxogutcs
ceptucdmkat xoTa Obl OOHOM M3 HMX, TO 3anyck MPUroXeHus paspelwaeTcsa. [daHHas

BO3MOXHOCTb noaaepxusaetca ana OC, HaumHasa ¢ Windows 8.
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5.5.6 lMpaBuna KOHTPONS aKTUBHOCTU

Ha Bkragke CTaTyc naHemv ynpaBreHus >° nporpamMMbl 0TOBpaxaeTcst TEKyLLMA CTaTyC 3aLLyThbl
1 cnncok obracTewn KoHTpons. MNMormtuka koHTpons SoftControl SysWatch no goctyny npunoxeHun
K pecypcam CUCTEMbl aKTUBHA, Korga BKMYeHbl obriactn daunoBas cuctema, CUCTEMHbIN
peecTtp wWum CeTb.

Hwke npuBegeHa getanbHasa MHpoOpMaUmsa No HACTPOUKE MOSITUKN KOHTPONA:

=  focTyna K aiinoBoii cucteme 2;

= [JOCTyna K CUCTEMHOMY PeecTpy " ;

»  [JOCTyna K ycTponicTBaM v noptam 2%

*  CeTeBOW aKTUBHOCTM °';

=  mpuBMIErMiA NpoLeccoB 2

= B3aumogelicTBMS NpoLeccoB .

5.5.6.1 Hactpowuka npaB goctyna K ¢pannoBom cucteme

ObnacTtb kKOHTponss PannoBasi cMCcTemMa rno3BosiieT co3gaBaTb NpaBura AoCTyna NPUIIOXKEHUN K

obbekTam hanroBom CUCTEMbI:

* UteHne danna nmm katanora;
* 3anncb B dhann nnm kataror (co3gaHve/msmeHeHe danna um katarora);
* YaaneHue panrna wmv kaTtanora.
[na npocMmoTpa M M3MEHEHUS MOSMTUKM KOHTPONs (panrnoBOW cucTeMbl Bbibepute MyHKT

5

MonuTuka KOHTPOMA KOHTEKCTHoro Mmenio >° SoftControl SysWatch, B okHe MonuTuka

KOHTpONnA Ha Bkragke OOGnacTtun KOHTponsa BbibepuTe B BbiNAdaltoWEM CMUCKe pasgen

dannosas cuctema (puc. [Monmtrika KOHTPona haroBoii cuctembl ).

—_———
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i Monuraka korTpons [F=3 B8 X3
OBnacTu KoHTPONA | OTcnexuaasmble NPUNOKEHHA | Cepmcbmca'rbl|
OBWwue OrpaHMHEHNA W PaspeWeHnA: YTenre, Co3aaHne, 3anuce, YAaneHue Katanoros W @aiinos. NpenoTepalleHue
W3MEHEHMA HACTPOSK CHCTEMBl W HECAHKLUMOHMPOBAHHOMD A0CTYNE K KOHDMASHUWANbHBIM O3HHEIM,
[ﬂ)aﬁnoaas cucTEMa v]
MNpaswna onA 3o0Hbl
[ﬂoaepewb\e NPUACKEHUA V]
i Pecypc YTeHue Januce Yoanesue  AKTMBHO
502 #SNSDIR##**& PaspewnTe  3anpeTuTb ZanpeTTb
503 #5YSTEM32#DRIVERS\SNSCORE.BLK PaspewnTe JanpetiTb 3anpeTkTh
504 #5YSTEM32#DRIVERS\SNSCOMLPT.SYS PaspewnTe JanpetiTb 3anpeTkTh
505 #5YSTEM32#DRIVERS\SNSTDL.SYS FPaspewnTs JanpetwTe SanpetiTo
506 #5YSTEM32#DRIVERS\SNSCORE.SYS FPaspewnTs JanpetwTe SanpetiTo
507 #SYSTEM32£#DRIVERS\SNSCORE.DAT PaspewnTb JanpetnTe 3anpetiTe
534 #SYSTEM32#DRIVERS\SNSWFP.SYS FPaspewnTs 3anpeTuTb 3anpeTiTe
536 ESNSAPPDATAZQUARANTINE\2**2 PaspewnTe  3anpeTwTb SanpeTuTe
537 Z#SNSAPPDATAZREPORTS\E** & Paspewnte  3anpeTwTe 3anpeTuTs
538 #SNSAPPDATAZBACKUP\&**& Paspewnte  3anpeTwTe 3anpeTuTs
20001 C:ATESTVWSWATFILE.TXT PaspewuTs  3anpeTtuTb 3anpeTuTs
20002 CATEST\#**# 3anpoc 3anpetuts  PaspewwTs
20003 ENEFELOGE?E.TXT PaspewuTs  3anpeTtuts 3anpeTuTs
Lobasuts HM3meHuTE ¥.Ooanuto Beepx BHW3
JononHUTENEHD
Ccnpaexka [ Ok ” OTMeHa ][I‘Ipunenm‘b

PucyHok 59. NMonutuka KoHTponsa ¢annoBomn cucrte Mbl

ﬂpanu'la pasgerieHbl No cnnMckam anAd I'IpVIJ'IO)KeHI/Iﬁ M3 crnegyroupyx 30H BbINOJTHEHUA!

* [loBepeHHbIe NPUNOXEHUS;
* OrpaHUYeHHbIe NPUNOXEHUS.

,D,J'IFI nepeKkrnoYeHna Mexay cnmckamm Bbl6epMTe COOTBETCTBYWLLYHO KaTeropuio B BbliNMagakolEeMm

cnvcke NMpaBuna AnA 30HbI.

Kaxxgoe npaBurno npeacraBnsaeT cobon 3anucb B JIMHEWMHOM CMUCKE U UMEET CBOW YHUKANbHbI
noeHtucmkatop ID. O6bekTbl NPUMEHEHNA YKa3sbiBalOTCA B cTonbue Pecypc, npaBa gocTtyna K
HUM — B cTonbuax YteHue, 3anuckb 1 YaaneHue. BkrioyeHue v BbiKMoYeHVe npaswra yrnpassis-

eTcs orakom B cTonbue AKTUBHO.

Ecrm HeckorbKo NpaBumn UMeoT nepecekaroLlmecs 06racTi AencTBus, TO NPUOPUTET BbIMONHEHNS
B TAKOM CIydae MMeeT NpaBurio, pacrorioXeHHoe B Crincke Haubornee HK3ko. MNoroxeHre npasuna

B CMUCKEe U3MEHAETCH C NOMOLLKIO CCbiflok BBepx 1 BHU3.

Mpumep: npaeuro ¢ ID 10001, nokasaHHoe Ha puc. [onmTuka KOHTpora haiiioBoi cucTembl >,

nepekpbiBaeT gevcteue npasura ¢ ID 10000, T.K. pacnosioXeHo Hke ero rno Crmcky.

CuHTakcuc npaBuna

Ctpoka B ctonbue Pecypc npeacrasndeT cobom nytb A0 06bekTa uim o6bLEeKTOB npumMe-

- (& ]
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HeHVs nNpaBwia. B gaHHOM CTpoke MOryT UCNoNnb30BaTbCs MackM — MHCTPYMEHT 3adaHus
npaBwn 4nsa rpynnsl 06beKToB hannoBon cuctemsl. Hanpumep, ¢ NOMOLLBH MacoK MOXHO
co3gaTb NpaBuno 4S9 Katanora u Bcex 00BbEKTOB BHYTPY HEr0 WM nNpaBunio Ana onpeae-
NEHHbIX TUMOB (pacLLmMpeHuin) hanrnos. Hwke npuBeaéH CUHTaKCUC MacoK:
#*# — 3ameHsaeT noboe KoNMMYeCcTBO CMMBOJSIOB, KpoMe cumBora '\' (B criydae pasmMelle-
HUS1 B KOHLLe CTPOKM pacnpoCTpaHAeTCs TOMbKO Ha doalirnbl KOPHEBOW ANPEKTOPUNY);
#**# — 3ameHsieT NLboe KONMMYECTBO CMMBOJSIOB (B Crlydae pa3MeLLEHMS B KOHLIE CTPOKM
pacnpocTpaHsaeTca Ha hainbl KOPHEBOW ANPEKTOPUN, NOAAMPEKTOPUM U dhalrbl noaan-
pexkTopui);
#?# — 3ameHseT poBHO 1 NGO cumBon.

Mpumep: Ha pwuc. MormTuka_KOHTPOMs hairoBOi CUCTEMbI > Moka3aHo npaswurio ¢ ID

10002 (E:\#*#log#?#.txt), pencrBylolee Ha cregytoupe o6bEKTbl — TEeKCTOBblEe (halrbl B
KOPHEBOW OVPEKTOPUN FTOKabHOIO XXECTKOro agucka E, umetouye B CBOEM MMEHN Nocreno-
BaTenbHOCTb OykB /0g, Moboe KOmM4YeCTBO NPOU3BOSbHBIX CUMBOSIOB OO HEE M OAWH

NPOU3BOSIbHbBIN CUMBOJ NOCTE HEE.

Co3paHue npaBuna
YUTtobbl co3gaTth NpaBwUio, HaXXMUTE Ha ccbifiky [lo6aBUTb.
B okHe Pecypc ¢hannoBon CUCTEMbI HAXMUTE Ha KHOMKY ... Ana Bbibopa obbekTta u3
NPOBOAHVMKA WM BPYYHylO BBeaute nyTb A0 Hero B norne ®awWn wvwnum Katanor

(pvc. Cosnanvie npaBuna Ans o6bekTa hanoBom cuctembl ).

Bbl MOXeTe ykasbiBaTb Kak Manku Ha foKanbHOM XECTKOM AWCKe, TaK U ceTeBble Marnku.
Mpu cosganum NpaBwuria AN ceTeBbIX Narnok NyTb ykasblBaeTcs B Buae \\<ums_cepsepa>
\<ums_nanku>. BmecTto cumorna '\\' MOXHO ncrnonb3oBaTb Macky #**#; B aTom criyyae 6y-
AyT NPOBEPATbCA U ceTeBble, U fokalnbHble nanku. Kpome Toro, MoxHo ykasbiBatb IP-

agpec KomnbloTepa ¢ ceTeBOu Nankow.

i Ecrm B npaBune ykasaH IP-agpec komnbloTepa, To npaswuro bygeT AencresoBaTb,
TOMbKO €Crm nosib3oBaTtesnb Npu JOCTYne K nanke ykasbiBaeT IP-agpec, a He ceTe-
BOW NyTb. [Mo3aTomy ecrm Heo6xo4MMO KOHTpOrmMpoBaTh AocTyn v no IP-agpecy, n no

ceTeBOMY NyTuW, Co3AalTe ABa OTAENbHbIX NpaBurna.
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Pecypc daiinoeoii cuctemel @
Main N Katanar (NonHelR NyTe MAKW Macka)
E:\g*2LOGE72.TXT (]
HTeHwe 3anuce YnaneHwe
PaspewnTs - ] [3E|I'I|'JETMTI:|- - ] [SEI'I[:I-&TMTI: - ]
AKTMEHU
[ Ok ] l Cancel

PucyHok 60. CospgaHue npaBuna ansa o6bekTa
¢annoBomn cuctembl

® [lpu BbiGOpe kaTarora Yyepes NPOBOAHUK K HEMY aBTomaTuyecku aobasrsieTcs

Macka > #*#, T.e.NpaBuUro ycTaHaBIMBaeTCs Ars KaTanora u aiinoB BHyTPU Hero.

B obrnactax YteHue, 3anucb n YganeHue Bbibepute B BbiNagaroLmMxX CrmMcKax
COOTBETCTBYIOLLME NpaBa A0CTyna K 0O beKTy:
* PaspewnTb — NO3BOSMTb NMPUIIOXKEHMIO BbIMONHATL Onepaumio Hag 06 bekToMm;
* 3anpeTuTb — 3abOKMPOBaTb BbINOSIHEHME NPUINOXEHNEM Onepaummn Hag 06 bEKTOM;
* 3anpoc — BbIBOAUTb 3anpoC NpU COBMAaAeHMN AeCTBUA Hag OObEKTOM C yCrioBUEM
npasuna.
UTto6bl BKMOUNTL CO34aHHOE NPAaBWUIO B CMIUCOK U CAENATb €ro AEWCTBYIOLLMM, YCTAaHOBUTE

donaxok AKTUBHO 1 HaXXMuTe Ha KHoMnKy OK.

N3meHeHMe npaBuna
YTOObl M3MEHUTb MpaBuro, Haxmute Ha ccbiky U3MeHUTb W HacTpouTe napameTpbl

NpaBWna aHanorvyHo AENCTBUAM MPU €ro Co3aaHm .

MepemelweHre npaBuna Mexay 3oHamMu
Ecrm TpebyeTcs nepemecTuTb NpaBWrio B CMMCOK ANS MPWIOXKEHWA U3 OPYro 30Hbl
BbIMOMHEHVS, BbI30BUTE KOHTEKCTHOE MEHIO NpaBuia 1 BbiGepuTe 0avH U3 BapUaHTOB:
* [InA BCcex — co3aaTtb NpaBwurio Ans 06enx 30H BbIMOSHEHWS, €CI NPaBUIO HAXOAUTCS
TONbKO B OAHOM CI/CKE.
® OrpaHuyYeHHble — MEepPeEMECTUTb NPaBWMO B CMMCOK NpaBwun Ans OrpaHnYeHHbIX

NP USIOXEHNIA.

-_— (® ]

ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9 Pykoeodcmeo ronb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

e [loBepeHHble — TMEPeMeCTUTb MNpPaBWIO B CMWCOK MpaBwun AN OOBEPEHHbIX

NP UIIOXEHNI.

HononHuTenbHbIe NapamMeTpbl NpaBuUa U UCKITHOYEHUSA
BbibpaB komaHgy JlonONHUTESNIbHO (B KOHTEKCTHOM MEHIO MY MO OAHOUMEHHOW CCbINKE B
HWKHEWN YaCTW OKHa), B NOABUBLLEMCS OKHE MOXHO onpefenmTb criedytoume OOMNOSHUTESb-
Hble NapameTpbl Npaswna:

* NNonb3oBaTenu — Ha JaHHOW BKINagke 3agatoTcsa Y4€THbIE 3anucy rnosb3oBaTernen, Ha

KOoTopble ByaeT pacnpocTpaHATbCs AencTBme npasuna (pyc. Bolbop y4ETHBIX 3anmncemn

nonb3oBaterneii ). Mo yMorHaHWio NpaBura YCTaHaBMMBAKOTCA A BCEX MOSb30Ba-

Tenen.

2 fononnntensHo @
Nonb3o0BaTeny | Bpema | McKnrYerHns

BribepuTe nonb3oBatensi, ANA KoTopeix ByOeT ASACTEOBATE AaHHOE
npasWno.

[ OoBaeuTs ][ YoanuTs ]

[ O ][ OTtMeHa ]

PucyHok 61. Bblbop y4€THbIX 3anucen
nonb3oBaTeneun

* Bpems — Ha JaHHOM BKIagKke 3aal0TCs BPEMEHHble MHTepBarbl JENCTBUA MpaBuna

(pvic. BbiGop BpeMeHV feiicTBus npasuna >).
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i Nononxutensto @I

| I'Icmh:maarenm| Bpena |Ir1cncmouerm5|

BrIGepWUTE BPEMEHHEIE WHTERBANEI, B TEYEHWE KoTopeix ByoeT
AeWCTBOEATE A3HHOE NPaBHAo.

7:00:005 NO  [@1z2:00:000%
[D13:11:5220 no  [13:11:5202
[113:11:52 no  [13:11:52(8

[M13:11:522) no [[Di3:11:52-2

o o o o 0

[M13:11:52 No [Di3:11:5242

[ QK ][ OmMeHa ]

PucyHok 62. Bbi6bop BpeMeHU AeNcTBUsS NnpaBuna

® Ecrm TpebyeTcs 3agatb MHTEpBan, 3aTparvBalLLmMi ABOE CyTOK, Heobxoanmo pas-
OuTb ero Ha gBa uHTepBara (0auH 13 KOTOpbIX 3akaHunBaeTcs B 23:59:59, a apyromn

HaunHaeTcs B 0:00:00).

* Ucknio4yeHUs — Ha JaHHOW BKIaaKke BbIOMpatoTCs NPUIoXeHus, Ha KoTopble He byaeT

pacnpocTpaHaTbCa Aencteue npasura (pyc. BoiGop_npunoXeHnn Ang UCKIYeHusa 13

npasuna ).

i JononruTensHo @I

| MNonbsosaten | Elpen.ql WcKnroYeEHna

BrifepuTe NPpUNOKEHUA, ANA KOTOPLIX AaHHOE Npasuno He Gyner
AedcTe0BATE

[CIm1sDBINST.EXE -
V] i sDCLT.EXE

[ SDIAGNHOST.EXE

[C] =7 SEARCHFILTERHOST.EXE

[[] =] SEARCHINDEXER.EXE

[ B SEARCHPROTOCOLHOST.EXE

[T SERVICEMODELREG. EXE L
[[] =] SERVICEMODELREG. EXE -
[V SERVICES.EXE

SETUR.EXE

[Tl sLuLEXE i
=

[ O ][ OTtMeHa

PucyHok 63. BbIOOp npunoxeHun gna UCKNoYeHUA
M3 npaBuna

® [1na NpuroXKeHui, BbIGPaHHbIX B KA4YECTBE UCKIMIOYEHUI, CO3AaETCH YaCTHOE NpaBu-

o, KOTOPOE HeOOCTYMNHO ANA pefaKkTUpoBaHus Ha Bkraake OrpaHnyeHvst n paspe-

8

weHvs *® B OKHe CBOICTB MPUMOKEHVS.

- (W ]

ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9

Pykosodcmeo nonb3ogamerns

JlokanbHasi paboma c¢ SoftControl SysWatch

Haxxmute Ha KHOIMKY OK, 4yT00HbI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna

UtoObl yaanMTb NpaBWio, HaXMuTe Ha CCbifKy YAanuTb W MOATBEpAUTE yaareHue B

OnarioroBomM OKHe.

B SoftControl SysWatch cogepxatcsa npegycTaHOBIEHHbIE NpaBwuria, pacnpocTpaHsaowpe-

CH Ha CUCTEMHbIE KaTanorm u o0bLeKThbI pacnosioXXeHna KOMMNOHEHTOB MNpOoAYyKTa. NameHe-

HUe UM yaaneHue npeaycTaHOBIIEHHbIX MPaBWI MOXET MoBJieYb 3a COOON HapyLLeHVe 3a-

LLMNTbI LLEJNTOCTHOCTU CUCTEMDbI.

[na BCTynneHns nsMeHeHu B cury Haxxmurte Ha KHonky OK v MpuMeHnTb.

5.5.6.2 HacTtpouka npaB AOCTyna K CUCTEMHOMY peecTpy

ObnacTtb KoHTpord CUCTEeMHbIN peecTp MNO3BOSIET cO34aBaTh NpaBura A0CTyna NPUIIOXEHUN K

o6bekTaM CUCTEMHOrO peecTpa:

® 3an1cb B KIOY Ui NapameTp peecTtpa (co3gaHne/M3mMeHeHre Krtoda unm napameTpa);

* YaaneHue Kno4ya unv napameTpa peecTpa.

OBlHe OrpaHUHEHHA W Pa3PEWeHna: YTenue, Co3OaHne, 3anuce, YOaneHne KNOHEHA W SHEYEHMA KNYER CHCTEMHOD
peecTpa. MpeaoTEpalleHHe HIMEHEHNA HACTPOEK NPUNOKEHA, DEMMCTPALIMK KOMNOHEHT M T.4.

2 Monutuka koHTpoas E@

OBnacTu KoHTPONA | OTcnewuaastble NPUNOHEHHA | Cepm¢MKaTb||

[ch‘rennmﬁ peecrp V]

Mpasuna ana 30Hb!

[DFDEHMHEHHbIE NPUNOXKEHWUA V]

10

525
526
527
528
529
530
531
532
533
535

Pecypc 3anuck YnaneHue AKTWBHO =

\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ... 3anpeTute SanpetTo
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\... 3anpemute JanpetuTo
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\... 3anpemute JanpetuTo
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ...  3anpeTuTe 3anpetuTs
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ...  3anpeTuTe 3anpetuTs
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ...  3anpeTuTe 3anpetuTs
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ...  3anpeTuTe 3anpetuts
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES ...  3anpeTuTe 3anpetuts
\REGISTRY\MACHINE\SYSTEM\CURRENTCONTROLSET\SERVICES\...  3anpeTuTs 3anpeTuTs
\REGISTRY\MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CUR... 3anpeTuTs 3anpetuTs

EEEEEEEEE

20004 \REGISTRY\MACHINE\SOFTWARE\TESTKEY\&**# Paspewnts  3anpetuts
20005 \REGISTRY\MACHINE\SOFTWARE\TESTKEY\TESTWALUE Pazpewnts  3anpeTuTs |=|
20006 \REGISTRY\MACHINE\SOFTWARE\MICROSOFT\INTERNET ACCOUN... Paspewuts 3anpeTuTe =
Lobasute HM3meHnTe ¥oanuto Beepx BHws
JononHUTENEHD
Cnpaseka [ OK ” OTMeHa HI‘IDMMEHMTb

PucyHok 64. NonuTuka KOHTPOMS CUCTEMHOrO peecTpa

[na npocMoTpa 1 3MeHeHUs! MOSMTYKM KOHTPOIA CUCTEMHOIO peecTpa Bblbepute nyHKT MonuTu-

-_— (& ]
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Ka KOHTPOMS KOHTEKCTHoro MeHio >> SoftControl SysWatch, B okHe MonuTUKa KOHTpORs Ha

Bkragke Obnactu KoHTpons BbibepuTte B BbiNagarolwem cnvcke pasgen CUCTeMHbIN peecTp

(pvic. MonMTVKa KOHTPONS CUCTEMHOTO peecTpa ).

npaBI/IJ'Ia pa3aenieHbl No cnickam Aand I'IpVIJ'IO)KGHMI?I 13 crneayroumx 30H BbIMNOJTHEHUA!

* [loBepeHHbLIE NPUSIOXKEHUS,;
* OrpaHU4YeHHble NPUSIOKEHUSA.

[ns nepekrnioveHns Mexay cnuckamm Bbloepute COOTBETCTBYIOLLYIO KaTeropuio B BbiNagatoLwemM

cnvcke NMpaBuna anAa 30HbI.

Kaxxgoe npaBwuro npeacraBngeT cobon 3anncb B JIMHEMHOM CNMCKE U MMEET CBOM YHUKarbHbIN
noeHtngukatop ID. O6bekTbl NPpUMEHEHUs ykasbliBatoTCa B cTonbue Pecypc, npaBa goctyna K
HUM — B cTonbuax 3anucb 1 YaaneHue. BknoyeHve n BbIKMOYEHME MpaBwuria ynpaBrieTcs

dornaxxkom B cTosrioLe AKTUBHO.

Ecrnm Heckombko npaBun MerT nepecekatoLyecs obractv eVCTBMs, TO NPYOPUTET BbINOMHEHNS
B TAKOM Clly4ae MMeeT NpaBurio, pacrosioXXeHHoe B criucke Havbornee Hu3ko. MonoxeHre npasuna

B CNncke nsMeHAEeTCA C NOMOLLBIO CCbIJIOK BBer 1 BHu3.

Mpumep: npasuro ¢ ID 10004, nokasaHHoe Ha pwc. MonmTyKa_ KOHTPOIS CUCTEMHOro peectpa ',

nepekpbiBaeT gencteue npasura c ID 10003, T.K. pacnosioXxeHo HWke ero rno Crmcky.

CuHTaKkcuc npaBuna
CTtpoka B ctonbue Pecypc npeacrasnset cobon nytb A0 o6bekTa uim 06beKTOB nNpume-
HEeHWs1 NpaBwra. B gaHHOWM CTpPOKe MOryT MCMOMb30BaTbCsl MACKU — MHCTPYMEHT 3afaHus
npaBun Ans rpynnbl 06bEKTOB CUCTEMHOIO peecTtpa. Hanpumep, C NOMOLLI0 MaCoK MOXHO
co3gaTb NpaBUIio 4sa pasaerna peecTtpa v Bcex 00beKTOB BHYTPU HErO.
Hwke npuBefEH CUMHTAKCUC MACOK:
## — 3ameHsaeT noboe KOMYECTBO CMMBOSIOB, KpoMe cumBora '\' (B criyvae pasmelle-
HUS B KOHLLe CTPOKM pacnpoCTpaHaeTCsa TOMbKO Ha NnapamMeTpbl pasgena);
#**# — 3ameHsieT Noboe KOMYECTBO CMMBOJSIOB (B Criydae pasMeLLEeHVs B KOHLIE CTPOKM
pacnpocTpaHaeTca Ha napameTpbl pasgena, noapasnersl U napameTpbl Nogpasaeros);
#?# — 3ameHsaeT poBHO 1 ntobor cumBon.
Mpumep: Ha pwc. MonnTViKa_KOHTPONS CUCTEMHOro peectpa '° nokasaHo npasurio ¢ ID

10003 (\REGISTRYWACHINE\SOFTWARE\TESTKEY\#**#), nencteyloLlee Ha crefyo-
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e obbeKkTbl — pasnen TestKey, Bce ero napameTpsl, noapasaernsl 1 napaMeTpbl noapas-

OeroB.

Cos3pgaHue npaBuna
UTo6bl co3aaTb NpaBuio, HaXXMUTE Ha cCblfky [lo6aBuUTb.
B okHe Pecypc cuctemMHoro peectpa BbiGepute 06BLEKT U3 NPOBOAHMKA WM BPYYHYHO

BBeOuUTe NyTb 4O HEro B peectpe B nojie noa npoBOOHUKOM (pI/IC. CosgaHve npaBwna ans

06bekTa cUcTeMHoro peectpa ).

Pecypc cuctemHoro peectpa @

Knrou unM 3HauyeHue (NonHBIR NyTe MAW Macka)

Pecypc
| Sonic -
a | TestKey
i Bce nogpasaene
Test\.-’alue
> | Wow6432Node
. SYSTEM
| HKEY_USERS

4 [m

\REGISTRY\MACHINE\SOFTWARE\TESTKEY\&**2

3anuce Yoanedue

PaspewnTs V] [33npe‘me -

[¥] AkTuEHD [ OK ] [ Cancel ]

PucyHok 65. Co3paHue npaBuna anA oobekTa CMCTEMHOIO
peecTtpa
B obractax 3anucb n YaaneHue BbiOepuTe B BbiMagaloLmx CNMCKax COOTBETCTBYIOLLME
npaea AocTyna K 0O6bekTy:

* Pa3pewnTtb — No3BOSNUTbL MPUINOXKEHMIO BbINOMNHATL Onepaunio Hag 06 bekToM;
* 3anpeTuTb — 3a65I0KMPOBaTb BbINOSIHEHME MPUIOXEHNEM Onepaummn Hag 06 bEKTOM;
* 3anpoc — BbIBOAUTb 3anpoC Npu COBMNaaeHMn AecTBUS Hag 06bekToM C yCrioBMEM

npaBura.
UToObl BKMOYMTL CO3aHHOE MPaBWUIo B CMIUCOK M caenaTb ero AenCTBYHOLYM, YCTaHOBUTE

doraxok AKTUBHO 1 HaXxXmuTe Ha KHorky OK.

M3meHeHMe npaBuna
UTtoObl M3MEHUTbL MpaBwUno, HaXxXmute Ha ccbliky U3MEeHUTb 1 HacTpoute napameTpbl

npaBura aHaror1iHo AeVCTBMAM Mpu ero cozaanmm 2 .
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MepemeweHne npaBuna mMexay 30HamMu
Ecrm TpebyeTcs nepemectutb MpaBWIO B CAUCOK AN MPUIOXEHWA U3 OpYrov 30HbI
BbINOSIHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO NMpaBua 1 Bbibepute OaMH U3 BapuaHTOB:
¢ [Ina BCcex — co3faTb NpaBwrio ans 06erx 30H BbIMOSHEHUS, €CIM NPaBUIO0 HAXOAUTCH
TOSMbKO B OOHOM CrKCKE.
¢ OrpaHu4YeHHble — MepeMecTUTb MPaBWO B CMWCOK MpaBun And OrpaHnYeHHbIX
NP USIOXEHNIA.
* loBepeHHble — MepemMecTuTb MPaBWIO B CAMCOK NpaBun And [OOBEPEHHbIX

NP USIOXEHNIA.

HdononHuTenbHble NapamMeTpbl NpaBuUa U UCKITOYEHUA
Bbi6paB komaHay [lononHUTENbHO (B KOHTEKCTHOM MEHIO UM N0 OAHOUMEHHOM CChISIKE B
HWKHEN YaCTW OKHA), B NMOSBMBLLEMCSI OKHE MOXHO ONpeaermTb crieaytoume OOMNOSHUTESb-
Hble NapaMeTpbl NpaBuna:

* Monb3oBaTenu — Ha JaHHOM BKragKe 3a4aloTcs YYETHbIE 3anvcuy Nnosib3oBaTternen, Ha

KOTOpble ByaeT pacnpocTpaHaTbCs AencTBre npasura (pyc. Boibop y4E€THbIX 3anuncen

~ 81
nosrib3oBaTersren ) Mo YMOJMaHUO npasura yCtaHaBJ/MBaKOTCA AN1d BCEX MNOJib30Ba-

Tenen.
* Bpemsa — Ha AaHHOM BKragke 3a4aloTCa BPEMEHHbIE MHTEPBArbl EWUCTBMSA npaBuna

(puc. Bbibop BpemeHy aeiicteus npasurna 22).

® FEcmm TpebyeTca 3agatb MHTepBan, 3aTparvBalowyin ABOe CyTOK, Heobxoaumo pas-
6uTb ero Ha ABa vHTepBarna (OAWH 13 KOTOPbIX 3akaHdmBaeTcsa B 23:59:59, a gpyrom

HauvHaeTcs B 0:00:00).
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i Nononxutensto

Monssosaten | Bpema | MCKNHHEHUA

=5

BriGepuTe nonb3ceateneil, Ana koTopeix GyaeT AefcTECEATE AaHHOE
npaswng.

[ HobasuTb ][ YoanuTs ]

[

QR ][ CtMeHa

]

PucyHok 66. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

}i JdononAHutensHo

| I'Icmh:maaranh| Bpewna |HC|{.I'HOHBHHH

=

C

o 0 on

7:00:00 =
[113:11:52%
[113:11:52%
[113:11:52 2

[113:11:52 %

2

2

2

L2

L2

no

no

no

no

no

[¥]12:00:00 =
1311522
1311522
[[113:11:52 %

[13:11:52 %

~

~

~

v

BbiGepuTe BpEMEHHEIE WHTERBANEI, B TEYEHWE KoTopbix Byaer
OeRCTE0EATE A3HHOE NPaBUo.

[

QR ][ CtMena

)

PucyHok 67. Bbibop BpemeHu gencTBus npaBuna

* UcKknroYeHUs — Ha JaHHOM BKIaaKe BbI6Mpa}OTC‘iI NnpuUroXxeHud, Ha KoTopble He 6y,u,eT

pacnpocTpaHATbLCA AencTBme npasuna (puc. Boibop NpunoXXeHun Ana UCKIMYEHUa u3

npasuna %%).

——————

ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9

Pykosodcmeo nonb3ogamerns

JlokanbHasi paboma c¢ SoftControl SysWatch

'3 NononkutensHo

| MNonb3oBaTend | Bp&NSIl Wcknrayenna

=5

BbIGepWTE NPUAOHEHKUA, ANA KOTOPLIX A3HHOE Npasvno He Byoer
NedcTBoBaTE

[ 1sDBINST.EXE

[¥] i sDCLT.EXE

[ sDIAGNHOST.EXE

[[] = SEARCHFILTERHOST.EXE
[][m"] sEARCHINDEXER.EXE
[C][m"1 SEARCHPROTOCOLHOST.EXE
[C] =] SERVICEMODELREG. EXE
[[] =] SERVICEMODELREG. EXE
[¥][F°13ERVICES.EXE
SETUR.EXE

[ sLur.ExE

e

[ Ok ” OmMeHa

M3 npaBuna

PucyHok 68. BbiGop npunoXxeHun gnsa UCKIoYe HUsl

B OKHE CBOWCTB NPUINoXXeHus.

115 npurnoXxeHuin, BbIGPaHHbLIX B KAYECTBE UCKIKOYEHUIA, CO30aETCS YaCcTHOE npaBu-

J10, KOTOpO€ HeOOCTYNHO ANd pedakTUpoBaHUA Ha BKIladKe OrpaHI/I‘-IeHI/IFl n paspe-

AnaroroBomM OKHe.

YpaneHue npaBuna

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YTOObI yoarmtb npaBwino, Ha>XMUTE Ha CCbIJIKY Ypanutb 1 noarsepavte yaareHme B

HapyleHne 3alyTbl LeJIoCTHOCTU CUCTEMBI.

B SoftControl SysWatch cogepxaTcsa npeayctaHOBEHHbIE NPaBWria, pacnpocTpaHsaoLpe-
CS Ha KI04M 1 MapaMeTpbl peecTpa, Bimsowme Ha paboTy cucTeMbl U KOMMOHEHTOB MPO-

AOyKTa. N3ameHeHre nrim vyoarneHue npeayCcrtaHoBJIEHHbIX MPpaBUIl MOXET MOBJiEYb 3a cobon

[N BCTyNneHust UsMeHeHun B cury HaxxmmTe Ha KHornky OK nnm MpuMeHuTb.

5.5.6.3 HacTtpouka npaB goctyna K ycCTpoMcTtBam u nopram

Obnactb KOHTponss YCTpoMcTBa MO3BOSSIET CO34aBaTh MPaBwia MCMOMb30BaHUA CreayHoLyX

BHELLHNX yCTpOIzCTB M NopTOB CUCTEMBbI.

* USB-ycTponcTtaa,;

e CD/DVD-ycTtpowcTBa;

— &
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* | PT-nopThbl;
* COM-nopThl.
e el s
OBnacTi KOHTPONA | OTCNEMMBAEHbIE NPUACHEHWA | Cep‘mcbma‘rbll
OflKe orpaHUYeHHa U paspelleHka: Menons308aHue PasAuYHbLX YCTPOHCTE. MNpenoTepalles e NPOHHKHOBEHHA Ha KOMMNBIOTED HEXENATENbHbIX
NporpaMK Yepes BHEWHUE yoTpolicTea.
[Vmuima -
Tun ycrpoiicTea YreHwne 3anwuce Yoanenne
E=JUsE-ycrpoiicTea -] m
‘2, CD/DVD-ycrpoiicTsa
e LPT-nopTsl
% COM-nopTsl
[C]3anpetnts aeTozanyck ans scex ycrpoicrs JononHUTENBHD
Cnpaska [ oK ][ OtMeHa ][I‘\pmamm

PucyHok 69. NMonutruka KOHTPONs YCTPOUCTB U NOPTOB

Ans npocmoTpa U M3MEHeHUs1 MOSMTUKM KOHTPOSS YCTPOWCTB BbiGepute nyHKT MonuTuka

KOHTPOMNA KOHTEKCTHoro meHio > SoftControl SysWatch, B okHe MonuTMka KOHTpoOnsA Ha

Bkragke O6nactM KOHTponsa Bbibepute B BbiNagalwolwem cnvcke pasgen YcTpoucTBa

(pvic. MonuTvKa KOHTPOMS YCTPOVCTB 1 nopToB ).

HacTtpowka npaB goctyna Kk USB-yctpoucrtBam
Urtobbl onpegemmTtb npaBa gocTyna k USB-yctponictBam, 3agante npaBa COOTBETCTBYHO-
LMK coriaxkkamm B ctorbuax YteHue, 3anucbk n Yaanenue ons tuna USB-yctpouctsa.
BbibpaB komaHgy JJoNONHUTESNIbHO (B KOHTEKCTHOM MEHIO M MO OAHOUMEHHOW CCbISKE B
HWKHEWN YaCTu OKHa), B NOABUBLLEMCS OKHE MOXHO onpefenmTb criedytoume OONOSHUTESb-
Hble NapameTpbl NpaBswna:

* MMonb3oBaTenu — Ha JaHHOM BKragKe 3a4aloTcs YY4ETHbIE 3anvcuy nosib3oBartersnen, Ha

KoTopble OygeT pacnpoCTpaHATbCA AEeWCTBME OrpaHmdeHun (puc. Bolbop y4ETHbIX

3anuceil nonb3osateneii °*).
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i Nononxutensto @I
Monssosaten | Bpema | MCKNHHEHUA

BriGepuTe nonb3ceateneil, Ana koTopeix GyOeT AefcTEOBATE AaHHOE
npaswng.

[ HobasuTb ][ YoanuTs ]

[ Ok ][ OmMeHa ]

PucyHok 70. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

* Bpema — Ha [JaHHOW BKragke 3afalTcs BpPEMEHHble UWHTepBarbl OeucTBuA

orpaHndeHnn (puc. Boibop BpemMeHn AencTBust NpaBuna & ).

i Nononxutensto @l

| I'Icmb:maarenm| Bpena |I.-1cncmouerm;|

BrIGEpWUTE BPEMEHHEIE WHTERBANEI, B TEYEHWE KoTopelx ByaeT
AeWCTE0EATE AaHHOE NPasHo.

c 7:00:00% NO  [@1z2:00:0002
cC [M13:11:52 No [Di3:11:5242

[13:11:52 no |[@13:11:5212

0

8]

[M13:11:52 No [Di3:11:5242

C [113:11:52 no [D13:11:5202

[ O ][ OTtMeHa ]

PucyHok 71. Bbi6op BpeMmeHu aeACTBUA npaBuna

i Ecrm TpebyeTca 3agatb nHTEpBan, 3aTparmBatoLLmii ABOE CYTOK, He06XoaMMo pas-
OuTb ero Ha aBa nHTepBara (0auH 13 KOTOpbIX 3aKkaHunBaeTcs B 23:59:59, a apyrom

HaunHaeTcs B 0:00:00).

* AcKknoyYeHUa — Ha JaHHOW BKIMagKe 3a4aloTcHa OTAeSbHble YCTPOMUCTBA, Ha KOTopble

He OygeT pacnpocTpaHsaTbCa AencTBne obupyx orpaHndeHnn (puc. Boibop USB-

YCTPOWCTB ANS UCKIMIOYEHVS 13 npasun =),
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i lononnurenso =
MNonbsoeatenu | Bpema | Mcknosenns

BriiepuTe yCTPOICTES WS CNNCKE, HA KOTOPLIE He BYET PACNpOCTPaHATECH ASHCTEME ABHHOMC Npasuna.

Onucanue VaentudukaTop Ytewne  3anuce  Yaanerue

%- KINGSTON DT_101_G2 PMAP USB\VID_0930PID_6545\001CCOC61220EA904..] B | E [ HE |

< . ] »

PucyHok 72. Bbibop USB-ycTpoiicTB Ana UCKNOYEeHUsA U3

npaBun

B "6enom cnucke" USB-ycTpOCTB MOXHO 3a4aTb YaCTHblE OrpaHnyeHUs a1 Kaxaoro
HaKoMUTENs M3 CAMCKa aHanorndHo obuym orpaHumdeHussM. Ytolbl akTMBMpoBaTb
BKoyeHre USB-ycTponcTea B "6enbivi cnncok”, ycTaHoBUTE OriaXkoK Y MIMEHWN JAaHHOIO
Hakonutens B ctonoue OnucaHue. Ytobbl 06HOBUTL CNMCOK noakmoYeHHbIX USB-Ha-
KonuTenen, Haxmmre Ha KHonky OOGHOBMUTL. [na yaaneHuss Hakonutens u3 Crnmcka
BblGepuTe ero 1 HaXXMuTe Ha KHoMky YaanuTb.

Haxmute Ha kHonky OK, 4ToObl COXpaHUTb Yka3aHHble AONONHUTENbHbIE MapaMeTpbl.

3anpeweHue goctyna Kk CD/DVD-HakonuTtensam
Utobbl 3abrniokmpoBaTb goctyn k CD/DVD-Hakonutensm, ycTaHaBiMBaEMbIM B OMTUHECKWN
npvBog 3auppemoro obbekta, cbpocbTe nodon u3 hraxkos B cTorbuax YreHwume,
3anucb v Yaanenue ana tuna CD/DVD-ycTpouncTBa (npu aTom 6yayT cbpolueHbl Bce

doriaXXkn Ana gaHHoro Tuna).

3anpelleHune aBTO3anycka Ans BCeX YyCTPOMUCTB
Utobbl 3abrnokupoBaTtb aBTo3anyck and USB- n CD/DVD-yctponcTs, ycTaHoBUTE dhriaXoK

3anpeTuTb aBTO3anyckK ANS BCeX yCTPOUCTB.

3anpeweHue goctyna Kk LPT-noptam
YUT0o6bI 3abriokmpoBaTh goctyn K LPT-noptam 3aupupemoro obvekrta, copocbTe mobon ns
dnaxkoB B cTonduax YrteHue, 3anucb wm Ypanenme ana tuna LPT-nopTbl (Npu 3TOM

OyayT cOpoLleHbl BCe (hriaXkkm Ans AaHHOro Tvna).
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i Ans n3MeHeHWss npaB [ocCTyrna [OMOSHUTENbHO HeobXxoauMa nepesarpyska
CUCTEMBI.

3anpeuweHue poctyna Kk COM-noptam
Utobbl 3abnokmpoBatb goctyn k COM-noptam 3awmwigemoro obbekra, copocbTe nobon
n3 cpraxxkoB B ctorbuax YreHue, 3anucb wm YpaneHue ana tuna COM-nopTtbl (npu

aTOM ByayT cOHpoLLeHbl BCe dhraXkkm A4S 4aHHOro Tmna).

i [ns u3MeHeHuss npaB [ocTyrna [OMOSHUTENBHO HeobXxoauma nepesarpyska
CUCTEMBI.

[ns BCTyNneHust UsMeHeHun B curny HaxxmmTe Ha KHornky OK nnv MpuMmeHuTb.

5.5.6.4 Hactpowka npaBun ceTeBOM aKTUBHOCTMU

Obnactb koHTponss CeTb MO3BOSIET CO34aBaTh MpaBuria KOHTPONS CETEBOW aKTUBHOCTMU
NP USIOXEHNIA:

* [1prém gaHHbIX;

* [lepegayva AaHHbIX.

Sy E=mEE
OBNacTh KOHTPONSA | OTCnekHBaeMble NPUIOKEHWA I Cepwd)mcan:l‘
OBIUME OrpaHUYEHNA W Pa3PEWEHS: YCTAHDBKS CETEBOMD COSAWHEHNUS, TIPUEM W NEPENaYa AaHHLX No CeTU. [peacTBpalleHre
BTOKEHUA UIBHE U KPAXKW KOHEHOSHUMANEHBIX OaHHBIX.
[Can:. ']
Mpasuna ona 30Hel
[,ﬂuaepennble NPUACKEHKS ']
o] HassaHue Hanpasnenue NpoTo... floKanbH... YAanedHeid anpec Paspew... [oaTse... AKTMBHO
20013 10030 port block Bxonswee/Mcxooswee  TCP - *:10080 ]
20014 Violator block Bxoaawee 72.124.59.78:8000 ]
20015 Trusted local net Bxoaswee/Mcxomswee TCP/UDP  *:8000  192.168.0.1-192.1... ]
Hobasurs HNzmeHuTE Yoanute Beepx BHuz
LononHUTENBHO
Cnpaeka [ OK H OTtMeHa ][I‘Ipmemm

PucyHok 73. NMonuTuKa KOHTPOIS ceTeBOM aKTUBHOCTHU
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[Ona npocMoTpa M M3MEHEHUS MOSMTUKM KOHTPOSA CEeTEBOW aKTMBHOCTU Bbibepute MyHKT
Monutuka KOHTpONs KOHTEKCTHOro_ meHio >° SoftControl SysWatch, B okHe MonuTuka
KOHTponsA Ha Bkragke O6nacTtu KOHTpons BbiOepute B BbiNagarolem cnvcke pasgen CeTtb

(puc. MonuTvika KOHTPOMA CeTeBO akTuBHOCTH °7).

I'Ipanu'la pas3gereHbl No cnnMckam anA I'IpVI.l'IO)KGHVIVI "3 crnegyroumx 30H BbIMNOJIHEHUA:

* [loBepeHHbIe NPUNOXEHUS;
* OrpaHM4YeHHble NPUNOXEeHMUS.
[ns nepekrnoYeHns Mexay cnuckamm Bblbepute COOTBETCTBYIOLLYIO KaTeropuio B BbiNagatowemM

crmcke I'Ipanma A=A 30HbI.

Kaxxgoe npaswuro npeacraBnseT cobon 3anicb B SIMHEMHOM CMUCKE M UMEET CBOW YHUKambHbIN

noeHtngukatop ID. NMNapameTpbl CETEBOro COeAMHEHUST YKa3aHbl B CrieAyroLyx cTonbuax:

* HazBaHue — HaMeHOBaHWe nNpaswia, 3agaBaemMoe nosfb3oBaTenieMm.
* HanpaBneHne — HanpaBfieHWe CETEBOM aKTUBHOCTW, Onpeaendwolee uvHuumaTopa
coeguHeHvs:
— Bxopsiwee — ceTeBoe coeavHeHVe, HULMMpYyeMOe yaarieHHbIM XOCTOM,;
— Ucxopsawee — ceTeBOe CcoeauHEHNE, MHALMMPYEMOE JIOKarbHbLIM XOCTOM;
— Bxopgswee/Mcxopswee — noboe 13 HanpasreH.
* [poToKon — TUN NPOTOKOa Nepeaayn aHHbIX MO CeTU:
—TCP;
— UDP;
— TCP/UDP — ntobon n3 npoToKOsoB.
* JlokanbHbIW agpec — IP-agpec v guanasoH IP-agpecoB flokarbHOro XocTa, y4acTByto-

UMX B Nepeaaye AaHHbIX. Ecrv npy cosganvm npaBuna * ans Hero BbiGpaHa onums JTo-

6om agpec, oTobpaxkaeTca CMMBOS * OO 3HaKa ABOeTouMs, ecrm BbibpaHa onums Jo-
601 NOpPT — CMMBON * NOCIe 3HaKa OBOETOUUS.
* YpanéHHbIn agpec — IP-agpec i guana3soH IP-agpecoB yganéHHoro xocTa, ydacTByto-
LMX B nepegaye AaHHbix. Ecrv npu cosparvm npasuna * ansa Hero Bbi6paHa onuus Jio-
6oun agpec, otobpaxaeTcs CMMBOS * OO 3HaKa OBOeTo4Ms, ecrm BbibpaHa onuus Jlo-
601 NOpPT — CMMBON * NOCIe 3HaKa ABOETOUUS.
PaspelseHne v 3anpeT CeTeBOro COEAMHEHVA C yKa3aHHbIMW MapamMeTpaMu yrpaBrieTcs

dnaxkom B ctordbue PaspewnTtb. Ecrv npegnonaraetca obpabotka cobbiTuiA CETEBON aKTMB-
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HOCTV MPUMOXeEHUIA NoSb3oBaTeneM >, ycTaHoswuTe ¢riaxok MoAaTBepxaaTh y Tpebyemoro npa-

Bura. BkroyeHwe 1 BbIKIoYeHWE npasuna ynpasnseTcs oriaXkkom B CTonoue AKTUBHO.

Ecrm Heckomnbko npaBuin UMEIOT NepeceKarLmecad obnacTtu gencteus, To npropuTeT BbINMOJIHEHUA
B TaKOM CJiydae UMeeT npaBurio, pacriosyioxkeHHoe B Crn1cke Hamnbornee Hu3Ko. lNonoxeHue npasuna

B CMUCKEe U3MEHAETCA C NOMOLLKIO CCbiflok BBepx 1 BHUs.

Co3paHme npaBuna
UtoObl co3ngaTb NpaBuro, Haxmute Ha ccbiniky [lo6aBuTb. B okHe CeTeBOM pecypc Bbl-

Bepute HeobXxoauMble MapaMeTpbl ceTeBoro coeavHeHus (puc. Co3gaHue nNpaBuia KOHT-

ponsi ceTeBom akTUBHOCTN &%),

UTo6bl BKMOUMTL CO34aHHOE NPaBWIIO B CMIMCOK, HAXMKTE Ha kHomky OK.

Cetesoil pecypc @

HazsaHue: New ace 20016

HanpasneHwe: [onmmeefhm(ommee ']

MNpoTokon: [Tcpfugp v]

NokaneHele adpeca | YoaneHHele agpeca

) Nioboii anpec

c:
() OnpeaenenHelid IP-aapec

@ OuanaszoH anpecos Lzs

) NoBoii nopt
@ OnpeaeneHHeId NopT

(") AnanasoH nopros

D HypHan

[ Ok ] [ Ommena ]

PucyHok 74. CozpaHue npaBuna KOHTpons
ceTeBOM aKTUBHOCTU

PyyHas o6paboTka coObITUIN CeTEeBOM aKTUBHOCTHU
YcrnoBue: Ans BKIOYEHUA AaHHOW BO3MOXHOCTW AOSPKEH ObiTb aKTMBMPOBAH PYYHON PEXUM
06paboTKn MHUMAEHTOB, A4S 3TOro OTKpoMTe pasgern 3awmuTa HacTPoeK NporpamMmMbl, ycTa-
HOBUTE nepekriovaTers YnpaBneHMe MHUMAEHTaMu B nosioxeHne Bknrountb obpa-
6O0TKY MHLUMOEHTOB Nofib3oBaTeneM 1 Haxkmute Ha KHornky OK.
OkHo npepynpexaeHusi, otobpaxxaemoe SoftControl SysWatch npu coBnageHmm napameT-
pPOB CETEBOr0 COEAVHEHMST C NPaBUIIOM KOHTPOS CETEBOM aKTMBHOCTM, NMOKa3aHO Ha pucC.

Hke 2.
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i Mpegynpexcaenne - SoftControl SysWatch @

lNMporpaMMa NbITAETCH YCTAHOBUTH CETEBOE

2 W nepejartb ,EI,EIHHIJIE.‘

£ MNporpamma: IEXPLORE.EXE
\Q localhost -> 94.245.115.205:80
MpoeepuTs obBEKT

2 PaspewnTb

A 3HaK, 4TO 3TO 33 NPOrpaMMa W ee OeAcTEMA Be3onacHel

* 3anpeTtuTb

5 He 3Haw, 4TO 3TO 3@ NporpaMMa W He ACBEPHID el

[ 2anemuuTe pewenne Ha cecomm

(~) OononHuTensHo

PucyHok 75. OkHO npegynpexaeHusi Ans ceTe BOw
AKTUBHOCTU
OxHo MpeaynpexaeHune - SoftControl SysWatch coctout us 2 yacren:
* Ob6racTtb onMcaHusa ceTeBoKn akTMBHOCTU. B gaHHoM 6rioke npmvBogutcs nHopmaumsa o6
yCTaHaB/MBAaEMOM CETEBOM COEAVHEHVN: MS MPUIIOXEHUS, OCYLLECTBIAIOLIEro akTuB-
HOCTb, KOHEYHbIE Y3Iibl YCTAHOBIIEHNA COEOUHEHUS N HANpaBreHe CoeanHEHVS, pe3yrb-

TaT aHTVBYPYCHO NpoBepku % (MOXHO MPOBEPUTL MPUNOXKEHWE Mepes NPUHATUEM pe-

LIEHUS!, NPV HAMMYMN @HTMBMPYCHOIO CKaHepa 1 COOTBETCTBYIOLLEN MMLUEH3M *° nporpam-
Mbl, HaXaB Ha cCbifKy NMpoBepuUTb 0O6BLEKT N BbiIOpaB B KOHTEKCTHOM MEHIO BapuaHT
3anycTuTb NpPOBEpPKYy).
* Obrnactb Bbibopa aencteus. B Gnoke BbiGopa gencTBua OoToOpaxkatoTCs BO3MOXHbIE
AENCTBMSI NPU NOMbITKE YCTAHOBIIEHMSI NPUIOXEHWEM CETEBOIO COEANHEHMSI:
— Pa3peLwunTb — N03BOMMTb MPUMOXEHNIO YCTAHOBUTb CETEBOE COEAUHEHME;
— 3anpeTuTb — 3ab5I0KMPOBaTb CETEBYIO aKTUBHOCTb NMPUIOXKEHNS;
0 3anoMHUTbL pelleHMe Ha CeccUr — MPUHATOE pelleHue OyaeT NpUMEHEHO K
AaHHOMY NpaBwITy O OKOHYaHWA TEKYLLE CECCUM.
Ecrm B Teyenune 5 muHyT gencteume He Byaet BbibpaHo, SoftControl SysWatch 3abrnokupyet

CeTeBY0 aKTUBHOCTb U 3aKpPOET OKHO npeaynpexageHud.

M3meHeHUe npaBuna

UTOObI M3MEHUTL npaBurio, Ha*XMutTe Ha CCbIJKKY N3meHUTb 1 HaCTpOﬁTe napamMeTpbl

— e &
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npaswuria aHaJiorm4Ho OencTBUAM npun ero co3gaHum % .

MepemeleHne npaBuna mexay 3oHaMmm
Ecrm TpebyeTcss nepemectutb MpaBWIO B CAMCOK AN MPUMIOXEHWA U3 Opyrov 30HbI
BbINOSIHEHMS, BbI3OBUTE KOHTEKCTHOE MEHIO NpaBuria 1 Bbibepute oamH U3 BapraHTOB:
* [Ina Bcex — co3aaTb npaBwio A4 06enx 30H BbINONHEHUS, €CIM NPaBUIIO0 HAXOAUTCS
TOSMbKO B OOHOM CrKCKE.
* OrpaHU4YeHHble — MNepeMecTUTb MNPaBWUIO B CMAUCOK MpaBun Afs OrpaHnYEeHHbIX
NPUINOXEHNI.
* [loBepeHHblIe — MNepeMecTuTb MNpPaBWIO B CNWCOK MpaBwn AN AOBEPEHHbIX

NPUINOXEHNI.

HononHuTenbHbIe NapamMeTpbl NpaBuna
BbibpaB komaHgy JJonONHUTENIbHO (B KOHTEKCTHOM MEHIO MY MO OAHOUMEHHOWN CChINKE B
HWKHEWN YaCTW OKHa), B NOABUBLLEMCS OKHE MOXHO onpefenmTb criedytoume OONOSHUTESb-
Hble NapameTpbl Npaswna:

* NNonb3oBaTenu — Ha JaHHOW BKINagke 3afatoTcs y4€THbIE 3anucy rnosib3oBaTernen, Ha

KOoTopble ByaeT pacnpocTpaHATbCs AencTBme npasuna (pyc. Bolbop y4ETHBIX 3anmncemn

nonb3oBateneii °'). Mo yMorHaHuio NpaBura yCTaHaBMMBAKOTCA A BCEX MOSb30Ba-

Tenen.

i JononruTensHo @I
MNons30Batend | Bpema

BribepuTe nonb3oBatensi, ANA KoTopeix ByOeT ASACTEOBATE AaHHOE
npasWno.

VM-AS-WE1RUXBEJohn

[ OoBaeuTs ][ YoanuTs ]

| OK | [ OTtMeHa ]

PucyHok 76. Bblbop y4€THbIX 3anucen
nonb3oBaTeneun

* Bpems — Ha JaHHOM BKIagKke 3aatoTCcs BPEMEHHble MHTepBarbl JENCTBUA MpaBuna

-_— F ]
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(pvc. Boibop BpeMeHu AencTBMSA NpaBunia 2 ).

i NonennutensHo (3]
MNonssosareny | BpeMa

BbiffiepuTe BpEMEHHbBIE MHTEPBANL!, B TEYEHWE KOTOpLIX ByaeT
AeACTBOBATL AaHHOE NpaBuno.

C 7:00:00 no  [¥12:00:00

C [17:00:17% no  [D17:00:17 2
c E17:00:17E no  [[17:00:17
C O17:00:17 no  [@i7:00:17 52
C [17:00:17% no  [D17:00:17 2

[ OK ][ OTtMeHa

PucyHok 77. Bbibop BpeMeHU gencTBusi
npasuna

® Ecrm TpebyeTcs 3agatb MHTEpPBan, 3aTparvBaloLLmMi ABOE CyTOK, Heobxoamumo pas-
OuTb ero Ha gBa uHTepBara (0auH 13 KOTOpbIX 3akaHunBaeTcs B 23:59:59, a apyromn

HaunHaeTcs B 0:00:00).

Haxxmute Ha KHOMMKY OK, 4yT00bI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

YpaneHue npaBuna
UtoObl yoanmMTb NpaBWio, HaXMUTE Ha CCbiIfKy YAanuTb W NOATBEPAWTE yaareHue B

OnarioroBoM OKHe.

[ns BCTynneHns nsMmeHeHu B curty Haxkmute Ha KHonky OK v MpuMeHnTb.

5.5.6.5 HacTtpouka npuBunerum npoueccoB

Obnactb KOHTPOJIA anBMﬂerMM npoueccoB TMo3BOJIAET OrpaHndmBaTb WCMNOJIb30OBaAaHME

npoueccamu npvsunerni Windows:

* YnpaBreHve aygutom 1 XypHanom 6e3onacHoCTy;
* ApxmBauusa hanros 1 KaTasioros;

* BoccTaHoBeHVE GhalrioB 1 KaTaroros;

* /IamMeHeHMe CUCTEMHOIO BPEMEHM;

* 3aBepLueHre paboTbl CUCTEMBI;

¢ [MpuHyauTenbHoe yaanéHHoe 3aBeplueHre paboTol;

N—————
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¢ CMeHa BriagernbLueB (hannos 1 pyrmx o6 LeKToB;
* OTnagka nporpamm;

* /IameHeHve napamMeTpoB cpenbl N3roTOBUTESS;

* [MpochnrmpoBaHue NPoOn3BOANTENLHOCTM CUCTEMBI;
¢ [1podunmpoBaHme ogHOro nNpouecca;

* YBenm4eHue npuoputeTa BbINOSHEHWS;

® 3arpyska 1 Bblrpy3ka gpariBepoB YCTPOWCTB;

* CosgaHve dainra NoaKauKy;

® HacTpowka KBOT NnaMATK 4S9 NpoLecca;

* O6xon4 NepeKpPeCTHOM NPOBEPKY;

® OTKMOYEHME KOMMbIOTEPA OT CTbIKOBOYHOIO Y3ra;
* BbinonHeHve 3agady no o6CnykMBaHMio TOMOB;

* /iIM1Tauusi KnneHTa rnocre NpoBEpPKM Nofb3oBaTeNs;
® Cospanve rnodarnbHbiX OObEKTOB.

YcrnoBue: npasuria pacnpocTpaHATCA Ha BCE MNPUIoXeHna 13 OrpaHVI‘-IeHHOIZ 30HbI.

ﬂ,J'IFI npocmMmoTpa N N3MeHeHus anB|/|ner|/||7| npoueccos Bbl6epVITe NYHKT Monutuka KOHTpO-NA

KOHTEKCTHOro meHio > SoftControl SysWatch, B okHe MonuTuka KOHTponA Ha Bkragke O6nac-

TN KOHTpO-NA Bbl6epI/ITe B BblMagakoleM CrncKke pas3gern anBMﬂerMVI npoueccosB (pI/IC. Monun-

TUKa_KOHTPOMA npuBurerwin npoueccos *>). OnucaHne npueuriervin 1 obracti nx npUMEHeHs

npeacTaBneHo B pasgerne [JononHutensHas nHpopmaums 2.

— e &
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" Monutuka koxTpons EI@

0BnacTn KOHTPONS | OTenekHBaEMbIE NPUAOKEHWUA I Cepmd)m(an:ll

OBume orpaHMyeHHa W paspelwerna: Nenonb308anue 1 MoBblWeHWe NpMBMNEriii NpoLeccos. OrpaHuyeHne
WCNONE30BAHWA CUCTEMHBIX QYHKUWH, NPEnOTEPALLEHHE SKCNNYATALWK YASBUMOCTH NPUNOKEHWIA.

[Hpuaunerm npoueccos -

Aeictene CocroaHue
4 Bce npueenernn
anaane»—me ayOMTOM W KypHanoM DesonacHocTH
AD)(MEEUMS! thalinos W katanoros
[&] Boccraroenenme daiinoe u katanoros
W3MeHEHWE CUCTEMHOMD BpEeMEHU

m

3asepwenue pabioTsl cUCTEMEI

MNpWHyauTENbHOE yaaneHHoe sasepweHne pabotel
CmMeHa Bnagensues Gafnoe u apyrux obbexros
OTtnanxa nporpaMm

M3MeHEHne NapaneTpos cpeasl M3roTosnTena
MNpoduAMpoBaHue NPOHIBOAHTENEHOCTH CUCTEME
MNpodunMpoBaHue 0AHOMO NpoUECCa

[28] YsenuueHmue npuopUTETa BHINOAHEHUS

3arpyska W BbIrpY3Ka ApaiiBepos ycTpoioTs

==y

SISISISISISISISISISISISISES|

BeibparHeie obwme orpaHuyeHua U paspewerns paboTalT TONBKO ANA OrPaHUYEHHEIX NPHACHEHK I

AononHurensHo

PucyHok 78. MonuTtuka KOHTpPONS NpYMBUNErun NpoLleccoB

CospaHune npaBuna
Mo ymorManuMo, npuroxenus (Mpoueccbl) o6ragalT BCEMM  BbilLeyKa3aHHbIMU
NPUBUIErMSIMK, HO MPWU 3TOM MOryT ObiTb orpaHudeHsl OC. YTobbl orpaHnynTL NpUBUNErMn

BPY4Hyt0, cOpocbTe donaxkn y TpebyemMbix npusunerun B ctonbue CoctosiHme.

HononHuTenbHbIe NnapamMeTpbl NpaBuna
BbibpaB komaHoy [lonoNHUTENbLHO (B KOHTEKCTHOM MEHIO Ui N0 OOHOUMEHHOW CCbIfIKe B
HWKHEWN YacTu OKHa), B NOSIBMBLLEMCS OKHE MOXHO OrnpefernvTb criefytoupe OONoSHUTENb-
Hble napameTpbl Nnpaswna:

* Nonb3oBaTenu — Ha JaHHOW BKINaaKe 3afaloTcsa YY4ETHbIE 3anncu nosib3oBarerien, Ha

KoTopble ByaeT pacnpocTpaHATbCS AencTBMe nNpaBuna (pyc. Bolbop y4ETHBIX 3anmncemn

nosnb3oBaTenen 9 ) Mo YMOJMaHUO npaewra yCtaHaBJMBaAKOTCA AN1d BCEX MNOJib30BaA-

Tenen.

- (T ]
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i Nononxutensto

MNonssosateny | Bpema

=5

BriGepuTe nonb3ceateneil, Ana koTopeix GyOeT AefcTEOBATE AaHHOE
npaswng.

VM-AS-WE1RUX86John

[ HobasuTh ][ YoanuTs ]

CtMeHa

]

PucyHok 79. BbiGop y4éTHbIX 3anucen
nonb3oBaTenen

* Bpemsa — Ha AaHHOM BKragKe 3a4al0TCA BPEMEHHbIE MHTEpBaSbl EVUCTBUA NMpaBura

(puc. Bbibop BpemeHM AencTBUA NpaBuia = )-

" flononruTensHo

MNonssosateny | BpeMa

C

C

=

7:00:00
[17:00:17
[17:00:17
[17:00:17

[17:00:17

affo | faffe [

4|

no

no

no

no

no

[¥]12:00:00
[17:00:17
[17:00:17
[17:00:17

[17:00:17

(| faff [l | [l

4|

BbiffiepuTe BpEMEHHbBIE MHTEPBANL!, B TEYEHWE KOTOpLIX ByaeT
neACTBOBATL A3HHOE NpaBWUNo.

[

OTtMeHa

PucyHok 80. Bbibop BpemeHU gencreBus

npaeuna

® Ecrm TpebyeTcs 3afaTtb WHTepBar, 3aTparvBaloLmi BOe CYTOK, Heobxoaumo pas-

6uTb ero Ha ABa MHTepBarna (OAWH 13 KOTOPbIX 3akaHdmBaeTcsa B 23:59:59, a gpyrom

HaumHaeTcs B 0:00:00).

Haxxmute Ha KHOIMKY OK, 4ToObI COXPaHUTb YKa3aHHble OONOJHUTESIbHbIE NapaMeTpbl.

[ns BCTyNneHust UsMeHeHun B curny Haxkxmmre Ha KHornky OK nnv MpuMmeHuTb.

— e &
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5.5.6.6 HacTtpouka BzanmoaencTeusa npoueccos

Obnactb KOHTPOJIA B3anmopgencrteue npoueccoB MNo3BOJIHET 3aJaBaTb clieyloupe paspelle-

HUS ANS B3aUMOAENCTBMSI NPOLECCOB:

¢ [locTyn npunoxeHus k 6ycdepy obmeHa;

® YcTaHOBKa NpUrioXxeHem rrodanbHbiX NepexsaTymkoB;

¢ [locTyn K NpoLieccy 1 ero noTokam M3BHe.
YcnoBue: npaBunia pacnpoCcTpaHsTCA Ha NPUNOXeHS U3 OrpaHUYeHHOM 30HbI, 3anyLleHHbIe NoA
y4éTHOM 3anuckto nonb3oBaTtesns «V.LP.O.».
[na npocMoTpa 1 U3MEHEHN HACTPOEK B3aUMOAENCTBMSI NpoLeccoB BbibepuTe nyHKT Monutunka

KOHTPONSA KOHTEKCTHOro MeHto *° SoftControl SysWatch, B okHe MonuTuKa KOHTPONSA Ha BKNaa-

ke O6GnacTtn KOHTponAa BbibepuTe B BbiNagawwem crnucke pasgen BsaumopenctBue

npoueccoB (puc. [MofmTrKa KOHTPOJSIA B3aUMOLENCTBUS MPOLLECCOB % ).

j MonuTrka koHTponsA IEI@

OGnacTh KOHTPONA | OTcnekMBaeMEIE NPMIGKEHHA | CEDTMCbMKaTbI|

OrpaHMYeHUA ANA NPOLECCOs, 3aNYCKAeMbiX B M30AMPOBAHHOW Cpeae: 83aWMOASHCTEME NPOLIECCA C CUCTEMON,
MEXMPOLECCHOE B3auMoasicTBME.

[Elaawnoneic:‘rawe npoueccos -

[T]Aoctyn npunoxenus « Bydbepy obmena
[¥]¥cranoeka npunokeHnen robansHelx NepexEaTMKoS
[#]AocTyn k npouecey M ero noToxkaum U3sHE

BrlfpaHHele ofluMe orpaHWYeHHA ¥ paspeweHuA pabBoTakT TONbKO ANA CrpaHUYEHHBRX NPUAOKEHWHA

Cnpaeka [ OK ” OTMeHa ][anMEHMTh]

PucyHok 81. NonuTtuka KoHTponsi B3anMoae NCTBUA NpoLLEeCcCoB

Co3paHue npasuna
Mo ymom4aHuMio, NPUIOXeHNA 13 OrpaHNYEHHON 30HbI BbIMOSHEHWUS, 3aMyLLEHHbIE MO YYET-
HoM 3anuckto nonb3oBartensa «V..P.O.», He nMetoT NpaB Ha BbINOSHEHWE BbllLEYKa3aHHbIX
onepauuwn. [ina paspeLeHnst BbINOMHATb Kakoe-nmmbo M3 AaHHbIX MEXMNPOLLECCHbIX B3anMO-

AEeVICTBUIA YCTaHOBUTE HEOBXOaMMbIE OIIaXKN.

— e &
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BbibpaB komaHgy JlonosfHUTESNIbHO (B KOHTEKCTHOM MEHIO Ui MO OAHOUMEHHOW CCbISKE B

HVDKHEN YacTu OKHa), B NMOSIBMBLLEMCSI OKHE MOXHO OnpeaervTb crieaytolme OOMNoNHUTEMb-

Hbl€ NapamMeTpbl npaBura:

* [lonb3oBaTenNu — Ha JaHHOW BKraZKe 3aal0TCA YY4ETHbIE 3anucu rnorb3oBaTeren, Ha

KOTOpble ByaeT pacnpocTpaHaTbes AercTBre npasuna (pyc. Boibop y4ETHBIX 3anucen

nonb3osateneii °*). Mo ymomuaHMio npaBuna ycTaHaBMBAKOTCA AN BCEX NOSb30Ba-

Tenen.

i Nononxutensto @I
MNons30BaTend | Bpema
BreiGepuTe nonb3osateneil, Ans kotopeix GyaeT AelicTeosats AaHHoE
npaswno.
VM-AS-WE1RUXE6\John
[ OobasnTb ] [ YoanuTs ]
| OK | [ CtMenHa ]

PucyHok 82. BbiGop y4éTHbIX 3anucen
nonb3oBaTeneun

* Bpemsi — Ha JaHHOM BKragke 3a4atoTcs BPEMEHHblE MHTepBarnbl AEUCTBMA NpaBuna

(pvic. BbiGop BpeMeHm feiicTBus npasuna =" ).

" flononruTensHo

MNonssosateny | BpeMa

C

C

C

7:00:00
[17:00:17
[17:00:17
[17:00:17

[17:00:17

o | [l [

4|

no

no

no

no

no

BbiffiepuTe BpEMEHHbBIE MHTEPBANL!, B TEYEHWE KOTOpLIX ByaeT
neACTBOBATL A3HHOE NpaBWUNo.

4|

[¥]12:00:00
[17:00:17

[17:00:17

aff | [l [

[17:00:17

4|

[17:00:17

=T |

OTMEHE

PucyHok 83. Bbibop BpeMmeHu aencTBus

npaBuna

-_— (]
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® FEcmm TpebyeTca 3agatb MHTEpBan, 3aTparvBaloLyin ABOE CyTOK, Heobxoaumo pas-
6uTb ero Ha ABa MHTepBarna (OAWH 13 KOTOPbIX 3akaHdmBaeTcsa B 23:59:59, a gpyrom

HaunHaeTcs B 0:00:00).

Haxxmute Ha KHOMMKY OK, yTO0HbI COXPaHUTb YKa3aHHble OOMNOJHUTESIbHbIE NapaMeTpbl.

[N BCTyNneHust USMeHeHun B cury Haxxmmre Ha KHornky OK nnv MpumeHuTb.

5.6 AHTUBMpPYCHOE CKaHMpoOBaHue

SoftControl SysWatch coueTtaeT B cebe npevmylecTBa Kak NPeBEHTUBHbIX TEXHOSIOMUIA, TaK U pe-
AKTVBHbIX (CUrHATYPHbIX) TEXHONOMNI 3almThl. MeToa NpoakTMBHOM 3aLLMTbl OCHOBAH Ha KOHTPOJe
aKTMBHOCTW NpUroxeHuin >* . MeTop, curHaTtypHoi 3awmTbl B SoftControl SysWatch peanmsosaH B
BUOE aHTUBMPYCHOIO CKaHepa, UCnosb3ytoLero 6a3y BUPYCHbIX CUrHaTyp (Hanvive 3aBUCUT OT CO-

5

OTBETCTBYIOLLEI NMUEH3 *° nporpammsi).

Cuctema moxeT 6bITb 3apaxeHa BpegoHocHbIM 10O o ycrtaHoBkm SoftControl SysWatch. MNonHas

aHTMBMPYCHAasi NPOBepKa BLINONHSETCS B MpoLecce aBTOMATMHECKON HAcTPOUKM *° Mo ymorua-

Huo. B NnpoTMBHOM CJlydae, peKoMeHOyeTcA MnpoBeCTU MpOBEPKY CUCTEMbl OO YCTaHOBKU

SoftControl SysWatch, Bocnonb3oBaBLMCb CTOPOHHUM aHTUBUPYCHBIM CKaHEPOM.

B npouecce aHtMBUpycHoro ckanmpoBaHus SoftControl SysWatch npoussogut nouck BpegoHoc-
HOro KoAa C MUCMosib30BaHUEM:

® aHTMBUPYCHbIX 6a3 — NOMCK U3BECTHbIX BMPYCOB, TPOSIHCKMX NPOrpaMm u Apyrux Bpeno-
HOCHbIX OOBEKTOB;

e 6a3 nporpamMmm-LInMoHOB — NOUCK U3BECTHbLIX MPOrpamMmm-LLINMoHOB.

i [ns acbdekTMBHOrO noucka BpeAOHOCHOro koda Heobxoaumo nepuoandeckn ob6HOBATL
aHTMBMPYCHble 6a3bl. PekomeHayeTcs HacTPoOUTb exeaHeBHOe aBToMaTtumyeckoe OBGHOB-
nenve . [Ins npefoTBPALLEHNS] HECAHKLMOHUPOBAHHOMO 3amycka MPUNoXeHUi i o6HoBIe-

HUS He TpebyroTCS.

[ns BbINOSHEHUS NPOBEPKM He0BX0AUMO:

1) MNMpousBeCTV HACTPOVIKY NapameTPOB NPOBEpKM 2 .

2) OnpeaenmTb 06bEKTLI B 061aCTU NPOBEPKM > ; K HUM OTHOCSITCS! Kak 06bekTbl chairo-

— e &
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BOW CUCTEMbI (FTOrnveckme amMckn, dannbl), Tak 1 06bekTbl APYrMX TUMOB (CUCTEMHAs na-
MSATb, 3arpy3o4dHble cektopa u T.4.). 1o ymoryaHmo BbiOpaHbl BCe 0O6bEKTbI 0bractu
NPOBEPKM.

3) OcyLLEeCTBUTL 3amycK NPOBEPKU .
4

4) Mo peaynbTaTaM MPOBEPKU > MPUHSATL pelleHre 06 oBHapYXeHHbIX Yrpo3ax, eCriM OH

He Oblnin 06e3BpPEXeHbI.

PekomeHayeTcsl BbINONHATL NPOBEPKY:

* Cpasy nocrie yCTaHOBKM NMporpammbl, €Civ B CUCTEME HE YCTAHOBJIEHO ApYroe aHTVBW-

pycHoe I10O.

2

® KaxxabIn pas, Korga KOHTPOIb_aKTUBHOCTU MPUIIOXKEHUN %2/ BBIKIIOYEH, a B npouecce pa-

00Tbl 6bISM UCMOSb30BaHbLI BHELLHWE HocuTerm gaHHblx (USB, CD, DVD wn 1.4.) wwm nog-

KroueHue K cetn HTepHer.
5.6.1 Onuun npoBepKu
MMepen Hayanom aHTMBMPYCHOIO CKaHMPOBaHWA HeobxoOuMO MPOU3BECTU HACTPOWKY ero napa-

meTpoB. [Ans aToro otkpoute pasgen NMpoBepka HacTpoek nporpaMmmbl (puc. Hactporky_napa-

METPOB NpoBepKn *%).

i Hacrpoiika nporpamme SysWatch EI El @

Mpoeepka
O0WwmMe NapaMaTpel NPOBSPKK KOMNLTEPA

ZawmTa Peakumna Ha yrposy

MNposepka @ Brifop OSHCTBWA aBTOMATMUYECKK
OfHoeneHue * JleduTs
4 Mapametpsl * YOanAts, eciW NEYEHWE HEBOIMOMHD
Bua () BeiBop OfCTBMA N0 OKOHYAHKMKD NPOBEpKK
OTueTH () 3anpoc aeicTama
OnoeeweHnA
MNposepka dannos

[[] Cranuposanke no pacnucanmo

MpoBEpATs: TonsKe WonoAHASMElE dains

MNpOEEPKE ChEMHBIX HOCHMTENENR

[] ABToMaTH4ECKaR NPpoBEPKa ChEMHbIX HOCUTENE

CI'IPEIJJHBET: O NPOEBEPHKE ChEMHBIX HOCHTENEKl

Cnpaexa [ CK ] [ OTtMeHa

PucyHok 84. Hactponku napameTpoB NpoBepKu

HacTtpoiika peakuum Ha yrposy

B obrnactn Peakuusa Ha yrpo3y BO3MOXHbI Criedylolme BapyaHTbl 4eUCTBUIA Npu 0BHapy-

— e &
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YXEHWN YrpO3 B NpoLecce aHTUBUPYCHOTO CKaHMPOBaHUS:
o BbibOp gencTBMA aBTOMaTU4YeCKMU:
* JleunTtb
O6e3BpeauTb MHPULMPOBAHHbBIN OO BEKT.
* YpanAatb, ecnu nevyeHme HeBO3MOXHO
Ypanute MHUUMPOBaHHbLIM 00BHEKT, ecriv 06e3BpeanTb ero He yaaéTcs.
o BbIbop gencTBMA N0 OKOHYaHUIO NPOBEPKU
3anpoc gencteust 6yaeT BbiBEAEH NOSMb30BATENO MO BCEM OOHApPYKEHHbIM Yrpo3am Mo
3aBEPLLEHNIO NMPOBEPKM.
o 3anpoc gencrTeuA

3anpoc gencteusa 6yaeT BbiBeAEH NOSb30BaTENO NP 0BHAPYKEHUM KAXXO0WN Yrpo3bl.

HacTtpowka kaTeropumn hannoB ANA NPOBEpPKU U peXXnuma 3anycka
B obnactu MpoBepka ¢annosB otobpaxatoTcs kateropum anros, KOTOPbIE aHarM3Npy-
IOTCS1 @HTVMBMPYCHbIM CKaHepoM, W BkrtovaeTcs CKaHMpOBaHME MO pacnucaHuio.
Haxxmute Ha kHonky HacTpouTb 4519 usMeHeHusi napameTpoB.
B okHe [lononHUTenbHbIe HACTPOMKM Ha BKragke ObnacTb AeNcTBUA BO3MOXHbI Crie-

Ayloupe BapuaHTbl BbIGopa (prc. HacTpoiiku o6riacTu AeicTeuns nposepku '>):

o Bce channobli

CkaHupoBaHue Bcex TUNOB (QalrioB, 3a WCKIMOYEHMEM HE OTMEYEHHbIX B 0b6ractu
NMpoBepka cocTtaBHbIX (pannos (dpraxkm MoytoBble 6a3bl 1 APXUBDI).

o TonbKo ucnonHsaemble pannbl

CkaHnvpoBaHue Torbko ¢hannos oopmata PE (*.exe, *.com nt.4.).

— e &
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"2 [lononHWTENLHBIE HACTROIKK @

OBnacTe AeRCTEMA | NapaMeTpel pacnivcaHus | Pexum 3anycka

Tunbl dainoe

() Bee daiinel

MNpoBepka CoOCTABHBIX Gainoe
MouToBkle Basbl

ApxXUBEI

Cnpaeka [ OK ][ OTMeHa ] MpUMeEHWUTE

PucyHok 85. Hactponku obnactu aeictBus NnpoBe pKu

Ha Bknagke Pexum 3anycka BbiGepute y4ETHYIO 3anmcb, Nog KoTopoun ByaeT npousBo-
101).

OUTbCA CKaHupoBaHue (puc. JonorHUTENbHbIE HACTPOWKN NPOBEPKU
o C cucTeMHOM y4eTHOM 3anuchbHo;
o C y4yeTHOM 3aNnUCbIO: YKaXuUTe YYETHbIE AaHHbIE.
YctaHoBute donaxok MpeaBapuTenbHaa MHUUManNM3auua cKaHepa, ecrm TpebyeTcs

nHUMaM3auna aHTUBUPYCHOIO ABWXKKA NMPU KaXKOoOM 3aryCke CKaHMpOBaHUA.

"2 JlononHUTENEHEIE HACTpOKN IEI

| OBnacTe AeicTenA | MNapaMeTpel pacnvcatna | Pesum 3anycka |

Y4YEeTHaA 3anWce ONA cKaHepa

() C yueTHoi 3aNucbro!

o
=11

]
=]

Wcnons3oceadve ckaHepa

MpeosapuTensHaa MHMUMaNM3aUWa CKaHepa

Cnpaeka [ OK ][ OTMeHa ] MNpUMEHWTE

PucyHok 86. [lononHuTenbHbIe HACTPOMKU NPOBE PKU

[ns npumeHeHnsa HacTpoek Haxkmute Ha kHomnky OK v MpumMmeHnTb.

HacTpoiika ckaHMpoBaHUsl MO pacnNMCcaHuIo

- (]
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YcrnoBue: Tornbko Ans cnydas pabotbl SoftControl SysWatch B pexume yganéHHoro

yrpasreHusa ¢ cepeepa *.

[ns HacTponkn napameTpoB aHTUBMPYCHOIO CKaHUPOBAHMA MO PacCrnMCaHU HaXMuTe Ha
kHonky HactpouTb B obrnactu lNMpoBepka channos.

B okHe [lononHuTenbHbIe HACTPOMKM OTKpoNTe BKraaky MapameTpbl pacnucaHua v B
CYETUMKe YacToTa AHEeN yKaxute Nneproan4HOCTb, C KOTOPOW ByaeT BbINOMHATLCA 3agava,
a B rnosie Bpemsa 3anycka — BpeMda Havarna BbIMOMHEHWUS 3ajayn B popmMaTte Y4y:MM.cC

(puc. HacTpoiikn napaMeTpoB NPOBEPKM MO PaChMCAHMIO '°2).

2 JlonoaHUTENEHBIE HACTPOIKN @

OBnacte geiictema | [@paMETPEI PACMMCAHUA | Pexcim 3anycka

MapaMeTpbl pacnUcaHua

Tun pacnucaHua

YacToTa AHER 2

Bpema 3anycka 12:00:00 £

Cnpaeka [ OK ] [ OTMeHa ] [HDMNEHMTb

PucyHok 87. Hactponku napameTpoB npoBepKu no
pacnucaHuro

HacTponka aBTOMaTu4ecKoro CKaHUpoOBaHUA CbEMHbIX HOCUTENEeN
B obriactn MNMpoBepka CbeMHbIX HOCUTENEeN ycTaHoBUTE riaXok ABTOMaTuUYecKas
npoBepKa CbeMHbIX HOCUTeren, ecriv Heob6xo0aAMMO aBTOMAaTUYECKM 3anyckaTb aHTUBW-
pycHoe ckaHupoBaHue USB-HocuTenen nocre wx nogkmoveHus. YctaHoBuTe  hriaXKok
CnpawmBaTb 0 NpoBepKe CbEMHbIX HOCUTENEN, ecrin TpebyeTcsi NOSABMEHME Anarnoro-

BOro OKHa C npearnoxeHmem npoBeEpPKU.

[ns BCTYNNeHUs1 USMEHEHWA B CUIY HaXXMuTe Ha KHornky OK.

-_— (7B ]
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5.6.2 3anyck no Tpe6oBaHuIO

Bbibop obractu npoBepkn 1 €€ 3anyck npousBoaaTcs ¢ Bkragku NMpoBepka naHemm ynpasre-
Hmsa ' SoftControl SysWatch.
Nepapxuieckuin cnmcok 06 beKTOB AN NPOBEPKN COLAEPXKUT CrieAytoLLme 3NIEMEHTbI:

* CucrtemMHas namMsTb — npoBepKa BCEX 3arpyKeHHbIX B MNaMATU NpoLeCcCoB.

i PeKOMeH,D,yeTCFI BbIMNMOJIHATL NPOBEPKY CUCTEMHOM NAMSATU KaXKObIW pa3 B Cliydae, eciimB
cuctemMe noABUIMCb HeEOTCIIeXBaeMbl€ NPUINOXKEHUA, 3anylleHHbIEe be3 Begoma

nosrb30BaTesiA.

* 3arpy3ou4Hble CeKTopa — NpoBepkKa 3arpy304HbIX CEKTOPOB ANCKOB.

* OObEeKTbl Ha KapaHTUHe — npoBepkKa 00ObeKTOoB, I'IepeHeCéHHbIX Ha KapaHTUH.

i PekomeHayeTcs BbINOMHATL NOBTOPHYHO NPOBEPKY OOBEKTOB HA KapaHTUHE nocre
06HOBrEHWS "2’ aHTUBMPYCHBIX 633 MPOrpaMMmbl.
* Bce cbeMHble AUCKU — NpoBepKa (hannoBbix OOBEKTOB HA BCEX CbEMHbIX AUCKAX.

i PekomeHayeTcst BbINOMHATL NPOBEPKY CbEMHbBIX HOCUTESEN BCAKUA pas, Koraa npeanorna-

raeTcd nepemMeLlaTb I/IHCbOpMaLl,MlO Ha KOMMNbHOTEP UIMN BbINOJIHATb NPUIOXEeHUA CO CbEM-

HOro Hocuternd.

* Bce XxecTKue QUCKN — NpoBepKa hanrnoBbiX 06BHLEKTOB HA BCEX XKECTKUX ANCKAX.

* Mon koMnblOTep — npoBepka OOBLEKTOB (PAMNIOBOM CUCTEMbI Ha XECTKMX OUCKaX W
BHELLHMX HOCUTESSIX B AUCKOBOLAX M MOpTax KOMMbLoTepa.

¢ Kop3unHa — npoBepka hannoBbiX 06bEKTOB, MOMELLEHHBIX B KOP3VHY.

* Mou AOKYMEeHTbI — NPOBEpPKa AOKYMEHTOB MOSb30BaTENA.

* Pabounmn cton — npoBepka BCEX AOCTYMHbIX OO bEKTOB.

3anyck npoBepku no TpedboBaHuIO
YcTtaHoBuUTE Goriaxkkn y TpebyemMbix OO bEKTOB M HAXXMUTE Ha KHOMKY 3anyCcTUTb NPOBepKy
AN Havyara npoLecca CKaHMpOBaHuS.

B CTpOKe NMocnepHsas npoBepkKa ykal3aHbl AaTta U BpemMa nocregHen HpOBeﬂ,éHHOVI npo-

EEE———————————— -
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Bepku. B cTpoke Peakums Ha yrpo3y oTo6paxaeTcsi COOTBETCTBYIOLLAS HAacTpoiika .
Mpn HaxaTm Ha ccbiiky OGBbEeKTbl Ha KapaHTUHE OTKPbIBAETCA KaTaror XpaHeHus
00BHEKTOB, MOMELLEHHbLIX HA KapaHTUH.

3anyck B TUXOM pexume
CyuectByeT BO3MOXHOCTb 3arnycka aHTUBMPYCHOIO CKaHMPOBAHMA B TUXOM peXumMe C

MOMOLL O JOMOSHUTENIbHOW YTUIMTLI changetpsmode ™.

MpocmoTp oTYETa O NpoBepKe
[lns npocmoTpa NoApo6HbIX CBEAEHUIN O NMPOBEPKE B MPOLIECCE CKAHMPOBAHMS HAXKMUTE Ha

7

cebinky Moapo6Ho. [na mpocmoTtpa oT4éTa '’ Mo OKOHYaHWM MPOBEPKN HaXMUTE Ha

CCbISIKY C AaTOWN U BpeMeEHeM rnocrieHen npoBepkn B cTpoke MNocneaHasa npoBepka.

5.6.3 PesynbTaT npoBepkKu

Mpun obHapyxeHun BpeaoHocHoro obbekTta, SoftControl SysWatch onpegensaet ero tvn (Bupyc,
TPOSHCKasa Mporpamma, NporpaMma-LUInmMoH 1 T.4.) U BbIMOSHAET Hag OOHapyXeHHbIM OOBHEKTOM

onpeaeneHHoe AeiCTBYE B 3aBUCUMOCTM OT HACTPOEK PeaKLmM Ha yrposy > .

Bbi6op aencreus ans otaenbHOWN yrpo3bl
Ecrnm B HacTpolrikax BbibpaHa onuust 3anpoc aenctBus, SoftControl SysWatch npegnara-
€T Nosib30BaTesNio BbIOOP AENCTBUS AN KaXKO0n 0OHapYyKEHHOW yrpo3bl.
OxHo npepynpexaeHus, otobpaxxaemoe SoftControl SysWatch npu HaxoxageHum yrposbl B

NpoLiecce aHTUBMPYCHOO CKaHMPOBAHWS, MOKA3aHO Ha PUC. HIDKE .

- (7T
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‘SoftControl SysWatch - Mpeaynpesxgerne .
O6HapyXeH BpeACHOCHbIM Koj -
0 0a7b9215.EXE
. ! ¢ C:\Temp\TestVirus\
Gen:Trojan.Heur.PT.hrXaagx0tNai
< NeunTts
BLINEYMTE MAK YOANWTE 3apameHHbIl Gain M BeIrpyIuTe 1
33BEPWHTL BPEAOHOCHBIA NPOLECC
? Ypanute

YOAnWTE 3apameHHelil $ain v 38BepwnTs BPEACHOCHEI NpoUece

< MNepeMecTUTL Ha KapaHThH

MepeMecTUTb 3apakeHHbIll $aitn Ha KapaHTMH 1 3anpeTuTe
BhINOAHEHKE 3TOro daina

< MponycTuTs

He BEIMONHATE HUKaKUX AeicTBNi Han obbexTom

[T MpumeruTs nifpanHos asiicTene ko BceM obbexTaM.

PucyHok 88. OkHO npeaynpexaeHus ans
3apaxxéHHoro obbekTa
OxHo SoftControl SysWatch - lNpeaynpexaeHne coctout us 2 yactem:
® Obrnactb onucaHua yrposbl. B gaHHom 6roke npuBogutca mHdopmauma ob obbekTe,
npeacTaBnAloLWLEM Yrpo3y: UMs, pasmelleHne, onucaHue (npegnonaraemMbii TUN Bpeao-
HOCHOrO Kofa MO YCTAHOBSIEHHOMY COOTBETCTBUIO C uMMetowencss 6a3on BMPYCHbIX
CUrHaTyp).
* ObnacTtb Bblbopa agenctBusa. B Grnoke Bbibopa AencTBus oTobpaXkaroTCsi BO3MOXHbIE
AevcTeus Ans obHapyXeHHOW yrpo3sbi:
— JleunTb — BbISIeYUTb UMM YOarmTb 3apakeHHbIN dhaus, ecrm rieYeHne HeBO3MOXHO,
W BbIFPY3UTb 1 3aBEPLLMTL BPEAOHOCHOE MPUIOXKEHNE;
— YaanuTtb — yoanutb 3apaxe€HHbl oaiin 1 3aBepLmTb BpeAOHOCHOE NPUIoXeHue;
— lMepemMecTUTb Ha KAPaHTUH — NEPEMECTUTL 3apaKeHHbI 0OBLEKT B cneumarnbHbIi
KaTanor u 3anpeTuTb ero BbiMOSIHEHWE;
— TMponycTUTb — He BbINOMHATL HUKAKMX AEACTBUN HA4 0OBHEKTOM.
U MpumeHnTb BbIOPaHHOE AENCTBUE KO BCEM 06 beKTaM — NPUMEHUTb BblBpaHHOe
AencTeue Ons gaHHoro obbekTa KO BCEM MOCeAylolwmMM yrpo3amM B pamKax TeKyLLEn

MPOBEPKMU.
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Bbi6op AencTBMU ANs yrpo3 N0 OKOHYaHUIO NMPOBEPKU
Ecrm B HacTporikax BbibpaHa onuus BbiGop AeNCTBUS MO OKOHYAHUIO MPOBEPKM,
SoftControl SysWatch npeanaraet nonb3oBaTento BbIOOp AEUCTBUM A1 BCEX HAWOEHHbIX
00BHEKTOB B pamMKax TEKYLLEWN MPOBEPKM.
OkHo OBGHapyXeHHble Yrpo3bl CO CMUCKOM HaWOEeHHbIX BPEAOHOCHbIX 0OBHEKTOB M BO3-
MOXHbIX AENCTBUIN 4N HUX, oTobpaxxaemoe SoftControl SysWatch no okoHyaHmm npouecca

aHTVIBMPYCHOTO CKaHMPOBAaHUS!, MOKa3aHo Ha puc. OKHO C 0BHapPYXeHHbIMM yrpo3amm 2.

] (OBHapy#EeHHBIE yTPO36I EI@

OaTa ObbexT MyTe OSHapymeHo CraTtyc

8/24/2012 (S5 PM @B S 2ec.EXE C:\123 ;Backdoor.Win32.Hupigon.c EPEMELLEH HA KAPE
8/24/2012 3:45:55 PM 8dbcecl0.EXE [
8/24/2012 3:4 L PM 6c7e7bf0.EXE C:\123 ;Backdoor.Win32.Delf.rz lepeMelled Ha KapaHTUH

123\ ;Backdoor.win32.Delf.aah OBHapymeHo
8/24/2012 3:45:54 PM '\-’ 4CES1B84.EXE  Ci\123% ;BackDoor.CmjSpy.103 OBHapy#eHo
a/24/2012 ﬁ 3c541338.EXE

in32.Hupigen.ahe OBHapy#eHo

Delf.a

Backdoor.Ciadoor.BL COnapymeHo

Backdoor.Win32.Bifrose.tqg nanex

OEOO0O0EEOEDO

o2 -

4 n 3

BelneuunTs YOanuTe MepeMecTUTe Ha KapaHTUH ¥.0anWTe CKpPEITEIA pECYPC

PucyHok 89. OKHO ¢ 0B6HapyXeHHbIMU yrpo3amm

B ctonbuax O6bekT, MNyTb, ObHapyxeHo npusoautcs nHdopmauus 06 obbvekTe, npea-
CTaBMSOLWEM Yrpo3y: UMs, pasMmeLLeHre, onucaHue (npeanosiaraeMbli TN BPeAOHOCHOO
Koga Mo YCTaHOBMEHHOMY COOTBETCTBMIO C MMelolerncs 6a3on BMPYCHbIX curHaTtyp). B
ctornbue [arta ykasaHo Bpemsi obHapyxeHus yrposbl, B ctonbue CraTtyc — Tekywee coc-
TOSIHVE Yrpo3bl.
YctaHoBuUTE oriaxkn y OO6bEKTOB, HaL KOTOPbIMUM HEOBXOAMMO BbINOSHUTL AEUCTBME U
Ha>XMUTE Ha OLHY U3 CCbISIOK:
— BbINe4nTb — BbINEYUTb WM YAArMTb 3apaxEHHbIN balrn, ecrim nevyeHve
HEBO3MOXHO, U BbIFPY3UTb 1 3aBEPLLMTL BPEOOHOCHOE MPUIOXEHME;
— Ypanutb — yaanutb 3apax€HHbI hain 1 3aBepLLmMTb BPESOHOCHOE MPUIOXEHNE;
— lMepemMecTUTb Ha KAPaHTUH — NEPEMECTUTb 3apaKEHHbI 0OBEKT B cneumanbHbIi
KaTaror 1 3anpeTuTb ero BbINOSHEHWE;
— Ypanutb pecypc — NPOU3BECTU yaaneHue pyTkuTa.

Mo OKOHYaHWM MPUMEHEHWSI OENCTBUS TEKCT CTPOKU C BblIOpaHHbIM OOBLEKTOM M3MeHsieT

E————————————aw-
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LIBET Ha cepblii, B cTornbue CtaTtyc oToGpaxaeTcsi pesyrbTaT BbIMONHEHUS AeNCTBUS.

Mo okoH4YaHMM paboTbl C OKHOM HAXXMUTE Ha KHOMKY 3aKpbITb.

MpocmoTp pe3ynbTaTa aBTOMaTU4eCKOro Bbibopa AeMcTBUM ons yrpos
Ecrm B HacTponkax BbibpaHa onuust Bbibop aenctBua aBromatuyecku, SoftControl
SysWatch BbinonHaeT OencTBus Hag 3apaxeHHbiMM obbekTamm 6e3 obpaleHus K
Nosfb30BaTento.
[na npocmoTpa pesynbTaTa NPOBEPKN HaXMUTE Ha cCblifky OOGHapyXeHO Ha BKragke

MpoBepka naHemm yrnpasrienns >° SoftControl SysWatch. B okHe O6HapyXeHHble yr-

1
PO3bl (pI/IC. OkHO_C oBHapyXeHHbIMW Yrpo3amu 06) MOXHO NPOCMOTPETb CMNCOK Yrpo3 un

npuMmeHéEHHbIe K HUM SoftControl SysWatch gencteus.

Mo okoH4YaHUM pa6OTbI C OKHOM Ha>XMUTE Ha KHOMKY 3aKprTb.

Ecrm yacTb yrpos octanacb HeobpaboTaHHOW, Ha Bkraake lNMpoBepka naHerv ynpasnenus *°
SoftControl SysWatch otobpaxaeTcsa ctatyc HalideHHble y2po3bl He 0b6e38pexxeHbl. 3aBepLmTb
06paboTKy Yrpo3 MOXHO HaxkaB Ha ccbifiky ObHapyXeHo.

Ecrm Bce penctBus No HeuTparmsaumm yrpo3 BbIMNOSHEHbI ycrewHo, Ha Bkrnagke lpoBepka
naHerm ynpaenenus *° SoftControl SysWatch oTo6paxaeTcs ctaTyc Komnsiomep rnposepeH u

3aWUUEeH.
5.7 OTyéThbI

B SoftControl SysWatch peanm3oBaHo npoTokosmMpoBaHue cobbiTuii 6e30nacHOCTM U CTaTycoB

nporpamMMbl B OTYETHI ABYX BUOOB:

= TekcToBble OTYETHI

»  Peructpauusi cobbituii B Windows Management Instrumentation (WMI) ™.

5.7.1 TeKkcTOBbIE OTYETDI

TekcToBble OTYETHI SABMSAOTCHA OCHOBHbIM MHCTPYMEHTOM PETPOCMNEKTUBHOINO aHammaa cobblTui
6e3onacHocTn nporpaMmmHoro okpyxeHusi. SoftControl SysWatch cospaet TekcToBble OTYETHI
cregytoLmx TUMNoB:
* CUCTEMHBbIN OTYET, BKITHOYaOLWLMI B cebsi creaytoLLyto MHOpMaLMo:
® 3anyck 1 ocTaHoOB cucteMHou crnyx6bl SoftControl SysWatch (safensec.exe);

® MHUUManmM3auus crykebHom 6asbl JaHHbIX;

- (7" ]
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® Ha3BaHWe 1 BEPCUs NporpaMmmel;

® /3MEHeHUs CTaTyCOB 1 HACTPOEK MPOorpamMmsl;

® VHUMAEHTbI aKTUBHOCTU MPUNOXEHUA °* 1 UX MapaMeTpbl: Ha3BaHWe, NPOLECC U ero
noeHtucpukatop (PID), mogyrns poauTensckoro npouecca W ero ugeHtudukaTop
(PPID), komaHgHas cTpoka, umsa 3arpyxaemoro DLL-mogyns, y4éTHasa 3anucb, 30Ha
BbIMOSIHEHWS, CTaTYC;

® VHUMOEHTbl HapyleHUst MOSMTVKWA _KOHTPONS > M UX napaMeTpbl: HasBaHue, TN
aKTVBHOCTM, Y4Y€THasA 3anuCb, NPOrpamMmMa-wCTOYHUK WHUMOEHTa, KOHTPOImMpyeMbli
0ObeKT, peLLeHue;

* yoeHtucpmkatop (UID) npaBuna, B OTHOLIEHMM KOTOPOro MNPOM3OLLTIO HapylleHve

NOJIMTUKN KOHTPOJIA 2 .

* OTYéT 0 coope npodmns, BKIHOYaOLWMIN B ceba crieaytoLLyto MHpopmMaumio:

* o6racTb c6opa npodouns *°;

® CNNCOK NpPoBEPEHHbIX 00BbEKTOB;

* pesynbTaThl cbopa npoduna “°.

= OTYET O NpoBepKe, BKIYaoLWmin B cebs crieaytoLLyo MHpopMaLmio:

* obractb nposepkn '%;

® HacTpOWKa peakLm Ha yrposy >>:

* pesynbTaThl MPOBEPKY .

* OT4éT 006 OOHOBNEeHun, BKMOYauMn B cebs uHdopMaUuKd O NPOBEAEHHbIX

OBHOBIIEHVAX MPOrpaMMmbl 2.

Hactponka napameTpoB COXpaHEeHMUsA OTHYETOB

[ns npocMoTpa v M3MeHeHUs napamMeTpoB OTYETOB OTKPOWTE HACTPOWKM MporpamMmmbl U

BblOepuTe pasgen NMapameTtpbl — OTYeThI (pyC. HacTponka napamMeTpoB OTYETOB 109).

[ns BkrtoYeHuss oyHKUUM BeeHUA OTYETOB ycTaHoBUTE (hriaxok dopMMpoBaThb OTYEThI
1 Bblbepute BUabl COOLITUM AN MPOTOKONMMPOBAHWSA:
U O6HoBnREHME;
U MposBepka,;
U CucteMHbIn:
U Yrpossil;

U Cnyx6bl " HenoJo3puUTeNbHbIE NPUITOXKEHUS.

EEE————————————— -

ww w .safensoft.com


http://www.safensoft.com

Control SClient Bepcus 4.5.9

Pykosodcmeo nosnb308amerisi

JlokanbHasi paboma c¢ SoftControl SysWatch

BbicTaBute raJjiouky Cny)K6bl n Henono3puTtesribHble NMPUINTOXEeHUs, 4YTOObI BKMHOYUTL

3anmMcb cobbiTui 3anycka/octaHoBa cryx0. Crykbbl, koTopble OblfM 3anyleHbl A0

cucTeMHon crnyxkbbl safensec.exe, ByoyT nomeyaTbCs B OTYETaAx Kak Oblia 3arnyujeHa

paHee.

B cyétunmke XpaHUTb OTYETbI YCTAHOBUTE KONMYECTBO OHEW, 32 KOTOPble COXpaHsieTcs

nctopusa cobbiTvi. [ina yoaneHust Bcex oannoB OTYETOB HAXMUTE Ha KHOMKY O4YNCTUTD.

"a Hacpoiika nporpamme SysWatch

OTYeTbI

SawuTa
MNpoeepka
OBHoBneHne
4 MapaMeTpbl
Bun
OTHETHI

OnoBeweHuA

Cnpaeka

OBWKe NapaMeTphl OTUETOR M MX XPAHEHKMA

OTUEeThl

POpPMUPOBATE OTUETHI
OBHoBneHne
MpoBepka
CUCTEMHBIM

Yrposbl

[Tl Crysbel n HeNoaospUTENEHEIE NPMADKEHMA

XpaHWTE OTYETEI

BrAMYMTE pOTALWKD
OrpaHU4eHHE Mo BpEMEHN:
OrpaHu4eHWE No pasMepy:

Konuyecreo XpPaHWMBIX Noroe.

30 |2

10
0

BrAH4YMTE percTpaumnis cobemuin 8 WMI

10 Pasmep wcropum B WMI

o
MiB -

E=3 ol ~x~

[ (o]

] [ OtMEHA

PucyHok 90. Hactpoika napameTpoB OTYETOB

B SoftControl SysWatch nogaepxvBaetcs potauusi OTYETOB NporpaMmbl, NO3BOSAKOLASNA
KOHTpOSmpoBaTb pasmep drannoB OTYETOB. PoTaums nossosnset oopmMmpoBaTb OTYETHI,
aBTOMaTU4eCKn pasbrBaeMble Ha WOEHTUYHbIE MO CBOMM NapamMeTpam YacTv Buaa
<ums ¢hatina omyéma>.txt.<uHOeKkc Yyacmu omyéma>,
npu 3TOM MOCe4HWA NO BPEMEHM OTYET BCcerga umeeT mHaekc 1, a Havbornee ctapbin —
MaKCcUMarbHbI MHOEKC.
[ns BKNMOYEeHUA OaHHOW PYHKUUM yCTaHOBUTE (priaxxok BKMHOUMTL poTauuio u ykaxure
napameTpbl poTaummn (OAMH UM HECKOJSbKO):
¢ OrpaHu4yeHne No BpeMeHun
Beegute B AaHHOM rosie fMMUT MO BPEMEHW, MO OOCTWKEHUN KOTOPOro dhann oTyéTa
AOJTKeH OblTb POTUPOBAH, M Bbibepute euHULbl BEMMHMHBI B BbiMagaloWEM CrUCKe

(CeKyHabl, MUHYTbI, Yachbl, AHW).

— e &
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* OrpaHu4yeHue nNo pasmepy

Beegute B AaHHOM rosie rMMuT no pasmMepy panrna oT4éta, no JOCTKEHUM KOTOPOro

dhann oTyéTa OOIPKEH ObITb POTUPOBAH, M BbibepuUTe eauHMLbl BENMMYMHBI B BbiNagato-

wem cnmcke (b, Knub, Mub).

¢ KonnyecTBO XpaHUMbIX JIOroB

Beeaute B JaHHOM nosie MakcumarbHOE YMCIo XPaHUMbIX YacTen hansrioB OTHETOB.
[ns BCTyNneHust USMeHeHU B CUIy HaxxMuTe Ha KHornky OK.
MexaHn3m poTaumm nocriegHero oT4éTa (No pasmepy 1 no BpEMEHN) N MEXaHU3M yaaneHus
(ouncTkn) BCex hanrnoB OTYETOB, KPOME MocreaHero, paboTatoT He3aBMCMMO ApYr OT Apy-
ra. Myctb, Hanpumep, ana onuym XpaHUTb OTYeTbl BbiCTaBfeHO 3HayeHne 10 aHen, ons
onuvmn OrpaHnyeHue no BpeMmeHu — 1 aeHb, a ana onuum KonnyecTtBo XpaHUMbIX No-
roB — 1. Torga kaxabln AeHb ByayT cosgaBatbcsa hannbl BUuaa <mun omyéma>_<00.MM.
22> <yy.mMm.cc.MMmM>.txt 1 <mun omyéma>_<00.MM.22>_<44.MM.CC.MMM>.txt.1, NpuU4ém
pa3 B CyTKM dpann ¢ UMeHeM <murn omyéma>_<00.MM.2e>_<4y4d.MM.cC.MMM>.txt.1 GypeT
yoanaTtbCcs, pacumpeHue dpanna <mun omyéma>_<00.MMm.22>_<y4.MM.cC.MMM>.txt ByneT
MEHATbCSA Ha .ixt.1, n BygeT cosgaBaTbCsl HOBbIM pann <mun omyéma>_<00.MMm.22> _
<y4y.MM.cc.MMM>.txt, B KOTOPbIN K ByayT 3anncbiBaTbCA AarbHenwme cobbiTus.
OpHako ecrm B TeYeHWe yKasaHHOro B HacTpowkax BpeMeHu (B LaHHOM crlydae O[HOro
OHS) KOMMbIOTEP WM cUCTEMHas crnyxba safensec.exe Obinm nepesanylleHbl, TO CO30aAET-
ca havn <mun omyéma>_<Hoeas_0ama>_<4y4.MM.CC.MMM>.Ixt, a yepe3 OeHb — hawnn
<mun omyéma>_<Hogas_0O0ama>_<44.MM.CC.MMM>.txt.1, 1 MexaHu3M poTaLun, onucaH-
HblA Bbile, ByaeT NpUMEHATLCS TONMbKO K HUM. Pannbl <mun omyéma>_<00.MM.22> _
<y4y.mm.cc.Mmm>.txt 1 <mun omuyéma>_<d0.MmMm.22>_<4y4.MM.cC.MMM>.txt.1 ByayT coxpa-

HeHbl 6e3 n3ameHeHusa B TeveHre 10 gHen, nocre vero GyayT yaaneHsl.

MpocmoTp oTYéETOB

UTo6bl NPOCMOTPETL OTUYETHI, BbiGepuTe MyHKT OTUYeThI KOHTEKCTHOrO MeHio >° SoftControl

SysWatch. B nosiBMBLLEMCS KaTanore OTKPOWUTE TEKCTOBbLIN dhaln C UMEHEM Buaa

<mun omyéma>_<00.MM.22>_<44.MM.CC.MMM>.tXt,

- (W]
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5.7.2 Peructpauusa coobitun 8 WMI

B SoftControl SysWatch peanusoBaHa gyHKLMA HeNnocpeaCcTBEHHOM 3anucu HpopmMaumm o cobbl-
TUSAX U cTaTycax nporpammbl B arpernpoBaHHon gopme B 06bekTbl WMI. [JaHHbIn hyHKUmoHan
npefocTaBnsgeT BO3MOXHOCTb MOSy4EHUST 3TOM MHAPOPMaLIMN C KIIMEHTCKUX XOCTOB NpU X yaanéx-
HOM aAMWHUCTPUPOBAHUM C MOMOLLBK CPeacTB ynpasrieHns [T-MHpacTpyKTypon, Takmx kak MS
SCCM.

[anee npmBeneHo on1caHne cammx o6bLEKTOB, BUOOB cobbiTui 1 ctaTycoB SoftControl SysWatch.
[nsa cuctemHom cnyx6bl safensec.exe o6bekt WMI HasbiBaeTca SafenSoftService, ana aHtuewm-

PYCHOro ckaHepa snsods.exe — SafenSoftScanner.

B Tabn. 9 ykasaHbl BUabl CoObITUM A1t 060X O6GBHEKTOB.

Ta6nuua 9. Buabl cobbiTun

T

e [nstallerAllow — paspelLeHne Ha 3anyCcK MHCTannsaTopa;
¢ [nstallerBlock — 6nokupoBka MHCTaNIATopPa;

SafenSoftSenice
® ProcessAllow — pa3pelueHne Ha 3anycK NpUrioXeHus;
® ProcessBlock — 6riokMpoBKa NPUNOXeHus.
e SuspectList — HanaeH Noao3pUTENbHbLIA OOBLEKT;
SafenSoftScanner P P

VirusList — HangeH NHMUMPOBaHHbBIN OOBLEKT.

MpvBeaeHHbIe B NepeydncrieHn Tunbl SBAAKTCA nNpedukcamm, KOTopble CTaBATCA Nepeq CBOWUCT-
BOM cooTBeTcTBYtoLEro obbekta WMI. 3a npedmkcom crieayet napameTtp _ Count — obee komm-
4yecTBO cobbITWI Takoro Tvna um _Item0 - _Item[N], roe [N] — nocnegnme N cobbiTuin (konmyecTso,

yCTaHOBIIEHHOE B KOHGUrypaumm).

o
1 OuwwmbKm ckaHMpoBaHua cuctembl He peructpupytotes B WMI.

B Tabn. 10 ykasaHbl Tvnbl CTaTycoB NporpamMmbl 451 0601x 06BHEKTOB.

Ta6nuua 10. Tunsbl CTa CcoB

AutoSetup cTaTyC aBToMaTM4eCKON
HacTpovikn (cbopa npodmns);

CTPOKOBbIA  |<CTpoKa cTatyca>

¢ FilesystemControl — kOHTpOmb ¢haroBo
CUCTEMBbI;

JIOrN4EeCKUmn

SafenSoftSenice
¢ RegistryControl — KOHTPOIb CUCTEMHOIO HOrMECKU False ("0") — otknoyeH
peecTpa; True ("He Q") — BkIOYEH

e Network Control — KOHTPONb CETEBON
aKTMBHOCTY;

- W]
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¢ GloballnstallationMode — rnobansHbIN pexXmm
o6HoBneHusa MMo;

rnornyeckumn

e SystemScan — cTaTyC CKaHNpPOBaHUsI
CUCTEMBI;

CTPOKOBLIN  |<CTpoKa cTatyca>

<Ha3BaHue npoaykrta> <Homep

e Version — nHgopmaumsi 0 BEpPCUMN. CTPOKOBbIN
Bepcum>

<Ha3BaHue NpoayKTa> <HoMep

SafenSoftScanner | Version — nidgopmaupsa o Bepcun. CTPOKOBbIN -
BEepcun

Tornbko cbop npodhuna MoxeT nepeBoauTb SystemScan BO BCe HWKe MNepeydncrieHHble

COCTOAHNA:

* [Iposepka KoMrbromepa Hadama;

* [Iposepka KoMrbomepa rpepsaHa nosibogamesem,

* [Iposepka KoMrbromepa 3asepuieHa. BpeOoHOCHbIU KOO He HalOeH;
* [Iposepka Komrnbromepa 3asepuieHa. HaldeH epedoHOCHbIL KOO.

CkaHvpoBaHue Ha BUpycbl caMo rno cebe MoxeT nepeBecTn SystemScan TONbKO B COCTOSAHME:!

* [Iposepka Komnbromepa 3asepuieHa. HatideH epedoHOCHbIU KOO.
[lna cbpoca coctosiHusa Nposepka KoMrbromepa 3agepuweHa. HaltdeH 8ped0HOCHbIU KOO HeOb-
XO4MMbl 3anyck cbopa npodunsa 1 ero ycnewHoe 3aBepLueHne (ycriosme — He obHapyXeHo Bpeno-

HOCHOTO KoAa).

[ns kaxgoro cBOMCTBA (3a MCKIMIOYEHWEM CMUCKOB) CO3daeTcs ele OAHO CBOWCTBO, C CyddduK-

com _LastChange, B KOTOpOe 3an1CbiBaeTCA BPEMS 3anncu CBOUCTBA.

Hactpounka napameTpoB perncrpaumm cobbitun 8 WMI
[ns npocMmoTpa 1 nameHeHns napameTpoB 3anucy cobbituii B WMI OTKpoWTe HaCTpOWKK
nporpammebl 1 Bbibepute pasgen MapameTpbl — OT4YeThbl (pyC. HacTponka_napameTpoB
oT4éToB '%).
[ns BktoYeHUss (OyHKUMM yCTaHoBUTE oriaXXOoK BKNOUYMTL perncrpaumio codbbiTMh B

WMI un ykaxxute Paamep ncropum B8 WMI B COOTBETCTBYHOLLEM MOJSIE.

i Ana npegoTtepalleHns Npobrem ¢ NoBbILLEHHbIM NOTPeBIeHEM CUCTEMHBIX pecyp-
COB He pekomeHayeTcsa 3agaBaTb pa3mep uctopum pasHbiM 6oniee 100 cobbiTun,

onTumansHasa BenmdnHa — oT 10 o 50 cobbiTu.

na BCTYyMIeHuA N3MEHEHMN B CuIty HaXXMuUTe Ha KHOMKY OK.

- (7B ]
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MpocMoTp 3aperMcTpupoBaHHbIX COObLITUN

[ns npocmMoTpa onucaHHbIX 06bEKTOB B yTunTe TecTep MHCTPYMEHTapus ynpaBneHus

Windows (Windows Management Instrumentation Tester) BbinonHute cregytowye waru:

1) 3anyctute yturinty wbemtest.exe n3 coctasa OC Microsoft® Windows®.

2) Haxxvute kHorky Mopgkniountb (Connect) 1 B avanoroBoM okHe [MoaknioyeHue
(Connect) ykaxnte B BepxHeM rnorsie BBoga nNpocTpaHcTBo UMEH \\<UR/>\root\cimv2, roe
<URI> — IP-agpec um NetBIOS-umsa krmeHTCKoro xocta ¢ yctaHoBreHHbiM SoftControl
SysWatch. [1na paboTbl C yaaneHHbIM KIMEHTCKUM XOCTOM HEOBXOOMMO MMETb Ha HEM
paspeLLeHe Ha YTEeHVe M 3anucb, KOTOpPOE NpPefoCTaBrsieTCA C MOMOLLbHO OCHACTKM
Ynpasnsaowun anemeHT WMI (WMI Control).

3) Haxkmute kHonky MoaknounTtb (Connect).

4) B obnactn IWbemServices Haxmute Ha kHonky Knaccbl (Enum Classes).

5) B nosiBMBLUEMCS AMANIOrOBOM OKHE OCTaBbTe rnofsie nycTbiM 1 Haxkmute OK.

6) B nosisvBLiemca cnincke Bbibepute SafenSoftService nmmSafenSoftScannerotkpon-
Te CBOWCTBA BblOpaHHOro ob6bekTa ABOVHLIM HaXKaTUeM FIEeBOWN KHOMKM MbILLM Ha HEM.

7) YctaHoBute priaxxok CKpbITb cucTeMHble cBorctBa (Hide system properties) B oT-
KPbIBLLEMCSH OKHE.

8) O3HakoMbTeCb CO CMUCKOM CBOWCTB.

5.8 HacTpowmka o6wmx napameTpoB NporpamMmbl

Hwke npuBeaeHbl ykasaHusa No HacTporke obumx napameTpoB paboTel SoftControl SysWatch:

»  camMo3alyTa CUCTEMHOW CIYKObI °;

*  naponbHas 3aupra ;

= OTNOXEHHbIV 3aNyCK CUCTEMHOW CITYKObI 2.

5.8.1 Camo3awmTa CUCTEMHOM CIYXObI

[ns BktovdeHus camo3awmTbl cuctemMHom cryxobl SoftControl SysWatch (safensec.exe) otkponte
HaCTpOWKK NporpamMmmebl, Bbibepute pasgen NMapameTpbl 1 B obnactn Camo3awmra ycraHoBUTE
raxok 3anpeTuTb BHeWHee YynpaBfieHWe CUCTEeMHOM cnyxo6on (puc. HacTporikm

napaMeTpoB NPorpammbl °).

- (® ]
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" Hacrpoiika nporpamme SysWatch EI El @

MNapaMeTpbl
0Bwme napaMeTpel paboTel NpoOrpaMMel

SawuTa CaMozawuTa
Mposepka JanpeTvTe BHEWHEE YNPaBASHUE CUCTEMHOH cnymBol
ObHosneHue Crpeite cnyxby Windows
4 [apaMeTpel YoaneHHoe ynpasneHue
Bun

() ABTOHOMHO
OTHETHI

@ CepeucHbIi LieHT
OYWCTUTE HACTPOKM COBAMHEHUS C CEPBEPOM

MapaMeTpel NporpaMMel

CoXpaHuTs NapaMeTpel NparpamMel & dann CoxpaHiTE

[[] MekntounTs NapamMeTpsl NOAKNKYEHNS
OTNOKEHHBIR CTapT

OTNOMWTE 3anyCcK CHCTEMHOM cny#Bbl Ha (MUH.) 0 =

[] Oep#aTe NoCcTOAHHOS CoBOMHEHWE © CEpPEMCHEIM LIEHTROM

Cnpaeka [ (o] ] [ OTMEHE

PucyHok 91. Hactpownku napameTpoB nporpamMmbl

Mpu BbIBOPE AaHHOM ONuMKM NPUHYAUTESNbHAsA BbIrpy3ka cuctemHomn cryxbbl SoftControl SysWatch
13 O3Y CTaHOBUTCS HEBO3MOXXHOW.

YcraHoBute raxok CkKkpbITb cnyx6y Windows, ecrm cuctemHas crnyxkba SoftControl
SysWatch (safensec.exe) He forrkHa nokasbiBaTbCA B ocHacTke Cnyx6bl OC Windows. B atom
crnyyae ynpasnieHue cnyxbon safensec.exe cpepctsamun OC (3anyck/ocTaHOBKa) CTaHOBMUTCHA
HEBO3MOXHbIM.

[MpmMeyYaHve: cKkpbITUe CUCTEMHOM CrykObl He paboTaeT Ha OC Windows XP.

YUtoBbl M3MEHEHWSI BCTYNWM B CUITY, HaXKMUTE Ha KHOMKY OK.

5.8.2 MNMaponbHas 3awunTa

[na  BKMOYEHUST NApPOSIbHOM 3awmTbl OTKpPOWTE pasgen 3awuta HacTpoek nporpammbl,

yCTaHOBUTE (bJ'Ia)KOK BknouuTtb 3amTty naposnemM 1M HaXMUte Ha KHOIMKY HaCTPOMTb

(puc. Hactpoiiku obLyix napaMeTpoB 3awmtbl ' 4).
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"1 Hactpoiika nporpammer SysWatch El =] @

3awmTa
0OBwmMe NnapaMaTphl 3aWMThI

SawuTa PEMXMM 38WNTBI
MNposepra BKNYMTE 3a3WKTY
ObHoeneHue

I'Ipmnox(Equ

4 [apaMeTpel
Paiinoean cMcTeMa
Bua

OT4eThl [¥] Cuctemnblii peectp

CnoBeweHna File= %

¥npaeneHue MHLUWOSHTaMK

@ BrnrwouwTs asToMaThdeckyto obpaboTky MHUKMOEHTOE

) Brnrounte obpaboTky MHUWOSHTOB NONb30BaTENEM HacTpouTs...

YnpaeneHwe naponem
[] BrnrounTs 33WMTY naponem HacTpouTs
MnobansHeld pexum obHosnedua MO (Tpebyetca nepesarpyska)

[ rnefanehwii pexum obheenenna NO (Tpebyetca nepesarpysxa)

Cnpaexa ’ (o] ] [ OTMEHE

PucyHok 92. HacTtpoWku o6wmx napameTpoB 3aLWMThI

B okHe 3alwmMTa HacTpoeK nporpamMmbl BBeAUTE TEKYLLWN NapoSib (€Crm Obln Ha3HayYeH paHee),

HOBbIV MapOosib 1 €ro NoOATBEPXKOEHME, NOCHe Yero oTMeTbTe obrnactu genctema (puc. Hactporika
115)

napoJsibHON 3aLLUTbI

U N3meHeHune HaCTpoOeK nporpamMmbl

6

3anpoc naposs Npv AoCTyne K naHerm ynpaenexys ° n HacTpoiikam SoftControl SysWatch.

U YpaneHue nporpamMmmel

3anpoc naporst Npu 3anycke nporpammbl devHctansiumm > SoftControl SysWatch.

®
B [IrvHa naponsa gorkHa COCTaBMATb HE MeHee 7 CUMBOJSIOB.

- (W]
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. 3awwTa HacTpoEK MporpaMMel @

JawuTa naponeM

BeeauTe TEKYIWWIA Napons

Tekywmii napons: hns s

BeenuTe HOBLIA Napons

- FEEREE R R
Hoewlld napons:

" B
MoaTeepavTe HOBLIA Naponb:

OBnacte AeicTaua
H3meHeHue HacTpoeK nporpaMMel

[ ¥aanenwe nporpammel

Cnpaeka [ OK ] [ OTMeHa ] [HDMNEHMTb

PucyHok 93. HacTtpoiika naponbHou 3awmThbl

YTto6bl N3mMeHeHus BCTYNWIn B CUINY, H>KMUTE Ha KHOMKY OK B 060u1x OKkHax HaCTpoOeK.

5.8.3 OTnoxeHHbLIN 3aNyCK CUCTEMHOM CIYXObI

B SoftControl SysWatch npegycmoTpeHa BO3MOXHOCTb YCTAHOBKM MHTEpPBAria OTIOXEHHOro 3a-
nycka CUCTEMHON Cryx0bl (safensec.exe). JaHHaa onumst MoXeT 6bITb NonesHa A CUCTEM C HU3-
Kum BbicTpogencTemem (Hanpumep, YC) npu HarnoXeHuM MHTEpPBasrioB MHULManM3aLmMm annapaTHo-
ro v nporpaMmmHoro obecneyenus. B 3Tom criyyae npu BHELLTATHBIX CUTyaUMSX, TakMX Kak nepesar-
py3ka cMCTeMbl B pe3yrnbTate nepebosa nuraHus, MoxeT ObiTb HEKOPPEKTHO MHULMAnM3vpoBaHa
YacTb YCTPOWCTB WM CryXO cuUCTEMbI. YCTaHOBKA TanM-ayTOB MHMLMANM3aumm no3sossiet msbe-

XaTb NMOAOGHBIX CUTYaLWIA.

[nsa yctaHoBku onumm B SoftControl SysWatch oTkponTte HacTponku nporpammel, Bbibepute pas-

aen MapameTpbl 1 B ob6ractu OTMNOXEHHbIW CcTapT ycraHoBuTe OTNOXUTL 3anyck

cucTeMHOM cnyX6bl Ha B MUHyTax (puc. HacTpoiiku napamMeTpos nporpammbi ' 9).
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" Hacrpoiika nporpamme SysWatch El =] @
MNapaMeTpbl
OBwme napameTpbl paboTel NporpaMmel
3awura CaMozalmTa
MNposepka JanpeTuTe BHEWHEE YNPaBASHWE CUCTEMHOM cnyxboi
ObHoBneHKE CKphITe cnyxby Windows
4 MNapameTpsl YaaneHHoe ynpasneHue
Bu,
a ) ABTOHOMHO
OTHETHI
@ CepBucHEIA LleHT]
Onosewenu 0 Cepeucrsit Liewp
OUYWCTUTE HACTPOWKKM COBAMHEHWSA C CEPEEQOM
MNapaMeTpsl NRorpaMMel
CoxpaHuTe NapaMeTpel NporpaMMel & dain
[[] MekntounTs NapamMeTpsl NOAKNKYEHNS
OTNOKEHHBIR CTapT
OTNOMWTE 3anyCcK CHCTEMHOM cny#Bbl Ha (MUH.) 0 =
[] Oep#aTe NoCcTOAHHOS CoBOMHEHWE © CEpPEMCHEIM LIEHTROM
Cnpaeka [ OK ] [ OTMEHE

PucyHok 94. Hactpownku napameTpoB nporpamMmbl

Mpu crepgyrowem nepesanycke cuctemHon crnyxkbbl SoftControl SysWatch eé 3arpyska 6yget

CABWHYTa Ha BBEAEHHOE 3HayeHve. YTobbl N3MEHEHNsI BCTYNWM B UMy, HaXMuTe Ha kHorky OK.

BicTaBute ranouky [lepkatb noctosiHHoe coeauMHeHue ¢ CepBUCHbIM LleHTpom, ecrm He-
obxoaumo nopgaepxumBaTtb coeauvHeHne ¢ SoftControl Service Center B pexume peanbHoro

BPEMEHM.

5.9 CoxpaHeHue u BOCCTaHOBIIEHUE HACTPOEK

MonHasa koHpurypauma SoftControl SysWatch, B Tom uicne HacTpoeHHas nonmTrKa KOHTporns, Ge-

bl CMINCOK CepTI/I(bVIKaTOB n TeKyLLMIZ naporsib NnporpamMmmsbl, 4OCTYIMHA K BbITPY3KE B OCHOBHOW KOH-

courypaumonHbIv dhain KOTOPbIN MOXET ObITb UCMOSIb30BaH NPU YCTAHOBKE B TUXOM pPEXMME Ha

ApYrve KIMeHTCKMe XOCTbl (onepauysi KIoHMPOBaHMS NPOrpaMMbl C 3TanoOHHOrO 0GbekTa 3aLLyThl)

nynaneHum B TMXOM pexmMme.

5.9.1 Bbirpyska ocHOBHOro KoHdurypaumoHHoro canna

[ns Toro 4toGbl coxpaHUTb TeKyLyto KoHdurypauuo SoftControl SysWatch, oTkpoite HacTponku

nporpammsl, Bbibepute pasgen MapameTpbl 1 B obractn MapameTpbl NporpamMmbl HaXMuUTe

117

Ha KHomnky CoxpaHuTb (puc. HacTponku napameTpoB nporpammbl ). Ecrm Heobxogmmo

BbIrpy3uTb koH(purypaumo SoftControl SysWatch 6e3 HacTpoek NoakrnoyeHust K cepBepy, nepes

COXpaHeHneM ycTaHoBUTE cbna>+<0|< Ucknouutb napamMeTpbl NOAKNHOYEeHUA.

- W]
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JlokanbHasi paboma c¢ SoftControl SysWatch

" Hacrpoiika nporpamme SysWatch

MNapaMeTpbl

JawmTta
MpoBepka
ObHoeneHue
4 [apaMeTpel
Bun
OTHETHI

OnoseweHua

Cnpaeka

=)o e

O6wme napareTpel paboTsl NporpaMHel

CaMO3alnTa

JanpeTuTe BHEWHEE YNPaBASHWE CUCTEMHOM cnyxboi
CKphITe cnyxby Windows

YoaneHHoe ynpasneHue

() ABTOHOMHO

@ CepeucHblil LieHTp

OUMCTUTE HaCTpDﬁKM CoedWHEHWA C CEpPEEPOM

MapaMeTpel NPorpaMtel
CoxpaHuTe NapaMeTpel NporpaMMel & dain

[[] MekntounTs NapamMeTpsl NOAKNKYEHNS

OTNOKEHHBIR CTapT

OTNOMWTE 3anyCcK CHCTEMHOM cny#Bbl Ha (MUH.) 0 =

[] Oep#aTe NoCcTOAHHOS CoBOMHEHWE © CEpPEMCHEIM LIEHTROM

[ OK ] [ OTMEHA

PucyHok 95. Hactponku napameTpoB nporpammbl

B omanoroBom okHe npocMoTpute 1 B Cliydae HEeoBXoANMOCTUN UBMEHUTE UMS cbaﬁna peaepBHO|7|

KOMMM HACTpoek (3agaéTca aBToOMaTUYECKN), onpeaennre nyTb, N0 KOTOPOMY OH By4eT COXPaHEH,

BbIbepute pacumpenue damna *xmic n Haxmute Ha KHonky CoxpaHuTb. [10 ymorHaHuio OCHOB-

HOW KOHJUrypaLumoHHbI doann nocre opMupoBaHUA COXpaHseTcs B 3awmdpoBaHHOM Buae B

KaTanor ctaHgapTHoro xpaHuwwmwga SoftControl SysWatch. B xpaHunmwe Takke pacnonaratotcs

Gannbl configs.xmlc v default.xmlc ons BOCCTAHOBMEHMSA HACTPOEK NPOrpamMmbl U MOSIATUKN KOHT-

poJia No ymoJsMaHuio COOTBETCTBEHHO.

BbIrpy3ky OCHOBHOIrO KOH(OUrypaumoHHOro dhanra MOXHO Takke OCYLLECTBUTb B TUXOM pexume C

- . 12
NMOMOLLB K AOMOSHUTESNbHOM YTUIMTLI snsdumpsetting 0.

- (B ]
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6. PacwumpeHHble Bo3amoxHocTn SoftControl SysWatch

B naHHoM pasgerne npuBeaeHbl MHCTPYKLMM MO NoKaribHOW paboTe ¢ paclmpeHHbIMU yHKLMSMA
SoftControl SysWatch.

6.1 [lonosnHMTenbHble YTUNUTDI

B noctaBky SoftControl SysWatch moryr BxoauTb yTunmThbl, pearmsyloume AOMOSHUTENbHbIE
dyHKUMM no pabote ¢ nporpammon. YTunntbl npegocTaBnaloTcsa komnanven Safe’N'Sec

Corporation o 3anpocy.

3anyck yTunuT ocyLLecTBieTca 13 KomaHaHon ctpoku OC. [laHHble yTumtbl MOryT ObiTb YAOOHbI
K MPYMEHEHUIO, B YACTHOCTM, NPUY YAANEHHOM aAMVHUCTPUPOBAHNN KIMEHTCKMX XOCTOB C NMOMOLL O

CTOPOHHUX CpeacTB ynpasrenus [T-uHdpacTpyktypon (Hanpumep, MS SCCM).
Hwke npvBeaeHoO onvcaHve crneayrowmx yTUNKT:

= changetpsmode "*;

= snsdumpsetting '%°.

6.1.1 changetpsmode

Yturmta changetpsmode.exe npegHasHavyeHa On9 YrpaBrieHns pPEeXMMOM_rnobanbHou ycTa-

HOBKU = , d TaKke A5 3anycka aHTMBUPYCHOIo CKaHMpOBaHUA = B TUXOM pexnme.

MapameTpbl, NPUHUMaeMble YTUIMTORN, oNucaHbl B Tabn. 11.

Ta6nuua 11. Onuun changetpsmode

BkntounTts pexxum rnobanbHON yYCTaHOBKM.

- <napornb> Mapornke, BBOAUMBIV Npu ncnonb3oBaHun ynutel (GRKNVCOLzyz+311FKIrNgIGlgkxXGfZW Xb),
He pernctpupyetcs B oT4étax SoftControl SysWatch.

-d BbIkniounts pexxum rnodansHom yCTaHOBKW.

3anycTTb aHTMBUPYCHOE CKaHWPOBaHWE yKa3aHHbIX OObEKTOB B TMXOM pEXUME, TAe <o0bbekm
N> — nonHbI NyTb K 06BLEKTY NPOBEPKM (KECTKOMY AUCKY, KaTtarnory unn otaensHomy danny).
AHTUBUPYCHOE CckaHupoBaHue O3Y npoucxoguT aBToMaTU4ECKN HE3ABMCUMO OT yKa3aHHbIX

-s "<obbekm 1>" |06beKToB.

"<obbekm 2>"... B npouecce npoBepku NpUMEHSETCA BapyaHT peakummn Ha yrpo3y Bbibop aencTBus aBTomMa-
"<obbekm N>" TMYeckn. Pe3ynbTathl 4OCTYNHLI B dhaiine ot4éta o nposepke 107,

BHMMaHve: onsi KOPPEKTHOro 3arnycka NPOBEPKM B TUXOM pexmnMe HeoGXoauMo CTporo cobrto-
AaTb yKasaHHbIA CUHTaKcuC KoMaHabl. B crnyyae HecKombkux NpoBEpOK, KaXaylo CreayoLlyto
HeobX04UMO HauMHaTb TONLKO Mocre 3aBepLUeHns NpeabiayLu en.

- (W]
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6.1.2 snsdumpsetting

Ytumuta snsdumpsetting.exe npefHasHadeHa OSi9 BbITPY3KM OCHOBHOIO KOHMUIypaLMOHHOIO

canna "’ SoftControl SysWatch B Tuxom pexuve.

MapameTpbl, NpYHMMaeMbI€ YTUIMTON, onmncaHbl B Tabn. 12.

Tab6nuua 12. Onuum snsdumpsetting

Bbirpyaunts koHgmrypauuto SoftControl SysWatch B danin ¢ 3agaHHbIM MeHeMm

"<nymb K ¢haliny>\<ums patina>" |(6es paclinpeHnst) No ykasaHHOMY NyTv (ECnM He yKasaH, UCMonb3yeTcs nyTb
MO YMOIYaHWIO — K KaTarory pacrnorioKeHUsl yTUnnTI).

e .
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7. ObHoBneHue SoftControl SysWatch

Ha momeHT yctaHoBku npurioxeHuss B mogym SoftControl SysWatch moryt 6biTb Jo6GaBreHbl
yrydLeHVsT U HOBble (DYHKLMM, @ BXOAsLWEe B MOCTABKY aHTUBMPYCHble 6asbl MOryT ycTapeTb.
PekomeHayeTcsi BbINOSHUTL OOHOBIiEHME NPOrpaMmbl HEMOCPEACTBEHHO MOCne YCTAHOBKM
SoftControl SysWatch.

[anee onncaHbl Heobxoanmble aencTemsa no obHoeneHno SoftControl SysWatch:

*  onuum o6HOBNEHMS &'

=  06HOBIEHVe B 0GbIYHOM pexume 2.

126
B Cliydae, eCii UICTOYHUK obHoBNEHMSA HEeOOCTYrNeH, BbIMOJIHUTE ob6HOBIEHVE B PY4YHOM pexnve .

7.1 Onunu obHOBNEHuA

[ns HacTpovkn napameTpoB O6HOBEHMA OTKpouTe pa3gen O6HOBNEeHue HacTpoek NPorpaMmmbi

(puc. HacTpoliku napameTpos 06HOBREHVs ).

"2 Hactpoiika nporpamusi SysWatch EI = \EI
O6HoBneHNe
HacTpoika obwmx napameTpos 2aa03um obHoBNEHMA
SawuTta OBHoBneHNe
MNpoeepka 7] O6Hoenerme no pacnucanuio
OGHosneHne
- [7] 3anpawneats noatsepwaenie nepen obHosneHuen
4 HacTpoidxw
Bun Coctae obHoBnEHMi Bce oBHoBASHHA
OTueTsl
S

Cnpaexa [ Ok ] [ OtMeHa ][I‘onnnnuanmo]

PucyHok 96. Hactpoinku napameTpoB 0GHOBNEeHUs

HacTpownka coctaBa uh UICTOYHUKA OOHOBNEHUA
B ctpoke CoctaB OOHOBNEHMWM YyKa3aHbl KOMMOHEHTbI, Afd KOTOPbIX MPOU3BOAUTCS
obHoBneHve. [N HACTPOKMKM cocTaBa M OPYrMX ONuui OOHOBIEHMS HaXXMMUTE HA KHOIMKY
HacTtpouka.
B okHe HacTtpowuka.. Ha Bkrnagke CoepguHeHue Bblbepute cnocob 06HOBEHMA

(pvic. HacTpoliku cnoco6a o6HoBreHWs '22):

o O6HOBUTL Yepe3 CepBUCHbIN LleHTp — 06HOBEHNE NOCPENCTBOM BHYTPUCETEBO-

- (]
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ro cepsepa OGHOBMEHWI (UCTIONb3YETCA MPW yOANEHHOM peXuMe YrpaBleHVs C

cepsepa **);
o OBHOBUTL 4Yepe3 UHTepHeT — 0OHoBIieHNe Yepe3 cepBep obHoBrneHnn Safe’N'Sec
Corporation, gOCTYnNHbI NOCpeaCcTBOM ceTu NHTEPHET.
Ecrm gna coeguHeHuss ¢ cepBepoM OBHOBMEHMM MpM AaHHOM crnocobe umcnosnb3yeTcs

npokcu-cepsep, B obrnactn CoeanHeHue yctaHosute oriaxxok Mcnonb3oBaTb napameT-

pbl NPOKCU-cepBepa U yKaxnte HeoOXoauMble HAaCTPOWKM.

| Hactpoiika... @I

CoennHerne ,ElononHuTaanDI NapaMeTpbl pacnUcaHua I Pexum 3anycka

OBHoBnEHNE
@ OBHoBUTE yepes CepsuCHEIR LieHTp
() OBHOBUTL YepEes UHTEPHET

CoennHeHHe

licnonezoBaTs NapameTpel NPOKCH-CEPEEpa

Wcnons3oBaTe asTopM3aUNIe Ha NPOKCK

Cnpaeka [ Ok ] [ OtMena ] [Hpunenum]

PucyHok 97. HacTtpoiiku cnoco6a o6HoBneHusA

B okHe HaCTpOﬁKa... Ha BKragke JOnNONHUTESNILHO Bbl6epVITe Tpe6yeMb|e KOMMOHEHTHI
122)

ana obHoBneHus (puc. Hactporikn coctaBa 0OHOBIIEHUI

U MporpamMmmHbie moaynu;

U AHTUBUpPYCHbIE 6a3bl.

| Hactpoiika... @

Coeautenne | AONOAHUTENSHO | NapaMeTpbl PACMMCAHMS I Pexum 3anycka
Cocras oBHOBNEHKE
MporpaMMHBIE MOOYM
[] AHTuEMpYCHSIE a3kl

WcTouHnK oBHoBNEHMI

ICora ~ | | http://updates.safensoft.com/SoftControl/ AV4/RU/F

Cnpaska [ oK ] [ Ommena ] [Hpvmenm‘b]

PucyHok 98. Hactpoiku coctaBa o6HOBNeHUIN

B obrnactn McTouHMK OOGHOBNEHUN yKa3aHbl agpeca, C KOTOpPbIX NPOU3BOANTCS OGHOBIIE-

- (]
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- 4
HUe siApa NPOAKTVBHOM 3aLLMThl 1 6a3 KaXaoro 13 AOCTYMNHbIX COTMACHO MMUEH3UM *> aHTu-
BMPYCHbIX KOMMOHEHTOB. Mpn HeobxoaMmocCTM agpeca MoryT ObiTb OTPEAaKTMPOBaHbI B
COOTBETCTBYIOLLEM MOrE.

[ npuMeHeHnsa HacTpoek HaxkmuTe Ha kHonky OK v MpumMmeHnTb.

HacTtpownka o6HOBNEHUS NO pacnucaHuo
YcrnoBue: Tornbko Ans cnydas pabotbl SoftControl SysWatch B pexume yganéHHoro

yrpasrieHns ¢ cepeepa *.

[ns BKMtoYeHNs aBTOMaTM4eCKoro 0GHOBEHMST MO pacnucaHuio yctaHosute draxok 06-
HOBJeHue no pacnucaHu. Ecrm Heobxoammo 3anpawmBaTb NOATBEpPXAEeHUE ne-
pen o6HOBNEeHueM, yCTaHOBUTE COOTBETCTBYIOLLMIA (hriaXkoK Ans oTobpakeHus auarnora c
3anpocom NoATBEPXAEHMS onepaumn. Ytobbl HacTpouTb napameTpbl OOHOBMEHMSA MO pac-
MMCaHMo, HaXXMUTE Ha KHonky HacTponka.

B okHe Hactpowka... oTkponte Bkragky MapameTpbl pacnuMcaHuMA M B CHETYMKE
YacToTa gHen ykaxure nepmoaudHoOCTb, C KOTOPOW ByaeT BbINOSMHATLCS 3a4ava, a B rnone
Bpemsa 3anycka — BpemMsi Hayana BbINOSHEHMA 3afjaun B opmarte yy:Mm.cC

(puc. HacTpoikn napameTpos 06HOBMEHMS MO pacnimMcaHmnio 2%).,

i Hactporika... @

‘ CoeanHeHne | Hononnutensro | NapaMeTpel pacnucaHua ‘ Pexum Janchal

NapameTpel pacnncanna

THn pacnncaHua Mo aHAM hd

Yactota aHel 1

BpeMAa 3anycka 08:00:00

Crpaexa [ oK ] [ OTMEHa ] [!‘Ipuneﬂmb]

PucyHok 99. HacTtpowku napamMeTpoB o6HOBNEHUA
no pacnucaHuio

na NnPUMEeHeHNA HaCTPOEK Ha>KMUTE Ha KHOMKY OK nrm anMeHMTb.

HacTtpownka y4yéTHOM 3anucu
UTtoObl HacTpouTb napameTpbl YY4ETHOW 3anucu, nog KoTopon OyaeT npousBOOUTLCS

obHoBREHME, HaXXmuTe Ha kHorky HacTtpownka. B okHe HacTpowka... Ha Bknagke Pexunm

- (]
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- o . o 124
3anycka Bbl 6epV|Te OAHY 13 onunn (pVIC. HacTpoiikun y4€THOM 3anmcm Ana 0GHOBIEHUS )

o C cMCTeMHOM y4eTHOM 3anuUcCbio;

o C y4YeTHOM 3aNuUCbHO: YKaxuTe y4ETHbIE AaHHbIE.

v =
‘ CoenuHerne | ﬂonoﬂnmaanDI MNapameTpbl pacnucaHua | PEXWM 3anycka

YueTHas 3anuce Ana obHoBNEHUS

@ C cucTemMHoll yueTHOI 3anucso

() C yueTHOR 3anncero: Sz

Cnpaeka [ oK ] [ OTmena ] [Hpvmenmb]

PucyHok 100. HacTtpoiku y4yéTHoM 3anucu ansa
obHoBReHUA

[N npuMeHeHnsa HacTpoek Haxkmute Ha kHonky OK vim MpumMmeHnTb.

[na BCTynneHns nsMeHeHu B Cuny Haxxkmure Ha kHorky OK.

7.2 OBbHOBNEHMe B OOLIYHOM pexnme

O6HOBMEHVME MPOrpaMMHbIX MoOAyren W aHTUBUPYCHbIX 6a3 MOXHO MpPOM3BOOUTL  Kak
OOHOBPEMEHHO, Tak M MO OTAENLHOCTU (peryrmpyeTcsi COOTBETCTBYHOLLYMUN chriaXkkaMy B Onumsix

o6HoBReHNs '%).

OGHOBREHMe NporpamMMHbIX MoAyrien No Tpe6GoBaHUIO

Haxmute Ha kHoMKy 3anycTUTb OOHOBNeHMe Ha Bkragke OOHOBNEeHue NaHesnm ynpas-

nenvs *° SoftControl SysWatch. B criyuae o6HapyxeHuss Moayrieii nporpamMmmbl 6oree Ho-
BblX, YEM MMEIOLLMECS, MPOM3OMAET MX 3arpyska C cepBepa OOHOBMEHM M ycTaHOBKa. [1o
OKOHYaHUM YCTaHOBKM HEOBXOAMMO MPOM3BECTU Mepes3arpysky CUCTEMbI OJ19 3aBepLLEeHVS
obHOBEHMS.

Ecrm nocne npoBepkun otobpaxaetca cratyc ObHosneHue He mpebyemcsi, ycTaHOBIiEHa
nocrneaHAs Ha AaHHbIN MOMEHT BEPCUS NMPOrpaMmbl.

O6HoBrneHve rno TpeboBaHMIO TakKe MOXET NPOM3BOAUTCH aAMUHUCTPATOPOM yaanEHHO U3

koHcorm ynpasrneHnua SoftControl Admin Console. Nogpo6bHoe onvcanve npouecca yoanéH-

- (]
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HOro 3anycka rno Tpe6OBaHI/I}O npmBeneHo B AOOKYMEHTE «PyKOBO,D,CTBO aaMUHUCTpaTopa

SoftControl Service Center».

O6GHoBRNEeHne aHTUBMPYCHbIX 6a3 No TpeboBaHUIO

HaxmuTe Ha kHomnKy 3anycTuTb o6HOBReHue Ha Bkragke O6HoOBReHWe naHenu ynpas-
nexvsa % SoftControl SysWatch. B criydae obHapykeHust 6a3 [aHHbIX CUrHATyp BMPYCOB
Boriee HOBbIX, YeM UMEIOLLMECS, MPOM3ONAET MX 3arpy3ka C cepBepa OOHOBIEHWN.

Ecrm nocne npoBepkun oTobpaxaetcs cratyc O6HoseneHue He mpebyemcs,
aHTMBUPYCHblEe Ba3bl HAXOOATCA B akTyarlbHOM COCTOSHUM.

OGHoBEHME NO TPEBOBAHMIO TAKXKE MOXET NPOM3BOAUTCA aAMUHUCTPATOPOM YOAnEHHO U3
koHcosm ynpaerneHust SoftControl Admin Console. NMNoapo6bHoe onncanve npouecca yaanéx-
HOro 3anycka no TpeboBaHWIO NpMBEOEHO B OOKyMeHTe «PykoBOACTBO agMuHUCTpatopa

SoftControl Service Center».

O6GHOBNEHME NO pacnUcaHuo
CocraBrneHue pacnucaHusi OOHOBIIEHUSI MPOM3BOAMUTCH FOKalbHbIM  MOMb30BaTENEM

SoftControl SysWatch B COOTBETCTBYIOLLMX HACTPOMKAX NPOrpaMMbl 2> UM aaMUHACTPATO-
y

poM yadanéHHo mn3 KoHcomm ynpasnenua SoftControl Admin Console. Nogpo6bHoe onuncaHve
npouecca yaanéHHOMW HacTPOVKM OOHOBIIEHMSI MO pacnMcaHuio NpYBEAEHO B OOKYMEHTE
«PykoBoacTtBo agmuHuctpaTtopa SoftControl Service Centery.

B panHom pexume SoftControl SysWatch ¢ 3agaHHOn nepvoguMyHOCTBIO MpoBepseT
Harm4ne oOHOBIEHMI HA ONpeaenEéHHOM B HACTPOMKaxX UCTOYHMKE N B Crlydae OBHapyxeHus
MoAyrnen nporpammMbl WM aHTUBMPYCHbIX a3 Boree HOBbIX, YEM MMEKOLWECS, 3arpyKaeT
UX c cepBepa 0H6HOBIEHUI 1 3anycKaeT YCTaHOBKY. [10 OKOHYaHWM YCTaHOBKM NPOrpaMmHbIX
MoAyren HeobXxoaMMO BpPYYHYO MPOM3BECTU Mepes3arpys3ky CUCTEMbl ANA 3aBepLUeHUs

OOHOBIEHWS.

MpocmoTp oT4yéTa 06 OOHOBNEHUN
[ns npocmoTpa nogpo6HbIX cBeaeHnn 06 0OGHOBIIEHMM B €ro NPoLecce HaXXMUTE Ha CCbift
ky Moapo6Ho. 15 npocMoTpa 0T4ETa "> MO OKOHYAHUM OBHOBIIEHWS HAKMUTE Ha CCbITIKY
C JaTon u BpeMeHeM nocriefHen nposepkn B cTpoke NMocnegHMn nonck o6HOBNEHUN.

B ctpoke YcTaHOBRNeHbl 0GHOBMNEHUA yka3aHbl JaTa U BpeMsi NOCrneaHen NpousBenéx-

- =
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HOW yCTaHOBKM OBHOBEHW. B cTpoke Pexum 3anycka otobpakaeTcs COOTBETCTBYHOLLWIA
cnoco®, KOTopbIM ObIfO 3anyLUeHO nocrneaHee o6HOBMEHWE (Mo TpeboBaHWMIO WM NO pacnu-

CaHuIo).

7.3 OGHOBNEeHUe B pyYHOM pexume

= Py4yHOe oGHOBREeHMe NporpaMmMHbIX Moayrnen B 06bIYHOM pexume

1) 3anyctute yctaHoBOYHbIM nakeT SysWatch Patch.msi Bepcun, Ha KOTOpYHO
Heob6xoavmo npousBecTn o6HOBMEHVE.

2) B okHe YcTaHoBKa SoftControl SysWatch Haxmute Ha kHonky [Hanee (pwc. 3anyck

Nporpammbl 06HOBREHVS '20).

ﬁ Yeranoeka SoftControl SysWatch EI = IEI

Bac npuBeTCTBYeT MacTep YCTaHOBKM
SoftControl SysWatch

MacTep ycTaHoskm obHoenT SoftContral SysWatch Ha
KOMNBOTEPE. HamMuTe kHonky ~“Janee”, uTobisl
MPOACITHMTE, MK KHOMKY "OTMeHa", YTobbl BEITH M3
MECTEPS YCTEHOBKH,

Hazan [ fanee ] [ OTMEHS ]

PucyHok 101. 3anyck nporpaMmbl OGHOBNE HUSA

3)B cnyyae Bawero corracus, Bbibepute napametTp A npuHUMaKD yCnoBuA

JIMUEH3UOHHOro cornaweHusa 1N HaXMmmrte Ha KHOIMKY Danee (pI/IC.nMU,eH3I/IOHHOG

126).

cornaleHme

- (]

ww w .safensoft.com


http://www.safensoft.com

SoftControl SClient Bepcus 4.5.9 Pykoeodcmeo ronb308amerisi

Ob6HosneHue SoftControl SysWatch

‘_’@YuﬁnonmSoﬂConﬁol SysWatch EI = @

JInueHznoHHoe cornaleHne

z SoftControl
BHMMaTENEHD NPOYHTANTE CNEAYIOWEES NMUEHSMOHHOE COrNaweHne

NMALLIEH3MOHHOE COMNMALLEHME |_|
1. TlMpegmeTt cornaweHWa

HacToAwee JWUEHSWOHHOE COTNaWeHWe (fanee CoOrMawWeHwWe) ABnAETCA
HOPMAWYECKMM  AOKYMEHTOM, 3aKAO4EEMBIM  Memgy ObwecTsom  c
OrpaHWY4eHHOM OTBETCTBEHHOCTEHY «SAFE ‘N SEC Corporations (ganee -
MNpaeocobnagaTens) U Bamu, SUSHUECHUM AW KPUOMUECHMM AWLOM (aanee -
MoAs30BaTENL), NPEBCMEPHD ENSASKIMM 3KSEMNAAPOM MPOTPaMMHONS
npogykTa rpynnel "Safe’'n'Sec” (aanee - Mporpammyelid npogyxT).
YCTEHaBAMBEA, KOMMPYA, 3arpyitad WM MHeim obpasom  wcnonesyas =

[ MevaTb ] [ Hasan ][ [Oanee ] [ OTMeHa ]

PucyHok 102. llueH3noHHOe cornaiueHve

4) Haxxmute Ha KHorKy OBHOBMTB (pyUC. [OTOBHOCTb K OBHOBIIEHIO 2 )

ﬁ)’nauouaSoﬂContlol SysWatch EI =] IEI

Bce roToeo K obHoenenmo SoftControl SysWatch SofcControl

HammuTe kHonky "ObHosuTe ", 4Tobkl obHoBuTe SoftControl SysWatch Ha
KoMMstoTepe, HawMuTe kHonky "Hasaa”™, utofsl MpoBepuTE MM MSMEHWTE NaPaMETPEI
YCTEHOBKM. HaskMuTe KHOMKY "OTHEHE ", YTobkl BEINTH M3 MACTEPa.

[ Hazaa ][ '&'OEHOBMTIJ J [ OTMeHa

PucyHok 103. loToBHOCTbL K OGHOBEHUIO

5) [loxauUTech OKOHYaHWs npoLecca o6HoBreHus (puc. MpoLecc o6HoBNeHus ')

- (' ]
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ﬁ Yeranoska SoftControl SysWatch E'

Wper obHosnenne SoftControl SysWatch SofcControl

MogowanTe, NoKa MECTEp yCTaHoBKK obHosnAeT SoftControl SysWatch.

CocTosHMe: [NpoBepKa yCTaHOBKM

Hazan Lanee E OTmeHa

PucyHok 104. MNMpouecc o6HoBNeHUA

6) MNMocrne nossnennsa coobweHns YctaHoBka SoftControl SysWatch 3aBepeHa Hax-

MUTE Ha kHorky FoToBo (puc. 3aBeplueHre o6HOBMEHUS =)

ﬂ Yeranoska SoftControl SysWatch E L=t ==

YcraHoeka SoftControl SysWatch
3aBeplieHa

HaokmmTe kHonky “ToToBo”, YTobkl BEIATH U MACTEPa
YETSHOBKH,

Hazan loToBO OTmeHa

PucyHok 105. 3aBeplieHMe 06HOBNEHUA

7) B omanoroBom okHe ¢ npennoXeHmem nepesarycka CUCTeMbl Bbl6epl/ITe Oa, nocre yero

cuctema OymeT oOTnpaBrieHa Ha nepesarpysky AOns  3aBeplueHusi  OOHOBIEHMS

(puc. 3anpoc nepesarpysku cuctembl 2°).

1 ¥cranoeka SoftControl SysWatch [-==-|

Al HTobbl M3MEHEHMA HACTPOIKK “SoftControl SysWatch™
BCTYMMAN B CUITY, HYMHO NEPE3arpy3HTE KOMIBIOTED,
HaptmmTe kHomiky “da” 4Tolsl BeINomHUTE
nepesarpysky cefivac, nbo kHonky "HeT™ yTobbl
OTNOHMUTE EE.

PucyHok 106. 3anpoc nepe3arpy3ku cucTe Mbl

- (]
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Py4yHoe o6GHOBNEHME NporpamMMHbIX MOAYIen B TUXOM pexume

YcroBue: BCe Warn BbINOSHAOTCA Noj y4ETHOM 3anncbio C NpaBamMy agMuUHUCTpaTopa.

1) Ckonvpynte ycTaHoBouHbIM nakeT SysWaltch Patch.msi Bepcun, Ha KOTOPYHO
HeobxoauMo NPoun3BeCTU OBHOBIEHME, B KaTaror C: \Temp KIMEHTCKOrO XOCTa.

2) 3anyctute KoMmaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /i "C:\Temp\SysWatch_ Patch.msi" /quiet

Mo okoH4YaHWMM 0GHOBIEHMst cucTema OyaeT OTNpaBfeHa Ha nepesarpysky aBToMaTUHECKM.

Py4yHoe oGHOBNEeHMe aHTUBUPYCHbIX 6a3
[ns oGHOBMEHMST aHTMBUPYCHBIX 6a3 BPYYHYO CKONMpYWTE (C 3aMEHON CYLLECTBYIOLLMX (hait-
NOB) HOBbLIM apXvB aHTUBMPYCHbIX ©a3 B criegytoupi katanor SoftControl SysWatch Ha
KIMMEHTCKOM XOCTe:

o AN aHTMBUPYCHOIO ckaHepa Kaspersky anti-virus:
<kaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\KAV
o N9 aHTMBUPYCHOrO cKaHepa Avira:

<kaTanor ycTtaHoBku SoftControl SysWatch>\Plugins\AV\Avira

NI =.
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8. YpaneHue SoftControl SysWatch

SoftControl SysWatch MoxeT 6bITb AEUHCTAITIMPOBAH C KIMEHTCKUX XOCTOB KaK fokanbHo >, Tak

N OHUM U3 YOAmnEHHBIX LIEHTPAIM30BaHHbIX ' Croco6oB.

8.1 JlokanbHasa genMHcTanNnNAUnA

Bo3moxHbI criefytoupe BapyaHTbl flokansHon gevHetannsuum SoftControl SysWatch:

130.

® B 06bLIYHOM pexume (C UCNoSb30BaHNEM MHTEPENCca Nosib3oBaTerss)

131
® B TUXOM pexume .

8.1.1 YpaneHue B 0ObIYHOM peXxume

1) Ans OC Microsoft® Windows® XP, Microsoft® Windows® Server 2003: B NaHerm ynpasneHus

Windows B pasgernie YctaHoBka u yaaneHue nporpamm (Add or Remove Programs) Ha
Bknagke UameHeHue unu ypaneHme nporpamm (Change or Remove Programs) Bbibepute
SoftControl SysWatch n Haxxmute Ha kHonky Yaanutbe (Remove).
O  OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012: B NaHerm ynpasnenua Windows B pasgene
Mporpammebl (Programs) — Mporpammbl n kKomnoHeHTbl (Programs and Features) Bbibepu-
Te SoftControl SysWatch v Haxxmute Ha kHonky YaanuTtb (Uninstall).

2) B gvanoroBoM OKHe C npensioxeHvem nepesanycka cucteMbl Bbibepute [a, nocrne 4ero

cuctema OyaeT oTnpaBfieHa Ha nepesarpysky And 3aBeplueHust AevHcTan[aumm (pyc. 3anpoc

nepesarpysku cuctembl )

ﬁ' Ycranoeka SoftControl SysWatch 3

b 4T00bI MSMEHEHKA HACTPORKK "SoftControl SysWatch™

§/  BCTYNWUNK B CUITY, HYRHO NEPE3ATPYSTE KOMMLIOTED.
HammuTe kHonky "Aa” YTofbl BEINonHWTE
nepesarpysky ceiuac, mibo kHonky "HeT™ uTobisl
OTNOMKTE E€,

PucyHok 107. 3anpoc nepes3arpysku
cucTeMmbl

EE———————————— -
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8.1.2 YpaneHue B TUXOM pexume

YcroBue: BCe Larn BbINOMHAKTCS No4 YYETHOM 3anMCbio C NMpaBaMmn agMuHUcTpaTopa.
1) CkonupymnTe yctaHoBOYHbIN nakeT SysWatch.msi (wwm SysWatch Patch.msi B cnydae, ecrm
NPOM3BOAWIIOCH OGHOBIIEHME) TEKYLLEN BEPCUN B KATarnor C: \Temp KIMEHTCKOrO XOCTa.

2) 3anycTtute KomaHgHyo cTpoky Windows v BbINOSHUTE CrieaytoLLyto KOMaHay:

%windir%\system32\msiexec.exe /x "C:\Temp\SysWatch.msi" /quiet

Mo oKOoHYaHMM MpoLeaypbl AevHCTar\auMM cuctema OyaeT oTnpaBrieHa Ha nepesarpysky

aBTOMaTU4eCKW.

8.2 YpanéHHana geuMHcTannauusa

YpanénHaa geuHctamnauma SoftControl SysWatch nogpasymeBaeT LeHTpanmMs3oBaHHO yrpasrise-

Moe€ yaareHue KInmeHTCKNX I'IpVIJ'IO)KGHVIVI C rpymnnbl XOCTOB, 06beanHEHHbIX B O[HY CETb.

Bo3MoxHbI crieayloume BapuaHTbl yOanéHHOW LeHTparm3oBaHHOW geuvHctansuum SoftControl
SysWatch:

* yepes JOMEHHYIO IPYNMOBYIO MOMMUTUKY - ;

® CTOPOHHUMU CpeACTBaMU aaMVHACTPVPOBAHUS o,

8.2.1 YpaneHue 4yepe3 OMEHHYIO rpynnoBYH MOSINTUKY

[MpumeyaHve: npogemoHcTpupoBaHo Ha npumepe OC Microsoft® Windows® Server 2008 R2.

1) OTkpowTte ocHacTky Server Manager (ducnetyep cepsepa) us pasgena Administrative Tools
(AomunnctpupoBaHue) meHio Start (Myck) B OC koHTporiepa gomeHa.

2) Boibepute pasgen Features — Group policy Management — Forest: <uma gomeHa> —
Domains — <umsa gomeHa>, passepHute nogpasgeneHue Software deployment, Bbizosute
KOHTEKCTHOE MeHI0 06bekTa rpynnoBON MOMMTUKM, CO3AAHHOTO paHee '~ NS pasBepTbiBaHUS

KrmeHTckux npuroxeHun (Clients deployment), n Boibepute nyHkT Edit (puc. Pegaktnposanuve
131
)

00BbEeKTa rpynnoBov NOSUTUKA

- (]
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E_ Server Manager =2l

File Action View Help

e |7fmaRE I BR

=+ Roles
; ;ﬁ Features Software deployment e ————
& & Group Policy Management Linked Group Policy Objects |Gruup Policy Inhertance | Delegation | More Actions 3
=] _ﬁ Forest: Mars.local
= [ Domains Lk Order ~ | GPO Erforced | Link £
=l 53 Mars.local 1 s/ Clients deployment No Yes
=/ Default Domain Policy
2| Domain Controllers
= (2] Software deployment
51l Ciients deployment |
= Group Policy Objects
% WM Fiters ERtEe
_ B [ Starter GPOs v Link Enabled
18 Sites Save Report...
si% Group Policy Modeling
= Group Policy Results Delete
{3 Diagnostics Rename
Cift configuration Refresh
=5 storage [
Help
I I

[Open the GPO editor [ [

PucyHok 108. PegaktnpoBaHue ob6bekTa rpynnoBon NOMTUKKU

3) B oTkpbiBLIEMCSA OKHe ocHacTkn Group Policy Management Editor (YnpasneHnve rpynnosowu
normTtukon) Bblbepute pasgen Computer configuration — Policies —» Software Settings —
Software installation, B cnvicke ycTtaHaBrmBaeMbliX NpUrioxeHnn cnpasa Bblbepute Tpebye-
MO€E MPWIOXKEHWE ANS yaareH s, Bbl30BUTE KOHTEKCTHOE MeHIO 1 BbiGepute nyHKT All tasks —

Remove (pvic. Bbi30B 334a4M yaaneHus npuroxexns 7).

4)B puanoroBoMm okHe Remove Software BbiGepute MeToa OevHCTaAMISUMM NPUNOXEHWI
Immediately uninstall the software from users and computers (HemeaneHHoe yganeHve

MO c komnbioTepoB) M Haxmute Ha kHonky OK (puc. Bolbop MeToda aevHcTannsuum

npuUnoXxenns *>?)
B Group Policy Management Editor i [l |
File Action View Help
L A ol 1B NRERN 7 oo
_j Clients deployment [DEV-09.MARS.LOCAL] Palicy
= &l Computer Configuration
B [ Policies
=1 [ Software Settings fAssian
Software installation Fublish
| Windows Settings —_ |
| Administratve Templates: Policy defin e
| Preferences Publishy
E 4 User Configuration =
| Policies Properties
~ Preferences E—
Help
N — ]|
|Removes this package. [ |

PucyHok 109. BbizoB 3agauu yaaneH1UAa npunoXxeHus

R N—————
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x

Select removal method:

" |mmediately uninstzll the software from users and
computers

£ AMlow users to continue to use the software, but prevert

new installations
| QK I Cancel

PucyHok 110. Bbibop meToaa geuHCTannALmm
npunoxeHus

5) Mo ucteyeHum uHTepBana OOHOBMEHVA TPYNMOBbLIX MOMUTVK (OaHHbIM NapameTp 3aBUCUT OT
HacTpoek Active Directory), uameHéHHasa nonmMTnka NPUMEHAETCA K KIMEHTCKMM XOocTaM. Yaare-
HMe BblBpaHHbIX NpUrioXxeHun ByaeT NpomnsBeaeHo Nocne o4YepeaHoro nepesanycka KIMeHTCKMX
XOCTOB. [1119 MrHOBEHHOIO MPUMEHEHUS CO34aHHOW rPYMNNOBOW NMOSUTUKM 3anyCTUTE KOMaHOHYO

CTPOKY OT MMeHN aaMUHUCTPaTopa Ha KIMEHTCKOM XOCTE U BbINOJHUTE ClieQYyoLLyt0 KOMaHAay:

gpupdate /forcsg

Mo OKOHYaHWM BbIMOMHEHUSI KOMaHAbl NOATBEPAMTE MNepesarpysky cucteMbl komaHgon Y ans

npUMeHeHnss OOGHOBMEHHOW rpynnoBON MNOSMTUKK (puc. PydHoe oBHOBIEHME napameTpoB
133)

rPynMnoBOW MOJIUTUKN

EX Administrator: C\Windows'\system32\cmd.exe - gpupdate /force El@

Microsoft Windows [Uersion 6.1.76D011]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:wUserssJohn>gpupdate ~force
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

The following warnings were encountered during computer policy processing:

The Group Policy Glient Side Extension Software Installation was unahle to apply

one or more settings bhecause the changes must be processzed bhefore syztem startu

p or user logon. The system will wait for Group Policy processing to finish comp
letely hefore the next startup or logon for thiz uszer. and this may result in =1
ow startup and boot performance.

For more detailed information. review the event log or run GPRESULT ~H GPReport.
html from the command line to access information about Group Policy results.

Certain Computer policies are enabhled that can only run during startup.

0K to Restart?. (YrNiy

PucyHok 111. PyyHoe o6HOBneHne napamMeTpoB rpynnoBOon NOSIMTUKKU

8.2.2 YpaneHme CTOPOHHMMU cpeacTBaMM agMUHUCTPUPOBaHUA

Kak n B crnyyae yctaHoBku, Ans yoanéHHon gevHctannaumm SoftControl SysWatch moryt npume-
HATLCA CTOPOHHWE cucTeMmbl yrpasrieHusa [T-uHdpacTpykTypon. MeTtoavka yaanenuss B AaHHOM

cryyae onpeaensieTcs UCXOAs U3 KOHKPETHOWM CUCTEMbI U MPUHATLIMU B HEW criocobamn geuHeTar-

- (]
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9. OJononHutenbHasa uHcgpopmaumns

9.1 MNMpuBunernmn npoueccos

B Tabn. 13 npeacrtasneHo onucanve npuswuriermn Windows, mcnonb3yemblx npoueccammn (CM.

Takke https://msdn.microsoft.com/ru-ru/library/windows/desktop/bb530716(v=vs.85).aspx u https:/

docs.microsoft.com/en-us/windows/device-security/auditing/event-4704).

Taonuua 13. OnucaHne npuBUNern NnpoLeccoB

YnpasneHve aygutom u
XypHarnom 6e3onacHOCT!

[lobaBneHue 3anucen B xXypHan 6e3onacHoOCT.

ApxvBaums gannos u
Kartarnoros

BbinonHeHwne onepaumin No pe3epBHOMY KOMUPOBAHWIO.

OTa npuBurerus 3actaBnseT CUCTEMY BblAaTb NpaBa Ha YTeHue noboro danna, Hesa-
BMCMMO OT TOrO, YTO YKa3aHo B CMMCKe ynpasreHust goctynom (ACL) ans atoro danna.
JTto6on apyron 3anpoc Ha 4OCTYN, KPOME YTEHUS, NO-NPEXHEMY OLIEHMBAETCS C NOMO-
wbto ACL.

Monb3oBatenb ¢ AaHHOW NpUBUMErnen MoXeT 06xoauTb paspeLleHns dannos, nanok,
peecTpa 1 ApYrux NOCTOSIHHbIX OOBLEKTOB C LIENbI0 PE3EPBHOIO KOMMPOBAHUSI CUCTEMBI.

BoccTaHoBneHve dannos u
KaTarnoros

BbinonHeHve onepaumin BOCCTaHOBMEHWUS.

OTa npvBWnerns 3actaBnseT cMcTeMy BblAaTtb Npasa Ha 3anuck foboro danna, Hesa-
BMCMMO OT TOro, YTO yKasaHo B crucke ynpasneHust goctynom (ACL) ans atoro danna.
Monb3oBatene ¢ AaHHOW MpuBUernen MoxeT 06xoauTs paspeLleHns gannos, narnok,
peecTpa 1 ApYyrMx NOCTOAHHLIX O6BEKTOB MPU BOCCTAHOBIIEHUM GhainoB 1 Nanok us pe-
3epPBHbIX KOMUA.

[JononHutensHO JaHHas NPYBUNErns No3BoNseT Ha3Ha4YUTL NBOro Nonb3oBaTens unm
rpynny ¢ gencTeyoL UM naeHmdumkatopom 6esonacHoct (SID) Brnagensuem danna.

M3ameHeHne cUCTeEMHOro
BpeMeEHU

MamMeHeHMe CUCTEMHOrO BPEMEHM.

Monb3oBatenks ¢ gaHHOW NPUBUMNETMEN MOXET U3MEHSATb BPEMS U OaTy Ha BHYTPEHHMX
Yyacax komnbloTepa. [Nonb3oBaTenu ¢ TakuMm NpaBaMmy MOryT BIMSITb HA BUZ XKy pHarioB
cobbmin. Ecnm cuctemHoe BpeMsi UISMEHEHO, CODbITUSA, KOTopble Obin 3anucaHbl, Oy-
AyT oTobpaxaTtb 9T0 HOBOE BPEMS!, a HE pearibHOe BPeMs, B KOTOPOE OHM MPOU3OLLINN.

3aBepLueHne paboTsl
CcUCTEMBI

3aBepLueHne paboTbl TOKanbHON CUCTEMBI.

MpuHyauTensHoe yaanéHHoe
3aBepLueHve paboTbl

BbikntodeHne cuctemMbl C MOMOLL bHO 3arnpoca rno cetn.

CwmeHa BnagensueB ¢ainos
N Opyrux obbeKToB

MpuBunerns Heobxoguma, 4TobObl CTaTh BragenbLem oobekTa 6e3 nonyyeHus n3bnpa-
TeneHOro goctyna.

Monb3oBatenk C AaHHOW NpUBUIErnen MOXeT cTaTk BriagenbLemM Noboro 3ay mil aemo-
ro obbekta B cucteme, Bknoyasa obbektol Active Directory, dpannbl n nanku, npuHTEpPHI,
pasfenbl peectpa, NPOLEeCChl U NOTOKM.

Otnagka nporpamm

Otnagka 1 HacTpoika namsTi nNpouecca, KOTopbii MPUHAANEXUT APYron YYETHOM 3anu-
cu.

Monb3oBatenb ¢ JaHHOW NPUBUNErMEN MOXET NPUCOEANHATL OTNAAuMK K oMy npo-
ueccy unm aapy. Paspabotinkam, OTNaxXvBaloLL M CBOM COBCTBEHHbIE MPUIIOXKEHUS,
3TO NONb30BaTeNbCKOE NPaBO He HYXHO. Paspabotinkam, OTrnaxmBatoLL M HOBbIE KOM-

e ——————————————.——
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NOHEHTbl CUCTEMbI, 3TO NPaBO HY>XHO. ,El,aHHoe npaBo gaet NOJSHbIN OOCTyN K 4yBCTBU-
TEeJIbHbIM N KPUTUYHBLIM KOMIMOHEHTaM OﬂepaLLI/IOHHOIZ CUCTEMbI.

M3ameHeHne napameTpoB
cpeabl N3rotoBUTENs

ViameHeHne aHeproHesaBucumon namsam (RAM) cuctem, KOTopble NCNOSb3YOT AaHHbIN
™MN NamMa™ Ana XpaHeHus nHdopMaumm 0 KOHAUry paumm.

MpodwmnupoBaHne
NPOV3BOAUTENILHOCTU
cucTemsl

C6op npodwmnsa Bcen cucTembl.
Monb3oBatenb C gaHHOW NPUBUNETMEN MOXET UCMONb30BaTL CpeacTBa HabnoaeHus 3a
NPOM3BOAUNTENBHOCTBIO AN KOHTPOSS MPON3BOAUTESNTIBHOCTM CUCTEMHbIX NMPOLIECCOB.

MpodwmnmpoBaHne ogHoro
npowecca

C6op npodwmnsa no ogHOMY npoueccy.
Monb3oBatenb C gaHHOW NPUBUNErMEN MOXET UCMONb30BaTL CpeacTBa HabnoaeHus 3a
NPOM3BOANTENBHOCTBIO AN KOHTPONS MPOU3BOAMNTENBHOCTM HECUCTEMHbIX MPOLIECCOB.

YBenuyeHue npuoputeta
BbIMOMHEHWS

YBenuyeHne 6a3oBoro npyvoputeTa npolecca.

Monb3oBaTtenb ¢ JaHHOW NPUBUIIENMEN MOXET UCMOMb30BaTh NPOLECC C OCTYNOM K
CBOMCTBY "3anucb" Apyroro npolecca Ans yBenuyeHns npuoputeTa BbIMNOSHEHNUS, Ha-
3Ha4YeHHOro aToMy Apyromy npoueccy. Takor nosib3oBaTeslb MOXET U3MEHSTb 3ansiaHu-
pOBaHHbI MPUOPUTET NpoLecca Yepes3 Nonb3oBaTenbCKkMn MHTepdienc [ucnetyepa 3a-
nau.

3arpyska u BbIrpyska
JpanBepoB YCTPONCTB

3arpyska v BbIrpyska gpanBepoB YCTPOUCTB.

Monb3oBatenb ¢ AaHHOW NPUBUMErMEN MOXET AMHAMUYECKMN 3arpyaTb 1 BbIrpy>KaTb
OpaviBepa yCTPOWCTB U APYron Kog B pexume sigpa. 910 NoMb30BaTenbCkoe NpaBo
He npuMeHsieTcs K gpariBepam ycTtponcTs Plug and Play.

Cospganue danna nogkayvkm

CospgaHue danna nogkayvku.
MNonb3oBatenb ¢ gaHHOW NPUBUIIENMEN MOXET Co34aBaTb U U3MEHATbL pasMep danna
NOLKaYKM.

HacTpoiika kBOT namsATv ans
npouecca

YBenmyeHne KBoTbl, Ha3Ha4YE€HHOM npoueccy.

O6xopf nepekpecTHOM
npoBepKu

Mony4yeHve yBegomneHunn o6 nameHeHusax B dannax u gupektopusx. NpuBunerus tak-
Xe 3acTaBfsieT CUCTEMY MPOMYCTUTL BCE NepeKkpecTHbIe MPOBEPKM Ha JocTyn. Mo
YMOM4YaHuWio BKINOYEHa AN BCEX MOMb3oBaTenen.

OTkntoYeHne KomnbloTepa oT
CTbIKOBOYHOrO y3na

OTcThIKOBKA HOYTOYKA.
Monb3oBatenb ¢ AaHHOW NPUBUIErMEN MOXET OTKIIOYNTL MOPTATUBHLIA KOMMbIOTEP OT
CTbIKOBOYHOrO y3/1a, He BbIMOMHASA BXO4 B CUCTEMY.

BbinonHexne 3agay no
o6Cny>KMBaHWIO TOMOB

BkntoveHne npmBunerni no ob6cnyXmMBaHno TOMOB.
Heobxognma ans npoBeaeHns 3agad no obcnyXMBaHM0 Ha ToMe, Hanpuvep, yaanéx-
Hon gedparmeHTaumn.

MMutauma knmeHTa nocne
NpOBEpPKM Nonb3oBaTensi

MMmutaums knmeHTa.
Monb3oBatenb ¢ gaHHON npuBunIernen MOXeT UMMUTUPOBATL Apyrve yqéTHbIe 3anuncu.

Cospganue rnodanbHbIX
oObekToB

Co3fgaHre NMeHOBaHHbBIX OOBLEKTOB COMOCTABMNEHNS (halinoB B rrobanbHOM NPOCTPaHCT-
BE MMEH BO BPeEMS YA amNEHHbIX TepMUHarbHbIX ceccuid. MpuBunernst No yMonyaHuio
BKIMOYEHa AN agMUHUCTPATOPOB, CEPBUCOB M YYETHOM 3anmncu LocalSystem.

EE—————————————————— -
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9.2 UCTOYHUKMN

M CTOYHMKM AoNONHUTENbHOM MHGOPMaLMn NpMBEAEHbI B Tabn. 14.

Ta6bnuua 14. BcnomoraTenbHas AOKyMeHTaUusA

PykoBopctBo agmuHuctpatopa SoftControl Senvice|PykoBoacTBo no paboTte ¢ UHCTPYMEHTaMU afMUHUCTPUPOBAHMWS
Center SoftControl Server n SoftControl Admin Console.

- (]
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TexHu4eckasi moddepxka

10. TexHun4yeckasi nogaepxka

[Mpn BO3HWMKHOBEHUM BOMPOCOB MO YCTaHOBKe, HacTponke u paboTte SoftControl SClient Bbl

MOXeTe 00paLaTbCs B TEXHUYECKYHO NOAAEPXKKY MO SMEKTPOHHOM noyTe support@safensoft.com.

- (]
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11. MpunoxeHue

11.1 CoBmMecTUMOCTb C ApPyrMMu npoayKTamMmm MH(popmMaLuMOHHOMN
Ge3onacHocTH

SoftControl SysWatch saBnsetca npoakTMBHbLIM CPeACTBOM 3auyTbl U MOXET MPUMEHSITbCA
COBMECTHO C 60SIbLLMHCTBOM aHTMBMPYCOB OPYrixX NPpousBoauUTENen.

B naHHol rmaBe npvBeAeHbl UHCTPYKLMM MO AOMONHUTENbHBIM HACTPONKaM, KOTopble TpebytoTes

ana obecneyenns coemectHom paboTtel SoftControl SysWatch n crieayroumx npoaykToB:
=  AntvBupyc Dr.Web® '™,
11.1.1 AntuBupyc Dr.Web®

[ns koppekTHoW ycTaHOBKM U dyHKUMOHMpoBaHus SoftControl SysWatch B cucteme c
YCTaHOBIIEHHBbIM aHTMBMPYycoM Dr.Web® BbinonHute creayroLlyto nocrnegoBaTeribHOCTb AENCTBUIAL
1) BbI30BUTE KOHTEKCTHOE MeEH0 aHTMBupyca Dr.Web®, HaxaB Ha ero MKoHKy B o6ractu
yBegomneHui Windows, n Bbibepute nyHKT MHCTpyMmeHTbI — HacTtponku (puc. Beibop

OCHOBHbIX HACTPOEK MporpamMmbl ).

O nporpamme

3apErNCTPNPOBEATE MLEHZNHD

MeHegxep AMUEHZWIA Cnpaeka
HacTpoiku @SpIDerGuard 3
CTaTncThEa ﬁ SplDer Mail 3
Epangmay3p 3
Menesxep KapaHTUHE @' P
R ) Cranep

AHTWEBMpYCHEA CETE

ﬁ OrenrodmTe CamosalmTy

MacTep oT4eTOE

PucyHok 112. BbI6Gop OCHOBHbIX HacTpoek nporpamMmbl

2) B okHe HacTpoek B kaTteropum OCHOBHbIe oTkponTe pasgen MpeBeHTUBHasA 3awuTta 1

Ha>XMUTE€ Ha KHOIKY Monb3oBaTtenbCkMn A4 OTKPbITUA AOeTalibHbIX HaCTpPOeEK

(pyc. HacTpoikv NpeBEHTUBHOM 3aLLyThl )

e ————————————————.——e
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% Hactpoiikn

OCHOBHbIE SplDer Mail  SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA

YBegoMAEHUA

MuHHManeH.Ii (peKomenayeTca)
= JanpeT HU3KOYPOBHEBOrD AOCTYNA K ANCKY
® 3anpet mogupukaum faiina HOSTS

OBHoEneHHE
AHTUBMPYCHEA CETE
* [peEeHTEHEA 3aluTa
KOTOPLIE WCMONL3YHTCA BPELOHOCHSIMI NPOTPaMMamin
DrWeb Cloud
Otuet

KapaHTiH

lMNpokcu-cepeep -

Mons3oBarensckuii... | | Mo ymonuyaHuko

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)

Hablk
Camozawura

BocctaHoBneHne

HBDEP\'D,‘J,HMDCTH CBOEBPEMEHHO BLINEYNTE KOMNBHITED.

- 3EI'IPET aBTOMaTHYeCcKors MaMeHeHWA 0CHOBHBIX KPUTHYECKUX ofbekToB,

M®oHoBan NpoBEPKa Ha HanWyKe BpefOHOCHED, NpOrpaMmM, CKpeIBAHILLWXY CBOR
NPUCYTCTEWE B CUCTEME, NO3BONAST DEHEP}')KHTE: 3TH NporpaMmMel 1, B ciyJae

Cnpaeka [ OK

J [ OTMEHUTE

PucyHok 113. HacTtpoiku npeBeHTUBHOW 3aLLMUTbI

3)B okHe nornb3oBaTenbCKUX HACTPOEK YCTaHOBUTE Mepekrodaterm ABTo3anyck

nporpamm n KoHdurypaumsa GesonacHoro pexuma B rnoroxeHne PaspewuTs,

nocrie 4ero Haxmute Ha kHonky OK (puc. [osib3oBaTesibCKMe HaCTPOVKU NPEBEHTUBHOM

140
).

3aUMThI

@ MpeeeHTHEHAA 3aLMTa
Jawmwaemslil 0GBkt Pazpewwte  Cnpawweate  3anpewats
HOSTS daiin @ @ @
HuakoypoBHessIid LocTyn K gucKy @
3arpyaka jpaiiBepos @

Image File Execution Options 3] @ @
User Drivers @

Mapametpel obonoukn Winlogon @

Hatudmkatopsl Winlogon ® @ @
Agrozanyck obonoukn Windows @

Accounaumn nCcnonHAEMEIX faiinos ® @

MonuTtukn orpaHndennA 3anycka nporpamm (SRP) @] 9] @
Mnarure Internet Explorer (BHO) @

ABTozanyck nporpamm @ ® @
ABTOZENYCK NOAMTUK ®© @ C]
Kondmrypauwa GeaonacHoro pexnma @

Mapametpel Session Manager @] @ @
CucTemuble cnyxbsl @
Cnpaeka [ OK ] [ OtMeHnTE ]

PucyHok 114. Nonb3oBaTenbCcKkMe HaCTPOMKU NpeBeHTUBHOMN

3alumThbl

4) I'Iop,TBep,qme M3IMEHEHNA B OKHE OCHOBHbIX HaCTpPOEK,

(puc. HacTpoikv n(peBEHTVBHOM 3aLLpThbl ).

HaxaB Ha KkHorky OK

- (]
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% Hactpoiikn

OCHOBHbIE SplDer Mail

YBegoMAEHUA
OBHoEneHHE
AHTUBWPYCHAA CETh

» [lpeseHTHEHaA 3aLuTa
DrWeb Cloud
Otuet
KapaHTiH
Mpokcu-cepeep
Hasik
Camozawura

BocctaHoBneHne

Cnpaeka

[E= Eem X3

SplDer Guard BpaHomayap

YpoeeHs GNOKMPOBKY NOL03PUTENEHEIX AEACTEMIA
Noneb3oeatensCckMi
VCTaHOBNEHK! NONL3I0BATENLCKNE HACTPOIMKK.
® HT0Ob M3MEHNTE WX, HEXMUTE KHONKY «[lonL30BaTENbCKMiiR.
* Yrofbl BOCCTAHOBNTL peKOMEHAYeMble HACTPOAKM, HEXMUTE KHoNKY «[lo
YMONYaHNH S .

[ [None3oBaTensCkuii.... ] [ Mo ymonyaHuk ]

MpoBEpPATE KOMNEKITER HA HANUUKE PYTKATOR (peKoMEHAYeTCA)

(DOHOBAA NPOBEPKA HA HANUUKE BPELOHOCHSIX MPOrPaMM, CKPLIBAKILLNX CBOE
NPUCYTCTBWE B CACTEME, NO3BONALT 0BHAPYHNTE 3TH NPOTPaMME W, B CRyYae
HeoBX04MMOCTH, CBOEBPEMEHHD BEINEYATL KOMMLITED

[ OK ] [ OTMEHUTE

PucyHok 115. HacTtpoiku npeBeHTUBHOW 3aLLUTbI

5) Boikmtounte koMnoHeHT 3aumtbl SplDer Guard, BbiOpaB B KOHTEKCTHOM MEHKO MyHKT

SplIDer Guard —» OTknro

unTb (puc. Otkmouenve SplDer Guard ™).

0 nporpamme
JapercTpUpoBaTE IMLEHINID

Cnpaeka

‘Bl SplDer Guard
& SplDer Mail
@‘l EpaHamaysp
CkaHep

E OTenrounTe Camozawmty
MHCTpyMEHTEI

2

CTatncTria

Hactpoiku

OrenounTe

PucyHok 116. OtkntoueHue SplDer Guard

6) 3anyctute ycraHosky SoftControl SysWatch ™.

7) B npouecce yctaHoBku 6paHamayap Dr.Web® oTobpasut yBegomrieHve 0 nonbiTke Joc-

Tyna k cet. CosfaiiTte paspeluatoliee nNpaBurio Ans UCXOAALLMX COeauHeHU Ha nopT 80

(npotokon HTTP), HaxkaB Ha kHonky Co3aaTb npaBuno u noaresepave BapuaHt Mpu-

MEeHUTb npeanycTtaHoOBJIeHHOe nNpaBwUJ1o C NOMOLLBH KHOMKK OK (pMC. YBegomrenve

bpaHomayapa Dr.Web®

141

, Co3paHwve npasuna B 6paHamayape Dr.Web®

142
)-
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Y¥eegomnenne bpanamayzpa DrWeb

E Safe’'n’Sec ® Client Module

BpaHamaysp Dr.\Web oBHapymn NonbITKy 4OCTYNE K CETH

MpunomeH1e m Safen’Sec @ Client Module

MyTE K MPUNOHKEHWKD: C:'Program Files\SafenSoft\SysWatch\safensec.exe
LinpoBan noanvcs: & sns soft

¥AENEHHEIR aapec: tep: /212,30, 134,183 (www.download. windowsupdate. com)
MopT: 80 (www-http)

Hanpasnexwe: WcxopAwes

A BrumaHme:
A=l - OTcyTeTBYET COOTEETCTEYIOWEE CETEB0E MPSBNNO ANA MPUNKEHNA

PucyHok 117. YBegomneHue 6paHamayapa Dr.Web®

m Bpanamayzp Dr.Web @

Safe'n’Sec ® Client Module

OfHapy#eHbl NpobneMs! MpK NOMeITKE CETEB0r0 A0CTYNa

OTCYTCTBYET COOTBETCTRY ceTeBoe nj nA nj &l

Bbl MOXETE DA3PELUMTL, 3ANPETUTL MMM 0cobbiM 0BPA30M HACTPOMTL CETEE0I AOCTYN ANA NpUNoKEHUA. AnA
3Toro nbo BbIBEPUTE 04HO M3 MPEAYCTAHOSNEHHEIX MPaBKn, Nbo cosAaifTe CBOE NPABHN0 ANA MPUNCHKEHHS,

(@) MpyMEHMTE NPEAYCTEHOBNEHHOE NPasI

PaspewnTs np D CETEBbIE NoM! HiMA Ha nopT 80 (www-http) -

() CozaaTs ceoe Npasino

PucyHok 118. CozpgaHue npaBuna B 6paHgmayape Dr.Web®

8) [loxautech okoH4aHust cbopa_npoduns “°’ cucTembl, aBTOMAaTUHECKM 3amyCKkaeMoro Mo
OKOHYaHWM YCTaHOBKW. He pekomeHayeTca BbIMNOSHATbL Kakve-nmbo [OencTBust Ha
KoMnbloTepe B npoLecce cbopa npocpuns.

9) OtkpowTe HacTponkm komnoHeHTa SplDer Guard, BbibpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard —> Hactpowku (puc. Hactpoiiku SplDer Guard ™).

- (7B ]
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O nporpamme

3aperncTpupoBaTe NMLEH3MID
Cnpaeka

‘B SplDer Guard
& SpIDer Mail r
@‘. Epangmayap r
CkaHep

OTentounTe Camosawymry
MHCTpyMeHTEI L

CTatncTrka

Hactpoiku

Brnrounte

PucyHok 119. Hactpouku SplDer Guard

10) B okHe HacTpoek B kaTeropum SplDer Guard oTtkpoute pasgen Ucknro4veHus, Bbibe-
pute kaTarnor yctaHoBku SoftControl SysWatch ¢ nomoupto kHonkm O630p 1 HaXXMUTE Ha
kHonky [lobaBuTb ana ero aobasneHus B nckrntodeHuss Dr.Web® (puc. JobasrneHve_mc-

kntodeHnn B SplDer Guard ™*%). HaxmuTe Ha kHonky OK anst noATBepxaeHnst sMeHeHUiA.

& Hacrpoiiin [E=5(EER =<3
‘OCHOBHbIE SplDer Mail SplDer Guard Bpangmayap
Mposepka Bel MozxeTe NCKNHOUWTE W3 NPOBEPKN ONpejenerHEe Hafne u nankn. Mcnoneayiite
CHMBON BEpPTUKANEHOI YepTsl (|), uTolbl 33AaTe HeckonsKo Nanok uAKM dalinoe B none
HefcTenA BEOAE.
» lcknioueHna . .
Cnncok ncknivaemMex NyTei n aiinoe:
-
- Lobasute
C:\Program Files\SafenSoft
Cnpaeka [ OK ] [ CTMeHUTE ]

PucyHok 120. lo6aBneHue ncknirovyeHunm B SplDer Guard

11) Bkrtoumte KOMMNOHeHT 3awmTtbl SplDer Guard, BbiGpaB B KOHTEKCTHOM MEHIO MyHKT

SplDer Guard —> BkntounTtb (puc. Bkrtouerve SplDer Guard '*).

- (E ]
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O nporpamme

3aperncTpupoBaTe NMLEH3MID
Cnpaeka

E_l SplDer Guard
SpIDer Mail Hactpoiikn

@‘. Epangmayap "

CraHep

E OTentounTe Camosawymry
MHCTpyMeHTEI L

CTatncTrka

Brnrounte

PucyHok 121. BkntoueHue SpiDer Guard

12) Ortkpoitte cnmcok_npoueccoB * SoftControl SysWatch n B csoiictBax ®® Bcex

moayrnen Dr.Web® BbicTaBute onumio Bknountb pexnm o6HosneHus MNMO.
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