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1. BBegeHue

1.1 Ha3HauyeHume

Cuctema umdppoBanma SoftControl DeCrypt npegHasHaveHa and widpoBaHUS CUCTEMHbBIX AUC-
KOB YCTPOWMCTB caMoobCryxmBaHusa (6aHKOMaToB, TepMMHASIOB), OYHKLIMOHMPYIOLLMX MO ynpasrie-
Hem OC cemerictBa Microsoft® Windows®. SoftControl DeCrypt nomoraeTt 3awmTntbCs OT aTak,

NPOBOAVMbIX MO CreAYHLLMM CLIEHAPUSIM:

1. 3MOyMbILWNEHHVK MOXUWAET >XECTKMM [OUCK YCTPOWCTB camoobcnyxmBaHus (BaHkomaTos,
TepMMHAroB). 3rI0YyMbILINEHHUK aHaNM3MpyeT COAEPXXUMOE AncKa B rabopaTopum, HaxoauT yas3-
BumocTu B 10 1 BnocrneactTsmMm NpoOBOAUT aTaky Ha yCTponcTea camoobcenyxmBanusa (baHkoma-

Tbl, TEPMUHATbI).

2. 3roymblurieHHK  obxogut  3aupty BIOS, 3arpyxkaet ycTpoucTtB camoobCnykmBaHuA
(baHkoMaToOB, TEpPMMHANIOB) C BHELLHErO HOCUTESN W aHarmavpyeT COAEpXMMOeE >KECTKOro

AVCKa.

Mpwn 3anycke npouecca wmppoanua SoftControl DeCrypt cuutbiBaeT napameTpbl BCEX YCT-
POWCTB, MOAKIMOYEHHBIX K KOMMbIOTEPY. ECrv npu nocrieayroLpx 3anyckax KoMnboTepa Kputuyec-
KX M3MEHEHW B KOHUrypaumm He 6b15io o6HapykeHo, 3arpyska OC npoucxoauT Ha OCHOBE napa-
METPOB YCTPOWCTB. KpUTYecknM nU3MeHeHMeM cuuTaeTcs yaareHue wuniv 3ameHa Tpéx n bornee
YCTPOMUCTB. BO3MOXHOCTb 3aMeHbl MEHbLLErO KONM4ecTBa YCTPOMUCTB peanmsyeTcss C NMOMOLLBIO

CcxXeMbl pasgenenusa cekpeta Lamupa.

Ecrm umeno mecto Kputn4yeckoe unamMeHeHue KOHd)I/IpraU,I/II/I KOMMbKOTEPA, AJ1d 3arpy3ku oC \

nosib3oBaTens 3anpalmBaeTcs Naporb, yKasaHHbI MM Npu LWMPOBaHWMM Aucka.

SoftControl DeCrypt sBnseTca KnMeHTCKMM KOMMOHEHTOM M cnocobeH paboTaTb Kak aBTOHOMHO,
Tak n B coBokynHocTtn ¢ SoftControl Service Center. [ina pabotbl ¢ SoftControl Service Center Ha
komnbtoTepe ¢ SoftControl DeCrypt Takke [OfPKEH OblTb YCTAHOBMEH KIMEHTCKUA KOMMOHEHT
SoftControl SysWatch, ¢ nomoukto kotoporo Ha SoftControl Server nepepatoTca cobbiTus

cucTeMbI LWMDPOBaHMS.

MHdopmaumo o npocmotpe oT4éToB O cobbituax SoftControl DeCrypt cm. B aokymeHTe

«PykoBoacTtBo agmuHmctpatopa SoftControl Service Centery.

- ]
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BeedeHue

[aHHbIn NpoaykT paspaboTaH C UCnonb30BaHNEM ucxoaHblx kogoB VeraCrypt, mmueH3MpoBaHHbIX
npn nomoum VeraCrypt License, o6beamnsatowen Apache License 2.0 n TrueCrypt License 3.0.

Konusa nmueHsmm HaxoauTcsa B nanke ¢ yCTaHOBSEHHbIM NpurioxeHneM B coanne VCLicense.txt.

1.2 YcnoBHble 0603Ha4YeHUA U TePMUHbI
1.2.1 OGo3Ha4yeHUuA

YcrnoBHble 0603HaYeHUs, npuMmeHdaemMble B aHHOM OOKYMEHTE, npmseaeHbl B Taobn. 1.

Tabnuua 1. YcnoBHble 0603Ha4YeHuUs

i BaxxHas nHdopmaumsa, npumevaHue.
Ycnosue YcnoBuve BbIMOSIHEHUS], MPUMeYaHue, NpuMep.

— 3arorioBKM U COKpaLLleHs;
OGHOBUTL — Ha3BaHWSI 3KPaHHbIX KHOMOK, CCbIMOK, MYHKTOB MEHI0, ApYrux
3M1EMEHTOB MPorpaMMHOro uHTepderica.

TEPMUHbI (OnpeaeneHust);
lNonumuka KOoHmMpPoss — UMeHa balinoB u Apyrmx oObEKTOB;
— TEeKCTbl COODLL EHMI, BEIBOOMMbIX MOMb30BATENHO.

C:\Program Files\SoftControl My Kk drannam, Katanoram, Kroyam CUCTEMHOIO peecTpa.

"owindir‘%\systemBZ\msiexec exe /i CDpaFMeHTbI nporpaMMHOro Koga, KoMmaHgHbIX U KOH(tMpraLI,I/IOHHbIX (*BI?I-
J1OB.

<kaTarnor yctaHosku SoftControl DeCrypt> Mons ana 3ameHbl dyHKUMOHArbHbBIX Ha3BaHU (PaKTMYeCKUMU 3HaYEeHNS-
M.

Mpunoxetue 5 CchbInkn Ha BHYTPEHHME pecypchl (pasgernbl AoKYMEHTa) C YKka3aHWeM Ho-
Mepa CTpaHuLbl unn Ha BHelHue pecypcbl (URL-agpeca).

1.2.2 CokpawieHus

B gaHHoM gokymeHTe ynoTpebnstoTes 6e3 pacumgpoBKkmM crieaytolme CoKpaLleHUs:
+ OC — onepauuoHHasa cuctema;

+¢ MO — nporpammHoe obecneyeHue.

1.2.3 Tnoccapun

Tao6nuua 2. Mmoccapun

CpencTBO BbMUCIUTENBHOM TEXHUKKU (pabovasi cTaHuMs, cepBep, TepMMHan camooOCyXu-
BaHus), Ha KoTopom ycTaHoBneH SoftControl DeCrypt.

KomnoHeHT cuctemsl lwindgpoaHus SoftControl DeCrypt, 3arpyxatoLuii onepaumoHHy CUc-
TEeMy C MCMOMb30BaHWEM MapamMeTpPOB annapaTtHbiX YCTPOMCTB b0 C MCMONb30BaHMEM Ma-
pons (ecnu 3arpy3ka c MOMOLL b0 NapameTPOB annapaTtHbIX YCTPOWCTB HEBO3MOXHA).

ISS———————————
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TpebosaHusi K annapamHoMy U NpospamMmMHOMY 06ecreyeHuUro

2. Tpe6oBaHuA K annapatHOMYy U NporpamMMHOMy obecrne4vyeHuro

2.1 CucrtemHble Tpeb6oBaHua SoftControl DeCrypt

Taonuua 3. MMHUManbHbIE CUCTeMHbIe TpeboBaHUA
oc O61EM CBOGOAHOrO NPOCTPaHCTBa Ha
)KECTKOM AMUCKe

= Microsoft® Windows® 7 (64-bit)
= Microsoft® Windows® 8 (32-bit/64-bit)
= Microsoft® Windows® 8.1 (32-bit/64-bit)

= Microsoft® Windows® Server 2003 (64-bit) 100 Mb

= Microsoft® Windows® Server 2008 64-bit) +

= Microsoft® Windows® Server 2008 R2 [JOMOMNMHUTENBHO

= Microsoft® Windows® Server 2012 (32-bit/64-bit) 10 MB Ha UEFI-pasgene

= Microsoft® Windows® Server 2012 R2 (32-bit/64-bit)
= Microsoft® Windows® 10 (32-bit/64-bit)
= Microsoft® Windows® Server 2016 (32-bit/64-bit)

HdononHuTtenbHble TpeboBaHUS:
* Tun BIOS: UEFI; pekomeHayeTcsa oTknountb onumio SecureBoot.
® CuUCTEMHBIN OMCK AoIPkeH ObiTb pas3but B popmate GPT (GUID Partition Table); B Hava-

e gucka HeobxoouMo Hanmuue HepacnpegenéHHoro npoctpaHctea (He meHee 32 KB).

CM. Takxke nHpopmaumio B Mpunoxern *° .

SSSS————————————e—
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YcmaHoska SoftControl DeCrypt

3. YctaHoBka SoftControl DeCrypt

Bo3amoxHb! criegytoume BapuaHTbl yctaHoBku SoftControl DeCrypt:

* B 06LIYHOM pexmMe (C UCNoMnb30BaHMEM MHTepdelica nonb3oBaTens)

* B TUXOM pexume 2.

3.1 YcTtaHOBKa B OObIYHOM pexume

1) 3anyctute yctaHoBouHbIM nakeT SoftControl DeCrypt Setup 1.0.85 .exe.
2) B cnyyae Bawero cornacus, Bbibepute napameTp | accept the license terms (A npvHumato

YCIIOBUS JMLIEH3MOHHOTO cornalLenns) n Haxmute Next (puc. JluueHsvorHoe cornalenve ).

0 SoftControl DeCrypt Setup 1.0.39 - >

Please read the license terms o
“ou must accept these license terms before you can use, extract, or install SoftCentrol DeCrypt.

DeCryps

IMPORTANT. By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please click the "arrow down’ icon to see the rest of the license.

Standard End User License Agreement ~

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE AGREEMENT
("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE ("SOFTWARE") PRODUCED BY
SAFE 'N SEC CORPORATION (hereinafter - SAFE 'N SEC CORPORATION).

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT DO NOT DOWRNLOAD,
INSTALL OR USE THIS SOFTWARE.

1. Subject of the Agreement. Subject to the payment of the applicable license fees, and
subject to the terms and conditions of thiz Agreement, SAFE 'N SEC CORPORATION
hereby grants to you a non-exclusive, non-transferable right to use one copy of the ,

| accept the license terms

= Back Next = Cancel

PucyHok 1. JluueH3noHHoe cornaweHue

3) Boibepute Tpebyemyto onuuto B okHe Wizard Mode n Haxxmute Next (puc. Bbibop BapuaHTa

YCTaHOBKM ).

- (7 ]
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YcmaHoeka SoftControl DeCrypt

) SoftControl DeCrypt Setup 1.0.39 — b4

Vizard Mode e

Select one of the modes. If you are not sure which to select, use the default mode. e

(®) Install

Select this option if you want to install SoftControl DeCrypt on this system.

SoftCaontral
= Back Next = Cancel

PucyHok 2. Bbibop BapuaHTa yCTaHOBKU

4) C nomouto kHonkn Browse Bbibepute kaTtanor ana yctaHosku SoftControl DeCrypt u Haxvn-

Te Install (puc. MyTb ycTaHoBKM ).

0 SoftControl DeCrypt Setup 1.0.39 - >

Setup Options e

Here you can set various options to control the installation process. [

Please select or type the location where you want to install the SoftControl DeCrypt program files.
If the specified folder does not exist, it will be automatically created.

| C:\Program Files\3oftControl DeCrypt Browse...

Install for all users.
Add SoftControl DeCrypt to Start menu
Add SofiControl DeCrypt icon to desktop

Create System Restore point

SoftCantral

= Back : Install ; Cancel

PucyHok 3. lNyTb ycTaHOBKMU

5) [loxauUTech OKOHYaHWs MpoLiecca ycTaHOBKM (puc. MpoLiecc yeTaHoBKU -2 ).

ES————————————————— e
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Ycemaroska SoftControl DeCrypt

) SoftControl DeCrypt Setup 1.0.39 — b4

Installing 0

Please wait while SoftControl DeCrypt is being installed.

Inztalling C:\Program Files\SofiControl DeCrypt\DeCrypt.exe A
Installing C:\Program Files\SoftControl DeCrypt\DeCrypt Format. exe

Installing C:\Program Files\SoftControl DeCrypt\DeCrypt-x64.sys

Installing C:\Windows\system32\Drivers\DeCrypt.sys

Inztalling C:\Program Files\SofiControl DeCrypt\SoftControl DeCrypt Setup.exe
Installing C:\Program Files\SoftControl DeCryptiLanguages

Installing C:\Program Files\SoftControl DeCryptiLanguagesi\Language.ru.xml

Ingtalling C:\Program Files\SoftControl DeCryptdocs

Inztalling C:\Program Files\SoftControl DeCryptdocs\Manual_en.pdf

Installing C:\Program Files\SoftControl DeCryptidocs\Manual_ru.pdf

Installing C:\Program Files\SoftControl DeCrypt\DcConsole.exe

Installing C:\Program Files\SoftControl DeCryptiLicenseWrapper.dil

Adding registry entry Software\MicrosoftWindows\CurrentWersion\UninstallDeCrypt
Inztaling SoftCoentrol DeCrypt device driver

= Back Next » Cancel

PucyHok 4. lNMpouecc yctaHOBKU

6) MNocne nosiBnenuss coobuwenna YctaHoBka SoftControl DeCrypt 3aBeplieHa Haxuute

Finish (puc. 3aBepLierve yctaHoBKM ).

0 SoftControl DeCrypt Setup 1.0.39 - >

SoftControl DeCrypt has been successfully installed o

“fou can click Finish anytime to close the installer. o
Rl

= Back Cancel

PucyHok 5. 3aBeplueHne ycTaHOBKM

3.2 YcTaHOBKa B TUXOM pexume

YCroBue: BCe Laru BbIMOMHATCSA Mo YYETHOM 3anmCbio C NpaBamMu agMuUHUCTpaTopa.
1) Ckonvpynte ycTaHOBOYHbLIM nakeT SoftControl DeCrypt Setup 1.0.85 .exe B Kakow-rnvmbo
KaTaror KIMeHTCKOro xocra.

2) 3anyctute komaHaHyo cTpoky Windows v BbINOMHUTE CriedytoLLyto KoMaHay:

S———————————————— e
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YcmaHoska SoftControl DeCrypt

"<KaTanor c ycTaHoBo4YHbiM nakeTom>\SoftControl DeCrypt Setup 1.0.85 .exe" /q [/folder

"<KaTanor AnAAa ycTtaHoBku>"]
Ecrnm HeobsazaTenbHbIM NapamMeTp /folder He ncnonb3ayetcd, SoftControl DeCrypt 6yaeTt yctaHoB-

JIeH B Narnky C:\Program Files\SoftControl DeCrypt.

- (W]
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Paboma ¢ SoftControl DeCrypt

4. Pa6oTta c SoftControl DeCrypt

B naHHOM pasgerne npuBeneHbl MHCTPYKUMM no paboTe ¢ ocHoBHbIMU (byHKumamn SoftControl
DeCrypt.

BHeLLHMit B1A NPOrpamMMbl MokasaH Ha puc. QneMeHTbl uHTepdelica nporpammbl .

© SoftControl DeCrypt - >

Cwucrema  Hactpoifikn  Cnpagka

CHCTEMHBIN pasgen/auck He sawndposaH

Cocroaxuwe: S.CLEAN (He ycTanoenexo)

PucyHok 6. dnemeHTbl MHTepdeica nporpamMmbl

KomaHabl MeHto onncaHbl B Tabn. 4.

Taonuua 4. OnucaHmne komaHa meHro SoftControl DeCrypt

3almndpoBaTs CUCTEMHbIN paaen/auck... [3anyck npouecca WidpoBaHnst CUCTEMHOTO pasfena U ancka.

PaclumndpoBats cucTeMHbI pasgen/anck |3anyck npouecca AelMdipoBaHs CUCTEMHOIO pasaena unm amcka.

B0o306GHOBIEHME OCTAHOBIIEHHOTO NpoLecca LMGPOBaHNS UM Aellndpo-

B0306HOBWTL NpepBaHHbIN NpoLECC
BaHus.

YpaneHue 3arpysynka cuctemMbl WwndpoBaHust 6e3 yaaneHus SoftControl

YRanTL 3arpy3qmk DeCrypt (TpebyeTca nepesarpyska KIIMEHTCKOro X0CTa).

CwmeHa napond, NCnonb3yemMoro Anda 3arpy3km CUCTEMbI B Clly4vae KpUTn-

M3mMeHuTs naporb... .
YecKoro n3meHeHus Habopa annapaTtHbIX YCTPOWCTB.

OGHOBWTL CMUCOK YCTPONUCTB. .. [obaBneHne HOBbIX annapaTHbIX YCTPOWUCTB B CMMCOK.
Asbik (language)... CwmeHa a3blka nHTepdenca.
PykoBoacTBo nonb3oBatens BbI30B cnpaBku.

CocTosiHMA cucTeMb! nepeyuncrieHbl B Tabn. 5.

- (W]
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Paboma ¢ SoftControl DeCrypt

Taonuua 5. CoctosiHua SoftControl DeCrypt

S.CLEAN (He ycTtaHoBneHo)

Cuctema wudyposanusa SoftControl DeCrypt ycTaHOBMNeHa Ha KITMEHTCKOM XOCTe,
HO AANCK HE COAEPXKMT 3arpy3ynk cUCTeMbl LMpoBaHUS.

S.INST (YcTtaHoBnEHO)

3arpysunk cmctembl WMPOBaHUST YCTAHOBIEH, HO eLLé He 3anyckancs (nepe-
3arpy3ka KImMeHTCKOro XocTa He 6bina BbINOMHeHa).

S.MNT (3arpy>xeHo)

3arpy3ynk cucTeMbl LIMGPOBaHUSI YCTAHOBIIEH, KIMMEHTCKMIA XOCT Bbin nepesar-
PY>XEH, HO onepauum no LWndPOBaHMIO AucKa el é He BbIMOMHANUCD.

S.PART_ENC (MacmyHo 3awmdpo-
BaHoO)

BoinonHseTcs wudpoBaHme unm pacmdpoBka CUCTEMHOMO AUCKa.

S.FULL_ENC (MNonHocTbio 3awwnd-
poBaHo)

CncTemMHbIN gUCK 3alndpoBaH.

4.1 WndpoBaHme gucka

B ocHoBHOM okHe SoftControl

nporpammbi ).

DeCrypt HaxxmuTte 3awmncpoBaTb (puc. SNIEMEHTLI_MHTEPherca

B nosiBMBLIEMCS OKHe B BbiMagalwyx cnvickax Bbibepute ARMroputMm WKUQpPOBaAHUA U

ANroput™m xalWwmpoBaHus 1 HaxmuTe Janee (pvc. Hactpoiikv umdpoBarms *%).

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

DeCrypt/

HacTpoikn wncposaHng

AnropuTm W posasna
AES R NposepuTh

YreepxgeHHuA FIPS (CLLA) anropuTm whdposadna (Rindael,
onyinukosad & 1998 r.), paspewwél K NpUMEHEHNID B
tiegepantHbix cTpyrTypax CLUA ona SsawuTel BaxHERweN
uhgopmauun. Knwoy: 258 ouT, bnok: 128 ouT, payHges: 14
(AES-255). Pexum paboThl: XTS.

ANrOpHTM XEWHPOBaHUA

VN SHA-512 w

W

= Hazapg Oanee » OTmena

PucyHok 7. HacTtpoiku wmdpoBaHusa

3apaiite Maponb 1 ero noaTeepxaeHve (pvic. 3aaanve napons ).

-
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© Macrep cosgaHna Tomoe SoftControl DeCrypt

Maponb

Mapons: | ssessssssssssssesnsns |

NogreepauTe:

O

Xopowwi naponk - 3To 04eHb BaxHO. MsGeraifTe naponeil U3 ogHoro
WIH HECKONBKUX CNOE, KOTOPLIE MOKHO HAWTH B CNOBAape (MK
KOMBUHALMA 12 2, 3 UNK 4 Takux cnos). Napont He AonHeH
COfep#aTe UMEH UMK 4aT poxgeqnn. OH gonxed GuiTe TPYAEH AnA
YragaiBaHuA. Xopowni Naponk - CNy4yaiHan kKoMENHALMA NPONHCHLIX
W CTPOYHBIX BYEE, unip ¥ ocofbix cuMBonos (@ *=5*+uTa.).

| Peromergyem BeOupaTe napenu gnuHHees 20 cuMBonoe (yem
“~ 4 N fonble, TewM nyvwe). MakcuMansHas gnuHa: 64 cuMsona.

<o

OTmena

PucyHok 8. 3apaHue napons

B crenytowem okHe npoucxoaut cbop criydanHbiX AaHHbIX M3 OBWKEHUA Mblwn. [epemelante

yKasaTteslb BHYTPU OKHa. PeKOMeH,D,yeTCFI JeraTtb 3TO A0 TeX Nnop, Nnoka uBet nHankatopa BbIMNost-

HEHUS He CTaHeT 3enéHbiM. 3aTem HaxxmuTe [anee (pvc. C60p crydaiHbIX AaHHbIX = ).

9 Macrep cozganna Tomoe SoftControl DeCrypt - >
COop cnydaiHblx gaHHBIX

Tekyllee cogep#uMOoe nyna (YacTk)

= == B Jo of =0 = P 55 =F B BE o 22,
e T S
—+ A 50 _J." *_ +- = .+ .I'r+ *I' - I'* = =5
-.I'r *+ *_ ++ *+ +* —% I'* n= —% .I'r_ J."* *+ I'+ oG
e S Iy S e S AE L
e I e
T Sy e
FEoF. %% = [— = - - 4 =% 4 ] g A [

DeCrypt/

VN

4 WS

|:| MNokaswEaTe Nyn

BAMKHO: XaoTHYHO NEPEMELANRTE MWL EHYTPM STOTD OKHA (Y4EM
AONEWE, TEM NYYLWE) - 3T0 HAYHTENEHD YBENHYHT
KPUNTOCTONKOCTL KNIOYEH WHpoBaHuA. 3aTeM HaxmMuTe danee’
ANA NPCACMHEHNA.

CoGpano 3HTPONUH W2 NEPEMEEHI MbILLN
|

o

OTmMeHa

PucyHok 9. C6op cny4yaWHbIX AaHHbIX

o 1
[ns npocmoTpa Kroyen B criegyroemM okHe (puc. CreHepupoBaHHbIE KIitoum 3) BbliCTaBute hra-

ok NMoka3 co3aaHHbIX KIno4Yen (Mx yactemn).

- ® ]
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© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

CreHepHUpOBaHHEIE KINKOYK

Knioum, conk W gpyrve aHHbIE YCNeWwHe cosgadbl. Ecnu Bol xoTuTe
COSAaTE HOBLIE KNuW, HaxMiuTe "Hazag', a zatem ‘Oanee’. Ecnu xe
HET, TO HEXMUTE "[anee’ onA NpPogonHeHnA.

KNIy 3ar—Ka; ***sessehdndndrdddmddrdrhrehehiens
MﬂcTE:p—K.I‘IIDH' R s e )

D MokazaTh COZ0AHHLIE KNIOYM (WX 4acTH)

DeCrypt/

L T

- f
ST

PucyHok 10. CreHepupoBaHHbIe KIHO4YMU

Bbi6epuTe PeXxMM 04MCTKM B BbiNaaatoLwem cnmcke (puc. Boibop pexviMa ouncTkm ).

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

Pexxum o4ucTKN

Pestum ouncTen: | HeT (camulit GoicTpeii) w

Ha pAge nepesanuchiBagMbIX HOCUTENEN NEPEZanCaHHbIE JaHHbIE
MO#HO BOCCTEHOBMTE © NOMOWEH CNEUTEXHWE. 3T0 OTHOCHTCA M K
OAHHGIM, NEPEZANHCAHHLIM B 3aWWBPOBIHHOM BUge (Korga
SoftControl DeCrypt wudpyeT HESAWNGPOBAHHLIR CHCTEMHGIR
pazgen/gnck). BoccTaHDENEHWE NEPESANMCAHHLIX SAHHEIX MOXHO
NpegoTEPaTUTE MHOTOKPATHON NEPE3anichio NCEBA0CTyYaiHbIMU
WNK ONpERenEHHEIMU HECTYYaRHBIMI gaHHBIMK. Ecnn
IN0YMbIWNEHHAK cnocofed NpUMeHnTE nogolHsie MeToge ana
BO0CCTAHOBNEHWA A3HHLIX, BoIGEPUTE OAUH U3 PEXMMOE CUHCTEW
(umemymecs gaiibie HE GygyT yHuuTOoM®eEHbl ). Mocne whipoBaHna

Del :rly t 1| pasgenalgucka ouncTrka HE BminonHiAeTcA. Korga pasgen/guck
NeNHOCTEID 33WWHPOEAH, HHESKHE HESAWWDPOEaHHLIE JaHHbIE HA

HEro He sanuceiBanTcA. NinGbie 4aHHbIe cHayana wudpyluTcA Ha
NeTy B NAMATH W NWLWE 38TEM COXPAHATCA (33WNHPOEaHHBIMI) HA

3 \\ | AUCKE.

PucyHok 11. BbI6op pexxuma o4UCTKU

® BkoveHve pexuma O4YUCTKMN 3HAYUTESIbHO YBEINTMHMBAET BPEMHA LIJVICprBaHVIFI CUCTEMHOro

pasgena/gucka.

Mocre HaxaTva Ha kHonky [lanee B okHe Pexum oumcTkm (oM. Bobiwe ) SoftControl DeCrypt
npeasiaraeT NPoOBECTV NpeaBapUTENbHbIN TECT, Liefb KOTOPOro — yoeanTbesl, YTo cuctema noaro-
ToBneHa K wmdpoBaHuio. Bo Bpemsi npeaBapuTeNibHOro TecTa yCTaHaBfMBAETCHA 3arpys3yunk

SoftControl DeCrypt (puc. 3anyck npeaBapuTensHOro Tecta ).

-— (€ ® ]
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© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

MpeosapuTenbHeId TECT

MNpexge yem 3awWWdPOBATE CHCTEMHBIN PASLEN UKW SHCK,
Heobx0guMe NpPOBEPHTE, YTO BCE paboTaeT gondHeiM o0pazom.

MNocne Haxatwa TecT GyOyT YCTaHOENEHL BCe HeoOxXogumble
KOMNOHEHTHI (HANPHMEP OOZArpy304HbIA 3YTEHTHHNKATOR,

T.2. 3arpysudk SoftControl DeCrypt), W KOMNBIOTER NEPEIArPYSHTCA.
PezynsTaThl STOTD NPEJEapMTENEHErO TecTa GyayT aBTOMAETHYECKN
nekasadsl nocne sanycka Windows.

EygeT MSMEHEHD Cregylowes yeTpoicTee: Ouck #0
DBCI yp b Ecnu cefiyac HamaTk "0TMEHE", TO HUYEND YCTAHOBNEHD HE GygeT, u
f NPE-TECT HE CTAHET BLINONHATECA.

L T

- f
ST

= Hasapg : Tect : OTmena

PucyHok 12. 3anyck npeaBapuTenbHOro Tecta

® Bce coobueHus, BbldaBaeMble BO BpeMs MpeaBapuUTenbHOro TecTta, oTobpaxarlTcs

TOJSIbKO Ha aHrIMINCKOM SA3bIKE.

B AuanoroBoM OKHe C NpeasioKeHMEM BbIKIHOYUTL KIMEHTCKUA XOCT Haxvute [Oa. [Ons
npoBefeHus npeaBapuTenbHOroO TecTa Bam MOTPebyeTcsi BKIOYUTL KOMMbIOTEDP BPYYHYHO

(pvic. BbiKoyeHe crucTembl ).

MacTep cosganua Tomos SoftControl DeCrypt

KormneroTep By T BBIKNHOYEH,
! ANA 33BEPLUEHNA NEPEIATPYIKM BITHIUNTE EMD BRYUHYHD.

Bencnrounte?

Yes No

PucyHok 13. BbiknioyeHune cucteMbl

Mocre nepe3arpy3km KIMmMeHTCKOro Xxocta BbiIBOAUTCA cooOLLeHre o 3aBepLieHnn npeaBapuTesibHo-

ro TecTa (puc. 3aBeplueHvie NpeaBapuTENLHOro Tecta ).

-_— (W]
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DeCrypt/

AN
RN

© Macrep cosgaHna Tomoe SoftControl DeCrypt — *,

MNpeasapuTenbHLIA TECT BLIMNOMHEH

NpegBapuTENGHbIR TECT YCNEWHD 3aBEPILEH.

BHIMMAHIAE: Ecnn Bo Bpems WWdpoSaHnA npousoigéT choi
NUTAHWA UKW U2-38 NPOTPAMMHOR/aNNapaTHON oWk 2aBUCHET
ONEepaLNoHHEA CHCTEME B To BpemA, kak SoftControl DeCrypt
WHHPYET HMEDIMECA AAHHLIE 'HA MECTE", HEKOTOPGIE W3 HUX
OE3#YTCA NOBPEXIEHHEIMW MM YTERAHHEIMK. NO3TOMY Npexge
YEM Ha4aTk WHhposaHne, yOSQUTECE, YTO COENANH PESENEHYID
Konui haiinos, koTopsle cofupasTeck sawMdposaTe. ECM HET, TO
CAENaiTe 3TO celyac (HaxmuTe 'OTNoMNTE, CKONUBYITE dain.l,
zaTem B niboe epemA cHosa zanycTuTe SoftControl DeCrypt,
BtlfepuTe 'CucTema’ = "‘Bo206HOBHTL NpepEaHHLIil npoyece’, 4Tobbl
HAYaTh WHHPOBAaHNE).

Korga 6ygeTe roTossl, HasmMuTe LUwdpayus’, yTobbl NPUCTYNUTE K
WK poEaHNIT.

= Hazapg SawwdposaTh OIno#nTh

PucyHok 14. 3aBeplueHMe npeaBapuUTesibHOro TecTa

Haxvute 3awundpoBaTb A1 3anycka WMPPOBaHUS CUCTEMHOro pasgena/gucka. OkHO

UJMd)pOBaHVIe coaepPXnt MHOUKaATOP BbINOJIHEHUA 1 NMPpUMEepPHOE BpeMAa OO0 OKOHYaHUA npoLlecca

(puc. Mpouecc umppoBaHusa gucka °).

DeCrypt/

AN
RN

9 Macrep cozganna Tomoe SoftControl DeCrypt - >

WndposaHne

Onumm

PesMM OUMCTEN: | HeT (cambii GoicTpoin)

-

Ywe| 15.089% Cratyc| JawdwdgposaTbe Ewé 9 MuH
Bl moxeTe B nioGol MoMEHT Haarts Maysa’ unn "0TnosmTs’,
NPEPEAE (A& )UMdpoOEaHUe, BEIRTH W2 3TOMD MAacTepa,
NEpEeFarpysTE WNH BoIkNYMTE MK, a8 23TeM NPOJOMNMATE NPoLECT
(oH B0306HOBUTCA C TOW TOYKH, rAe GbiN NPUOCTAHOBNEH). [nA
NPeAoTERAWEHNA 3AMENEHNA, KOTOE CHCTEME WK NPUMNOHEHUR
BhINONHAKT YTEHWE UMK 3ANNUCE HA CHCTEMHOM gucke, SoftControl
DeCrypt 3#géT, Nnoka AaHHbIE By AYT 3anWcaHbl UMW NPOYTEHbl (M.
Cratyc Bbiwe}, 3 3aTem npogonxacT (Dejunfposaqne.

< Hasag SawntposaTe OTnosuTe

PucyHok 15. MNMpouecc wmdpoBaHUa agucka

Mpn HeoBXOOMMOCTM Bbl MOXeETe MpepBaThb MNpoLecc WidpoBaHus, HaxaB Ha kHornky lMaysa, a

3aTeM 3anycTuTb ero CHoBa, HaxxaB Bo306GHOBUTL.

UToOHbI

3anyctutb npouecc uwidpoBaHUS B AOpYyroe BpPeMs,

Haxmute OTnoXutb. [na

BO306HOBIEHNA BblibepuTe KomaHay Bo3o6HOBUTL npepBaHHbIA NPOLECC B OCHOBHOM OKHE

SoftControl DeCrypt (tabn. Onvcanvie komaHa MeHio SoftControl DeCrypt ™).

B nosBmBwemcsa okHe Haxmute OK, a 3arem [oTOBO [Ond 3aBepllieHus npolecca

- ® ]
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(pyc. CuctemMHbIN pasgesn/guck 3aumdgpoBaH 17 ).

MacTep cozaanua Tomoe SoftControl DeCrypt >

o CucTemHbli pazgen/anck yonellHo sawndposaH.

PucyHok 16. 3aBeplieHue wmdpoBaHUA

© Mactep cosaanna Tomoe SoftCentrol DeCrypt — >

WndpposaHne

Onuuu

PERtMM OUMCTEN. | HeT (camblil BelcTpoii)

Yae 100% CTE[T)"C| SaBepleHo Elqé|

Bol MoxeTe B NioGoR MOMEHT HaxaTe Tayza' unn "0TnosuTe’,
NpepEas (e undipoEaqie, BEIRTH W2 3TOr0 MacTepa,
NepesarpysTe UMK BolkNiouuTe MK, 8 33TeM NpoSON#NTE NpoLece
D c Y (oH B0200HOBMTCA C TOA ToukK, rge Owin npuocTaHoBneH). AnA
e I-‘y pt NPeAcTEPRAWEHHA 3AMEANEHHA, KOTAA CHCTEMA WIW NPHNOHEHUR
| BbiNCMHAKT YTEHHE UMK 3aNMCEL HA CUCTEMHOM gucke, SoftControl
\ f

DeCrypt xgéT, noka ganHele OyEyT 3aNWCaHBI WNW NPOYTEHB [CM.
LR CTaTyc Bbllle), a 3aTeM NPoSoNMacT (geuMfpoBaHine.

= Hazapg OTnoswnTh

PucyHok 17. CuctemHbIn pa3gen/auck 3awmndpoBaH

Mpu crnepytowem 3anycke SoftControl DeCrypt B OCHOBHOM OKHe mnporpammbl OoTOBpaxkaeTcs

MHbOpMaLWst 0 MapameTpax WichpoBanus (puc. [aHHble LwdpoBarus ).

- (W ]
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© DeCrypt — *
Cucrema  Hactpodkgn  Cnpagka
CBOfCTEa CHCTEMHOTC pasaena:

CocTosnune: S FULL_ENC (MonHocTei 2awwdiposano)

3HaueHHe CEOHCTED
Pazmewenune CMCTEMHBIN pasgen
Pazmep 21128806400 GaiT
Tun CHCTEMHBIA
AnropuTM wudposadua AES

[AnuHa NnepERYHOMD KNKYa 256 GuT

AnuHa BTOPWYHOTD KNo4a (pesum XT5) 256 Gur

Pazmep Gnoka 128 Gut

Pesum onepauuu XIS

PKCS-5 PRF HMAC-SHA-512

CynTaHo gaHHbix nocne moHTHpoBadua 2.0 b

3anncaHoe gaHHbiX nocne MoHTHpoEaH... 1.1T1B

3arpysynk SoftControl DeCrypt - Bepcons 1027

JawngposadHans YacTk 100% (nonHecTb sawngposado)

PucyHok 18. MNapameTpbl wnc poBaHus

4.2 N3meHeHMe NOAKNIOYEHHbIX annapaTHbIX YCTPOUCTB

Cuctema SoftControl DeCrypt npu 3anycke wmidpoBaHUs CYUTbIBAET MapamMeTpbl CriegyroLmx
annapaTHbIX YCTPOWCTB:

* MAC-agpeca ceTeBbIX KapT;

¢ VID, PID v cepwitHble Homepa USB-Hakonutenewn;

* BIOS (MHdopmauusi 0 npoueccope Ha MaTepPUHCKOM nraTe).
MuHMMarnbHoe Yicro yeTporcTB, nogaepxmBaembix SoftControl DeCrypt, — 2 (Ha KrMeHTCKoM xoc-
Te OOJTKHbI MMETbCA CeTeBble KapTbl WM JOSTKHBI BbITh nogkntoyeHsl USB-Hakonuterm). Cnncok
YCTPOWCTB, NapamMeTpbl KOTOPbIX CYUTbIBAIMCh, BbIBOOUTCA B XXypHan cobbITUN.
Mpu n3meHeHun (yoaneHum) ogHOro yCTponcTBa 3anyck 3awmgpoBaHHOro aucka paspellaercs. B
for BbIBOAMTCA COOTBETCTBYNOLEE coobleHve. MNpn nameHeHnn (yoaneHun) rnobbix OBYX YCT-
pPONCTB M3 Habopa 3anyck AMCKa Takke pas3peLiaeTcsi; B Jior BbIBOAUTCS COOBLLEHME O KpUTUYec-
KOM M3MeHeHMn Habopa annapaTHbIX YCTPOWCTB.
Ecrm 6binio u3ameHeHo (yoaneHo) Goree OBYX YCTPOWCTB, MpU 3arpy3ke KIMEHTCKOro XxocTta
nonb3oBaTteno Heobxooumo OyaeT BBECTUM Maporb, 3adaHHbIA Npyv WMEPOBaHMM CUCTEMDI

(puc. 3anpoc naporns Npw 3arpyske KIMEeHTCKOro xocta ).

-_— (W]
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Pyxosodcmeo nornb3oeamernsi

nfo create Unsupported
00:0C:29:3A:51:95
DecsInt: Got 4 USB handles
DCApplyBinding: enter

DecryptBlob:
DecryptBlob:
DecryptBlob:
DecryptBlob:
DecruptBloh:
DecryptBlob:

good magic
good magic
good magic
good magic
good magic
good magic

48534344
48534344
48534344
- 48534344
- 48534344
- 48534344

DecruptMaster: decrypted 6 shares

DecryptMaster: recoveredShares = 6, recoveredKeyl0..31 = 88 DC 1C EO
DecryptMaster: MasterBlob was not decrypted correctly
DCApplyBinding: leave
DesInt: after ApplyBinding
Enter Passuword: _

PucyHok 19. 3anpoc napons npu 3arpy3ke KJIMEHTCKOro xocrta

i Mpu 3anycke uwmgpoBaHus gucka SoftControl DeCrypt cuutbiBaeT napameTpbl Tex

YCTPOWCTB, KOTOpPble OblnM OBHapyeHbl B MOMEHT 3arpy3ki KIMEHTCKOro xocta. Ecrm

nocrie 3aBepLLeHUs LMPPOBaHMSI ObIfIo OTKIMOYEHO KPUTMHECKOE KOSNMYECTBO YCTPOWCTB,

pa60Ta KIMMEHTCKOIro XOCTa He 6yueT npepeaHa. OpaHako npm ero nepesarpyske

SoftControl DeCrypt 3anpocut naponb a5a 3arpy3km CUCTEMHOMO Au1CKa.

4.3 PacwudgppoBka aucka

B ocHoBHOM OKHe nporpammbl Bbibepute komaHay PacwmndpoBatb cucTeMHbIN pasgen/auck

B MeHio Cuctema (Tabn. Onmncanme komaHg meHo SoftControl DeCrypt L ). B okHe npepynpexae-

Hust BbIGepute Aa (pwvc. MNogTeepxaeHne pacumdpoBku amcka 19) N 0OXOUTECb OKOHYaHMA Mpo-

Lecca (puc. Avick pacumdpposaH ).

SoftControl DeCrypt

OCTOPOXHO: Ecnn paclundpoeaTe CHCTEMHBIR pasgen/guck, JaHHbIE
Ha Hero GyAyT 3aNWCbIBaTECA B HEIALLMPOBAHHOM BUAE.

Bil 4EACTENTENBHD XOTUTE pACLUNGBPOBATE CUCTEMHBIA pasgen/gucK’

Yes ' Mo

PucyHok 20. NMoarese pxxaeHue paclumc poBKU AnCKa

Kak 1 B cnyyae ¢ widpoBaHem (cM. pasaen LLindbposanue avicka '°), Bbl MOXETe NPUOCTAHOBUTL

WM OTFOXUTB 3TOT NpoLiece, Haxas May3a um OTnoXuTL (pyc. Pacumdposka avcka ).

- ® ]
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© Macrep cosgaHna Tomoe SoftControl DeCrypt

Pacwudpposka

Onuuu

Pestiin oqucTri: PHI

Yxe| 44933% Cratyc|

= Hazapg PacuwwdpoBath

Bl MOETE B NDGONH MOMEHT HaXaTk Taysa’ unn "OTNo#uTE',
NPEPEAE (A& )UMdpoOEaHUe, BEIRTH W2 3TOMD MAacTepa,
NEpEeFarpysTE WNH BoIkNYMTE MK, a8 23TeM NPOJOMNMATE NPoLECT
(oH B0306HOBUTCA C TOW TOYKH, rAe GbiN NPUOCTAHOBNEH). [nA
NPeAoTERAWEHNA 3AMENEHNA, KOTOE CHCTEME WK NPUMNOHEHUR
BbINOMHAKT YTEHWE MK 3aNMCE HE CHCTeMHoM gucke, SoftControl
DeCrypt 3#géT, Nnoka AaHHbIE By AYT 3anWcaHbl UMW NPOYTEHbl (M.
Cratyc Bbiwe}, 3 3aTem npogonxacT (Dejunfposaqne.

T MuH

OTnoswTe

PucyHok 21. PacumdpoBka aucka

Mactep cozganmna Tomoe SoftControl DeCrypt

o CHCTEMHBIA pasgen/juck yCnelHe paclindpoeaH.

PucyHok 22. [luck pacwmdpoBaH

B guanoroBom okHe C npennoxeHnem nepesanycka KIMEeHTCKOro XocTta Bbl69pMTe Ha, nocre

yero cuctema OygeT oTnpaBrieHa Ha nepesarpysky And 3aBeplLueHus npouecca (puc. 3anpoc

nepesarpysku cuctembl ).

MacTep cozgaHun Tomoe SoftControl DeCrypt

TpefyeTca NepesarpysKa KOMNBHOTERA,

BeinonHuTe €& ceiuac?

Yes No

PucyHok 23. 3anpoc nepe3sarpy3ku
cucTeMbl

————.
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4.4 CmeHa napons

ﬂ,J'IFI CMEHbl Maposiid, 3adaHHOro npu 3anycke U.II/I(prBaHVIFI, Bbl6epI/ITe KOMaHOy N3meHUTb

naponsb... B MeHio Cuctema (puc. Cmena napons 2).

O MzmeHeHWE Napona WAK KNoYeBb aiinos *,

Tekywmi
oK

Napone: ||

OTmena

[ nokasats napons

HoBwiii

Napons: | |

MNogreepouTe: | |

[ nokazate napons

Pexum ounctrn: | 3 npoxoga (US DoD 5220.22-M) L

PucyHok 24. CmMeHa napons

Beegute Tekyup naposb, HOBbIM Maposfib U ero nogresepxaeHne u Haxmute OK. B okHe
OGoraweHune cny4yamHoro nyna nepemMewante Mbllwb A cbopa criydanHbiX AaHHbIX, aHaro-

TMYHO OENCTBMAM MPY reHepaumm Knoden ansa umdpoanms (puc. COop_crnydyanHblX AaHHbIX A5

cMeHbl napons 2).

- (A ]
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OBoralweHne cnyyvaiHoro myna X

BAMHO: Xa0THYHD NEPEMEWENTE MEIWE EHYTRM STOM OKHE (YEM SONLIE, TEM
NYYWe) - 3T0 SHAYNTENEHD YEEMHUNT KPUNTOCTONKDOCTL. 3aTem HasmuTe danee’,

Murwep noeTopa: | SHA-512 w |:| MNokasbiBaTE MyN

Tekywee cogep*umMoe nyna

B A T A T AR SRS
AP AP S T T

*r +h *t r* = i - —r i r* = *r

Y AT S e S I S AT S S S S
U= = S ¥ 5o 490 o Do 0T TP og Tp 490 o = == =2 g U= 4
T B s T I L Sy Sy B S
B T A R A A S P S DS o 4
LTI o I P B MY R I et P B L

= T R L T i Y
e S T L A L A P P & S ST
T e T e R T I

CofpaHo 3HTPONMM 13 NEPEMELYEHNI MbILIM

PucyHok 25. Coop cny4yanHbIX AaHHbIX 4S9 CMEHbI
napons

SoftControl DeCrypt *

o napDJ’lb}‘Cl‘lELLIHD W3IMEHEH,

PucyHok 26. Maponb namMeHéH

Mocre 3aBepLUeHVs npoLecca HaxmuTe fdanee (cM. Boie 2) n OK (puc. Mapors usmeHéH *%).

4.5 OGHOBNEeHne crnuckKka yCTpoucTB

Bbl MOXeTe M3MeHUTb CNMCOK YCTPOWCTB, COCTaBIIEHHbIM Npu WmdpoBaHMM aucka, 6e3 ero

pacuwmdpoBKW. [1519 3TOro nocre usMeHeHuss Habopa ycTpoucTs Bbibepute komaHgy OBHOBUTL

CMUCOK YCTPOMUCTB... B MeHi0 Cuctema, n BBegute naposib (puc. BBog napons npu cmeHe

MOAKIIOYEHHbIX YCTPOiicTB 22).

e N—————————————,
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BeeguTe napons Toma SoftControl DeCrypt

Mapons: | | oK I

BHMMAHIME: Cnwcok yeTpoicTe GygeT oGHOBNEH Ha OTMeHa
CMMCOK, COGPEHHEI NPH NOCNEgHEN 3arpyske
CHCTEMEL

[ noxasate napons

PucyHok 27. BBog napons npu cMeHe NoaKHY€éHHbIX
YCTPOMUCTB

SoftControl DeCrypt HaxoguTt BCe annapaTtHble YCTPOMUCTBA NOAAEPKMBAEMbIX TUMOB, OOHAPYKEH-
Hble npu 3arpy3ke OC, cunTbiBaeT Ux napameTpbl 1 BblAET cOObLLeHMe 06 ycnewHoMm 3aBepLue-

o oo (2
HUM onepauwm (puc. CNMcoK yCTPOUCTB OBHOBIIEH 3 ).

DeCrypt *

o Crnncok ycTpolicTs YCNELIHD M3MEHEH,

PucyHok 28. Cnucok ycTponcTB
OGHOBNEH

4.6 3anyck u3 KOMaHOHOW CTPOKU

Bce onepauun, nepedvYncrieHHble B pas3geriax Bblille, MOXHO BbINOJHUTL W3 KOMaHaHOM CTPOKM

Windows Buaa:

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /<komaHa> [<napameTpbi> ]

Bo3MoXHbIe KOMaHOb! U X napamMeTpbl nepeduncrieHbl B Tabn. 6.

YcrnoBue: BCce Lwaru BbINOSHAKTCS NoA YY4ETHOM 3anmcbio ¢ NpaBaMy agMyHUCTpaTopa.

—————.
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Ta6nuua 6. NMapameTpbl koMaHaHOW cTpoku SoftControl DeCrypt

/boot-prepare {/newpass naposs |
/newpassfile ¢aiin_c_naposem} [/ha 1]|2|
3|4|5] [/ea 1]2|3]|4|6]|7|8]|9]10]|11]

YCTaHOBUTL 3arpy34mK cUCTEMbI LLINKPOBAHUS.

Maponb Ansa WwndgpoBaHUa gMcka MOXHO 3adaTte ABYMSA cnocobamu:

a) ykasaTtb siBHbIM 06pa3oM C NOMOLL bl NapameTpa /newpass;

b) 3anncats B dain ¢ nobbiv pacwunpennem n koguposkon ASCIl n
yKasaTtb uMs daina ¢ noMoLL bl napameTpa /newpassfile.

Maponb formkeH cogepxaTtb namHckue Bykebl a-z, A-Z, umdpsl 0-1 1

cneumansHble cuMBOIbI @#$%A&*()_+.

Ecnu anropytmbl X3LLMPOBaHNA U WMPOBaHUst He 3afaHbl, UCMNOSb-

3YIOTCH 3HaYEHWS MO YMOMYaHWIO, YKasaHHbIe HIDKE.

3HayeHua onga anroputa xawuposaHus (napameTp /ha):

1 — SHA-512 (no ymonyanuto)

2 — Whirlpool
3 — SHA-256
4 — RIPEMD-160
5 — Streebog

3HadeHus ona anroputMa WwudpoBaHns (napameTp /ea):
1 — AES (no ymonuaHuio)

2 — Serpent
3 — Twofish
4 — Camellia

5 — (3ape3epBupoBaHHOE MMS1)
6 — Kuznyechik

7 — Twofish+AES

8 — Serpent+Twofish+AES

9 — AES+Serpent

10 — AES+Twofish+Serpent
11 — Serpent+Twofish

/disk-enc

Havatb nnv Bo306HOBUTL LIMdipOBaHNe CUCTEMHOrO pasgernal/aucka.

/disk-dec

Hauvats nnn Bo306HOBUTL pacLlLmMdPOBKY CMCTEMHOrO pasgena/aucka.

/lic-set sauyeH3uoHHsIl K4

AKTMBMpOBaTL JIMLEH3MOHHbIA  KIOY,
SoftControl DeCrypt.

MOMyYEHHbIA MPW  MOKYMKe

/pw-change {/currpass mexyuud_napons |
/currpassfile ¢alin_c_mekywum _naponem}
{/newpass HoBbIli_napons | /newpassfile
¢alin_c_HoBbim_naponem}

M3mMeHnTb naponb, UCnonb3yeMblil ANs 3arpy3ku CUCTEMbI B Criyyae
KpUTUYECKOro M3MeHeHnst Habopa annapaTHbiX YCTponcTB. ®opmar
3a/1aH1sa Napons CM. Bbille 24,

/dev-change {/currpass
meKkyuwui_naposs | /currpassfile
¢alin_c_mekywum_naponem}

Co3gatb HOBbIM CMMCOK YCTPOMCTB, WCMOMb3yeMbIX O 3arpysku
OC.

/state

MokasaTtb cocTosiHne cucTemsl WngpoaHusa SoftControl DeCrypt.

/dev-get {/currpass mekywuli_naposs |
/currpassfile ¢alin_c_mekywum_naponem}

BoiBecT B pain  oT4€TA UMHGOPMALMIO O  MOAKMHOYEHHBLIX
ycTpoiicTeax. ®opmat 3agaHus napons cM. Bbiwe 24,

/boot-clear

Yaanute 3arpy3uumk cuctemsl wundposarmsa ns OC.

Mpumep: MorHyto npoueaypy yctaHoBku SoftControl DeCrypt MOXHO BbINOSMHATL C MOMOLLBIO

CneaytoLyIX CKPpUMNTOB YCTAaHOBKM (chalinoB C pacLLMpPeHUeEM .cmd UM . bat).

- (& ]
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[ns ycranoBku SoftControl DeCrypt n 3arpysynka cuctemMsl LWMppoBaHUA:

"<KaTanor ¢ ycTaHoBOYHbIM nakeTom>\SoftControl DeCrypt Setup 1.0.85 .exe" /q [/folder "<kaTanor
Ana yctaHoBku>"]

"<kaTanor yctaHoBku SoftControl DeCrypt>\DcConsole.exe" /boot-prepare /newpassfile
<bain_c_naponem>

® Ecrm ans KomaHabl /boot-prepare MCMNOSb3yeTCA NapaMeTp /newpass, MAPOSb AN WMGPO-
BaHusi/pacmdpoBKN Ancka byaeT nexatb B aine CKpunta Wi B XypHasne cobbiTui B

OTKPbITOM BUOE.

[na npoBepKn COCTOSIHMS CUCTEMbI U 3anycka npouecca widppoBaHms (CKPUNT 3anyckaeTcs Noc-
ne nepesarpysku KIMEHTCKOro XocTa):

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /state

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /disk-enc

i KomaHaa /disk-enc HAQYHET BbINOSNHATLCA (T.€. MPOLECC WpOBaHUS 3anyCTUTCS), TONMbKO
eClm Kof BO3BpaTa KOMaHdbl /state — S.MNT (Mounted). B npoTuBHOM criyyae ckpwvnt

BblAACT OLLMOKY.

MpoBepuTb COCTOSIHME MNpoLEecca LMEPOBAHUA MOXHO C MOMOLLbIO KOMaHabl /state (kog

BO3BpaTa Npu 3aBEPLUEHNN — S.FULL_ENC (Fully encrypted)).

4.7 OTyeTbI

B SoftControl DeCrypt peanM3oBaHO NpOTOKONMPOBaHWE COOLITUMA U CTaTycoB MpOrpamMmmbl B
OT4E€Tbl. CTaHOapTHbIA OTYET COOEPXUT CMUCOK YCTPOWCTB W YBEAOMIEHMA O CrieaytoLmx
cobbITUSAX:
* U3meHeHMe Habopa annapaTHbIX YCTPOUCTB — O4HO YCTPONUCTBO HE OOHAPYKEHO.
» Kputnyeckoe nameHeHMe Habopa annapaTHbIX YCTPOMUCTB — [Ba YCTPOWCTBA He
oBOHapyKeHbI.
= 3arpy3ka ¢ naponem.
* BbINnONMHEHNE OCHOBHbIX (PYHKUMMA CUCTEMbl: LmdpoBaHMe/pacLLmMdpoBKa
CUCTEMHOrO pasferna Wi gucka, yctaHoBKa/yoaneHue 3arpysdvka cuctembl wmdpoBa-
HWS1, KBMEHEHME Naporsis, 3MeHeHe Habopa annapaTHbIX YCTPONCTB.

dann cTaHgapTHOro OT4YETa AOCTYMEH MO CrieayoLLeMy MyTu:
C:\Windows\DecryptLog.log

R N————,
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PaCLLII/IpeHHaFI I/IH(*)OpMaLl,I/IFI O COBbITUAX CUCTEMBI LUI/I(prBaHMSI N npmdmnHax Heyga4Horo 3aBep-

LLEHUST onepaLmin CoaePXUTCS B NOAPOOHOM OTYETE, KOTOPbLIN AOCTYNEH MO CreayoLEMY NyTU:
C:\ProgramData\DeCrypt\DeCrypt.log
[nsa oboux Tunoe otyéTtoB B SoftControl DeCrypt noaoepxvBaeTcsa potaums, NOMoratLRast KOHT-

pormpoBaTtb pasmep hanroB OTYETOB. PoTaums nossosnsetr popMmpoBaTb OTYETHI, aBTOMATU-
Yyeckn pasbvBaeMble Ha WOEHTUYHbIE MO CBOMM NapameTpam YacTy Buaa:

» DeCryptLog(rotated dd.mm.yyyy).log pna @annoB cTaHdapTHbIX OTYETOB, rae

dd.mm.yyyy — gata potaumm oT4eTa;

» DeCryptlog_old1, DeCryptlog _old2 nT.4. ana cdannos nogpo6HbIX OTHETOB.
Jlumut no pasmepy caina oT4éTa, No AOCTUKEHNM KOTOPOro npoucxoaut potaumd, — 100M6.
Mpumeyanve. Oydrmpytoupeca USB-HakonuTerm ykasblBaloTCA B dpalre CTaHgapTHOro OoTyéTa
DecryptLog.log OAWH pa3. OgHako ecrm y Asyx USB-HakonuTenen ogvHakosble napameTtpbl VID u
PID, HO 0AWH U3 HUX MMEET CEPUNHBIA HOMEP, a APYron — HET, TO B dpanre oTyéTa OyayT yKasaHbl

oba ycTpowcTtsa (3anvcu 6yayT aybrmpoBaTtbes).

4.8 YepHbIN CMUCOK YCTPOMNCTB U OTNOXEHHbIN 3anycK

Ecrmm K KIMEHTCKOMY XOCTY MOAKMOYEHbl YCTPOWCTBA, MHUUMArM3auus KOTOPbIX MPOUCXOAUT

MeneHHO, CyLLecTBYeT ABa crnocoba ontummsaumm ero paboTbl:

A. OTnoxuTb 3anyck 3arpy3dvka cuctembl WwmpoBaHua (3agate 3agepxky npu 3arpyske OC). B
3TOM cryyae obLuee BpeMs 3arpy3Kku KIIMEHTCKOro XOCTa yBEMMYUTCA.

B. UrHopupoBaTtb aTn yctponctBa npyv oopMMpoBaHMM WM OBHOBREHUM Crincka YCTpPOWCTB. B
3TOM Crydae BpeMsi 3arpyskm He WU3MEHUTCS, OAHAKO WUCKIMOYEHHble YCTpoucTBa He Oyayt

TpeboBaTbCs Ans pacLmdgpoBKM aucka.

s BHecenns USB-Hakonutenemn B YEPHbIN CMUCOK BbIMOSHATE ONMUCAaHHbIE HKE OeUCTBUS:

1) Hangute B (paine oTyéTa DeCryptlLog.log (PacCMoSsiOXXeH MO credylowemy nyTh: C:\Windows
\DeCryptLog.log) MOEHTUUKATOP TOro YCTPOMCTBA, KOTOPOE He LOSPKHO npoBepATbes. USB-
HaKonuTesM ykasblBatoTCs B (panre oT4é€Ta B popmaTe VID_PID_SERIALNUMBER.

Ycnosue: 3anncb ByaeT NpMCyTCTBOBAThL B JiOre, TONMbKO €CIiv YCTPOMCTBO OBHAPYKUIOCh XOTS
Obl NPy O4HOM 3arpy3ke KIMEHTCKOro xocTa.

2) 3anyctute komaHgHyto cTpoky Windows ¢ npaBsamu agmuHucTpaTopa. Nogknounte EF-pasgen

K VCKY C MOMOLLBIO CrieaytoLeit KoMaHabl:

roe u: — Ha3BaHWe OUCKa And noakrmovYeHua.

—————.
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3) OTtkpouTte B BriokHOTe dhain ¢ HAaCTPOMKaMK C MOMOLLLHO CrieayroLen KoMaHab!:

notepad.exe u:\EFI\DeCrypt\DcsProp

4) N3meHute B dhanne CTPOKY
<config key="BlacklistDevices"></config>
Ha
<config key="BlacklistDevices">ycTpoincTBOl;yCcTpONCTBO2;...;yCcTpoucTBON</config>
roe ycrtpoiicteoN — NMOSHbIN MOEHTUUKATOP YCTPOUCTBA (Kak ykaszaHo B ¢hairne OT4yéTa) WM Ha-
YyarnbHasa 4YacTb uaeHtTudmrKaTopa n Macka * (naTuHckue GykBbl, LMPPbI 1 CUMBOST NOAYEPKMBA-
HUA).
[Mpumep:
<config key="BlacklistDevices">13FE_4200_P16019100703681B1EDD8A13;0EQF_*</config>
5) O6HOBMTE CNMCOK YCTPOMWCTB C NMOMOLLBIO CreaYIOLLEN KOMaHabI:

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\DcConsole.exe" /dev-change /currpassfile

<Qaitn_c_Tekywum_naposiem>

UTtoObl 3agaTh BpeMA 3a0epPiKK1 Npu 3arpyske OC, BbinonHuTe creagywoupe nencTBus:

1) OTkpowTe hann ¢ HacTporKaMum C MOMOLLBIO CrieaytoLLE KOMaHabI:

notepad.exe u:\EFI\DeCrypt\DcsProp

2) BbicTaBuTe Anisi napamMmeTpa UsbInitDelay Tpebyemoe 3HauYeHre 3a4epkn (B CeKyHOaX).

- (& ]
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5. O6HoBneHune SoftControl DeCrypt

B naHHoM pasgerne onucaHbl Heobxoaumble genctama no obHosrieHno SoftControl DeCrypt:

=  0GHOBNEHVe B 06bIYHOM pexmvme 22;

= 0GHOBIEHVE B TUXOM pexume > .

[ .
J OGHOBrEHVE MOXHO MPOBOAWTH, HE PACLLMKPOBbLIBAS CUCTEMHBIN ANCK.

5.1 O6bHOBNEeHMe B OOLIYHOM pexXnme

1) 3anyctute yctaHoBouHbIN NakeT SoftControl DeCrypt Setup <product version>.exe Bepcuu, Ha
KOTOPYIO HEOBXO0aUMO NPOM3BECTN OBHOBIIEHME.
2) B cnyyae Bawero cornacus, Boibepute napametp | accept the license terms (A npuHumato

YCIOBWS NMLIEH3VOHHOTO cornaluermst) n Haxxmure Next (puc. JlnueHavoHHoe cormateHvie 2%).

0 SoftControl DeCrypt Setup 1.0.39 - *

Please read the license terms 0
“fou must accept these license terms before you can use, extract, or install SoftControl DeCrypt.

DwCryps

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please click the "arrow down’ icon to see the rest of the license.

Standard End User License Agreement ~

NOTICE TO ALL USERS: ATTENTIVLY READ THE FOLLOWING LICENSE AGREEMENT
("AGREEMENT"), FOR THE LICENCE OF SPECIFIED SOFTWARE ("SOFTWARE") PRODUCED BY
SAFE 'N SEC CORPORATION (hereinafter - SAFE ‘N SEC CORPORATION).

IF YOU DO NOT AGREE TO ALL OF THE TERMS3 OF THIZ AGREEMENT DO NOT DOWRNLOAD,
INSTALL OR USE THIZ SOFTWARE.

1. Subject of the Asreement. Subject to the payment of the applicable license fees, and
subject to the terms and conditions of this Agreement, SAFE 'N SEC CORPORATION
hereby grants to you a non-exclusive, non-transferable right to use one copy of the ,

| accept the license terms

< Back Next = Cancel

PucyHok 29. JinueH3snoHHoe cornalieHue

3) Buibepute Tpebyemyto onumio B okHe Wizard Mode v Haxxmute Next (pvc. Boibop pexviva 22).

R N—————.
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) SoftControl DeCrypt Setup 1.0.39 — b4

Vizard Mode 0

Select one of the modes. If you are not sure which to select, use the default mode. e

(®) Update

Note: You can upgrade without decrypting even if the system parition/drive is encrypted
or you use a hidden operating system.

SoftCaontral

= Back Cancel

1=
d

PucyHok 30. Bbi6op pexuma

4) Buibepute Tpebyemble onuum B okHe Setup options 1 Haxxvute Update (pvic. BuiGop onumin 2).

) SoftControl DeCrypt Setup 1.0.39 - *

Setup Options 0

Here you can set various options to control the installation process. B

The SeftContrel DeCrypt program files will be upgraded in the location where SoftControl DeCrypt
iz installed. If you need to select a different location, please uninstall SofiControl DeCrypt first.

C:\Program Files\SoftControl DeCrypt Browse...

Install for all users
Add SoftControl DeCrypt to Start menu
|:| Add SoftControl DeCrypt icon to deskiop

Create System Restore point

SoftCantral

I « Back " Update { Cancel

PucyHok 31. Bbi6op onuui

5) dloxautecb OKOHYaHUs npoLecca obHoBreHus (puc. [Npouecc o6HoBEHMS 28 ).

-
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) SoftControl DeCrypt Setup 1.0.39 — b4

Installing 0

Please wait while SoftControl DeCrypt is being installed.

= Back Next » Cancel

PucyHok 32. lNMpouecc o6HoBNeHUs

6) MNocne nosienenust coobweHus SoftControl DeCrypt has been successfully upgraded (Yc-

TaHoBka SoftControl DeCrypt 3aBeplueHa) Haxvute Finish (pvic. 3aBeplenvre o6HosneHms °%).

0 SoftControl DeCrypt Setup 1.0.39 - >

SoftControl DeCrypt has been successfully upgraded o

“fou can click Finish anytime to close the installer.

= Back Cancel

PucyHok 33. 3aBeplueHne o6HOBNEHUA

7) B ovanoroBom okHe C MpearoXxeHuem nepesarnycka cuctembl Bbibepute OalYes, nocne yero
cuctemMa OyneT oTnpaBrieHa Ha nepesarpysky AnA 3aBeplleHns o6HoBreHus (puc. 3anpoc

nepesarpysku cuctembl °%).

— &
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SeftControl DeCrypt Setup

SoftControl DeCrypt has been successfully upgraded. However, before
you can start using it, the computer must be restarted.

Do you want to restart it now?

Yes No

PucyHok 34. 3anpoc nepe3arpy3kum cucteMbl

5.2 OGHOBNEHNE B TUXOM pexnme

YcroBue: BCe Larn BbINMOMHATCS No4 YYETHOM 3anvCbio C NpaBaMmn agMuHUCTpaTopa.
1) CkonumpymTe yctaHoBOYHbIM nakeT SoftControl DeCrypt Setup <product version>.exe Bepcuu,
Ha KOTOpPYH HeoBX0aUMO NPom3BECTN OBHOBEHWE, B KAKOM-MOO KaTasior KIMMEeHTCKOro XocTa.

2) 3anycTute komaHaHyto cTpoky Windows v BbINOMHWTE CriedyroLLyt0 KOMaHAy:

"<KaTanor c ycTaHoBo4YHbM nakeTom>\SoftControl DeCrypt Setup <product version>.exe" /q

-,

www .safensoft.com


http://www.safensoft.com

Control DeCrypt Bepcus 1.0.85 Pykosodcmeo nonb3ogamerns

Y0aneHue SoftControl DeCrypt

6. YoaneHue SoftControl DeCrypt

B naHHom pasgerne onucaHa npoueaypa gevHetansauum SoftControl DeCrypt:

* B 06LIYHOM peXxVMe (C MCNONMb30BaHEM MHTepderica Nonb3oBaTens) >2;

* B TMXOM pexume % .

i Mepen ypaneHnem SoftControl DeCrypt Heobxogumo pacumdpoBaThb 19 cogepxvmoe
Jucka.

6.1 YpaneHune B 0ObIYHOM pexume

1) dna OC Microsoft® Windows® Server 2003: B [MaHerm ynpasnenus Windows B pasgene

YcTtaHoBKa u yaaneHune nporpamm (Add or Remove Programs) Ha Bkrnagke WU3meHeHue
unu yaaneHme nporpamm (Change or Remove Programs) Beibepute SoftControl DeCrypt n
HakmMuTe Ha KHonKy Yaanutb (Remove).
Ona  OC Microsoft® Windows® 7, Microsoft® Windows® Server 2008, Microsoft®
Windows® 8, Microsoft® Windows® Server 2012, Microsoft® Windows® 10, Microsoft®
Windows® Server 2016: B NaHerm ynpasneHuss Windows B pasgene MNMporpammbl (Programs)
— Ypanutb nporpammy (Uninstall program) Bbibepute SoftControl DeCrypt v HaxmuTe
Yaanutb (Uninstall).

2) B nosiBMBLLEMCS OKHE HaxkmuTe YaanuTb (puc. [MoaTBep)aeHue yaaneHust nporpammbl o).

D SoftControl DeCrypt Setup - X

Haxmure Yoanuts', yTobtl yoanuts SoftControl DeCrypt us sToi cucTembl.

CosgaTe TOYKY BOCCTAHOBNEHWA CHCTEMbI Yoanute OTmena

PucyHok 35. Noaree pxxaeHue yaaneHus nporpamMmbl

——————.
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Y0aneHue SoftControl DeCrypt

[Mpumeyanve: Ecrm Bbl gobasnsamm kakve-mmbo danrbl B nanky ¢ SoftControl DeCrypt, oHa He
Oynet yaaneHa.

Haxvwute FotoBo ans 3aBeplieHnda yaareHmnda nporpamMmmbl (pI/IC. 3aBepLieHVe yaaneHus

nporpammbl ).

D SoftControl DeCrypt Setup - X

Haxmure Yoanuts', yTobtl yoanuts SoftControl DeCrypt us sToi cucTembl.

Yoanedwe C\Windows\system32\Drivers\DeCrypt.sys ~
YaaneHwe C\Program Files\SoftControl DeCrypfiLanguages

¥panexne C:\Program Files\SoftControl DeCryptidocs

¥Yaanedwe C\Program Files\SoftControl DeCryptiDcConsole.exe

YaaneHwe C\Program Files\SoftControl DeCryptiLicenseWrapper.dil

¥panexne C\ProgramDatatMicrose fiVWindows\Start Menu\Programs\DeCryptDeCrypt.Ink

Yaanedwe C\ProgramData'MicresefiVWindows\Start Menu\Programs\DeCryptiDeCryptExpander.ink
YaaneHwe C\ProgramData‘Micresefiindows\Start Menu\Programs\DeCryptDeCrypt Website. url
¥panexne C\ProgramDatatMicrosefiVWindows\Start Menu\Programsi\DeCryptiUninstall DiksCrypt.Ink
¥Yaanenwe C\ProgramData'MicreseiWWindows\Start Menu\Programs\DeCrypt

Yaanexwe Chlzers\Public\Desktop\DeCrypt.ink

¥AaneHne OTHOCAWMXCR K NPOTPAMME BaHHLIX

Yoanedwe Cilsers\Administratoriapplata\Roaming\DeCryptiFavorite Volumes.xml

YaaneHwe ChlzersvadministratoriapplatatRoaming\DeCryptiDefault Keyfiles xml

Yoanenne CiUsers\Administrator\AppDatatRoaming'DeCryptiHistory. =xml

Yaanenwe Cilsers\Administratoriapplata\Roaming\DeCryptiConfiguration.xml

Yaanenwe ChlzersvadministratoriapplatatRoamingtDeCrypf\Systemn Encryption.xml

Ypanenne CilUsers\AdministratoriAppData\Roaming\DeCrypt

¥oanexne C\ProgramData\DeCrypt\Original System Loader

¥Yoanedwe C\ProgramData\DeCrypt >

CosgaTe TOYKY BOCCTAHOBNEHWA CHCTEMBI loToso OTmena

PucyHok 36. 3aBepLueHue yganeHus nporpamMmbl

6.2 YoaneHne B TUXOM pexume

YcroBue: BCe Laru BbIMOMHATCS noa y‘-IéTHOIZ 3anncbto C nNnpaBamMmun agMmUHMUCTpaTopa.

3anyctute komaHaHyto cTpoky Windows v BbINOSHUTE CreaytoLLyt0 KOMaHAay:

"<kaTanor ycTtaHoBku SoftControl DeCrypt>\SoftControl DeCrypt Setup.exe" /q /u

IS———————————s—
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TexHu4eckasi moddepxka

7. TexHn4yeckas noggepxka

[Mpn BO3HUKHOBEHMM BOMPOCOB MO YCTaHOBKe, HacTpowke u pabote SoftControl DeCrypt Bbl

MOXeTe 00paLaTbCs B TEXHUYECKYHO NOAAEPXKKY MO SMEKTPOHHOM noyTe support@safensoft.com.

.
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8. MpunoxeHue

8.1 HacTtpowmka pasgena gucka

B panHom pasgene npefcTtaerieHa obuwpsa mHdopMauua no noAroToBKe NepBOro pasgerna
cuctemHoro amcka ans yctaHoBkm SoftControl DeCrypt. MHopmaumsa HocuT pekoMeHaaTernbHbIn
XapakTep U MOXeT NPUMEHSATLCA B Crlydae BO3HWKHOBEHMA oumbok mnpu yctaHoBke SoftControl
DeCrypt.

Ecrm nictannstop SoftControl DeCrypt Bbigaét owmbky 0 HexsaTke cBOGOAHOrO MecTa Ha AuCKe,
MO>HO BbIMNOSHUTL Crieaylouye OENCTBUS.

YCroBue: BCe Laru BbIMOSHATCA Mo YYETHOM 3anmCbio C NpaBamMu agMuHUcTpaTtopa.

Kak npaswrio, nepBbin pasgen Ha gucke 3apesepBupoBaH Windows nof BOCCTaHOBIieHWE
CUCTEMBI U HE UCMOSb3YeTCs Npu 00bl4HOM paboTe cuctembl. Takom pasaen MoOXHO yaanuTe. Ona
9TOro 3anycturte KomaHgHyto cTpoky Windows v BbINOMHUTE CreayroLLyt0 KOMaHay:

B oTkpbiBLENCA OCHacTke YnpaBrieHMe KOMMNbHTEpOoM Bbibepute nyHKT YnpaBneHue
anckamu. LLEnkHMTe No nepBoMy pasgery npaBon KHOMKOW MbilM 1 BbiGepute YaanuTb TOM....

Crenyvite MHCTPYKUMSIM B MOSIBUBLLEMCS! OKHE A9 yAaneHus pasgerna.

i ﬂ,aHHyPO onepauntd MOXHO BbINOJIHATL, TOJIbKO €CIM Bbl YBEPEHblI B OTCYTCTBUMN B

nepBoOM pas3gerie AUCKa BaXXHblX AaHHbIX.

Ecrm nHpopmaumo HeobBxo4MMO COXpaHUTb, BOCMOSb3YUTECH OOHOM M3 MporpamMm ynpasBrieHus
Avckamu, 4ToObl YMEHbLWMTb pasaen v nepeaBuHyTb ero OT Havyarna ancka Takum obpasom, 4ToObI
nepeq HUM obpasoBanocbk cBob6oAHOE NpocTpaHCcTBO A5is yetaHoBku SoftControl DeCrypt.

Mpumeyanve. Ecrm Ha Bawen OC nepBbIn pasaen He oTobpaxaeTca B OCHAcTke YnpaBneHue

KOMNbHOTEPOM, Bbl MOXETE UCIMNOJIb30BATb YTUIMUTY KOMaHaHoM CTPOKM diskpart.exe.

— e &
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